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Introduction

WeSmart is an enterprise that handles a cloud platform collecting data from
smart meters and connected devices since 2018. The company aggregates different
types of data: electricity consumption, air quality, temperature, humidity, pressure,
water temperature, etc... It is also developing analytic algorithms in order to
compare and interpret data. The result of the analysis is displayed online and on
mobile devices for customers to monitor, understand and manage their energy and
other critical environmental parameters [45].
WeSmart is also closely related to the sector of energy communities. In 2020,
the company launched the energy community called "Greenbizz.energy". For this
project, 943 solar pannels have been placed on the roof of the Greenbizz company1.
Their role is to power companies but also private houses [92] [62].

In the frame of this work, WeSmart asked us to improve their current im-
plementation thanks to the use of a blockchain. The objective was double : to
guarantee the integrity of the data in the cloud and to explore the possibilities of
performing energy trading between the participants. During this year, we first had
to correspond with the WeSmart company in order to understand their current
implementation and define their needs as much precisely as possible. This task
being done, we performed a state of the art of the research domain. With those
tools in hand, we then found and submitted a practical solution to the company.
The goal was to validate the global solution but also the tools that we thought to
be the most appropriate for the solution. After the validation of the company, we
implemented this solution and finally submitted it to WeSmart.

The first part of this work presents concepts and state of the art solutions to
answer these two objectives. The blockchain and microgrid concepts are introduced
in the chapters 1 and 2 while chapter 3 and 4 respectively present the state of
the art of the blockchain use for energy trading and to ensure cloud data integrity.
A conclusion of this first part is that due to legal constraints it is nowadays not

1Greenbizz, located in Brussels, provides businesses with surfaces and services to create and
develop their green, sustainable or environmentally related projects
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possible to directly use the blockchain for energy trading. Our solution focuses
then on data integrity checking.

More precisely, WeSmart currently stores their consumer related data in a cloud.
However, there is no way to verify that those data are not corrupted when they
are retrieved from the cloud. The proposed solution is an additional security layer
that runs independently of the existing solution and whose goal is to corroborate
the integrity of the data stored in the cloud. This solution is explained in the
second part of this work. Chapter 5 explains the principle of the solution, the
integration in the WeSmart architecture and the different tools available for the
implementation. Chapter 6 clarifies the Hyperledger Sawtooth tool used for the
implementation of the blockchain. Chapter 7 presents the results and performances
of the solution. Finally, chapter 8 concludes by pointing the limitations of our
solution and proposes improvement ideas.
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Chapter 1

Blockchain concept

This chapter presents a review of the blockchain concept which will be used
in all the remaining parts of this work. Note that an explanation of the digital
signature concept, cryptographic hash function and the different kinds of failures
that can happen in a distributed system is performed in the chapter 9 of the
annexes. Those concepts are important in order to understand this report.

[20] The concept of blockchain started from an article of Satoshi Nakamoto in
2008 [4]. This concept came to fame as part of a proposal for Bitcoin (B or BTC),
with the aim to create peer-to-peer money without centralized banks. The goal
was multiple: avoid the need of trust in a third party, reduce transaction costs
(bureaucracy) and anonymize transactions. However, the Bitcoin white paper did
not come out of thin air, and P2P networks were not a new phenomenon. They
are rooted in the early history of the computer and internet, building on decades
of research of computer networks, cryptography, and game theory [33].
The major breakthrough of Bitcoin was to introduce a novel solution to the age-old
human problem of trust. The underlying blockchain technology allows to trust the
outputs of the system without trusting any actor within it. People and institutions
who do not know or trust each other, reside in different countries, are subject to
different jurisdictions, and have no legally binding agreements with each other,
can now interact over the Internet without the need for trusted third parties like
banks, internet platforms, or other types of clearing institutions. To do so, Bitcoin
implemented a distributed network where each participant within the network
maintains, approves, and updates new entries. The system is controlled not only by
separated individuals, but by everyone within the network. Each member ensures
that all records and procedures are in order, which results in data validity and
security. Parties that do not necessarily trust each other are so able to reach a
common consensus.
In the blockchain architecture, all computers in the network hold an identical copy
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of the ledger of transactions which acts as a single point of reference. This ledger,
also called blockchain, maintains a continuously growing list of transaction data
records, contained in blocks. Each block includes the cryptographic hash of the
prior block in the blockchain, linking one block with another into a chain of blocks,
which guarantees the integrity of the previous block all the way back to the first
one (the genesis block). In order to change the content of that ledger and create a
new block, network users need to reach a mutual agreement, also referred to as
consensus. The blockchain can, therefore, be described as a shared, trusted, pub-
lic ledger of transactions, that everyone can inspect, but that no single user controls.

This architecture can be made in opposition with the traditional centralized
architecture of the World Wide Web which uses a client-server network. In this case,
the server keeps all the required information in one place. This method facilitates
the update because the server is a centralized database controlled by a number of
administrators with permissions. However, this client-server architecture is more
prone to hacks and data leaks since the data are stored in one place. Moreover,
this kind of architecture requires the trust in a third party [50]. With data being
stored in several locations at once, information becomes more difficult to tamper
with, whilst being available everywhere.

Figure 1.0.1: Comparison of the blockchain architecture and the traditional archi-
tecture of the World Wide Web
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This new form of distributed data storage and management also avoids the
double-spending problem (explained in the section "conflict and security" of the
section 1.6.1) of existing value transfer over the internet. Ideas around cryptograph-
ically secured P2P networks have been discussed in the academic environment in
different evolutionary stages, mostly in theoretical papers, since the 1980s. However,
the Bitcoin was the first practical implementation of a P2P network that managed
to avoid the double-spending problem.

1.1 Evolution of blockchain [34]
The next parts introduce the blockchain concept and begin with the evolution

of the blockchain.
Three generations of blockchain technology are often considered in the blockchain
evolution. Those are defined by Melanie Swan as [11] : blockchain 1.0 (pro-
grammable currency), blockchain 2.0 (programmable finance) and blockchain 3.0
(programmable society).

• Blockchain 1.0 (programmable currency): The blockchain technology ap-
peared with the birth of Bitcoin. At this moment, its initial application
scope is completely concentrated on digital currencies. The advent of pro-
grammable currencies has made possible the direct flow of value across the
internet which brought a brand-new digital payment system. In this system,
users can perform barrier-free digital currency transactions or cross-border
payments. Moreover, the blockchain has the characteristics of decentraliza-
tion, immutability, and trust, which can guarantee the security and reliability
of transactions. The emergence of this digital currency has strongly impacted
the traditional financial system.

• Blockchain 2.0 (programmable finance): Affected by digital currency, the
application scope of blockchain technology has expanded to other financial
fields. While programmable currency realises the decentralization of currency
transactions, programmable finance can achieve the decentralization of the
entire financial market, which is the next important link for the development of
blockchain technology. Unlike using the blockchain as a support platform for
virtual currencies, the core concept of blockchain 2.0 is to use the blockchain
as a programmable distributed credit infrastructure to support the application
of smart contracts (see section 1.8.1). Thanks to them, the application range
of the blockchain has expanded from a single currency field to other financial
fields involving contract functions. The contents of these transactions include
real estate contracts, intellectual property rights, and debt certificates.
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• Blockchain 3.0 (programmable society): With the further development of
blockchain technology, the characteristics of decentralization and trust have
made the application of blockchain gradually exceed the financial field.
Blockchain 3.0 not only extends applications to social governance areas such
as identity authentication, auditing, arbitration, bidding, but also includes
industries, culture, sciences and arts. By solving the problem of distrust,
blockchain technology provides a universal solution, that is, no longer estab-
lish credit and share information resources through third parties, thereby
improving the operating efficiency and overall level of the entire field.

1.2 Public, private and consortium blockchains
[61], [65], [81]

A blockchain can be of three types: public, private or consortium. Note that
the public and private blockchains are the most widespread but a quick explanation
of the consortium blockchain is performed for the sake of precision. Here is an
explanation of the three:
A public blockchain is a permissionless blockchain. Anyone can join the blockchain
network, meaning that they can read and write the distributed ledger. They can
also take part in the consensus process.
On the other hand, a private blockchain is a permissioned blockchain. Private
blockchains work based on access controls which restrict the people who can partic-
ipate in the network.
Halfway between private and public blockchain, there is the consortium blockchain.
Instead of having a single entity which decides who can join the blockchain, there
are a few nodes that take this decision[39].

Here are the similarities that those blockchains have in common:

• They are decentralized and distributed which means that each node in these
blockchains has a complete replica of the ledger. Because of the restricted
number of nodes of the private blockchain, it can be qualified as partially
decentralized compared to the fully decentralized public blockchain.

• All work as an append-only ledger where the records can be added but can not
be altered or deleted. Hence, these are called immutable records. However,
because the immutability of the ledger is based on the decentralization, a
public blockchain is considered as more secure than the private blockchain.
Indeed, due to the higher number of nodes in the public blockchain, it is
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nearly impossible for ‘bad actors’ to attack the system and gain control over
the consensus network.

Here are their differences:

• Private blockchains have less participants in their networks than public
blockchains.

• In a public blockchain, anyone can take part by verifying and adding data to
the blockchain. In private blockchains, only authorized entities can participate
and control the network.

• Consensus algorithms are different in public and private blockchains.

• A public blockchain can not compete with a private blockchain in terms
of efficiency. Indeed, public blockchains are slow and hence can process
transactions only at a slow pace. In a private blockchain, as only a few nodes
need to manage data, transactions can be supported and processed at a much
higher pace.

Figure 1.2.1: Public vs Private blockchains [61]
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1.3 Blockchain layers
[19] The different layers of the blockchain architecture are depicted in the figure

1.3.1. The data layer stores all the transaction data and information records.
The network layer enables communication between peers in the blockchain. The
consensus layer includes a consensus mechanism which enables nodes to reach on
the effectiveness of block data efficiently in the decentralized system where decision
power is highly decentralized. The issuing of tokens is the major part of incentive
mechanisms. Token issuing mechanism prescribes how tokens are generated, which
would increase of total quantity of tokens. The purpose of the incentive layer is to
attract participants to contribute to the computing power. The application layer
focuses on developing blockchain solutions for use across different applications and
industries [83].
The different layers are described in more details in the following sections.

Figure 1.3.1: Overview of the blockchain architecture divided in different layers [82]

1.4 Data layer : Bitcoin case [91]
In this section, an analysis of the blockchain data layer is performed. Note that

the architecture of this layer can slightly change depending on the platform that
implements it. As an example, this section analyses the Bitcoin data layer.
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Figure 1.4.1: Architecture of the blockchain data layer implemented in the Bitcoin
case

The Bitcoin blockchain is made of a succession of blocks. Each block contains a
body composed of transactions and a header constituted of the hash of the previous
block, the Merkle root, a timestamp and a value called Nonce. Let’s go deeper in
each of those components:

1.4.1 Block header
As represented in the figure 1.4.1, the blockchain header is constituted of the

hash of the previous block (see section 9.2 for more information about the concept
of hash), the Merkle root, the timestamp and the "Nonce" field. The timestamp is
a sequence that records the time when a block is created.
In order to be valid, the block must be validated by a proof of work. As explained in
more detail in the section 1.6.1, the goal of the proof of work is to find a particular
sequence of characters that is added to the block such that the hash of the entire
block verifies certain conditions. This sequence of characters is the "Nonce" field.
An important aspect is that the block header contains the hash of the previous
block. Thanks to that, there is a link between successive blocks in the blockchain.
This is a key aspect to ensure the immutability of the blockchain (see section 1.6.1).

1.4.2 Transactions and Merkle tree
As represented in the figure 1.4.1, the body of a block is made with transaction

data. Indeed, as explained earlier, the role of the blockchain is to record the
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transactions of the different users in a distributed ledger. Every participant can add
a transaction in this ledger, which is a transfer of coin from one user to an other.
According to the Bitcoin white paper of Satoshi Nakamoto [4], a coin is defined by
a chain of digital signatures. Each owner transfers the coin to the next by digitally
signing a hash of the previous transaction and the public key of the next owner
and adding these to the end of the coin. A payee can verify the signatures to verify
the chain of ownership. Because the ownership of a coin is bound to a public key,
the transactions are anonymous. Indeed, it is theoretically impossible to associate
a public key to the identity of its owner.

Figure 1.4.2: Representation of a coin in the Bitcoin system [4]

As represented in the figure 1.4.1 data are stored in a Merkle tree form. Indeed,
as the blockchain increases, the size that it takes on each node can rapidly become
a problem. In order to reduce the space that the blockchain takes in memory,
some users can choose to store a lighter version of this blockchain. This is possible
thanks to the Merkle tree concept.
A Merkle tree is a particular structure that stores the hash of every transaction.
An example of Merkle tree is shown in figure 1.4.3. The leaf nodes of the tree are
constituted with the hashes of every data (the transactions for example). The tree
is build from the leafs. Each parent is computed by hashing the concatenation of
its children. The last hash at the top of the tree is called the Merkle root.

1.4.3 Merkle proof [9]
A characteristic of the Merkle tree is that it eases the authentication of data.

The figure 1.4.3 depicts an example of authentication. In this example, the verifier
has the authentic hr (Merkle root) and wants to verify the integrity of x2 and
x7. The prover then provides the verifier with this information: x2, x7, h(x1),
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hd, h(x8) and he. The verifier can then verify x2 and x7 by first computing
h(x2), h(x7), hc = h(h(x1)||h(x2)), hf = h(h(x7)||h(x8)), ha = h(h(xc)||h(xd)),
hb = h(h(xe)||h(xf )) and hr = h(h(xa)||h(xb)) and then checking if the calculated
hr is the same as the authentic one.

Figure 1.4.3: Merkle proof [9]

1.4.4 Advantages of the Merkle tree
The main advantage of this structure is that less nodes have to be compared

to proof that a node is tampered with. Indeed, an other solution would be to
compute the hash of all the messages, to append all those hashes in a string and to
compute the hash of this string (cf. figure 1.4.4 a)). However to show that data m6
is tampered with, 16 nodes are needed (nodes in blue in the figure 1.4.4 a)). With
the Merkel tree implementation, only 5 nodes are needed (nodes in blue in the
figure 1.4.4b )). (see section 1.4.3 for an example of the authentication process).
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a) Global hash b) Merkle tree

Figure 1.4.4

The second advantage of the Merkle tree is that it permits the users who do
not want to store the entire blockchain to store only a lighter version of it. In this
case, the user does not store all transactions corresponding to a block but it only
stores the Merkle root. If the user wants to verify the correctness of a transaction
stored on a particular block, it will request the Merkle tree of that particular block,
recompute the Merkle tree of that block, and verify that the computed Merkle root
corresponds to the Merkle root that the user stores on its lightweight blockchain.

1.5 Network layer
The network layer includes the three protocols used in the blockchain network.

Its role is to enable communication between peers in the blockchain.
The Peer-to-Peer (P2P) protocol is used to construct the blockchain network.
This protocol includes the peer discovery and the connection to the other peers
when the blockchain starts. Moreover, it includes a mechanism of synchonization
of local data between peers.
The propagation protocol is used to broadcast transaction proposals and new
executed transactions which is important for the creation of a new block.
The validation protocol is used to validate the transactions before being com-
mitted to the ledger.

1.6 Consensus layer
The consensus is a key concept in the blockchain conception. Indeed, the

consensus is a fault-tolerant mechanism that is used to achieve the necessary
agreement on a single data value or a single state of the network among distributed
processes. Thanks to it, the distributed nodes record the same information in their
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distributed ledger. There are several kinds of consensus. The most popular one are
explained in this section.

1.6.1 Proof of Work (PoW)
One of the most popular consensus is the proof of work. This consensus is used

for public blockchains such as Bitcoin or Ethereum. The goal of the proof of work
is to define an expensive computer calculation, also called mining, that needs to
be performed in order to create a block. This expensive computer calculation is
often linked to a hash problem. The most common one is to find a random serie
of characters (called nonce) such that the hash of those characters added to the
content of the block gives a result with specific characteristics (for example the
result of the hash begins with 30 zeros). The only way of finding this particular
chain of character is to try all the possibilities. Once a first miner found a solution
to the problem, the other nodes verify that the proposition is a correct solution
to the mathematical problem. This verification is less power consuming than the
mining. Indeed, verifying that a particular serie of characters added to the block
verifies a condition only requires one call to the hash function. Much more call to
the hash function are needed in order to find them. If the other nodes validate the
block, it is added to the blockchain. The node who mined it receives a reward and
some transaction fees payed from transaction senders.
Other miners accept the newly generated block by starting to work on the consecu-
tive block. Crucially, all succeeding blocks contain hash outputs from all preceding
blocks. As generation of hash outputs is random and performed in parallel by
many miners, multiple chains may appear. In this occasion, the network stores
all resulting chains. Network members eventually abandon all other chains except
the longest, which is assumed to have been produced by a network majority of
computational power and therefore to represent the most valid state of the ledger.
As a result, malicious attackers are constantly outpaced by the honest part of the
network (see the two examples in the ’conflict and security’ part of this section),
unless they can control more than 51% of the computational power in the network.
In the case of a 51% attack, malicious nodes could potentially rewrite all history of
transactions.
Nodes need to store multiple chains when they appear, however the older a block in
the chain, the more unlikely it is for it to be reversed. A typical number of confir-
mations accepted by the majority of the Bitcoin community and wallet providers is
6 confirmations. It takes approximately 1 hour for the block to get accepted since
one block is mined every 10 minutes on average. This timing is maintained constant
thanks to the balance between the total network power and the difficulty to find a
nonce with specific characteristics; the difficulty increases with the expansion of
the network.
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The major drawback of the proof of work is that it consumes a lot of power
since a lot of miners try to resolve a complex problem at the same time. According
to Cambridge researchers [46], the Bitcoin mining process consumes around 121.36
terawatt-hours (TWh) which is more than the electric consumption of Argentina
(121TWh).

Conflict and security

Let’s analyse the behavior of the proof of work in case someone wants to create
false transactions. Imagine that the figure 1.6.1 represents the blockchain stored
by Bob. In this context, Alice creates a block that contains a transaction that she
only broadcasts to Bob. Because this block is only transmitted to Bob, the other
miners continue to mine from the basis of the block 2. If Alice wants Bob to trust
her wrong block, she must continue mining the next blocks from the basis of her
wrong block. Moreover, she must mine faster than all the other miners together.
Indeed, Bob will take for granted the blockchain that has the highest number of
blocks. Alice will not be able to mine faster than the other miners together unless
she has more than 50% of the computing resources of all the miners. At the end,
her wrong block will so be rejected by Bob.

Figure 1.6.1: Transaction sent to a single user
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Let’s have a look to an other scenario. In the figure 1.6.2, Alice wants to reduce
the amount of money that she gave to Bob. She is able to do this operation since
she has the private key that signed the transaction. However, the change of content
of one block will modify the PoW and the hash of this block. Moreover, because
the blocks contain the hash of their previous block, changing the PoW of the block
2 will change the PoW of all the next blocks. The PoW of the block 3 will so be
incorrect and so on. The others miners continue to mine from the basis of the
correct block 4. If Alice wants her modification to be accepted by the other (and
so produce the blockchain with the highest number of valid blocks), she will again
have to mine faster than all the other miners together. Again, she will not be able
to do that unless she has more than 50% of the computing resources of all the
miners. In summary, two versions of the blockchain can exist but only the longest
one is considered as valid. For that reason and as explained earlier, people consider
that a block is completely valid if 6 blocks have been created after it.

Figure 1.6.2: Transaction modified by a user

A characteristic of the Bitcoin is that it is the first practical implementation
of a P2P network that managed to avoid the double-spending problem [70]. As
the term suggests, double-spending means spending the same money twice. With
physical cash such as coins and notes, this is simply not possible and therefore it
is not an issue. Indeed, imagine you go to a supermarket and pay 2€ for a coffee.
As soon as you give the money to the cashier, you can’t re-spend it unless you
physically steal it. However, digital money is different from cash. When someone
makes a transaction with digital cash, this transaction is broadcasted to all the
‘nodes’ in the network. These nodes need to receive and confirm the transaction,
which takes time. Double-spending would occur if during this time, the transaction
is copied and rebroadcasted before it has been confirmed on the network.
An example of double spend is represented in the figure 1.6.3, 1.6.4 a) and 1.6.4
b). At the beginning, Alice only has 15 B on her wallet. B sells its music at 15 B
and D sells its movie 15 B. As explained in the section 1.4.2, a coin is defined by a
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chain of digital signatures. A double spend situation would occur if Alice signs a
transaction of 15 B from her to B and signs a transaction of the same 15 B from
her to D (see figure 1.6.4 a). If B and D are not careful, they will respectively send
the music and the movie to Alice. At the end, they will both think that Alice sent
them 15 B. However their ledger are now different (see figure 1.6.4 b)). After some
other blocks have been created, B and D will take for granted the chain with the
most blocks in it. At this moment, B and D will know that Alice fooled one of them.

Figure 1.6.3: Example of double spending

a) b)

Figure 1.6.4

This double spending scenario is also represented in term of transaction in the
figure 1.6.5. In this figure, it can be observed that even if A signed the transaction
to B, nothing prevents A from resigning the same transaction to D.
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Figure 1.6.5: Double spending represented as sign transaction

A good consensus protocol guarantees that this behavior is impossible. Indeed,
imagine that Alice only has 15 B on her wallet and tries to give it first to D and
then tries to give the same 15 B to B. If the transaction from A to D is the first
to be accepted by the network, then this transaction will be put on a block and
the other nodes will construct the rest of the blockchain from the basis of this
block. Because the longest chain of block is considered valid by the other nodes,
the transaction from A to B will be rejected by the network. Indeed, from their
point of view, Alice paid 15 B to D and she has no remaining currencies on her
wallet.
It is possible that a block that contains the transaction from A to B is validated
by the network at the same time that an other block that contains the transaction
from A to D. In this case a fork is created. Nonetheless, one of the two block will
finally be contained in the longest chain of block and the other will be dropped.
That is the reason why Bitcoin users wait for 6 other blocks to be created before
considering a transaction to be completely valid.

22



1.6.2 Proof of Stake (PoS) [44]
Criticism to the huge amount of energy used by PoW led to alternative algo-

rithms such as proof of stake (PoS). In the early version of PoS, people only needed
to own tokens (currency unit) in order to be eligible to be a validator (equivalent
to a miner in the PoW). The role of the validator is then to forge (equivalent to
minning in the PoW) the next block. After forging it, other validators verify the
created block. If it is correct, the producer of the block earns the transaction fees
that are paid for using the network.
The idea behind the PoS concept is that if a person owns a PoS network’s token, it
has an interest in the success of that network. The more tokens it owns, the more
it has “at stake” if the network is attacked. Indeed, if the network is successfully
attacked, the value of the tokens is likely to significantly drop.
Under this logic, a person who owns a lot of token is more likely to be eligible to
forge the next block. Indeed, this person has more to lose if it disrupts the network.

The biggest advantage of the proof of stake compared to the proof of work is
that it does not require large amount of electricity neither expensive investment in
hardware. Indeed, there is no complex computation to execute. An other advantage
is that PoS can handle more transactions per second than proof of work.

However, PoS also has drawbacks. When PoS first appeared, a large part of
the crypto community was unconvinced that merely owning a token was enough
to disincentivize bad behavior. One of their major concerns is called the nothing
at stake problem. This vulnerability appears when someone loses nothing when
behaving badly, but stands to gain everything. Imagine that a fork appears in the
blockchain (see figure 1.6.6).

Figure 1.6.6: Fork in the blockchain

Now, participants have to pick one of the two chains. Ideally, one chain will be
picked (see figure 1.6.7).
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Figure 1.6.7: Ideal case when there is a fork

However, a problem can happen. Imagine the case of the figure 1.6.6. Instead
of choosing the good one, C could also produce its block and put it on both chain.
Indeed, if C picks only one chain, it risks losing the transaction fees on the orphaned
chain. However, if C picks both chains, he simply has to wait for one of the chains
to be picked as winner and he gets his rewards either way. C can forge on multiple
branches at the same time because there is no resource being used to create a block.
At first glance, it may not seem like a big deal. However, it can compromises
the security of the blockchain. Indeed, this situation could lead to double spend
problem. Imagine that there is a fork and all validators are actively building on
both forks. Flo, the attacker, is interested in executing a double spend attack. He
buys some bitcoin with its cryptocurrency on one fork and on the other fork, pays
a bill with the same cryptocurrency. After that, Flo sells its Bitcoin and receives
physical money. Those blocks have been forged by ’C’ on both forks. Flo then just
has to build a block only on the second fork. Now that there is a clear longest
chain, the entire network converges on the second fork. Flo just performed a so
call ’double spending’ attack [64]. This scenario is represented in the figure 1.6.8.

Figure 1.6.8: Double spend in the fork situation

It is important to note that for this example, it is assumed that all participants
act "optimally" (’C’ forged on both chains). In a more realistic scenario, some
honest validators could refuse to build on forked chains. However, the nothing at
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stake problem led researchers to propose some variants of the PoS that are still
today under analysis. For example, people suggested that the validator has to
deposit part of its coins as a stake before creating a block. If the validator validates
fraudulent transactions, it is likely to lose this stake. As long as the stake is higher
than the reward associated with the validation of a transaction, a validator is
assumed to correctly do his job. If it does not correctly do its job, the validator
loses more money than it gains.
An other drawback is that people with a large amount of coins can have an outsized
influence on the network and make it more centralized. That is the reason why
the ’coin age’ selection method tries to prevent this. In this method, part of the
validator selection process depends on the time that a user waits to create a block.
The longer it has already waited, the more chance it has to become to next validator
to produce a block. However, the size of the stake is always a factor in selecting
validators. So this problem can not be entirely avoided.

1.6.3 Delegated Proof of Stake (DPoS) [21] [51]
Delegated Proof of Stake is mostly maintained through the election process.

Active users of DPoS-based blockchain are voting for “witnesses” and “delegates”
with placing their tokens on the name of their candidate (those tokens are not spent
this way, they are just representing the position of stakeholder and remain his/her
property). Positions of the witnesses and delegates differ in various cryptocurrencies
and one role can absorb another role’s functions or even eliminate it. In case of
BitShares (first DPoS-based blockchain), witnesses are responsible for creating and
validating blocks. Top-tier witnesses are awarded with fees for every validated
transaction. Since it is the witnesses responsibility to validate transactions and
produce blocks, it is important they have a stable server close to 100% up-time.
On the other hand, delegates are voted to govern the system and to propose core
changes. Delegates are not in charge of block production and transaction validation,
but they oversee such parameters as transaction fees, block sizes, witness pay, and
block intervals of the network.
Election voting is a continuous process so every witness or delegate is under the
pressure of losing its place to another, more popular competitor. Reputational and
financial losses are primal motivation for their abstinence from malicious behavior.
Most DPoS-based blockchains take stakeholder’s stake size into account. Vote
power of the voter is determined by the amount of tokens he is holding. However,
there is no regulation that restricts users from voting due to their stake being not
big enough.
The figures 1.6.9 a) and 1.6.9 b) illustrate the operation of the DPoS. In the first
phase, nodes express interest in becoming a witness and begin lobbying, making
positive contribution for the network and engaging the community.
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In the second phase, people in the network allocate their tokens as votes for
witnesses. The more tokens they have, the higher their voting weight. Note that
participants are not giving tokens to their witnesses. They are merely allotting
funds to their choices as an expression of their vote. They can reassign their tokens
to another witness at any time.
Finally, there is a ranking of nodes with the most votes. The top N of these will
become members of the elected witness panel. N depends on the network.

a) First phase b) Second phase

Figure 1.6.9

Here are the advantages of the DPoS:

• DPoS is much more scalable than PoW as it never starts requiring high
computing power and is generally approachable for users with poor equipment.

• DPoS blockchains showed themselves to be faster than PoW and PoS-based
blockchains.

• DPoS is energy efficient and environmentally friendly.

However here are the major drawbacks:

• DPoS systems are vulnerable to centralization as a number of witnesses is
strictly limited.

• DPoS blockchain is exposed to flaws of classic real-life voting. For example,
DPoS users with small stakes can decide that their vote doesn’t matter in
comparison with votes of bigger stakeholders.
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1.6.4 Proof of Authority (PoA) [74]
Proof of Authority is a modified form of Proof of Stake where instead of stake

with the monetary value, a validator’s identity performs the role of stake. In this
context, staking identity means voluntarily disclosing who you are in exchange for
the right to validate the blocks. This means that the benefits you derive from it
are public and so are the nefarious actions you might undertake. A few conditions
need to be satisfied for the concept to work:

• Identity must be true: meaning there needs to be a standard and robust
process of verifying that validators are indeed who they claim they are.

• Eligibility for staking identity should be difficult to obtain: so that the right
to be a validator becomes earned, valued, and unpleasant to lose.

PoA is suited to private blockchains in which authority node identity may be
established and disclosed within the private network [73].
The advantages of PoA are:

• Proof-of-Authority based networks are of very low demand on the computing
power of user.

• Transaction time of PoA is significantly faster than the transaction time of
PoW-based networks.

• PoA networks are very scalable.

The drawbacks of the PoA are:

• PoA based networks strongly lack decentralization. In contrast to PoW, PoA
blockchain can have only a limited number of validators.

• The risk of damaging the reputation does not necessarily keeps a person from
participating in malicious actions. Indeed, the size of the gains that can be
gathered with a reputation-destroying event can be more valuable than the
reputation in community.

1.6.5 Proof of Elapsed Time (PoET) [48] [28]
PoET was developed by chip manufacturing giant Intel back in 2016 as an

efficient consensus mechanism primarily for permissioned blockchain networks. The
PoET is based on the concept of trusted execution environment (TEE). In 2015,
Intel produced such a TEE called SGX. SGX is a sophisticated technology, but

27



at its core, it is a set of instructions for a CPU that is used by applications to
isolate specific, trusted regions of code and data. It provides a secure enclave for
developers to protect sensitive data or code from outside interference or inspection.
Code that runs in a TEE using SGX can produce a signed attestation from within a
platform or application that is rooted in the processor and provides authentication
that the code has been correctly initialized in a trusted environment.
In the PoET, each network participant is given a random timer object and the first
timer to expire “wakes up” that participant who becomes the block leader and
produces the new block. Here is how it works: in the initial phase of the consensus,
a potential participant in the network downloads the trusted code and propagates
a “join” message to the network with the signed attestation from SGX, which has
produced a public/private key pair. The network of nodes then either accepts
or rejects the attestation. If accepted, the participant joins the network and can
participate in the elapsed time, randomized lottery selection process. The second
phase of the consensus mechanism is the elapsed time lottery random selection.
In each round of consensus, network participants receive a signed timer object
from the trusted code which is completely randomized. The idea is to mitigate any
potential malicious actor from gaming the system and attempting to consistently
receive a shorter timer so that they can produce more blocks. Each participant
subsequently waits for their randomized timer to expire. The network participant’s
timer that is the first to expire propagates a signed certificate to the network
indicating that they are the randomized block leader for that round. The message
is authenticated, and the block is produced. The round then restarts.
Thanks to reliable devices, PoET eliminates the requirement of expensive mining
in PoW.

1.6.6 Practical Byzantine Fault Tolerance (PBFT) [28]
This algorithm has been designed to solve issues of Byzantine Fault Tolerance

solutions (see section 9.3 for more information about the different type of failures)
and to work effectively in asynchronous systems. For this algorithm, nodes are
first sequentially ordered. One node is the leader node (or the primary node) and
others are backup nodes also called secondary nodes. In the case of a primary node
failure, any eligible secondary node can be assigned as the primary node. PBFT
works on the principle that the number of malicious nodes should not be greater
than or equal to one third of the total nodes in the system. If required, honest
nodes can vote and replace the current leader node by the next node in the line.
All nodes are constantly involved in the consensus. Due to this characteristic, the
transactions can be agreed upon and finalized without needing multiple confirma-
tions [72] [55]. At the contrary of the Bitcoin (where 6 more blocks are needed in
order to confirm a transaction), there is no waiting period to ensure a transaction
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is secured after including it in a block [90]. This algorithm is energy efficient. The
disadvantage of PBFT is that it is prone to Sybil attacks and scaling issues.
The Sybil Attack is a type of attack seen in peer-to-peer networks in which a
node in the network operates multiple identities actively at the same time and
undermines the authority/power in reputation systems. The main aim of this
attack is to gain the majority of influence in the network to carry out illegal (with
respect to rules and laws set in the network) actions in the system. In this attack,
a single entity has the capability to create and operate multiple identities (user
accounts, IP address based accounts). To outside observers, these multiple fake
identities appear to be real unique identities [56]. Note that the 51% attack in
the case of the proof of work is a particular type of Sybil attack. However, this
attack is more complicated to perform in the case of a PoW. Indeed, in this case,
the attacker has to own more than 51% of the total computational power in the
network which is very expensive. The Sybil attack is less costly in the case of the
PBFT attack. Indeed, this algorithm does not require expensive investments for a
node to participate in the consensus.
An other drawback of the PBFT is that it does not scale well because as represented
in the figure 6.2.14, each node has a link and communicates with all the other
nodes of the network.

The PBFT is described with more details in the section 6.2.7.
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1.6.7 Conclusion
Consensus Algorithm Blockchain Platform Pros Cons

Proof of work Bitcoin, -High scalability -High energy
(PoW) Ethereum -High security for a consumption

large number of nodes
Proof of Stake Ethereum, -Less amount of -Nothing at stake attack

(PoS) NavCoin hardware -The rich get richer
-Fast

Delegated Proof of Bitshares, EOS -Fast -More centralized
Stake -Efficient
(DPoS)

Proof of Authority VeChain -Fast -More centralized
(PoA) -Scalable

Proof of Elapsed Time Hyperledger- -Fair -Dependent on
(PoET) Sawtooth -Efficient Intel technology

-Scalable
Practical Byzantine Hyperledger- -Require less number -Less scalable
Fault Tolerance Sawtooth of confirmation -Prone to

(PBFT) -Energy efficient Sybil attack
-Fast

Note : Ethereum is currently working with the PoW algorithm but it is working
towards replacing its PoW mechanisms with PoS. Note also that PoS, DPoS,
PoA, PoET and PBFT were created after the PoW and all have the advantage of
consuming less energy than the PoW.

1.7 Incentive layer [82] , [29]
The issuing of tokens is the major part of incentive mechanism. Token issuing

mechanism prescribes how the token is generated, which would increase of total
quantity of tokens. For example, in the Bitcoin process, where the PoW consensus
is adopted, the creation of a block takes time and is resource consuming. In order to
encourage node participation, the blockchain rewards miners in the form of virtual
currency. In the Bitcoin case, the reward associated for mining a block is reduced
by two every times the blockchain gains 210000 blocks. For example, between
January 2009 and November 2012, the reward was 50 B per mined block while it
dropped to 25 B per block between November 2012 and July 2016. Nowadays, a
reward of 12.5 B is given per mined block.
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1.8 Application layer
Thanks to the application layer, developers can design their business application

using the underlying blockchain as the database. Such business logic is implemented
using the programming mechanism provided by blockchain systems such as smart
contract [82].

1.8.1 Smart contract [33]
Blockchain was initially designed for P2P money only. Nonetheless, it soon

showed the potential to be used for any kind of P2P value transaction on top of the
internet. The Ethereum project thus introduced the idea of dedicating a specific
contract layer to blockchains, where the ledger itself is used by smart contracts that
trigger transactions automatically when certain pre-defined conditions are met.
The concept of smart contract was firstly introduced by Nick Szabo in 1997 (before
the concept of blockchain) in his article named : "Smart Contract" [85] [23]. The
definition is the following :
"A smart contract is a computerized transaction protocol that executes the terms of
a contract. The general objectives of smart contract design are to satisfy common
contractual conditions (such as payment terms, liens, confidentiality, and even
enforcement), minimize exceptions both malicious and accidental, and minimize
the need for trusted intermediaries. Related economic goals include lowering fraud
loss, arbitration and enforcement costs, and other transaction costs".
Smart contract can be seen as digitalized contract; they are pieces of code running
on top of a blockchain network, where digital assets are controlled by that piece of
code implementing arbitrary rules. They have properties of contractual agreements.
If and when all parties to the smart contract fulfil the pre-defined arbitrary rules,
the smart contract will automatically execute the transaction. Smart contracts can
be used for simple economic transactions like sending money from A to B. They
can also be used for registering any kind of ownership and property rights.
Let’s take an example. Imagine a crowdfunding platform where investors place
money to support a project. If the project collects enough money, the project team
expects to receive the money from the crowdfunding platform. On the other hand,
investors expect to be refund if the project did not collect enough funds. In this
example, the crowdfunding platform can be seen as a third party in which the
project team and the investors have to trust. To avoid breach of contract, this
third party could be replaced by a smart contract. The smart contract will be a
piece of code programmed such that it holds the received funds until a certain goal
is reached. If this goal is reached, the smart contract automatically transfers the
money to the project creator. If the project fails to meet the goal, then the money
automatically goes back to the supporters. In this case, because the contract is
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written as a piece of code, all the process is automatic. The construction and
execution of smart contracts based on blockchain include the following steps:

1. Construction of the smart contract: multiple users in the blockchain partici-
pate in formulating the smart contract.

2. Storage of the smart contract: smart contract spreads to each node through
the P2P network and is stored in the blockchain.

3. Execution of the smart contract: the smart contract regularly checks the
status of the automaton to verify transactions that meet the conditions. When
all the conditions of the smart contract are met, it automatically executes.
[34].

Because smart contracts are stored on a blockchain, they inherit some interesting
properties. The first one is that they are immutable. In this case, when the code
has been created, it can never be changed. Nobody can tamper with the code and
change the term of the contract. An other property is that it is distributed which
means that a single person can not cheat and force the contract to release the funds.
Indeed other people in the network would spot this attempt and mark it as invalid.
Here are the main advantages of smart contracts:

• Immutable and secure: as explained earlier, once the contract is written,
there is no way to modify it without the consent of the two parties.

• Transparency: the terms and conditions of these contracts are fully visible
and accessible to all relevant parties. There is no way to dispute them once
the contract is established.

• Speed: these contracts run on software code and live on the internet. As
a result, they can execute transactions very quickly. This speed can shave
hours off many traditional business processes since there is no need to process
documents manually.

• Storage and Backup: all the documents stored on blockchain are duplicated
multiple times; thus, originals can be restored in the event of any data loss.
This is due to the decentralized characteristic of the blockchain.

However, smart contracts are far from perfect and some disadvantages can also
be point out. One of the biggest problem is that the code of the smart contract
must have no bugs or faults in it. In 2018, Ivica N. et al [17] analysed nearly
one million of smart contracts. They found around 3.4% of them to be faulty by
only checking via an algorithm for the most common exploit possibilities. This
represents hundreds of millions of dollars being at risk of being stolen or frozen.
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Such attacks already happened in the past. In 2016, the DAO (a decentralized
venture capital fund where investments were based on votings by the community)
was attacked by unknown hacker, exploiting a combination of vulnerabilities in
the DAO smart contract. The hacker was able to obtain 3.6 million ether (digital
currency of the Ethereum network) which was valued around $50 million USD at
the time of the attack [67].
Let’s also point that although there is no need of third party in the process of
fulfillment of Smart Contracts, they will assume different roles from the ones they
take in traditional contracts. For example, lawyers are still needed to work with
developers to understand the terms and create codes for smart contracts.
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Chapter 2

Microgrids [7]

This chapter introduces the concept of the microgrid. This introduction will help
to understand the next chapter which explains the benefits that can be achieved
thanks to the combination of microgrids and blockchains.

2.1 Glossary of the abbreviations
Here is a glossary of abbreviations used in this chapter.
• CHP: Combined heat and power

• DER: Distributed energy resources

• DG: Distributed generation

• DSO: Distribution system operator

• ESS: Energy storage system

• GHG: Green house gas

• LV: Low-Voltage

• MC: Microsource controller

• MG: Microgrid

• MGCC: Microgrid central controller

• MV : Medium voltage

• RES: Renewable energy source

• PV: Photo voltaics
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2.2 Introduction
In recent years, microgrids (MGs) have become a research hotspot in the energy

field. At present, there are more than 400 microgrid demonstration projects in the
world under planning, constructed and put into use [35].
Here is the definition from the EU research projects:

"Microgrids comprise Low-Voltage (LV) distribution systems with distributed
energy resources (DERs) (microturbines, fuel cells, PhotoVoltaics (PV), etc.), stor-
age devices (flywheels, batteries) energy storage system and flexible loads. Such
systems can be operated in both non-autonomous way (if interconnected to the
grid) or in an autonomous way (if disconnected from the main grid). The operation
of microsources in the network can provide distinct benefits to the overall system
performance, if managed and coordinated efficiently. " [84]

Here are major messages delivered from this definition:

1. Microgrid is an integration platform for supply-side (microgeneration), storage
units and demand resources located in a local distribution grid.

• In the microgrid concept, there is a focus on local supply of electricity to
nearby loads, thus aggregator models that disregard physical locations
of generators and loads (such as virtual power plants with cross-regional
setups) are not microgrids.

• A microgrid is typically located at the LV level with total installed
microgeneration capacity below the MW range, although there can be
exceptions: parts of the medium voltage (MV) network can belong to a
microgrid for interconnection purposes.

2. A microgrid should be capable of handling both normal state (grid-connected)
and emergency state (islanded) operation. If a microgrid exchanges power
with the distribution grid, it operates in grid-connected mode. In islanding
or stand-alone mode, power is exchanged only locally between loads, DERs
and ESSs (energy storage system) [13].

• The majority of future microgrids will be operated for most of the time
under grid-connection, except for those built on physical islands. The
main benefits of the microgrid concept will arise from grid-connected
(i.e. “normal”) operating states.

• In order to achieve long-term islanded operation, a microgrid has to
satisfy high requirements on storage size to continuously supply all loads
or it has to rely on significant demand flexibility.
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2.3 Operation strategies of microgrids
Depending on the stakeholders involved in the planning or operation process,

four different microgrid operational objectives can be identified: economic option,
technical option, environmental option and combined objectives option (see figure
2.3.1).
In the economic option, the objective function is to minimize total costs regardless
of network impact/performance. This option may be envisaged by distributed
generation (DG) owners or operators. DGs are operated without concern for grid
or emission obligations. The main limitations come from the physical constraints
of DG.
The technical option optimizes network operation (minimizing power losses and
voltage variation), without consideration of DG production costs and revenues.
This option might be preferred by system operators.
The environmental option dispatches DG units with lower specific emission levels
with higher priority, disregarding financial or technical aspects. This is preferred for
meeting environmental targets, currently mainly supported by regulatory schemes.
DG dispatch is solely determined by emission quota; only DG physical limitations
are considered.
The combined objective option solves a multi-objective DG optimal dispatch
problem, taking into account all economic, technical and environmental factors. It
converts technical and environmental criteria into economic equivalents, considering
constraints from both network and DG physical limits. This approach could be
relevant, for instance, for actors that participate not only in classical energy markets,
but also in other potential markets for provision of network services and emission
certificates.

36



Figure 2.3.1: Microgrid operation strategies [7]

2.4 Centralized vs decentralized
The microgrid structure can be operated in a centralized or decentralized

way, depending on the responsibilities assumed by the different control levels. In
centralized control, the main responsibility for the maximization of the microgrid
value and the optimization of its operation lies with the MGCC (microgrid central
controller). The MGCC using market prices of electricity and gas costs, and based
on grid security concerns and ancillary services requests by the distributed system
operator (DSO), determines the amount of power that the microgrid should import
from the upstream distribution system, optimizing local production or consumption
capabilities. The defined optimized operating scenario is realized by controlling
the microsources and controllable loads within the microgrid by sending control
signals to the field.
In a fully decentralized approach, the main responsibility is given to the microsource
controllers (MCs) that compete or collaborate, to optimize their production, in
order to satisfy the demand and probably provide the maximum possible export
to the grid, taking into account current market prices. This approach is suitable
in cases of different ownership of DERs, where several decisions should be taken
locally, making centralized control very difficult.
The choice between the centralized and decentralized approach for microgrid control,
depends on the main objectives and the special characteristics of the controlled
microgrid and the available or affordable resources: personnel and equipment.
Clearly, centralized control is more suitable if the users of the microgrid (DG and
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load owners) have common goals or a common operational environment seeking
cooperation, in order to meet their goals. Such an example is an industrial microgrid,
in which a single owner might exercise full control of all its energy sources and
loads, is able to continuously monitor them and aims to operate the system in the
most economical way. In this case, the number of nodes is generally limited and
it is relatively easy to install a fast communication system and a set of sensors.
Dedicated operating personnel for the operation of the microgrid might be available.
Furthermore, the optimization problem has a limited set of constraints and specific
objectives, such as cost minimization. Finally, the requested solution should be as
accurate as possible since a suboptimal solution may lead to profit losses.
Some microgrid customers might primarily seek their own energy cost minimization
and have diverse needs, although they all might benefit from the common objective
of lowering operating costs of their feeder. In a residential microgrid, for example,
one household might have at one particular moment increased electric energy needs,
for example for cooking, while another household might need no electricity at all,
because all its tenants are absent. Both households would like to sell the extra
power produced locally to the grid, but it is unlikely that they would accept remote
control of their production. In this case, the number of nodes might increase
significantly and a neighborhood might have dozens of households or installed DGs.
In such cases, it is not possible to have a dedicated communication system, but
existing infrastructure should be used. Furthermore, the optimization problem is
becoming extremely complex, as a result of specific characteristics. For example, it
is extremely complicated to model the comfort requirements in each household or to
include all the special technical constraints of all appliances in a single optimization
problem. The decentralized approach suggests that this type of constraint and
sub-problem should be solved locally in each household or DG.

2.5 Overview of the potential microgrid benefits
Depending on its operation strategy (see figure 2.3.1), a microgrid can provide

a large variety of economic, technical, environmental, and social benefits.
The wholesale level is the price at which the microsource units sell the energy
to the grid. On the other hand, the retail level is the price at which consumers
buy the energy. The wholesale price is lower than the retail price. Economic
benefits are mainly due to locality benefit attributed to the creation of an internal
“over-the-grid” energy market within the microgrid, where microsource units could
sell at prices higher than the prices at wholesale level and end consumers could
buy at prices lower than the retail level. Local transactions keep profits within
the community and encourage reinvestments in additional renewable generation [12]
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A microgrid can also potentially improve the technical performance of the local
distribution grid mainly in the following aspects:

• Energy loss reduction due to decreased line power flows (an estimated 5% of
electricity created in the US is lost in transit [6]).

• Improved voltage quality via coordinated reactive power control and con-
strained active power dispatch.

• Relief of congested networks and devices, for example during peak loading
through selective scheduling of microsource outputs.

• Enhancement of supply reliability via partial or complete islanding during
loss of main grid.

The actual level of technical benefits depends mainly on two factors: the optimality
of microsource allocation and the degree of coordination among different users.
Environmental benefits of a microgrid can be expected from two aspects: shift
toward renewable or low-emission (e.g. natural gas) fuels and adoption of more
energy-efficient energy supply solutions (e.g. combined heat and power applica-
tions).
Social benefits of microgrids can be mainly expected from:

• Raising public awareness and fostering incentives for energy saving and GHG
emission reduction.

• Creation of new research and job opportunities.

• Electrification of remote or underdeveloped areas.

All of these listed impacts, however, can be seen as long-term effects.
The economic, technical and environmental benefits of the microgrids are repre-
sented in the figure 2.5.1. Each benefit item is mapped to the related stakeholder
with dotted lines.
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Figure 2.5.1: Overview of the economic, technical and environmental benefits of
the microgrids [7]

2.6 Microgrid development
Finally, the roadmap for the microgrid development is displayed in the figure

2.6.1. It is true, that cost, policy and technology barriers have largely restrained
the wide deployment of microgrids in distribution networks owing to their limited
commercial appeal or social recognition. However, these three barriers are currently
undergoing considerable changes – they are very likely to turn into key enablers in
the future, eventually leading to a widespread microgrid adoption worldwide.
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Figure 2.6.1: Roadmap for microgrid development [7]
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Chapter 3

Blockchain in the energy sector

One of the objectives of this work is to find if WeSmart could use a blockchain
as a trading platform. The goal of this chapter is to make a review of the blockchain
in the energy sector and to see how and in which context blockchains have been
implemented with microgrids.

The number of publications is one of the important indicators for evaluating
the development status of a scientific field, while the annual change curve of
publications can reflect the development process of the research topic, and then
reveal the development stage of basic research. In 2020, Qiang Wang et al [34]
made an analysis of the evolution of the blockchain technology in the energy sector.
Here is the result of their work with a slight update of the number of the articles
published in 2020 and 2021.

Figure 3.0.1 shows the annual number of articles of blockchain studies in the
energy sector published in the Scopus database from 2014 to 2021
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Figure 3.0.1: Number of articles of blockchain in the energy field 2014–2021

As can be seen from this figure, the Scopus database included the first article
related to the energy blockchain in 2014. Those numbers illustrate the fact that
although the blockchain technology appeared in 2008, it took some times before
the use of it in fields different from the financial one. As of 2016, 7 articles were
included in the Scopus database. It may be due to the fact that scholars have not
fully realized the application value of blockchain in the energy field. This situation
has changed from 2017, with a lot of blockchain researches on energy emerged.
In 2017, 2018, 2019 and 2020, Scopus database included 78 articles, 327 articles,
532 articles and 769 articles on the blockchain in the energy field. More precisely,
2017 was a turning point. After this date, blockchain technology has been widely
used in the energy field, and attracted more researchers’ attention, resulting in an
explosive growth in the number of literatures. In this sense, the related research of
blockchain technology is no longer limited to the technical level, but is expanding
to a wider field, and energy is one of the important ones. Note that the statistics
in 2021 are not complete (198 articles on April 6, 2021), but according to the
current growth rate of the literatures, blockchain research involving energy has
great developmental potential in the coming days.

In 2019, Merlinda Andoni et al. [21] identified more than 140 blockchain
innovation projects and research initiatives in the energy space. They found that
approximately one in three use cases was about decentralized energy trading, which
includes wholesale, retail and P2P energy trading initiatives. The second most
popular category was cryptocurrencies, tokens and investment accounting for one
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in five use cases. This was followed by "IoT, smart devices, automation and asset
management" and "metering, billing and security", accounting for 11% and 9% of
total use cases, respectively. Other projects make up 6–7% of the total (see figure
3.0.2).

Figure 3.0.2: Blockchain use case classification according to their activity field:
results derived from a study on 140 blockchain initiatives in the energy sector [21]

They also classified blockchain activities according to the platform and consensus
algorithms used, wherever information had been made publicly available (see figure
3.0.3). 60% were as a starting point developing solutions based on Ethereum, while
55% had used PoW algorithms. Energy Web (also an Ethereum-based blockchain
specially designed for the energy sector) was being explored by 10% of the projects
which had publicly revealed information on the platform of their preference. Energy
Web uses PoA consensus, a preferred solution for energy utility companies. Other
popular platforms included Hyperledger and Tendermint. They finished by saying
that future development projects might see a switch towards more faster and more
energy-efficient blockchains that will be exploring PoS or BFT-type of solutions.
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a) Blockchain use cases in the energy sector b) Blockchain use cases in the energy sector
according to blockchain platform used: according to consensus algorithm used:

results derived from a study on 140 blockchain results derived from a study on 140 blockchain
initiatives in the energy sector [21] initiatives in the energy sector [21]

Figure 3.0.3

3.1 Microgrids and blockchain
As explained by Huawei Mei et al [31], the microgrids and the blockchains

shared some interesting characteristics. Moreover, the blockchain is able to ensure
some essential features needed for the operation of the microgrid. Here are the
major points of this study:

• Shared and not tamperable: the decentralized structure of blockchain fits into
the decentralized approach for control and business processes in a microgrid.
Moreover, thanks to its cryptographically-secure techniques, blockchains
are considered immutable. As a result, participants can rely on a shared
transparent and trustable database while the use of smart contracts permit
to manage energy and financial flow among participants in a transparent and
secure manner. The need of a central trusted entities that would maintain
a common database and manage the energy and financial transaction is so
avoided and the threat of a single point of failure is eliminated.

• Identification and privacy: thanks to asymmetric cryptography, each partici-
pant can use its private key as a digital signature to approve any new data
that is recorded in the blockchain. Thanks to this mechanism, the members
of the microgrids can verify the authenticity and the integrity of the data
stored in the blockchain.
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Market participants are allowed to poll their current balance encrypted by
their public keys and perform decryption by using their private keys. Because
there are the only one to have the private key, the privacy of this information
is ensured.
Thanks to private blockchain, it is also possible to restrict the access to the
blockchain to legitimate users.

• Payment: after energy has been shared, prosumers have to be paid. This is
possible in the blockchain technology thanks to cryptocurrencies.

If the experience gained with blockchains in the financial sector are applied to the
energy context, blockchain technology appears capable of enabling a decentralized
energy supply system [18], [69], [66]. It may be possible to radically simplify today’s
multi-tiered system, in which power producers, transmission system operators,
distribution system operators and suppliers transact on various levels, by directly
linking producers with consumers. In this case, blockchain systems would initiate
and transit transactions whilst recording them in a tamper-proof manner. All
transactions made between individual parties would directly be executed through a
peer-to-peer network. A fully decentralized energy transaction and supply system
as illustrated in figure 3.1.1 can be considered to represent the ultimate level of
energy-related blockchain applications from a theoretical perspective.

Figure 3.1.1: Cornerstones of a decentralised energy- transaction and supply system
[69]

In the rest of this chapter, the Brooklyn microgrid project will be detailed
as an example of existing peer to peer energy exchange mechanism based on the
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blockchain concept. However, other projects are also developed such as Jouliette [63]:
a blockchain supported showcase microgrid collaboration between Amsterdam’s
De Ceuvel sustainable office park, Dutch DSO Alliander, and an energy solutions
developer called Spectral. Thanks to the use of the blockchain, customers could
use cryptocurrencies to pay for the energy supplied. Projects such as NRGcoin [8]
or Greeneum [53] plant to implement this feature.

3.2 The Brooklyn case [16]
In April 2016, the Brooklyn microgrid (BMG) run by LO3 Energy was the first

study case project that combined the blockchain technology with the concept of
microgrid. At this moment, severe weather events (e.g. hurricanes, heat waves, etc.)
increased, which raised operation issues of the outdated electrical grids in Brooklyn.
This project, implemented on top of the existing physical grid infrastructure, aims
at increasing the local security of power supply by integrating renewable generation.
In this project, prosumers can sell their energy surplus directly to their neighbours
by use of Ethereum-based smart contracts and PBFT consensus, implemented by
Tendermint. The first trial included 5 prosumers and 5 neighbouring consumers
and resulted in the first ever energy transaction recorded in blockchains worldwide.
The project consists of two main components:

1. The virtual community energy market platform: This platform provides the
technical infrastructure for the local electricity market. It is based on a
private blockchain using the Tendermint protocol.

2. The physical microgrid: An electrical microgrid is build in addition to the
existing distribution grid. The physical microgrid acts as back-up to prevent
power outages. By uncoupling from the traditional grid, it can operate in
island mode. Then, critical facilities (e.g. hospitals) receive energy at fixed
rates. Residences and businesses have to bid on the microgrid’s remaining
power.

The figure 3.2.1 represents the topology of the Brooklyn microgrid.
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Figure 3.2.1: BMG topology [16]

As explained earlier, prosumers can sell their energy surplus directly to their
neighbours. Microgrid users interact with the virtual platform by specifying their
individual price preferences in the form of willingness to pay or sell electricity (see
section 3.2.1). The platform can display location-specific and real-time energy prices.
The ledger records contract terms, transacting parties, volumes of energy injected
and consumed as measured by metering devices and crucially the chronological
order of transactions. In addition, payments are automatically initiated by self-
executed contracts. Every member of the community can have access to all historic
transactions in the ledger and verify transactions for themselves.
More than 300 houses and small businesses, including around 50 PV prosumers and
one small wind turbine generator, have signed for the next phase of development,
which aims to achieve fully automated transactions. Microgrid members will be
able in the future not only to decide from whom to buy/sell energy tokens based on
their price preferences, but also on other criteria that reflect their environmental
or social values. For instance, a consumer can specify the maximum price he is
willing to spend on locally produced renewable energy but he can also declare other
preferences such as percentage of energy they are willing to purchase from local
renewable energy or the main grid. Users can even prioritise selling/buying energy
from friends, family or a specific neighbour [49].
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3.2.1 Energy trading
Here is how the energy trading is working. The consumers constantly bid

their maximum price limit for their preferred energy sources (e.g. local renewable
energy). Prosumers bid the minimum price limit that they request for selling their
generation on the microgrid market. For example, consumer bids a maximum price
X1 for quantity Y1 and prosumer P offers quantity Y2 for a minimum price of
X2. Similar to a merit-order dispatch, the highest bidder is allocated first, then
the lower bidders are allocated. The last allocated bid price represents the market
clearing price for this time slot. Consumers that do not undercut the clearing price
will be supplied by additional energy sources (i.e. hyper-local energy or traditional
"brown” energy) allocated over a similar bidding mechanism or predefined prices.

3.2.2 Role of the blockchain
The blockchain implements the virtual layer of the BMG architecture (see figure

3.2.1). This virtual layer contents three components: the information system, the
market mechanism and the pricing mechanism.
The information system is needed to connect all market participants and must
provide equal access to the data for each market participant. In the BMG, secure
smart meters write the energy generation and demand directly into the correspond-
ing blockchain account. Buy and ask orders are then created according to this
information and orders are sent to the market mechanism that can be sustained
by smart contracts. The main objective of the market mechanism is to provide an
efficient allocation of the traded energy by matching the market participants buy
and sell orders. The market mechanism of the BMG is described in the section
3.2.1. In this double auction mechanism, the last allocated bid price represents the
market clearing price which serves as pricing mechanism. Once the consumer and
prosumer agreed on a price, payment is carried out and a new block (Block iv in
the figure 3.2.1) is added to the blockchain. This block includes all current market
informations.

3.3 Blockchain opportunities and risks in the en-
ergy sector

Thanks to its various characteristics, blockchain can bring a lot of opportunities
in the energy sector. However, blockchain technology is still in its infancy at present,
which means that it comes with a range of uncertainties and risks. This next table
reviews the different opportunities and risks that the blockchain can bring in the
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energy sector.

Opportunities Risks
Lower transaction costs due to Currently high transaction costs
the cutting out of intermediaries for public blockchain systems

Transactions are generally made more simple Possibly lack of acceptance
(documentation, contracts, payment) on the part of consumers

Greater transparency thanks to No authority in the case of disputes
decentralized data storage

Flexible products (tariffs) and Lack of long-term experience
supplier switching

Strengthening of prosumers thanks to Technical problems with initial
independence from central authority applications possible to start with
(direct purchases/sales of energy)

3.4 Legal concern
Several projects using a blockchain for energy trading have been developed. The

Brooklyn project is an example of microgrid that uses the blockchain technology to
record the energy transactions but also for the market mechanism. However, it is not
possible to deploy this kind of project in Europe due to the General Data Protection
Regulation (GDPR) [22]. Because the households’ energy consumption data are
considered as personal data as they could reveal much of personal habits, those
data must follow the rules of the GDPR [30]. Two of them are of special interest
in blockchain application : the "right of rectification" and the "right of erasure".
The immutability aspect is one of the biggest advantage of the blockchain from a
technological point of view but it is critical from the data protection perspective.
In order to respect the GDPR, raw data can not be put on a blockchain. Although
it has been demonstrated that the blockchain could be an efficient tool to develop
the renewable energy communities, some legal points have to be developed in order
to use it for energy trading. The next parts of this work then focuses on the use
of the blockchain to guarantee the cloud integrity. As it will be explained, this
application observes the GDPR because the blockchain is used to store the hash of
the raw data.
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Chapter 4

Blockchain to ensure cloud
integrity

One of the objectives of this work is to ensure the integrity of the WeSmart’s
data stored in the cloud. The goal of this chapter is to make a review of the
literature in this domain.

[25] The fundamental properties of cloud computing in data protection are :
confidentiality, integrity and availability. Together there are called CIA properties.
Data confidentiality is the property that ensures that a particular data must not
be disclosed to an unauthorized user. This is a passive attack because it does not
damage the data and it remains often undetected. [15] Data availability is the
property that ensures that the data are available by an authorized user anywhere
and anytime. This property can be compromised temporarily in the case of a
denial of service attack. However it can be solved with replication methods. Data
integrity is the property that ensures that data are not modified. This property
should be handle more carefully than the others because it can both damage data
and remain undetected. The rest of this work will focus on data integrity. There
are mainly two types of data integrity verification mechanisms : the provable data
possession (PDP) or the proof of retrievability. The proof of retrievability is used
to restore the data from a loss of the server [10]. The provable data possession is
used to quickly verify if the data stored on the cloud is intact. The basics of this
method are proposed by Deswart et al [2]. Before to store data on the cloud, the
user uses a Hash-based Message Authentification code (HMAC) to calculate the
Message Authentification Code (MAC). This MAC can be seen as the fingerprint
of the data. Then, the user saves this value locally and securely. To check the
integrity of the data, the user downloads the data on the cloud, computes the
MAC of these data and compares the result with the value stored locally. If they
are the same, the integrity of the data retrieved from the cloud is confirmed. The
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drawback of this technique is that directly downloading complete data may require
a lot of resources.
In some cases where the client does not have the time, feasibility or resources
to monitor their data, the PDP task can be delegated to a trusted third party
authority [5]. Figure 4.0.1 shows such a framework. There are three objects : the
client, the cloud storage server and a third party authority. The client stores its
own data on the cloud and sends relevant information to the third party authority
to verify the data integrity. The TPA can then perform some hashing algorithm on
this information. When a data integrity verification is performed, the cloud sends
proofs to the TPA. The TPA can then verify the integrity of the data on the basis
of these proofs and the relevant information sent by the client. The weakness of
these techniques is the third party authority. If the TPA colludes with the cloud,
it can cheat the user. Moreover the TPA is vulnerable to accidental corruption
or malicious forgery of provenance data. The next section presents articles that
implement blockchains in order to ensure cloud data integrity while avoiding TPA.

Figure 4.0.1: Data storage and integrity verification on the cloud [5]

4.1 Proof of data possession
This section reviews some articles of the literature that use a blockchain to

perform a proof of data possession.

4.1.1 Hash of the entire data
Angelin E. et al. [25] proposed a model to rapidly check if the data has been

tampered with in the cloud without the need of a third party. The figure 4.1.1
shows the architecture of the integration of blockchain into data storage in cloud.
The cloud service provider (CSP) is responsible for the distribution of the user
data among the virtual servers. D1, D2, ..., Dn represent the data id of the data
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sent by the users and H1, H2, ..., Hn are their respective hash values generated
by the server. H1’, H2’,..., Hn’ are the new hash values that are calculated by the
blockchain by linking with the previous blocks while adding every new block in the
chain.
In this solution, the users send their data to the CSP. The CSP then send the data
to any of its virtual servers. This server then generates the hash value of the given
data and sends it back to the CSP. It will then send the client ID (user who has
uploaded the data), the data ID and the hash value of the particular data to the
blockchain.
This blockchain is shared with all the clients using that cloud. When adding a new
block, the blockchain creates a new hash H’ linked with the previous block. After
every update, the blockchain is written in all the local copies of the clients.

Figure 4.1.1: Role of the blockchain in the cloud computing [25]

When a user wants to make sure that its data has not been tampered with, the
blockchain is invoked. The blockchain gets the data ID that is suspected to be
corrupted and it insists the server to generate a hash value for the particular data.
This new hash value is compared against the old hash value that is stored in the
block. If these values don’t match with each other, then the notification is sent to
the particular client about corruption.
In the figure 4.1.2, an attacker tries to tamper the data D5. When the blockchain
is invoked, the hash comparison is performed and the message about the corruption
is sent to the respective client.
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Figure 4.1.2: Data corruption [25]

4.1.2 Local computation of the hash data
While the hash of the data was made by the cloud storage service (CSS) in

the previous section, Bin Liu et al. [15] distinguished two cases: the cloud storage
service supports cryptographic has functionalities and the cloud storage service
(CSS) does not support cryptographic hash functionalities.
In the first case, when the client needs to verify the data set integrity, the CSS
computes the hash of the (entire) corresponding data and returns it to the client.
After receiving the feedback from the CSS, the client queries the blockchain and
gets the hash of the corresponding data. If the hashes obtained from the CSS and
the blockchain are equivalent, then the data integrity is verified. On the other
hand, if they are different, it means that the data of the cloud have been tampered
with.
In the second case (when the CSS does not supports cryptographic hash functional-
ities), the principle is the same than for the first case. However, this time, the CSS
returns the entire data and the client has to make the hash of those data. Again, if
the hash computed by the user is equivalent to the hash stored in the blockchain,
then the data integrity is verified.
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4.1.3 Division of the data into shards
While in the previous section, the hash of the entire data is stored in the

blockchain, Dongdong Y. et al. [20], proposed a method where the data are divided
into shards. Thanks to the Merkle tree, data file can be verified by a small segment
of the entire data shards, which is relatively small regardless of the size of the
original file.
Here is the data integrity verification framework. There are three entities in this
architecture: Clients, Cloud Storage Servers (CSS), and Blockchain. Clients upload
their own data to the CSS and use the blockchain to verify data integrity. The
overall workflow is divided into two stages. In the first step, the client slices its
data into several shards, then uses these shards to construct a hash Merkle tree.
In the second step, the client and CSS will agree on the hash Merkle tree. In the
third step, the client will store the root of this hash tree denoted as root1 on the
blockchain. In the fourth step, the client uploads his data and public Merkle tree
to CSS. In the fifth step, CSS return the address that stores the client’s data to
client.
There are also five steps in the verification phase. In the first step, the client will
send a request to the CSS to verify a particular shard i. In the second step, CSS use
hash function to calculate the hash i’ of the shard i. In the third step, CSS send
i’ and the corresponding auxiliary information to the blockchain. In the fourth
step, the smart contract on the blockchain calculates a new hash root denoted as
root2, and compares root1 with root2. If they are equal, the data integrity has
been guaranteed; otherwise, the data integrity has been corrupted. In the last step,
the BC will return the verified result to the client.
In this framework, clients will place the root of the Merkle trees on the blockchain
before uploading the data. Due to the non tamperability property in blockchain,
any client or CSS can not modify the root stored on the blockchain, which makes
integrity verification more credible.

Due to limitation of real-time requirement, this article proposes to verify only
part of the shards in order to confirm the data integrity.
Here are the results of the impact of the total number of validated shards (also
called sample size) on the cost and precision of verification. For the verification
cost, a simple linear function can be used to express the relationship between the
sample size N and the verification cost C :

C = c0 + c1N

Where c0>0 and c1>0. c0 represents the basic cost and c1 represents the influence
degree of sample size.
For the verification precision, let’s suppose that the total number of data shards is
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n, where there are f invalid (lost or tampered) shards, and the sample size is N .
The variable V is used to represent the number of invalid shards detected in the
sampled data, then the probability PV represents at least one invalid shard has
been detected, which is:

PV = P{V >= 1} = 1− P{V = 0}

= 1− (n− f
n

)N

The ideal situation is to spend as little verification cost as possible and obtain
as high verification precision as possible. However, the verification cost and the
verification precision are in contradictory relationship. An optimal sample size to
tradeoff the contradiction between the verification cost and the verification precision
has to be found. Therefore, a Loss function L(N) is proposed to comprehensively
consider the impact of sample size on verification cost and verification precision:

L(N) = C + λ
1
PV

(4.1.1)

= c0 + c1N + λ( 1
1− (n−f

n
)N

) (4.1.2)

where N ∈]0, n], c1 > 0, c0>0. The relationship among loss, cost and precision
reflected by the loss function should conform to the actual situation. That is,
the higher the cost, the greater the loss, i.e. the loss is proportional to the cost.
The higher the precision, the smaller the loss, i.e. loss and precision are inversely
proportional. The equation 4.1.2 is adopted to express the relationship among loss,
cost and precision in a simplified way. c0, c1, n, f being parameters, the goal is to
find an optimal N in order to make L(N) minimum. In this equation, λ balances
the importance between verification cost and verification precision. In the paper,
λ = 1 and c0 = 0 has been set. Two sets of experiments have then been set. In the
first set of experiments, n = 10000, c1 = 0.053 and four different values of f have
been set : f

n
= 0.001, f

n
= 0.002, f

n
= 0.01, f

n
= 0.05.
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Figure 4.1.3: Relationship between Loss function L(N) and the sample size N
when f

n
changes [20]

In the second set of experiment, n = 10000, f
n

= 0.002 and four different values
of c1 has been set : c1 = 0.7, c1 = 0.4, c1 = 0.1, c1 = 0.01 .

Figure 4.1.4: Relationship between Loss function L(N) and the sample size N
when c1 changes [20]

The figures 4.1.3 and 4.1.4 both show that as the sample size N increases, the
value of the Loss function L(N) first decreases, reaches a minimum value and then
starts to increase continuously. Thus, there exists a most appropriate value of N
leading to the minimum value of L(N). From figure 4.1.3, it can be observed that
the more shards fail, the smaller the optimal sample size. It can also be seen that as
f
n
increases, the minimum value of the Loss function L(N) decreases so the overall

validation performance of this system increases as the number of failed shards
increases. From figure 4.1.4, it can be detected that when c1 increases, the optimal
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sample size decreases while the minimum value of the Loss function increases. It
means that when the weight of verification overhead increases, the optimal sample
size decreases, while the overall validation performance of this system decreases.

4.1.4 ProvChain to ensure the integrity of the provenance
data

Liang et al [14] designed and implemented ProvChain, an architecture to collect
and verify cloud data provenance, by embedding the hash of the provenance data
into blockchain transactions. ProvChain records the operation history as provenance
data which will be hashed into Merkle tree node. A list of hashes of provenance
data will constitute a Merkle tree and the tree root node will be anchored to a
blockchain transaction. A list of blockchain transactions will be used to form a
block and the block needs to be confirmed by a set of nodes in order to be included
in the blockchain. ProvChain uses the Multichain blockchain that provides an
open-source permissioned blockchain network.

ProvChain achieves the following objectives :
• Real-time cloud data provenance : User operations are monitored in

real time to collect provenance data, which will further support access control
policy enforcement and intrusion detection.

• Tamper-proof environment : Data provenance record is collected and its
hash is published to the blockchain network which protects the provenance
data. All data on the blockchain are shared among the nodes. ProvChain
builds a public time-stamped log of all user operations on cloud data without
the presence of a trusted third party. Every provenance entry is assigned a
blockchain receipt for future validation.

• Provenance data validation : The hash of the data provenance record
is published globally on blockchain network, where a number of blockchain
nodes provide confirmation for every block. ProvChain uses blockchain receipt
to validate every provenance data entry.

To achieve the above objectives, the authors adopted the below methods to
design ProvChain’s architecture:

• Monitor user activities in real time using hooks and listeners so that every user
operation on files will be collected and recorded for generating provenance
data.

• Store all hashed data operations in form of blocks in the blockchain. Every
node on the blockchain can verify the operations by mining the block so that
data provenance is authentic and tamper-proof.
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• Provenance auditor validates provenance data by retrieving transactions from
the blockchain network by using blockchain receipt which contains block and
transaction information.

Figure 4.1.5: ProvChain architecture [14]

The figure 4.1.5 represents the storage architecture of the solution.

The global working of ProvChain is illustrated in the figure 4.1.6. The user first
registers to the Cloud Server Provider (CSP) (1). After that, the user performs
actions on the data files stored in the cloud (2) and the following elements get
recorded: the date, the hour and the file that has been modified but also the ID of
the modifier and the type of modification. Together, those informations form the
provenance data. The modifications are then done on the cloud and the hash of
the provenance data is sent and stored in the blockchain (3). The provenance data
are also updated locally in the provenance database (4).
When the provenance data has to be validated (5), the hash of the provenance data
contained in the provenance database is compared with the hash of the blockchain
(6). If there are similar, then the provenance data are validated (7).
In this architecture, the role of the blockchain is to ensure the integrity of the
provenance data.
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Figure 4.1.6: ProvChain system interactions [24]

4.2 Proof of retrievability
Ari Juels et al. [3] described a POR protocol that encrypts a file F and ran-

domly embeds a set of randomly-valued check blocks called sentinels. The use of
encryption here renders the sentinels indistinguishable from other file blocks. The
verifier challenges the prover by specifying the positions of a collection of sentinels
and asking the prover to return the associated sentinel values. If the prover has
modified or deleted a substantial portion of F, then, with high probability, it will
also have suppressed a number of sentinels. It is therefore unlikely to respond
correctly to the verifier. To protect against corruption by the prover of a small
portion of F, they employ error-correcting codes. F̃ refers to the full, encoded file
stored with the prover.

Here are two scenarios that illustrate the intuition behind the POR protocol:

Example 1. Suppose that the prover, on receiving an encoded file F̃ , corrupts
three randomly selected bits, β1, β2, β3. These bits are unlikely to reside in sentinels,
which constitute a small fraction of F̃ . Thus, the verifier will probably not detect
the corruption through POR execution. Thanks to the error-correction present in
F̃ , however, the verifier can recover the original file F completely intact.
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Example 2. Suppose conversely that the prover corrupts many blocks in F̃
(for example 20% of the file). In this case (absent very heavy error-coding), the
verifier is unlikely to be able to recover the original file F . On the other hand,
every sentinel that the verifier requests in a POR will detect the corruption with
probability about 1/5. By requesting hundreds of sentinels, the verifier can detect
the corruption with overwhelming probability.

The use of an error correcting code (ECC) is a common method to retrieve
an original file from being slightly modified. The central idea behind this concept
is that the sender encodes the message with redundant information in the form
of an ECC. The redundancy allows to detect and correct a limited number of
errors that may occur anywhere in the message. This technique is used a lot in the
telecommunication sector for controlling errors in data when they are sent over an
unreliable or noisy communication channel [52].
A simplistic example of ECC is to repeat each data bit with a factor of 3. This is
known as a (3,1) repetition code and it is illustrated in the tabular below.

Triplet received Interpreted as
000 0 (error-free)
001 0
010 0
100 0
111 1 (error-free)
110 1
101 1
011 1
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Chapter 5

Proposed implementation

This part explains the solution intended to the WeSmart company. The cur-
rent operation and the needs of the company have been analysed thanks to the
participation of Francois Bordes, CEO of WeSmart and Thibaut Piraux, product
owner in WeSmart.

WeSmart currently stores their consumer related data in a cloud. A weakness of
this implementation is that the data integrity can not be insured. In this context,
WeSmart asked us to provide a way to verify that their data stored in the cloud
are not corrupted. The company also wanted the solution to be independent of the
current implementation. Our solution has to be seen as an independent security
layer that is added on top of the existing application.

To answer this demand, we introduced the concept of blockchain in the current
implementation of WeSmart and we used the principle of the chapter 4 which is to
store the hash of the raw data in the blockchain.
The next section describes our solution in more details. After that, the comparison
of the existing tools to create a blockchain is achieved. Finally, the tool that we
chose is described in more details.

5.1 Overview of our solution
There are currently three kinds of members in the WeSmart architecture:

consumer, producer and prosumer. When a producer or a prosumer produces more
than it consumes, the extra energy is distributed to the other members of the
energy community. This distribution is defined by a repartition key determined
at the creation of the energy community. This situation is represented in the
figure 5.1.1. Data flow are represented by the links with a "i" symbol and energy
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flow by the links with a lightning. In this architecture, members of the energy
community exchange energy and the production/consummation information is sent
to WeSmart. WeSmart then processes this information and stores them on the
cloud. To insure that data can not be attacked during the transmissions between
the users and the WeSmart node or between the WeSmart node and the cloud, we
advise to use the TLS protocol to secure the transmissions.

The goal of this work is to provide an additional security layer on top of the
existing operation. More precisely, the goal of this work is to find a way to detect
the data corruption that can happen in the cloud.

Figure 5.1.1: Overall architecture of the renewable energy community

As explained in the section 3.1, the decentralized structure of blockchain fits
into the decentralized approach for control and business processes in the renewable
energy community. For that reason, the concept of the blockchain can easily be
deployed in the current solution. As represented in the figure 5.1.2, the network
is fully peered 1 (each participant is connected to the other) and each participant
stores the entire blockchain. For this reason and because the blocks contained in the
blockchain are linked one with the others, a change in the content of one block will
be detected by the other participants (also called nodes). In the proposed solution,
nodes of the blockchain store the hash of the data. Indeed, every participant of
the blockchain has access to all the information contained inside. It is then not

1Note that if a node is behind a NAT, its NAT table should be modified to make this node
reachable from the outside of the network. This is explained in more details in the section 11.14
of the annexes.
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acceptable for the data confidentiality to put raw data in the blockchain. An other
reason is that the GDPR stipulates that personal data can not be directly inserted
on the blockchain due to its immutable character (see section 3.4).

The security of the links between blockchain nodes is part of the solution and
is realized thanks to a TLS like mechanism (cf. section 6.2.4)

The proposed solution works jointly with the existing solution : the raw data
are stored on the cloud and a cryptographic hash of the raw data are stored on the
blockchain.

Figure 5.1.2: Overall architecture the security layer

The figure 5.1.3 represents the message flow of our solution. First, WeSmart
sends their raw data (I1) to the cloud and the hash of those data (H(I1)) to the
blockchain. I1 typically contains a list of the energy consumed by each member of
the energy community during the last 15 minutes. After a while, when the company
wants to verify the integrity of the data, it sends a request to the cloud. The cloud
then answers with the corresponding data that is possibly modified (I ′1). WeSmart
also queries the blockchain for the hash of the wanted data. The blockchain then
replies with H(I1). Because the ledger of the blockchain is immutable (characteristic
of the blockchain), the value returned by the blockchain is the same than the value
that WeSmart originally put on it. With I ′1 and H(I1) in hands, WeSmart compares
the value of H(I ′1) and H(I1). If they are the same, it means that I ′1 = I1 and the
integrity of the value put on the cloud is verified.

In this solution, all the communications "WeSmart-Cloud" and "WeSmart-
blockchain" must be encrypted thanks to TLS. This solution also makes the
hypothesis that WeSmart protects its cryptographic hash function. If an attacker
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succeeds to modify this hash function, the integrity of the data is not guaranteed.
Indeed if the attacker modifies some data in the cloud and also modifies the hash
function to return the hash of the old value, then the comparison with the hash
value in the blockchain remains true even if the data in the cloud are altered. To
avoid this problem, one solution that WeSmart could choose is to perform the hash
computation in a secure environment. An example of such environment is the SGX
enclave used for the PoET (cf. section 1.6.5) that is used by developers to protect
sensitive data or code from outside interference or inspection.

Figure 5.1.3: Time flow of the solution

In this context, the blockchain is used for its distributed and immutable charac-
teristics. The immutable aspect ensures the correctness of the hashes returned by
the blockchain. The distributed characteristic of the blockchain ensures that those
hashes are still recoverable even if part of the nodes fails.
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5.2 Analysis of the different tools available to
implement a blockchain

Now that the general solution has been explained, the tool to implement the
blockchain has to be chosen. This section performs a comparison of the different
tools that are used in the blockchain domain. The first part of the section presents
a table that synthesises those tools. Based on this table, the most appropriate tool
is chosen.

Comparison of the different tools
Language Smart contract Consensus Private Blockchain

Ethereum Solidity, Serpent, Solidity, Vyper PoW No
Lisp-LikeLanguage

MultiChain[42] Python, C++,Go No Close to a PBFT Yes
JavaScript , Ruby

OpenChain Javascript JVM language * Partionned Consensus Yes
Corda Kotlin Java, Kotlin Single Notary, Raft, Yes

BFT-SMaRt
Hyperledger Java, Go, Go, JavaScript Kafka, Raft Yes

Fabric Node.js Java, Solidity
Hyperledger Java, Python,Go, Rust, JavaScript, PoET, PBFT, Yes
Sawtooth JavaScript, C++, Rust Go, Python
Quorum Solidity, Vyper Raft, IBFT Yes
EOS C++, Java C++ DPoS Yes

Python
Tendermint Java, C++, Javascript, Rust, Mixed PBFT-PoS Yes

Python, Go Soidity

* : all Java Virtual Machine such as Java, Clojure, Groovy, Kotlin, Scala etc.

• Ethereum : This platform can not be used because it implements only
public blockchain.

• MultiChain : In MultiChain, some of the features are not for free.

• OpenChain : Every Openchain instance only has one authority validating
transactions. This authority acts as a third party trusted by all participants
(that something that we want to avoid). Moreover, Openchain seems not very
active at the moment.

67



• Corda [40] : Raft algorithm tolerates n/2 crashed nodes but it does not
tolerate Byzantine nodes. The BFT-SMaRt is a high-performance Byzantine
Fault Tolerant State Machine Replication. This algorithm executes correctly
if less than 1/3 of the node are faulty. Corda is a platform build for finance
but it can be adapted for other applications.

• Hyperledger Fabric [41]: Raft is the mostly used consensus algorithm in
Hyperledger Fabric. This algorithm tolerates up to n/2 of crashed nodes
but it does not tolerate Byzantine nodes. In Hyperledger Sawtooth, Kafka
can still be used as a consensus algorithm but it becomes deprecated in the
newest version of Hyperledger Fabric.

• Hyperledger Sawtooth [78], [54] : The main difference with Hyperledger
Fabric is the used consensus. Hyperledger Sawtooth uses a PBFT algorithm
that tolerates n/3 of Byzantine nodes. The drawback of this algorithm is that
it is not scalable. However in our case the number of nodes in the blockchain
quite low because it is the number of participant in the energy community.
The non scalability of the PBFT is so not a big issue.

• EOS : The consensus used is a Delegated Proof of Stake.

• Tendermint [36], [76], [88], [86], [38] : While Tendermint implements
an interesting consensus that seems to mix the best of the PBFT and of the
PoS consensus, its biggest drawback is that it only implements the consensus
and the network layer. An other tool is needed to use the application layer :
the Cosmos SDK. Moreover, to use smart contract this application layer has
to be extended with other tools. Tendermint is a flexible tool but the layering
and multiplicity of the different tools makes its implementation more complex.

The figure 5.2.1 is a representation of the architecture implemented in Tender-
mint. Note that the application layer communicates with Tendermint Core
with a tool called ABCI.
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Figure 5.2.1: Overview of the architecture used in Tendermint [38]

5.3 Conclusion
For this project, a private blockchain is needed. Indeed, we only want partici-

pants of the renewable energy community to be part of the blockchain network.
Solution such as Ethereum is so prohibited. In order for the blockchain to have
the highest security level and because of the relative small size of the network,
the BFT consensus is the more suitable for our solution. Indeed, as explained
in the section 1.6.6, the advantage of this algorithm is that it can support up to
n−1

3 Byzantine faulty nodes, with n, the total number of nodes in the network.
Moreover, the transactions can be agreed upon and finalized without needing
multiple confirmations. It means that the content of a block can be trusted even if
it is the last one (remember that this is not the case for the Bitcoin where at least 6
more other blocks are needed to be produced in order to consider that the content
of a block is valid). However, this algorithm suffers from two negative points: it is
less scalable and it is prone to Sybil attack. Because of the relative small size of
the current network of energy community, the scalability is not a real issue. The
possible Sybil attack is also not relevant because in our case, the network is private
and each node identity is known by WeSmart; each node represents a singular
participant of the renewable energy community and it is unlikely that a node in the
network operates multiple identities actively at the same time. Because of the high
security level of the PBFT consensus and because its drawbacks are not relevant
in the context of this work, this consensus seems to be the most well suited for the
solution.
Since OpenChain seems not very active at this time, we think that is probably not
the best choice to implement our solution. Tendermint is an interesting tool but it
only implements the network and consensus layer. It exists other tools like Quorum
or Corda that are more specific for building private blockchains. However, those
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tools [43] are mostly used in the finance domain. On the other hand, Hyperledger
seems one of the most popular tool for the creation of private blockchains. The
consensus used for Hyperledger Fabric (Kafka and Raft) are crash fault tolerant.
However, the two consensus used by Hyperledger Sawtooth (PBFT and PoET) are
both Byzantine fault tolerant. For that reason, Hyperledger Sawtooth has been
chosen for the implementation of the blockchain of this project. An other reason
that brings us to use Hyperledger Sawtooth is that all the Hyperledger projects
are open source. One of the big advantage of the open source projects is their high
reliability. Indeed, since there are more eyes on them, they turns to be extremely
robust. An other advantage for the possible future development and usage of this
blockchain is that smart contracts can be implemented with this tool. Finally, as
explained in the next chapter, Hyperledger Sawtooth is widely used in the industry
sector. This confirms the relevance of this tool.
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Chapter 6

Hyperledger Sawtooth

This chapter performs an explanation of the tool used for the implementation
of our private blockchain.

6.1 Introduction
Hyperledger Sawtooth is an enterprise blockchain platform for building blockchain

applications and networks. It is an open source project which results from the
cooperation of Hyperledger and Intel in 2016. Hyperledger is a multi-project open
source collaborative effort hosted by the Linux Foundation, created to advance
cross-industry blockchain technologies.
Hyperledger Sawtooth is a widely used tool in the industry. Here are three examples
of companies that use Hyperledger Sawtooth :

• BondEvalue[57], a Singapore-based fintech company that focuses on Asian
bond markets, used Hyperledger Sawtooth to launch the world’s first blockchain-
based bond exchange.

• Blockchain Technology Partners (BTP)[95], a leading enterprise blockchain
company, combined Hyperledger Sawtooth with Kubernetes to create Sex-
tant. Sextant is a blockchain management platform that radically simplifies
the deployment and ongoing management of blockchain-based enterprise
applications.

• ScanTrust[58], a Software as a Service platform, connects millions of prod-
ucts to the internet by giving each of these products a unique digital identity.
This company uses Hyperledger Sawtooth to offer supply chain traceability.
It helps their clients, for example Cambio Coffee, to bring more transparency
to their ethical trade business.
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6.1.1 Distributed ledger
The characteristics of the Sawtooth blockchain are :

• Distributed : there is no central administrator. The database is shared
among all the nodes and they all have the same information.

• Immutable : the blockchain database contains the history of all the trans-
actions into blocks. These blocks are linked with hashes which makes an
alteration of the blockchain difficult.

• Secure : all changes in the blockchain are performed by transactions that
are signed by known identities.

6.1.2 Separation application - core system
The development of a project with Sawtooth is made simple thanks to the

separation between the core system and the application domain. The knowledge of
the underlying design of the core system is not required to develop an application.
In fact, the implementation of an application is realised by writing a specific
transaction family. This transaction family defines a data model for the application
and a set of operations/transactions that are allowed on the blockchain. A high
flexibility is given to the developer in the choice of the programming language. It
it possible to implement the transaction family in Python, Java, C++, Go or Rust.

6.1.3 Modularity and permissioning
Sawtooth core system makes the application highly modular. It allows the

application to choose the transaction rules, permissioning and consensus algorithms
to fit its needs. Thanks to those possibilities, it is possible to deploy a private
network or to deploy nodes with different permissioning. The information concerning
the permissions and roles is stored in the blockchain. In this way, all the participants
in the network have access to this information and there is no risk of modification
of these data.

6.2 Architecture

6.2.1 Architecture overview
The figure 6.2.1 shows the architecture of a Sawtooth network. The different

components are :
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• The Rest API : this component makes the link between the client and the
validator. It allows the client to interact with the validator using common
HTTP/JSON standards. It provides a serie of functions (POST, GET) for
submitting transactions and reading blocks.

• The validator : this component is responsible for validating batches of
transactions, combining them into blocks and maintaining the consensus.
The validator can communicate directly with the client or through the Rest
API. It can communicate with the transaction processors and it is also linked
with the validators of the other nodes to form the Sawtooth network. All the
nodes communicate together thanks to their validator.

• The transaction processors : for each transaction family, there is an
associated transaction processor. Its role is to validate and update the state
based on the rules defined by the transaction family.

Figure 6.2.1: Architecture of a Sawtooth network
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6.2.2 Data representation
The goal of the blockchain is to share a common global state between all the

nodes. The consistent copy of data among all the node is ensured by the chosen
consensus algorithm.

For flexibility, the global state is divided into different namespaces that are
defined in the transaction family. This state is updated when the validator receives
transactions. The block validation on each validator ensures that this transaction
leads to the same state transition on all the nodes.

Addressable Merkle Radix Tree

States for all the transaction families are represented in the form of a single
addressable Merkle Radix tree. The concept of Radix tree is explained in the
annexes (cf. section 10.1).

Data are stored on the leaf nodes of the tree. Then, following the principle of a
Merkle tree, the successive node hashes are computed from leaf to root. The root
of the tree is so a hashed representation of the entire state. This state root hash is
placed in the block header to perform the consensus on the expected version of the
state. Indeed, if any leaf node is different between two states, the state root hash
of the two states are different and the block is not considered valid.

The figure 6.2.2 shows the Merkle tree associated to a state. The tree has a
maximum depth of 35 nodes and each node has up to 28 = 256 child nodes.
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Figure 6.2.2: Merkle tree of the global state

It is denoted as an addressable Merkle Radix tree because addresses only identify
the path to the leaf node. Figure 6.2.3 gives an example of an address. This address
is 70 hexadecimal characters long which represents 35 bytes. Each byte corresponds
to the choice of a child node, this is why each node can have 28 = 256 child nodes.
Given that there are 35 bytes, the tree can have a depth of 35 nodes. In this
address, the 3 first bytes are reserved for the transaction family namespace. There
are so 23∗8 = 224 = 16777216 possible different namespaces in a Sawtooth state.
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Figure 6.2.3: Example of address

The figure 6.2.4 shows the advantage to use a radix tree. Given that most of
the time a transaction modifies only a small part of the state, the radix tree allows
to reuse the part that is unchanged. Moreover, most of the addresses have common
prefix. For example, all the data from the same transaction family have the same
3 bytes prefix. The radix tree uses this particularity to store the data in a more
compact way.

Figure 6.2.4: Radix tree of the global state
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Note that there are some other concrete examples of addressing in the section
6.2.6 for specific transaction families.

6.2.3 Blocks, transactions and batches
Modifications to state are performed thanks to transactions. A client creates

a transaction and submits it to the validator. Then, the validator applies the
transaction which causes a change to the state. Transactions are always wrapped
inside of a batch. In a batch, either all transactions are submitted or no transaction
is submitted. The batch is the atomic unit of state change. Batches are then
wrapped into blocks. The block, batch and transaction data structure are detailed
in the annexes (cf. section 10.2).

The use of batches simplifies the dependency management between transactions.
For example : there are three transactions A, B and C that should be apply in that
order. However, if one of these transactions is invalid then no transaction should
be apply. This problem is not solvable with only explicit dependencies between
transaction. Imagine that transaction ’C’ depends on transaction ’B’, transaction
’B’ depends on transaction ’A’ and transaction ’A’ depends on transaction ’C’. It is
a cyclic dependency that can not be ordered.

It is possible to put transactions from different transaction families in the same
batch. This encourages the reuse of transaction families.

Figure 6.2.5: Relation between block, batch and transaction

6.2.4 Network layer security
This blockchain network includes a TLS-like certificate exchange mechanism

and protocol encryption that is transparent to the socket implementation.
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The TLS exchange mechanism enables a secure data transfer between two
users. In the first part of the protocol, the two users exchange a symmetric key
thanks to private-public key mechanism. In the second part of the exchange,
data are encrypted and sent with the symmetric key obtained in the first part.
The symmetric encryption guarantees the data confidentiality and an integrity
check included in each transmitted message prevents loss or data alteration during
transmission. Moreover, using asymmetric encryption which has a low throughput
for the key exchange and the symmetric encryption which has a high throughput
for the data exchange makes TLS highly efficient.

6.2.5 Network permissioning
The Sawtooth permissioning design is divided in two parts : the validator key

permissioning and the transactor key permissioning. The organisation is the same
for the two parts. There is a matching between a policy which is a set of nodes
which follows the same rules and a role which defines what the policy is allowed
to do. Nodes in the policy are identified by their public key. The set of roles
and policies are implemented using the Identity Transaction Family. The different
network and transaction roles are defined in the section 6.2.5.

The roles control the types of messages that can be sent and received over a
given connection. The components and nodes that wish to take on these roles must
participate in an authorization “handshake” (see section 6.2.5) and request for the
roles that they want to take on. Then, based on the set of roles and identities
stored within the identity namespace, the validator is able to determine whether
messages delivered to it should be handled or dropped. For example, in the case
a node is not allowed to connect to the network, the message is dropped and the
connection is closed.
Sawtooth permissioning is set with on-chain or off-chain configuration. In on-chain
configuration, settings are recorded in the blockchain, with changes or additions
made as new blocks added to the blockchain. On-chain configuration applies to the
entire Sawtooth network for that blockchain. In off-chain configuration, settings
are recorded in the local validator.toml file, located by default at /etc/sawtooth/-
validator.toml, and applies only to the local validator node [59].

Validator key permissioning

The validator key permissioning controls which nodes are allowed to establish
connection to the Sawtooth network. This setting is configured on chain which
allows the whole network to change its policies at the same time while the network
is live, instead of relying on a startup configuration.
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Transactor key permissioning

The transactor key permissioning controls who can submit transactions and
batches, based on signing key. Those settings are configured either on chain or off
chain.

• Off-chain (local configuration) allows a validator to limit who is allowed to
submit batches and transactions directly to that validator. This is useful, for
example, if a company is running its own Sawtooth node and wishes to allow
only members of that company to submit transactions. The validator only
accepts batches and transactions from predefined transactors that are loaded
from a local validator config file. Once the validator is configured, the list of
allowed transactors is immutable while the validator is running.

• On-chain configuration uses the Identity namespace which handles network-
wide updates and agreement on allowed transactors. The allowed transactors
are checked when a batch is received from a client, received from a peer, and
when a block is validated. The Identity and Settings transaction processor (or
equivalent) are required to process the on-chain settings. Note that Settings
includes several settings to control who can change on-chain settings and how
many votes are required for a setting change.

Network roles

• default : if the role has not been set, the default policy is used. The default
policy permits all the keys to be part of the network (PERMIT_KEY *).

• network : if a validator receives a peer request from a node whose validator
public key is not permitted by the policy, the message will be dropped, an
AuthorizationViolation will be returned, and the connection will be closed.

• network.consensus : if a validator receives a GossipMessage that contains
a new block published by a node whose validator public key is not permitted
by the policy, the message will be dropped, an AuthorizationViolation will be
returned, and the connection will be closed.

Transaction roles

• default : if the role has not been set, the default policy is used. The default
policy permits all the keys to sign transactions an batches (PERMIT_KEY
*)
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• transactor : the top level role for controlling who can sign transactions and
batches on the system. This role is used when the allowed transactors for
transactions and batches are the same. Any transactor whose public key is in
the policy is allowed to sign transactions and batches, unless a more specific
sub-role disallows their public key.

• transactor.transaction_signer : if a transaction is received that is signed
by a transactor who is not permitted by the policy, the batch containing the
transaction will be dropped.

• transactor.transaction_signer.{tp_name} : if a transaction is received
for a specific transaction family that is signed by a transactor who is not
permitted by the policy, the batch containing the transaction will be dropped.
{tp_name} refers to a transaction family name

• transactor.batch_signer : if a received batch is signed by a transactor
that is not permitted by the policy, that batch will be dropped.

Handshake procedure

a) authorization trust b) authorization challenge

Figure 6.2.6

When a new node (the requester) wants to join the network, it has to open a
connection with the validator of a node already present in the blockchain. To do so
there are two possible handshake procedures represented in the figure 6.2.6. The first
step is common for the two. The node that wants to connect to the validator sends
a connectionRequest message. The validator answers with a connectionResponse
message. This message contains a field authorizationType which describes the
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authorization procedure and a field roleEntry that describes the type of connections
that are supported on the endpoint. The "trust authorization" is the simplest case.
The validator trusts the public key of the requester and gives it the requested role if
it is available. The "challenge authorization" is more complex because the validator
does not trust the requester public key. The requester has to proof its identity
by signing a challenge with its private key. A more complete explanation of the
different procedures and the structure of the messages are presented in the annexes
(cf. section 10.4).

Example of network permissioning

In order to illustrate the network permissioning, an example of a concrete case
is illustrated in the figure 6.2.7. As represented at the output of the first command,
there are two policies named policy_batch and policy_network. A policy is a
set of PERMIT_KEY and DENY_KEY rules that are evaluated in the order listed.
In our example, there are no DENY_KEY since all the keys that are not in the
PERMIT_KEY are by default in the DENY_KEY. As represented at the last two
lines of the figure 6.2.7, each policy is associated with a particular role. A role is
an authorization that grants permission to perform operations and access data. A
policy associated with the network role means that those nodes will only connect
to the nodes related to the policy. If a node tries to connect to the network but
has an ID that is not in the policy policy_network, then the other nodes of the
network will reject the connection and a AthorizationViolation message is output
(see section 6.2.5). On the other hand, the policy policy_batch is associated with
the transactor role. It means that the nodes of the policy policy_batch are the
only ones authorized to sign transactions and batches.
Note that the ID’s of the policy_batch and policy_network refer to the same
nodes. Indeed, the policies associated with a network role must contain the validator
public keys of the node (contained in etc/sawtooth/keys/validator.pub). On the other
hand, the policies associated with a transaction role must contain the transactor
public key of the node (contained in home/yourname/.sawtooth/keys/my_key.pub).
In this example, the transactor public key of the first node is 033cc9c1... while its
validator public key is 03753418d9...
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Figure 6.2.7: Example of network permissioning

6.2.6 Transaction family specifications
One of the advantages of Sawtooth is the separation between the application

level and the core system. This is possible because each application defines its own
transaction family adapted to its requirements. A transaction family includes these
components :

• A transaction processor to define the business logic of the application.

• A data model to record and store data.

• A client to handle the client logic of the application.

Several transaction families are included in the sawtooth-core repository and can
be reused to develop new projects.

Identity transaction family

Overview This transaction family is used to manage the on chain transactor
key and validator key permissioning. This requires to store the list of authorized
participants for each role. Currently, all the participants in the network are
identified by their public key. However, this is difficult to manage. An identity
namespace is so used to streamline managing identities.

The identity namespace :

• Encompasses ways to identify participants based on public keys.
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• Stores a set of nodes that follow the same rules called "policies".

• Stores the roles that those policies apply to.

State : Policies A policy has a unique name and contains a list of entries. Each
entry corresponds to a participant and contains the public key of this participant
and the type of entry (if it is a permit or deny key).

Figure 6.2.8

State : Roles A role is the mapping between a role and a policy. It contains
the role name and the policy name.
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Figure 6.2.9

Transaction Payload The figure 6.2.10 explicits the payload format.

Figure 6.2.10

Addressing All identity data are stored under the special namespace "00001d"
The address for policies are formed with the special policy namespace "00" concate-
nated with the 62 first characters of the SHA256 hash of the policy name.

′00001d′ +′ 00′ + hashlib.sha256(′policy_name′.encode()).hexdigest()[: 62]

The address for roles is formed with the concatenation of four parts delimited
by the "." character. If there is less than four parts, the last part is filled with the
empty string. For example a.b.c is split into "a", "b", "c" and the empty string. If
there are more than four parts, the extra part is left in the last part. For example
a.b.c.d.e is split into "a", "b", "c" and "d.e". For each part the SHA-256 hash is
computed and the 16 first characters are conserved.
The address for role is formed with the special role namespace "01" and the four
short hashes. For example, the address for the role "transactor.transaction_signer"
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is built as follows:

′00001d′ +′ 01′ + hashlib.sha256(′transactor′.encode()).hexdigest()[: 14]
+ hashlib.sha256(′transactor_signer′.encode()).hexdigest()[: 16]
+ hashlib.sha256(′′.encode()).hexdigest()[: 16]
+ hashlib.sha256(′′.encode()).hexdigest()[: 16]

Settings transaction family

Overview This transaction family provides a methodology for storing on-chain
configuration settings. The settings stored in state as a result of this transaction
family play a critical role in the operation of a validator. This design supports two
authorization options: a single authorized key that can make changes and multiple
authorized keys. In the case of multiple keys, a configuration setting controls how
many nodes must vote to make a change.

State Settings data consists of a pair settings_name - value. The table 6.2.11
shows some example of settings that are stored in the transaction family. The table
6.2.12 shows the settings that the transaction family uses for its own configuration.

Setting(Examples) Value
sawtooth.poet.target_wait_time 5

sawtooth.validator.max_transactions_per_block 1000

Figure 6.2.11: Example of settings

Settings(Settings) Value Description
sawtooth.settings.vote.authorized_key List of public key allowed

to propose and vote on settings changes
sawtooth.settings.vote.approval_threashold Minimum number of votes required

to accept or reject a proposal
sawtooth.settings.vote.proposals A list of proposal to make

settings changes

Figure 6.2.12: Family transaction settings

Addressing All settings data are stored under the special namespace "000000".
As for the Identity transaction family, the addresses are split into four parts
delimited by a dot character. A SHA-256 hash of each part is computed and
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the 16 first characters are conserved. For example the address of the setting :
sawtooth.settings.vote.proposals could be set like this :

′000000′ + hashlib.sha256(′sawtooth′.encode()).hexdigest()[: 16]
+ hashlib.sha256(′settings′.encode()).hexdigest()[: 16]
+ hashlib.sha256(′vote′.encode()).hexdigest()[: 16]
+ hashlib.sha256(′proposals′.encode()).hexdigest()[: 16]

Transaction payload the figure 6.2.13 explicits the payload format.
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Figure 6.2.13

6.2.7 Consensus algorithm
Sawtooth abstracts the core concepts of consensus and isolates consensus from

transaction semantics. The Sawtooth consensus interface supports plugging in
various consensus implementations as consensus engines that interact with the
validator through the consensus API. More importantly, Sawtooth allows to change
the consensus after the blockchain network has been created. The consensus
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algorithm is selected during the initial network setup and can be changed on
a running blockchain. The Sawtooth consensus API supports a wide variety of
consensus algorithms on a network. Sawtooth currently includes consensus engines
for these algorithms [60]:

1. Sawtooth PBFT (Practical Byzantine Fault Tolerance) is a voting-based
consensus algorithm that provides Byzantine fault tolerance with finality.
The advantage of the PBFT consensus algorithm is that it tolerates faults
of a certain number of Byzantine nodes. However, PBFT features complex
communication and low scalability. When the number of consensus nodes
in the distributed system is large enough, the functionality will go down
dramatically. When there is a great deal of network partition, consensus
efficiency will be compromised and result in a huge delay.

2. PoET (Proof of Elapsed Time) is a Nakamoto-style consensus algorithm that
is designed to be a production-grade protocol capable of supporting large
network populations. PoET relies on secure instruction execution to achieve
the scaling benefits of a Nakamoto-style consensus algorithm without the
power consumption drawbacks of the proof of work algorithm. Sawtooth
includes two versions of PoET consensus:

• PoET-SGX relies on a Trusted Execution Environment (TEE), such as
Intel Software Guard Extensions (SGX), to implement a leader-election
lottery system. PoET-SGX is sometimes called “PoET/BFT” because
it is Byzantine fault tolerant.

• PoET simulator provides PoET-style consensus on any type of hardware,
including a virtualized cloud environment. PoET simulator is also called
“PoET/CFT” because it is crash fault tolerant, not Byzantine fault
tolerant (see section 9.3).

3. Sawtooth Raft is a leader-based consensus algorithm that provides crash fault
tolerance (see section 9.3) for a small network with restricted membership.

4. Devmode (short for “developer mode”) is a simplified random-leader algorithm
that is useful for developing and testing a transaction processor. Devmode
is not recommended for multi-node networks and should not be used for
production.

Sawtooth PBFT [79], [80]

The Sawtooth PBFT algorithm is a voting-based consensus algorithm with
Byzantine fault tolerance. The network can tolerate a certain number of faulty
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nodes. As long as this number is not exceeded, the network will work properly.
More precisely, the network can work properly if the number of faulty nodes is
smaller than n−1

3 with n, the total number of nodes in the network.
There are two types of nodes in this kind of network: the primary node and the
secondary nodes. The primary node builds and publishes blocks. The secondary
nodes vote on blocks and the health of the leader. A view is the period of time
that a given node is the primary. A view change means switching to a different
primary node. The next primary is selected in a round-robin (circular) fashion.
The Sawtooth PBFT algorithm changes the primary at regular intervals, as well as
when the secondary nodes determine that the current primary is faulty.
In Sawtooth PBFT, each node stores several key pieces of information as part of
its state such as:

• List of PBFT member nodes in the network.

• Current sequence number, which is also the number of the block being
processed.

• Current view number, which identifies the primary node.

• The current head of the chain.

• Log of all blocks it has received.

• Log of all messages it has received.

Sawtooth PBFT also configures the network with on-chain settings. These settings
list each node in the network, set the view-change interval (how often the primary
changes), and specify other items such as the block publishing frequency, timeout
periods, and message log size.

Figure 6.2.14: Graphical representation of the Sawtooth PBFT in the normal case
[71]
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As represented in the figure 6.2.14, there are different types of messages. When
a node receives such a message, it performs a series of checks to ensure the validity
of the message:

1. The signature of the message is verified.

2. The message must be from a known PBFT member.

The first check verifies that the PBFT message was created and signed by the node
that it claims to be from. This guarantees the origin of the PBFT message.
The second check ensures that only nodes that are accepted members of the PBFT
network are able to participate in the consensus process.
Any messages that fail to parse or pass the required checks are ignored. If a message
is successfully parsed and passes verification, it is passed to a handler for that
specific message type, where it may go through further checks, be stored in the
message log, or trigger some actions.

PBFT operation in the normal mode

Let’s now analyse deeper the consensus operation in the normal mode (when
there is no view change). This is represented in the figure 6.2.14. In this figure, N1
is the primary node and N2, N3, and N4 are secondary nodes. The normal mode
proceeds as follows:

1. All nodes begin in the PrePreparing phase; the purpose of this phase is for
the primary to publish a new block and endorse the block with a PrePrepare
message.

• The primary node will send a request to its validator to initialize a new
block. After a configurable timeout, the primary will send a request to
the validator to finalize the block and broadcast it to the network.

• After receiving the block in a BlockNew update and ensuring that the
block is valid, all nodes will store the block in their PBFT logs.

• After receiving the BlockNew update, the primary will broadcast a
PrePrepare message for that block to all of the nodes in the network.
When the nodes receive this PrePrepare message, they will make sure it
is valid. If it is, they will add it to their respective logs and move on to
the Preparing phase.

2. In the Preparing phase, all secondary nodes (not the primary) broadcast a
Prepare message that matches the accepted PrePrepare message. Each node
will then add its own Prepare to its log, then accept Prepare messages from

90



other nodes and add them to its log. Once a node has 2f Prepare messages in
its log that match the accepted PrePrepare, it will move on to the Committing
phase.

3. The Committing phase is similar to the Preparing phase; nodes broadcast
a Commit message to all nodes in the network, wait until there are 2f + 1
Commit messages in their logs, then move on to the Finishing phase. The
only major difference between the Preparing and Committing phases is that
in the Committing phase, the primary node is allowed to broadcast a message.

4. Once in the Finishing phase, each node will tell its validator to commit
the block for which they have a matching PrePrepare, 2f Prepare messages,
and 2f + 1 Commit messages. The node will then wait for a BlockCommit
notification from its validator to signal that the block has been successfully
committed to the chain. After receiving this confirmation, the node will
update its state as follows:

• Increment its sequence number by 1.
• Update its current chain head to the block that was just committed.
• Reset its phase to PrePreparing.

Finally, the primary node will initialize a new block to start the process all
over again.

View change

Up to know the procedure was explained in a case where the primary node is
considered valid. However, a node starts a new view change if any of the following
occur:

• The idle timeout expires: when a node enters the PrePreparing phase, it
will start its idle timeout. If the node receives a new block and a matching
PrePrepare from the primary for its current sequence number before the
timeout expires, it will stop the timeout; if not, the node will initiate a view
change when the timeout expires.

• The commit timeout expires: when a node enters the Preparing phase, it will
start its commit timeout. If the node is able to move on to the Finishing
phase and send a request to the validator to commit the block before the
timeout expires, it will stop the timeout; if not, the node will initiate a view
change when the timeout expires.
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• The view change timeout expires: when a node starts a view change to view
’v’, it will start a view change timeout. If the node is able to complete the
view change before the timeout expires, it will stop the timeout; if not, it will
initiate a new view change to view ’v + 1’.

• Multiple PrePrepare messages are received for the same view and sequence
number but different blocks: this indicates the primary is faulty, since this
behavior is invalid.

• A Prepare message is received from the primary: this indicates the primary
is faulty, since this behavior is invalid.

• ’f + 1’ ViewChange messages are received for the same view: this ensures
that a node does not wait too long to start a view change; since only ’f’ nodes
(at most) can be faulty at any given time, if more than ’f’ nodes decide to
start a view change, other nodes can safely join them to perform that view
change.

To start a view change, a node will do the following:
1. Update its mode to ViewChanging(v), where ’v’ is the view the node is

changing to.

2. Stop both the idle and and commit timeouts, since these are not needed again
until after the view change.

3. Stop the view change timeout if it’s been started; it will be restarted with a
new value later.

4. Broadcast a ViewChange message for the new view.
ViewChange messages are accepted and added to the log if they satisfy these criteria:

• They are for a later view than the node’s current view.

• If the node is in the mode ViewChanging(v), the view in the message must
be greater than or equal to ’v’.

Once a node has received ’2f + 1’ ViewChange messages for the new view, it will
start its view change timeout.
When the primary for the new view receives ’2f + 1’ ViewChange messages, it will
broadcast a NewView message to the network, signifying that the view change is
complete. As a proof that this view change is valid, the primary will include ’2f +
1’ signed ViewChange messages from other nodes in the NewView message (the
primary’s own “vote” is implicit), which will be validated by the other nodes.
If a node receives the new primary’s valid NewView message before its view change
timeout expires, it will:
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1. Stop the view change timeout.

2. Update its view to match the new value.

3. Revert back to Normal mode.

However, if a node’s view change timeout expires before it receives a NewView, it
will stop the timeout and initiate a brand new view change for view ’v + 1’ (where
’v’ is the view it was attempting to change to before).

Role of the different phases

According to the original paper of M. Castro et al. describing the PBFT [1], the
pre-prepare and prepare phases are used to totally order requests sent in the same
view, even when the primary, which proposes the ordering of requests, is faulty.
The prepare and commit phases are used to ensure that requests that commit are
totally ordered across views. Indeed, replicas (nodes) may collect the 2f Prepare
messages in different views with the same sequence number and different requests.
The commit phase solves this problem as follows. Each replica i multicasts Commit
messages saying it received 2f Prepare messages and adds this message to its log.
Let’s illustrate the importance of the Committing phase with an example: imagine
that the Committing phase does not exist. Due to network delay, a node X is
the only node that directly receives 2f+1 Prepare messages. Because there is no
Committing phase, node X directly commits the block (let’s call it B1). Now a
changing of view happens and a new primary node will submit a new transaction
with the old sequence number (since node X was the only node that received
enough Prepare messages). If, due to network delay, all the nodes receive 2f+1
Prepare messages for this new transaction excepted node X, then all those nodes will
commit the new block (called B2). In this case, the total order of the committed
blocks is not respected. Indeed, committed block order of node X is B1 and then
B2 while the committed block order of the other nodes is B2 and then B1.
Thanks to the Committing phase, this kind of behavior can not happen. Indeed,
with this phase, if the node X is the first node that receives the 2f+1 Commit
messages, then it knows that the other nodes already received 2f+1 Prepare messages
and that a quorum accepted to assign a particular sequence number to a request.
Thanks to that, this sequence number will not be re-used even in a new view so
the total order of the committed blocks will be respected.
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6.3 Our Sawtooth implementation

6.3.1 Network permissioning
As mentioned in the chapter 5, the blockchain should be private. To restrict the

access to the network, a validator key permissioning is set. The policy contains the
validator public key (etc/sawtooth/keys/validator.pub) of all the participants of the
network. The role associated to this policy is "network". In this way if a node absent
of the policy tries to connect to the network, it receives an "authorizationViolation"
message and the connection is closed.

A transactor key permissioning is set to restrict the nodes allowed to commit
new transactions. In the integration of our solution in the WeSmart implemen-
tation, the only block that submit new transactions is the WeSmart node. The
policy contains only the transactor public key of the WeSmart node (home/y-
ourname/.sawtooth/keys/my_key.pub). The role associated with this policy is
"transactor". In this way, the WeSmart node is the only node who can sign transac-
tions and batches on the network.
Moreover, a TLS-like certificate exchange mechanism and protocol encryption is
implemented for the communication between nodes. This is done at the creation
of the node with public and private network key set in the validator.toml file (the
complete procedure is described in the annexes at the section 11.6).

6.3.2 WE transaction family
Overview This transaction family enables to store the hash of the energy con-
sumption associated to a certain timestamp. Then, given this timestamp, it is
possible to recover the hash of the associated energy consumption.

State The WE state entry consists of a UTF-8 encoding string with exactly two
"-" characters which is formatted as follows :

< date > − < listId > − < listConsumption >

• date : represents the timestamps corresponding to the energy consumption.
Format : year:month:day:hour(24):min

• listId : represents the hash of a list containing the identifier of the consumers.
Format : hash(id1,id2,id3...)

• listConsumption : represents the hash of a list containing the consumption
of the consumers.
Format : hash(consumption1,consumption2,consumption3...)
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Addressing We data are stored in state using addresses generated form the WE
family name and the date of the energy consumption. The namespace corresponding
to the WE transaction family consists of the 6 first characters of the SHA-512 hash
of the UTF-8 encoding of the string "we". The next 64 characters of the address
are the 64 first characters of the SHA-256 hash of the UTF-8 encoding of the date.
For example the WE address of a state with date "2021:04:12:15:35" could be
generated as follow :

hashlib.sha512(′we′.encode(′utf − 8′)).hexdigest()[: 6]+
hashlib.sha512(′2021 : 04 : 12 : 15 : 35′.encode(′utf − 8′)).hexdigest()[: 64]

Transaction payload A WE transaction request payload consists of a UTF-8
encoding string with exactly three "-" characters which is format as follows :

< date > − < action > − < listId > − < listConsumption >

• date : represents the timestamp of the energy consumption.

• action : indicates the type of actions to perform; set to add data to the
blockchain or get to recover data from the blockchain.

• listId : (not required if get) represents the hash of a list containing the
identifier of the consumers. Format : hash(id1,id2,id3...)

• listConsumption : (not required if get) represents the hash of a list containing
the consumption of the consumers.
Format : hash(consumption1,consumption2,consumption3...)

Execution The interaction with the blockchain is performed by two commands :

• we set -date -listId -listConsumption

• we get -date

The set command allows the user to add data in the blockchain. -listId and -
listConsumption are the hashes of the list of the user and the list of the corresponding
consumption. The -date corresponds to the period relative to the consumption. In
practice, a new block is created with an updated Merkle tree. The hash of listId
and listconsumption are stored in the address generated by the date (cf. section
addressing).

The get command allows the user to ask for data in the blockchain. -date
corresponds to the period relative to the consumption. In practice, this command
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computes the address where data are stored in the Merkle tree thanks to the date
(cf. section addressing). Then, it returns the data by searching at this address in
the Merkle tree of the current blockchain head block.

Global working

This section describes the flow of a block creation following the figure 6.3.1.
This figure introduces the journal which is the group of validator subcomponents
that works together to handle batches and proposed blocks. These components
are responsible for completing published blocks, publishing batches into blocks
to extend the chain and validating proposed blocks to determine if they should
be considered for the new chain head. Here is a brief description of the journal
architecture. A detailed explanation of every block is presented in the annexes (cf.
section 10.3).
Blocks and batches arrive via interconnect, either through the gossip protocol or
from client requests. Then, the processing of these blocks and batches is handled
in multiple pipelines :

• The Completer initially receives the blocks and batches. It guarantees that
all dependencies for the blocks and batches have been satisfied.

• Completed batches go to the BlockPublisher for batch validation and inclusion
in a block.

• Completed blocks go to the ChainController for block validation and fork
resolution.

• The BlockCache and BlockStore provide storage for the batches and blocks
being processed.
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Figure 6.3.1: Journal

In our implementation, the workflow is the following. When a client wants to
perform a set, a transaction is created in the we_client file. The format of this
transaction is explained in the previous section. The payload of the transaction
has the format "date-action-listId-listConsumption". This transaction is then put
into a batch. Since, in our work, there are no transaction dependencies, there is a
single transaction per batch. This batch is then sent to the validator thanks to a
POST message through the rest API.

In the validator, the proposed batch is received by the Completer (1 in the
figure 6.3.1). The Completer checks that the dependencies between the transactions
are satisfied. In our implementation, it is always the case since there are no
dependencies between transactions (no transaction should be posted before an
other).

When a batch is considered "completed" by the Completer, it goes to the
BlockPublisher (2 in the figure 6.3.1). Its role is to create a candidate block
to extend the current chain. The BlockPublisher interacts with the transaction
processor to compute the state_root_hash field in the block header. Indeed,
this is the root of the Merkle tree after all transactions of the block have been
applied on the global state. The way the addressing of the Merkle tree is defined
depends on the transaction family specification (cf.WE transaction family). The
BlockPublisher interacts also with the consensus engine to validate and publish
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a block. Following the instructions of the consensus engine, the BlockPublisher
broadcasts the proposed block to the other nodes of the network (3 in the figure
6.3.1).

Once the proposed block is published by the Blockpublisher, all the nodes
receive the block in the Completer which checks that the block is complete (4 in
the figure 6.3.1). This means that all the predecessor block have been delivered
to the Chaincontroller. It also checks that the batch field in the proposed block
contains all the batches and in the same order than specified in the block header.

Once a block is considered complete by the Completer, it is delivered to the
ChainControler for validation (5 in the figure 6.3.1). The role of the ChainControler
is to maintain the current chain head of the blockchain for the validator. This
responsibility involves validating proposed blocks, evaluating valid blocks to deter-
mine if they should be considered for the new chain head, and generating new blocks
to extend the chain. The ChainController creates a scheduler to compute new
state with a related Merkle hash for the block being published. The Merkle hash is
compared to the state root contained in the block header. If they match, the block
is valid from a transaction execution and state standpoint. The ChainController
uses this information in combination with consensus information to determine
whether to update the current chain head. When a block has been validated by
2n
3 + 1 nodes (see section 6.2.7) the block is added to the blockchain.

When a block is validated by the ChainController and so added to the blockchain,
it is stored in the BlockStore which is a persistant on-disk storage of all blocks in
the current chain head back to the genesis (6 in the figure 6.3.1).

The working set of blocks for the validator is stored in the BlockCache.

98



Chapter 7

Performance analysis

This section presents the performances of the Sawtooth blockchain. The Saw-
tooth statistics are generated thanks to InfluxDB, Grafana and Telegraf. The
metrics gathering data flow is shown in the figure 7.0.1.

In the left of the figure, Sawtooth validator and Rest API send metrics to
InfluxDB which is a time series database that is optimized for fast access to
time series data. Moreover Telegraf which is a metrics reporting agent, gathers
supplemental system information from the Linux kernel. Data are then read
from InfluxDB by Grafana which is a multi-platform open source analytics and
interactive web application. Finally Grafana displays several graphics in the web
browser that can be interpreted by the user.

Figure 7.0.1: Metrics gathering data flow [37]

The figure 7.0.2 represents several graphics that are obtained with Grafana. In

99



this execution, the rate at which blocks are added to the blockchain is increased
step by step. The graph a) represents the number of committed transactions that
increases and the graph b) represents the rate at which blocks are added. The
blockchain is able to tolerate up to 4 batches per second. At a rate of 5 batches
per second, the throughput limit of the blockchain is reached. At this high rate,
a protection mechanism for the blockchain gets ready. This is the backpressure
test and its role is to prevent DoS (Deny of Service) attacks. If the validator is
overwhelmed, it stops accepting new batches and the Rest API sends an error "429
: Too Many Requests" to the client. The number of batches that validator can
accept is based on a multiplier, QUEUE_MULTIPLIER, times a rolling average of
the number of published batches.
The graph c) represents the number of backpressure batches exchanged in the
blockchain. The graphs d) displays statistics of the node on which the blockchain
is deployed. In this particular case, the node is an ubuntu (64 bits) virtual machine
with 2 processors and 2816 MB of RAM.
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a) b)

c) d)

Figure 7.0.2

In the Sawtooth implementation, the blockchain is stored in the folder var/lib/-
sawtooth. The blockchain is stored in a lightning memory-mapped database (LMDB).
The figure 7.0.3 represents the size of the database depending on the number of
stored blocks. In this experimentation, the blocks are generated with the WE
transaction family. It is so representative of the solution that can be deployed by
WeSmart. An important observation is that the size of the blockchain increases
linearly with the number of blocks. Given that one block is generated every 15
minutes, 96 blocks are generated everyday. Every month 3000 blocks are generated
which corresponds to 42.3MB of storage. An extrapolation of this graph leads to a
storage consumption of 508MB per year.

101



Figure 7.0.3
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Chapter 8

Future work

In this work, we implemented a blockchain-based mechanism to ensure the
integrity of the data stored in the cloud. The first part of this section proposes
different possible improvements that can be done in the future by the WeSmart
company. The second part introduces the concept of hierarchical blockchain which
can solve some limitations of common blockchain.

8.1 Improvement of our solution
Up to now, the blockchain has been used to ensure the integrity of the data

stored in the cloud. However, as explained in the chapter 3, the blockchain could
also be used as the central part of the energy trading. As in the Brooklyn microgrid
project (section 3.2), the blockchain could be used to implement the information
system but also the market and pricing mechanism. In this example, smart me-
ters send the energy generation and demand to a smart contract. Its role is to
dispatch the energy according to rules that have been defined at the creation of
the blockchain. The use of this smart contract is equivalent to the repartition key
method currently used by WeSmart. Moreover, because Hyperledger Sawtooth
is used for the implementation of our proposed solution, it is already possible for
WeSmart to deploy smart contracts. The major advantages of using them rather
than a repartion key being that the smart contract is immutable once written and
accessible by all the members of the energy community.
However, this solution could not be directly applicable in Europe due to the reg-
ulation on data protection and privacy (GDPR) as explained in the section 3.4.
Indeed, in this solution, the blocks of the blockchain contain information about the
energy exchange of the members of the microgrid.
If in the future, solutions are found in order to record personal information in the
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blockchain while respecting the GDPR rules, for example using anonymisation,
then the solution described above could be a possible way of improving the current
solution.

The current proposed solution performs a proof of data possession (see section
4). Indeed, our solution is able to quickly verify if the data stored in the cloud is
intact. However, there is currently no mechanism that is able to restore the data
from being modified (proof of retrievability). A solution that can be considered
by WeSmart is to use error correcting code. As explained in the section 4.2, the
central idea behind this concept is to encode the data with redundant informations
before putting it in the cloud. The error correcting code permits to retrieve the
original data from being affected by a limited number of modifications in the cloud.

An other limitation of the proposed solution is that the integrity verification
of cloud data requires to download the entire data to compute the hash. In some
situation, this can be too costly. A way to manage this issue is proposed in the
article of Dongdong Y. et al. [20]. It consists in dividing data in several shards.
The hash of every shards is computed and stored in the form of a Merkle tree in the
cloud while the Merkle root is stored in the blockchain. In this way the blockchain
ensures that the Merkle root can not be modified. The data integrity verification
can then be performed by comparing a few shards and so by not downloading the
entire data. There is a trade off between performance and reliability of the integrity
check. At most shards are compared, at most the integrity check is reliable but
it reduces the performances because more data need to be downloaded from the
cloud. Conversely, comparing a low number of shards limits the data that need
to be downloaded from the cloud but it increases the risk that a modification is
performed in a shard that is not compared. A drawback of this method is that it
requires additional space in the cloud to store the entire Merkle tree.

Finally, a hypothesis under which the solution was built is that the hash function
used by WeSmart can not be altered (see section 5.1). If this assumption is not
already satisfied, a solution could be to run the hash function in an SGX enclave.
Moreover, if WeSmart initiates all its TLS connection in its enclave, then the value
put on the blockchain by WeSmart would never leave a secure environment. Indeed,
the information would be transferred from an enclave to the blockchain through a
TLS connection or inversely.
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8.2 Improvement of the blockchain concept
Common blockchains like the one used in our solution can not offer simulta-

neously a high throughput and a high scalability. This is because no consensus
algorithm can guarantee high transaction throughput while maintaining a high
number of nodes at the same time. For example, PBFT consensus provides a
high throughput but is limited to a small number of nodes. Conversely, the PoW
consensus works with a high number of node but has a low throughput. Article
[32] proposes a solution for a blockchain to fulfill both high throughput and high
scalability by using a hierarchical blockchain. Such a blockchain is composed of
two tiered. The first tier is a Core Engine, which is based on a Practical Byzantine
Fault Tolerance (PBFT) consensus to cope with a high throughput, that super-
vises the underlying subordinate engines (sub-engines) as its second tier. This
low throughput second tier comprises different functionalities engines such as :
the Payment, the Computation, and the Storage Engine. The consensus used for
each sub-engine may vary and is chosen such that it is the most well-suited for a
particular task. It can so be chosen in order to handle a large number of nodes.
The Core engine is a parent of all the other engines. Its role is to control the
collaborations between the sub-engines. It provides feature such as sub-engines
parallelism and interoperability between sub-engines. This tends to bring central-
ization to the architecture because the core engine becomes the supernodes and the
ruler of all nodes. However it is mitigated by using a board of nodes that use the
Practical Byzantine Fault Tolerant algorithm to govern this tier. This is a hybrid
architecture with centralized and decentralized parts.

Figure 8.2.1: Multi-blockchain architecture proposed by Yustus Eko Oktian et. al.
[32]

The article [26] presents an other implementation of a hierarchical blockchain
that solves the problem of scalability and data access control. This scalability issue
comes from the continuous increase of the blockchain size. For example, the size of
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the Bitcoin blockchain was of 330GB in April 2021. This can lead to a centralized
situation as less users are able to maintain such a large blockchain. Moreover the
size increase can slowdown the blockchain performances. Futhermore, as most
organizational structures are hierarchical, there is no solution in order to fulfill
organisational needs. Private blockchains protect informations from outside but
there is no specific mechanism to impose different data access control for different
groups inside the same blockchain.

In response to these issues, the article of Swagatika Sahoo et. al. [27] pro-
poses a hierarchical blockchain model where each level maintains multiple local
blockchain-networks. This architecture facilitates the access control of blockchains
differently to different groups of people or processes as per their access rights. This
implementation is also more scalable because information can be distributed in the
different tiers. Very precise information is stored in the deep tiers of the hierarchical
blockchain while more general information is stored on the superficial tiers. The
article gives an example where a policeman needs to verify if a user has a valid
insurance. The objective when he queries the blockchain is to have a ’yes’ or ’no’
response. The policeman does not need to know all the detail of the insurance such
as the insurance company name, the price... In this case, the policeman can ask
a high level blockchain to know whether the user has a valid insurance while the
details of this insurance are stored in a deeper level blockchain.

Figure 8.2.2: Structure of the hierarchical blockchain proposed in the article of
Swagatika Sahoo et. al. [27]
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Conclusion

This report first reviews the concept of the blockchain and the microgrids. The
use of the blockchain in the energy sector has then been analysed. Although it has
been shown that blockchains are able to ensure some essential features needed for
the operation of the microgrid, implementation such as the Brooklyn microgrid
that uses the blockchain as a trading platform can not already be implemented in
Europe due to legal concerns.
This report also presents a solution to verify the cloud data integrity. This is
performed with the use of a blockchain that stocks the hash of the information
stored in the cloud data. The data integrity check is then performed by comparing
the hash of the data stored in the cloud and the one saved in the blockchain.
This solution has been realized in partnership with the WeSmart company and is
designed as an additional security layer on top of the existing WeSmart implemen-
tation.
The blockchain is implemented thanks to the Hyperledger Sawtooth tool which
provides a high modularity to the solution. Indeed, blockchain settings such as au-
thorizations or consensus can easily be modified. This allows to overpass limitation
of non scalability of the PBFT consensus by switching to the PoET consensus if the
number of participants in the blockchain becomes too high. Moreover additional
functionalities can be developed by writing a new transaction family and running
the transaction processor on top the existing blockchain. An interesting example
of transaction family that can be used in the future is "Sabre" which allows to run
smart contracts in an Hyperledger Sawtooth blockchain.
The last part of this work performs measurements on the implemented blockchain
and highlights its protection mechanism against DoS attacks.
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Chapter 9

General concepts

The goal of this section is to clarify some prerequisite concepts useful for the
understanding of this report.

9.1 Digital signature [47]
The digital signature uses the principle of public and private keys. Those keys

are interesting tools to perform two different things : encryption and authentication.
Encryption guarantees confidentiality and integrity. On the other hand, digital
signatures guarantees authentication, non-repudiation and integrity.
Let’s take an example in order to better understand those concepts. Imagine that
Alice wants to send a private message to Bob. In this example, Alice owns 2 keys :
her public key and her private key. Those keys are a series of bits. The public key
can be known by everybody. On the other hands, only Alice knows her secret key.
The situation is the same for Bob; everybody knows its public key but he is the
only one to know its secret key.
The first thing that Alice wants to do is to encrypt the message that she wants to
send to Bob so that only Bob can decrypt the message. In order to do that, she
will encrypt its message with the public key of Bob. This message can only be
decrypted thanks to the secret key of Bob. Because this secret key is only known
by Bob, he is the only one to be able to decrypt the message sent by Alice. This
guarantees confidentiality. Integrity is guaranteed by the fact that even a slight
modification of the encrypted data will cause the decryption process to fail [94].
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Figure 9.1.1: Encryption procedure

The second things that Alice may want to do is to sign her message so that
Bob will be sure that Alice is the person who sent the message. To do that, Alice
will combine her private key and the message to create a short signature bound
to the message. Thanks to the message, the public key and the signature, Bob is
able to verify that the message comes from the owner of the private who produces
the message (Alice in this case). This ensures authentication. This verification
also ensures that the message has not been tempered. Indeed, the process used
to authenticate Alice needs the combination of the message, her public key and
her digital signature. If the message was tampered, the digital signature would not
correspond to the message anymore and the authentication process would reject
Alice as the author of the message. This ensures the integrity of the message.
Finally, non-repudiation is ensured by the fact that since the Alice is the only one
with access to her private key used to apply the signature, she can not later claims
that she was not the author of the message. It is also important to note that it is
impossible to find the private key of Alice thanks to combination of the message,
the signature and her public key. It is also impossible to find a valid signature
corresponding to a message if the private key is not known.

110



Figure 9.1.2: Signing procedure

Thanks to combination of those two principles, if an attacker is placed in
the middle of the discussion and intercepts the messages, he will only be able
to authenticates the writer of the message but he will not be able to read the
message (since a private key is needed) neither tampered the message (otherwise,
the receiver will observe that the message has been tampered).

9.2 Cryptographic hash function [93]
A cryptographic hash function is a function that takes a variable length file as

input and converts it into a numerical values that looks random. Nonetheless, it
only looks random. Indeed, hashing twice the same input will always give the same
output. However, a small change on the input completely change the output result.
Note that the output of any input has always the same length (defined by the type
of hashing technology used). Because hash values are unique, they are also referred
to as “fingerprints”. Cryptographic hash functions have some properties :

• One-way: given a hash value, it is almost impossible to find the original value
used to generate this hash value.

• Collision resistance: it is almost impossible to find two inputs that generate
the same hash value.

• Random oracle property: a hash value is indistinguishable from a random
n-bit value.
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9.3 Failure [77]
The nodes of a distributed system may fail in four ways: crash-stop, omissions,

crash-recovery, Byzantine.

• In the crash-stop case, a node stops to send and receive messages forever and
does not recover.

• In the omission failure case, the node omits sending and/or receiving messages.

• In the crash-recovery failure case, the node stops receiving and/or sending
messages. However, it may recover after crashing.

• In the Byzantine failure case, the node behaves arbitrarily and can send
arbitrary messages to the other nodes. However, it can also behave maliciously
and try to corrupt the system by sending false informations.

There is a hierarchy among the failure types. Indeed, as represented in the
figure 9.3.1, the crash-stop is a particular case of the omission; it is the omission
restricted to omitting everything after a certain event.
The omission is a special case of the crash recovery; assume a special case of
crash-recovery where node uses only stable storage. In this case crash-recovery is
identical to omission. Indeed, crashing, recovering and reading the last state from
storage is equivalent to omitting send and receive while being crashed. However, if
the node uses volatile memory then the recovered node might not be able to restore
all of state. In this case, crash-recovery is an extension of omission with amnesia.
Finally, crash-recovery is a special case of the Byzantine failure since Byzantine
failures allow any behavior.

Figure 9.3.1: Failure Hierarchy [77]
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Chapter 10

Hyperledger Sawtooth

10.1 Prefix and Radix tree
A prefix tree is a data structure used for locating specific keys within a set.

Most of the time, these keys are string. An example of prefix tree is given in figure
10.1.1.a. The link between two nodes does not represent the entire key but an
individual character. The entire key is obtained by traversing the tree depth first
following the links between nodes. In this example the value ’3’ is stored with the
key "tea" and can be obtained by traversing the tree from root then following the
edge ’t’, ’e’ and ’a’.

A radix tree uses the same concept with the difference that the link between
two nodes is a single character or a serie of characters. An example is given in the
figure 10.1.1.b. This type of trees is more efficient for small sets and for sets of
strings that share long prefixes.
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a) Prefix tree [87] b) Radix tree [75]

Figure 10.1.1: Prefix and radix tree

10.2 Block, batch and transaction data structure
Transaction data structure

The transaction header contains the following fields :

• batcher_public_key : The public key of the client who added this transac-
tion to a batch. This is because the transaction and the batch can be signed
by different keys. For example a browser application signs the transaction and
a server side adds transactions, creates and signs the batch. This functionality
enables interesting deployment however it poses security problems. The fact
that the transaction header contains the batcher public key prevents the
transaction from being reused separately from the intended batch. It is not
possible to take a batch and to repack it in a new batch unless you have the
batcher private key.

• dependencies : A list of transaction signatures that describes the transac-
tions that must be processed before this transaction can be valid.

• family_name : The family name correlated to the transaction processor’s
family name that this transaction can be processed on.

• family_version : The family version correlated to the transaction proces-
sor’s family version that this transaction can be processed on.
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• inputs : A list of addresses that are given to the context manager and
controls what addresses the transaction processor is allowed to read from.

• nonce : A random string that ensures that two transactions can not be
identical. In this way, even if all the other fields are the same, the header
signature is guaranteed to be different.

• outputs : A list of addresses that are given to the context manager and
controls what addresses the transaction processor is allowed to write to.

• payload_sha512 : The sha512 hash function of the encoded payload.

• signer_public_key : The public key for the client that signed the transac-
tion header.

The transaction message contains the following fields :

• header : The serialized version of the transaction header.

• header_signature : The signature derived from signing the header.

• payload : The encoded family specification of the transaction. It is used by
the transaction processor to perform changes in the state.

Batch data structure

The batch header is composed of the following fields :

• signer_public_key : The public key of the client that signed the batch
header.

• transaction_ids : List of transaction.header_signatures that matches the
order of transactions required for the batch.

The batch message is composed of the following fields :

• header : The serialized version of the batch header.

• header_signature : The signature derived from signing the header.

• transactions : A list of the transactions that matches the list of transac-
tion_ids listed in the batch header.

• trace : A debugging flag that indicates that this batch should be traced
through the system, resulting in a higher level of debugging output.
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Block data structure

The block header is composed of the following fields :

• block_num : The block number in the chain.

• previous_block_id : The header signature of the previous block in the
chain.

• signer_public_key : The public key of the validator that signed the block
header.

• batch_ids : The list of batch.header_signature that matches the order of
batches required for the block.

• consensus : Bytes that are set and verified by the consensus algorithm used
to create and validate the block.

• state_root_hash : The state_root_hash should match the final state_root
after all transactions in the batches have been applied, otherwise the block is
not valid.

The block message is composed of the following fields :

• header : The serialized version of the block header.

• header_signature : The signature derived from signing the header.

• batches : The list of batches contained in the block.

10.3 Journal
Journal overview

The journal is the group of validator subcomponents that works together
to handle batches and propose blocks. These components are responsible for
completing published blocks, publishing batches into blocks to extend the chain
and validating proposed blocks to determine if they should be considered for the
new chain head.
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Figure 10.3.1: Architecture of the journal

The architecture of the journal is shown in the figure 10.3.1. Blocks and batches
arrive via interconnect, either through the gossip protocol or from client requests.
Then the processing of these blocks and batches is handled in multiple pipelines :

• The Completer initially receives the blocks and batches. It guarantees that
all dependencies for the blocks and batches have been satisfied.

• Completed batches go to the BlockPublisher for batch validation and inclusion
in a block.

• Completed blocks go to the ChainController for block validation and fork
resolution.

• The BlockCache and BlockStore provide storage for the batches and blocks
being processed.

The advantage of this structure is that batch and block processing can be
performed asynchronously. The ChainControler and the BlockPublisher can work
together in parallel with different block/batch rate. Moreover this structure is
flexible enough to work with different consensus algorithms.
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The completer

The completer is responsible for making sure that blocks and batches are com-
plete before delivering them to the BlockPublisher or ChainController. When a
proposed block is broadcasted, it contains only the minimum required information,
such as batch IDs but not the batch themselves. The completer checks for depen-
dencies : it ensures that the previous block exists and makes sure that batches
exist in the BlockStore or BlockCache.

• A batch is considered complete when all of its dependent transactions exist
in the current chain or have been delivered to the BlockPublisher. Once a
batch is formally complete, it is delivered to the BlockPublisher.

• A block is considered complete when all of its predecessors have been delivered
to the ChainController and the batches field contains all the batches specified
(as batch IDs) in the block header. Also, the batches field must be in the
same order as the list of batch IDs. Once a block is formally complete, it is
delivered to the ChainController for validation.

Note that all blocks and batches have a timeout for being completed. The
Completer sends an initial request for any missing dependencies or predecessors. If
a response is not received in the specified time, the block or batch is dropped.

The BlockPublisher

The BlockPubisher is responsible for creating candidate blocks to extend the
current chain. The BlockPublisher does all of the housekeeping work for creating a
block, but takes direction from the consensus algorithm for when to create a block
and when to publish a block.

The BlockPublisher is responsible for creating new candidate blocks. As batches
are received by the validator (from clients or other Sawtooth nodes), they are added
to the BlockPublisher’s pending queue. Only valid transactions will be added to
the next candidate block. For timeliness, batches are added to a scheduler as they
are added to the pending queue; thus, transactions are processed incrementally as
they are received.

When the pending queue changes significantly, such as when the chain head
has been updated by the Chain Controller, the Block Publisher cancels the current
scheduler and creates a new scheduler.

The ChainController

The ChainController is responsible for maintaining the blockchain for the
validator. This responsibility involves validating proposed blocks, evaluating valid
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blocks to determine if they should be considered for the new chain head, and
generating new blocks to extend the chain. The ChainController determines which
chain the validator is currently on and coordinates any change-of-chain activities
that need to happen.

The ChainController maintains the current chain head (a pointer to the last
block in the current chain). When it receives a candidate block (over the network or
from the Block Publisher), it determines whether the chain head should be updated
to point to that candidate block. The Chain Controller creates a scheduler to
calculate new state with a related Merkle hash for the block being published. The
Merkle hash is compared to the state root contained in the block header. If they
match, the block is valid from a transaction execution and state standpoint. The
Chain Controller uses this information in combination with consensus information
to determine whether to update the current chain head.

The BlockStore

The block store is a persistant on-disk store of all blocks in the current chain. It
is the list of blocks from the current chain head back to the genesis block. All the
blocks stored in the BlockStore are formally complete. In addition, the BlockStore
maintains internal mappings of transaction-to-block and batch-to-block. These
mappings are stored in a format that is cached to disk, so they are not held in
memory at all times. Note that as the blockchain grows, this set of mappings will
become quite large.

Blocks in the BlockStore can be accessed by block ID. Blocks can also be
accessed via batch ID, transaction ID, or block number.

The BlockCache

The BlockCache is an in-memory construct that is rebuilt when the system is
started. It holds the working set of blocks for the validator.

The BlockCache tracks the processing state of each block as valid, invalid, or
unknown.

• Valid blocks have been proven to be valid by the ChainController. All blocks
in the BlockStore are considered valid.

• Invalid blocks have failed validation or have an invalid block as a predecessor.

• Unknown blocks have not yet completed validation. Usually, these blocks
have just arrived from the Completer.

If a block is not present in the BlockCache, the validator looks in the BlockStore
for the block. If it is not found or the lookup fails, the block is marked as unknown.
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If the block is found in the BlockStore, it is loaded into the BlockCache and marked
as valid.

The BlockCache keeps blocks that are currently relevant, tracked by the last
time the block was accessed. Periodically, blocks that have not been accessed
recently are purged from the BlockCache, but only if none of the other blocks in
the BlockCache reference those blocks as predecessors.

The consensus interface

In the spirit of configurability, Sawtooth supports dynamic consensus. The
initial consensus algorithm for the blockchain is set in the genesis block, but can
be changed during a blockchain’s lifetime with the Settings transaction processor.

The consensus interface is responsible for determining who can publish a block,
whether a published block is valid according to the consensus rules, and which
block should become the chain head in the case of a fork.

10.4 Handshake procedure

10.4.1 Trust authorization
In a "trust authorization" case, the message diagram is represented in the

figure 6.2.6.a. This is the simplest authorization type. The requester sends
an authorizationTrustRequest message with the role it wants to access and the
public key of the requester. The requester can make request the role ALL to
have access to all the available roles. The validator trusts the public key in the
AuthorizationTrustRequest and approves any roles requested that are available on
that endpoint. However if a role requested is not available, the requester is rejected
and the connection is closed.

120



Figure 10.4.1

Figure 10.4.2
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10.4.2 Challenge authorization
In a "challenge authorization" case, the message diagram is represented in the

figure 6.2.6.b. The requester sends first an AuthorizationChallengeRequest to
request a challenge to sign. The validator responds with an AuthorizationChallen-
geResponse message that contains a random payload that the requester must sign.
The requester signs this payload and responds with an AuthorizationChallengeSub-
mit message. It contains the public key of the requester, the signature derived from
signing the challenge payload and the requested role. Note that the requester can
also request ALL. The validator responds with an AuthorizationChallengeResult
which says if the challenge is accepted. Contrary to the authorization trust, the
validator checks the public key of the requester thanks to the challenge. If the
requester tries to cheat with a false public key, it does not know the private key
associated with this public key and is not able to sign the challenge. If the public
key is verified against the signature and the public key is included in the policy,
the node response is accepted. The requester can then start sending messages for
the approved roles. However if a role requested is not available, the requester is
rejected and the connection is closed.

Figure 10.4.3

Figure 10.4.4

Figure 10.4.5
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Figure 10.4.6

Note that if the requester deviates from the procedure described above in any
way, the requester is rejected and the connection is closed. The same is true if
the requester sends multiple connectionRequest messages or a multiple of any
authorization-type message. If too many messages or if they are too close together,
the connection may be considered malicious and is rejected.

10.5 Authorization violation
If at any time a requester tries to send a message that is against its allowed

permission, the validator responds with an AuthorizationViolation message and
the connection is closed. If that requester wishes to rejoin the network, it will need
to go back through the connection and authorization process described above.

Figure 10.5.1
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Chapter 11

Deployment of the solution

In this part, the deployment of the blockchain on multiple nodes is explained
and the importance of the NAT is clarified.
This document is based on the Hyperledger Sawtooth documentation [89]. Note
that Ubuntu 18.04 (Bionic) is required on every node and that at least 4 nodes are
required in the network to perform the consensus.

11.1 Installation of Sawtooth on all the nodes
The first step is to install Hyperledger Sawtooth on all the nodes. This can be

done with the following commands :

\$ sudo apt-key adv --keyserver hkp://keyserver.ubuntu.com:80
--recv-keys 8 AA7AF1F1091A5FD
\$ sudo add-apt-repository 'deb [arch=amd64]
http://repo.sawtooth.me/ubuntu/chime/stable bionic universe'

Update the package list :

\$ sudo apt-get update

Install the Sawtooth package

\$ sudo apt-get install -y sawtooth

Install the PBFT consensus engine package

\$ sudo apt-get install -y sawtooth sawtooth-pbft-engine
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At this moment, some files have to be added for our implementation to work
properly. The files "sawtooth_we" and "sawtooth_we-1.2.3.egg-info" need to be
added in usr/lib/python3/dist-packages. The files "we" and "we-tp-python" need
to be added in usr/bin.
The files "sawtooth_we", "sawtooth_we-1.2.3.egg-info", "we" and "we-tp-python"
are contained in the folder that we provided to you.

11.2 Creation of user and validator keys
Generate the user keys :

\$ sawtooth keygen my_key
writing file: /home/yourname/.sawtooth/keys/my_key.priv
writing file: /home/yourname/.sawtooth/keys/my_key.pub

Generate the keys for the validator :

\$ sudo sawadm keygen
writing file: /etc/sawtooth/keys/validator.priv
writing file: /etc/sawtooth/keys/validator.pub

The user keys (also called transaction keys) are used to sign batches and
transactions that a user wants to submit to the validator. Thanks to them, it is
possible to control which users can submit transactions and batches to a validator
(see section 11.10).
On the other hand the validator keys are used to sign the blocks that the validator
produces. Those keys are also interesting in a network point of view. Indeed, it is
the validator that is connected to the other nodes. Thanks to the validator keys, it
is possible to control the identity of a nodes before it accesses an existing network
blockchain (see section 11.10).

11.3 Creation of the genesis block
The genesis block is the first block of the blockchain. It specifies the initial

on-chain settings for the network configuration. This step should be executed only
on one node of the blockchain. The other nodes will recover the genesis block when
they join the network.

Change to a writable directory :

125



\$ cd /tmp

Then create a batch with a settings proposal for the genesis block. This
command authorizes the node that creates the genesis block to set and change
Sawtooth settings :

\$ sawset genesis --key $HOME/.sawtooth/keys/my_key.priv \
-o config-genesis.batch

Create a bacth to initialise the PBFT consensus settings.

\$ sawset proposal create --key
$HOME/.sawtooth/keys/my_key.priv \
-o config-consensus.batch \
sawtooth.consensus.algorithm.name=pbft \
sawtooth.consensus.algorithm.version=1.0 \
sawtooth.consensus.pbft.members=
'["VAL1KEY","VAL2KEY",...,"VALnKEY"]'

On this command, "VAL1KEY", "VAL2KEY", "VAL3KEY", ..., "VALnKEY"
are the validator public keys of all the nodes of the network (including the node that
creates the genesis). This public key can be found in the file /etc/sawtooth/keys/-
validator.pub on each node. Be sure to use single quotes and double quotes correctly,
as shown in the example of figure 11.3.1.

Combine the separate batches into a single genesis batch that will be committed
in the genesis block :

\$ sudo -u sawtooth sawadm genesis \
config-genesis.batch config-consensus.batch

The figure 11.3.1 shows the creation of the genesis block.

11.4 Configure Peers in Off-Chain Settings
For the PBFT consensus, each node specifies the peer nodes in the network,

because a PBFT network must be fully peered (all nodes must be directly connected).
This is an off-chain setting that is set in the validator.toml file.

Create the validator.toml file by copying the example file :
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Figure 11.3.1: Creation of the genesis block

\$ sudo cp -a /etc/sawtooth/validator.toml.example
/etc/sawtooth/validator.toml

Edit this file :

\$ sudo nano /etc/sawtooth/validator.toml

There are different settings on this file:

• The peering setting should be set to ’static’

• The bind-network setting specifies where the validator listens for communica-
tion from other nodes. It can be set to tcp://enp0s3:8800. Note that the port
number has to be the same that the port number of the endpoint setting.

• The bind-component setting specifies where the validator listens for com-
munication from this validator’s components, such as the REST API and
transaction processors. It can be set to tcp://127.0.0.1:4004

• The bind-consensus setting specifies where the validator listens for communi-
cation from the consensus engine. It can be set to tcp://127.0.0.1:5050

• The endpoint setting specifies the address that other peers should use to find
the validator on this node. You will also specify this value in the peer list
when starting a validator on another node. If the blockchain is deployed in
a local network (all the nodes are on the same wifi), this endpoint can be
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set with the private IP address of the node on port 8800. If the blockchain
is deployed on a global network, endpoint should be set with the publicly
addressable IP address and port. A more detailed example based on a NAT
system is described in the section 11.14.

• The peer setting specifies the addresses that this validator should use to
connect to the other nodes (peers); that is, the public endpoint strings of
those nodes. As for the endpoint setting, it can be set with the private IP
address or the publicly addressable IP address depending on the type of
network.

• The network_public_key and network_private_key : These two keys should
be the same for all the nodes. They are used to secure the communication
between nodes. (See section 11.6 for generating them properly).

• The minimum_peer_connectivity : Set the minimum number of peers re-
quired before stopping peer search.

• The maximum_peer_connectivity : Set the maximum number of peers that
will be accepted.

The figure 11.4.1 shows the validator.toml file. Note that in this example, the
blockchain is created in a local network and so the endpoint and peers are set with
the private IP address of the nodes.
The figure 11.4.2 shows an other example where the blockchain is deployed on
a global network. In this configuration, the endpoint and peers are set with the
public IP addresses and a port mapping is performed in the router (cf. section
11.14). It is interesting to note that the port used for the bind-network is the same
than the port for the endpoint.
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Figure 11.4.1: validator.toml local network
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Figure 11.4.2: validator.toml global network

11.5 About bind-network setting
For the network bind string, you would typically use a specific network interface

that you want to bind to. The ifconfig command provides an easy way to determine
what this interface should be. ifconfig displays the network interfaces on your host
system, along with additional information about the interfaces. For example:
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Figure 11.5.1: Result of the ifconfig command

This example output shows that enp0s3 is a network interface that has access
to the Internet. In this case, if you would like the validator to accept connections
from other nodes on the network behind enp0s3, you could specify a network bind
string such as tcp://enp0s3:8800.

11.6 Generating network_public_key and net-
work_private_key

In order to secure the communication between the nodes in the network, the
"network_public_key" and "network_private_key" can be changed.
The figure 11.6.1 shows how to use Python to generate those keys:

Figure 11.6.1: Generation of new network public and private key

Those values must replace the old values of "network_public_key " and "net-
work_private_key " on all the nodes of the network.

131



11.7 Start Sawtooth on the first node
Now you can start the validator with the same settings than for the previous

section :

\$ sudo -u sawtooth sawtooth-validator \
--bind component:{component-bind-string} \
--bind network:{network-bind-string} \
--bind consensus:{consensus-bind-string} \
--endpoint {public-endpoint-string} \
--peers {peer-list}

Figure 11.7.1: Creation of the validator

On a separate terminal start the REST-API :

\$ sudo -u sawtooth sawtooth-rest-api -v

Figure 11.7.2: Creation of the rest-API

On a separate terminal start the setting transaction processor :

\$ sudo -u sawtooth settings-tp -v
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Figure 11.7.3: Creation of the setting tp

The Settings transaction family provides a methodology for storing on-chain
configuration settings.

On a separate terminal start the identity transaction processor :

\$ sudo -u sawtooth identity-tp -v

Figure 11.7.4: Creation of the identity tp

The identity transaction processor will be useful when the roles and policies
will be created (see section 11.10)

On a separate terminal start the WeSmart transaction processor :
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\$ sudo -u sawtooth we-tp-python -v

Figure 11.7.5: Creation of the We tp

On a separate terminal start the PBFT consensus engine :

\$ sudo -u sawtooth pbft-engine -vv --connect
tcp://localhost:5050

Figure 11.7.6: Creation of the PBFT engine

11.8 Start the other nodes
Once the first node created the genesis block, the other nodes can join the

network. Note that at least 4 nodes are required on the network in order to perform
the PBFT consensus. To join the network, each node has to set its validator.toml
file as explained in section 11.4 and start the different terminals as explained in
section 11.7.
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11.9 Confirm network functionality
The commands of this section can be used on all the participating nodes of the

blockchain.

Display the block contained on the blockchain with the following command. Note
that at the beginning there is only the genesis block in the blockchain.

\$ sawtooth block list

The next command displays the peers with which the node is connected. Verify
that each node is connected to all the other nodes. Note that the same IP address
can appear multiple times.

\$ sawtooth peer list

The next step is to add a block in the blockchain. This is performed with the
set command. Here is an explanation of the three parameters needed for this
command.

• -date corresponds to the date and hour related to the energy consumptions.
Thanks to this parameter, it is possible to recover the right consumption
when a get is performed.

• -listId is the hash of the list of the ID of the participants of the renewable
energy community.

• -listConsumption is the hash of the list of the consumption corresponding to
the listId.

Note that if two set are performed with the same -date, the last set will overwrite
the previous one.

\$ we set -date ... -listId ... -listConsumption ...

Recover data from the blockchain. The get command returns the listId and
the listConsumption corresponding to a -date :

\$ we get -date
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The figure 11.9.1 shows a scenario where a block is added in the blockchain.
The first line shows the list of the peers to which the node is connected. In this case,
the node is connected to 3 other nodes. There are 4 nodes in the blockchain and the
PBFT consensus can be performed. The next command (sawtooth block list)
shows that there is only the genesis block in the blockchain. Then a block is
added to the blockchain with the set command. The data can be recovered
with a get command with the same date as parameter. Note that the second
sawtooth block list shows that a block has been added on the blockchain by the
set command.

Figure 11.9.1: Add a block in the blockchain

11.10 Limit the blockchain access
This section adds settings to the existing blockchain in order to make it private.

There are two types of permissioning to limit the access to the blockchain :
• The transactor key permissioning controls who (which users and clients)

can submit transactions and batches to a validator. These settings can be
configured both on-chain and off-chain. In this implementation it is done in
an on-chain manner.

• The validator key permissioning controls which nodes can connect to the
Sawtooth network. These settings are configured with on-chain settings.

11.11 Transactor key permissioning
The permissioning is defined with a pair role-policy. The role defines the autho-

rizations and the policy defines the list of nodes associated with this role.
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The permissioning should be done by the node who created the genesis block.
The first step is to add its public key to the list of those allowed to change settings:

\$ sudo sawset proposal create --key
$HOME/.sawtooth/keys/my_key.priv \

Tap "Enter" and then :

sawtooth.identity.allowed_keys=
$(cat ~/.sawtooth/keys/my_key.pub)

In order to perform the next command, you first have to create a copy of
my_key.pub and my_key.priv respectively yourname.pub and yourname.priv.
After that, you will be able to create a policy with the public keys of all the
nodes allowed to submit transactions and batches. These keys are in the file
/home/yourname/.sawtooth/keys/my_key.pub. Note that in the following
command every node can commit a block.

\$ sawtooth identity policy create policy_batch "PERMIT_KEY *"

Then, you have to create a role for this policy. The transactor role is the top
level role for controlling who can sign transactions and batches on the system. This
role is used when the allowed transactors for transactions and batches are the same.
Any transactor whose public key is in the policy is allowed to sign transactions and
batches, unless a more specific sub-role disallows their public key.

\$ sawtooth identity role create transactor policy_batch

It is possible to display the policy and the role settings with the commands :

\$ sawtooth identity policy list
\$ sawtooth identity role list

The figure 11.11.1 shows the creation of a transactor policy. The transactor
role is then set to this policy. Note that given it is an on chain setting, blocks are
created to store the policy. In this example, the blocks 2, 3 and 4 are created when
the policy and the role are committed.

137



The figure 11.11.2 shows that a new node that is not in the transactor policy can
have access to the network however it can not commit a new block.

Figure 11.11.1: Transactor key permissioning
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Figure 11.11.2: Error when commit

11.12 Validator key permissioning
The validator key permissioning also works with a pair role-policy. However, this

time, the keys needed are the validator public keys (etc/sawtooth/keys/validator.pub).
Again the following command creates a policy that allows all the keys.

\$ sawtooth identity policy create policy_2 "PERMIT_KEY *"

The next step is to bind the network role with a given policy. The network
role means that if a validator receives a peer request from a node whose valida-
tor public key is not permitted by the policy, the message is dropped and an
"AuthorizationViolation" message is returned. After that, the connection is closed.

\$ sawtooth identity role create network policy_2

The figure 11.12.1 shows the creation of a new policy for the network permission-
ing. Then the network role is set to this policy. Note that, as for the transaction
key permissioning, it is a on chain setting and so blocks are added to the blockchain
when the validator key permissioning is performed.
The figure 11.12.2 shows that a new node that wants to connect to an existing net-
work can not have access to the blockchain if it is not in the network policy. When
a non authorized block tries to access the blockchain this block receives an error
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503 message. One block in the blockchain receives also an "AuthorizationViolation"
message to warn that an unauthorized node tried to access the blockchain.

Figure 11.12.1: Network permissioning

Figure 11.12.2: Error when access to the network

Figure 11.12.3: Authorization violation

11.13 Stop Sawtooth components
Use this procedure if you need to stop or reset the Sawtooth environment for

any reason.
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To stop the Sawtooth components, you can enter CTRL-c in all the terminal
windows. A single CTRL-c does a graceful shutdown. If you prefer not to wait,
you can enter multiple CTRL-c characters to force the shutdown.
To completely reset the Sawtooth environment and start over from the beginning,
add these steps:

• To delete the blockchain data, remove all files from /var/lib/sawtooth.

• To delete the Sawtooth logs, remove all files from /var/log/sawtooth.

• To delete the Sawtooth keys, remove the key files /etc/sawtooth/keys/valida-
tor \.∗ and the keys contained in /home/yourname/.sawtooth/keys.

11.14 NAT: global explanation
This section describes the deployment of our solution if the different nodes

are not on the same local network. This method uses a NAT (Network address
translation) and more especially the IP masquerading. This technique is used to
hide an entire IP address space, usually consisting of private IP addresses, behind a
single IP address in another, usually public address space. The hidden addresses are
changed into a single (public) IP address as the source address of the outgoing IP
packets so they appear as originating not from the hidden host but from the routing
device itself. Because of the popularity of this technique to conserve IPv4 address
space, the term NAT has become virtually synonymous with IP masquerading [68].
This concept is represented in the figure 11.14.1. On this figure, the public addresses
are represented with the green color and the private addresses are represented with
the red color. The goal of the NAT is to reach the three local hosts through the
router.

Figure 11.14.1: NAT
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In this example, the public IP address of the router is 109.89.122.93. This
address can be reached by anybody on internet. On the other hand, the private
addresses can not directly be reached but are known by the router. In order
to access a local host, the router is used as a relay. If someone (A) wants to
communicate with the first machine (192.168.0.50:8800), the IP address that A
uses in order to reach this first machine is 109.89.122.93︸ ︷︷ ︸

public IP of the router

: 8800︸ ︷︷ ︸
port

. Thanks to

the NAT configuration, the router knows that the packets coming from the port
8800 have to be redirected to the address 192.168.0.50 on the port 8800.

11.15 NAT: deployment
This section details how to perform the NAT configuration on the router. This

is explained for two internet providers : Voo and Proximus.

11.15.1 NAT for Voo
The first thing to do is to connect to the router. This can be done by connecting

to http://192.168.0.1 (see fig 11.15.1). The user name is ’voo’ and the password is
printed under your modem.

Figure 11.15.1: Home page of VOO

After going to Router -> NAT, you will arrive to a page like the figure 11.15.2.
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Figure 11.15.2: Configuration of the NAT

In order to configure the NAT, you only have to fill the "Adresse IP locale",
"Port début local", "Port fin local" and "Activé" fields.
The "Adresse IP locale" field can be filled with the local IP address of the local
machine. It can be found with the command "hostname -I" (see figure 11.15.3)

Figure 11.15.3: Local IP of a machine

The "Port début local" and "Port fin local" can be filled with the port on which
you want your local machine to listen. Be careful to not use a port that is already
used. At the end, do not forget to put "actif" on the "Activé" field.
The NAT configuration corresponding to the figure 11.14.1 is represented in the
figure 11.15.4.
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Figure 11.15.4: NAT configuration

In the frame of the deployment of our solution, we propose to use NAT in order
to reach the different nodes (if they are not place on the same local network). After
the deployment of the NAT, do not forget to correctly fill the peers and endpoint
settings of the validator.toml file (see section 11.4). This time, the public address
of the router should be used for those settings. The endpoint and peers parameters
of the first command of the section 11.7 used to start the validator should also be
adapted consequently.

11.15.2 NAT for Proximus
Access to the router configuration by connecting to http://192.168.1.1 (cf. figure

11.15.5)

Figure 11.15.5: Home page of Proximus

Go to Access control - Port Mapping to configure the NAT. The figure 11.15.6
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shows how to map a port.

Figure 11.15.6: Port mapping
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