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Abstract

An amazing amount of new technology has been introduced into our homes in the 21st century. In-

cluded in this technology, are widely-used smart devices such as smart phones, smart TVs, etc. These

smart devices are known for gathering data, which raises concerns about privacy and the risk of in-

formation leakage. The purpose of this paper is to bring to light the dangerous practices used by

software in these devices. These practices can cause leakage of sensitive data.

We decided to deviate from the approach used by anti-viruses. As connectivity is the main fea-

ture of smart devices, we decided to design a detection system that solely investigates their network

traffic, in search of vulnerabilities that could indicate the presence of leaks. More than just passive

search, the system also performs, when possible, a Man in the Middle attack in order to decrypt and

analyze the information transiting through the encrypted traffic.

We concentrated our experiments on smart phones and smart TVs because these devices are

the most commonly used nowadays. Our experimental results demonstrate that many widely-used

applications designed for these smart devices present several sources of leakage. We were also able

to isolate some actual information leaks. The system described in this paper can be used by users to

assess the risks of using a smart device or any of its applications. It can also be used by companies that

buy or create new devices or software for smart devices, as a means of auditing the network traffic of

their product in order to verify its quality in term of privacy and risk of leakage.
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Chapter 1

Introduction

Today, according to a Norton study ([1]), one in three, or approximately two million Google An-

droid mobile applications, leak users’ personal information, including phone numbers, call histories,

phone contacts, PIN numbers, etc. through the network. For example, not long ago, the well-known

mobile application Foursquare, which indicates good places to go and services such as restaurants

located in nearby areas, was discovered to have sent the personal contacts list from every smart de-

vice on which it was installed. This is not the only well-known mobile application that has leaked

sensitive information. Two years ago, the University of New Haven’s Cyber Forensics Research and

Education Group ([2]) proved that many frequently-used mobile applications from various domains,

such as social media, social meetings, text messaging, etc. were leaking sensitive information such as

pictures, videos, locations, etc. Those mobile applications include: Instagram (+500 million users),

Tango (+100 million users), Nimbuzz (+10 million users), MeetMe (+10 million users), TextMe (+ 10

million users), etc. All these findings imply that hundreds of millions of users could be being tracked

everyday because of these information leaks.

However, smart phones are not the only smart devices leaking sensitive information. It has

also been shown that some smart TVs are sending conversations recorded from their environment

([3]). This is why, in this dissertation, we will not focus solely on smart phones. We will consider

smart devices as a whole. Moreover, as information leakage can occur at many different levels (via

the device’s storage, via the device’s network, etc.) and each level would require more than one thesis

to be fully explored, we will only focus on data leaked through network of smart devices.

One of the most likely causes of smart device network information leaks is that a lot of users do

not even read the authorizations that they give to the various softwares they download onto their

smart devices. However, one of the main causes is also the fact that many developers simply do

not think about network security or privacy when building their smart device services. For example,

they do not use, or misuse, cryptographic algorithms to protect the users’ data, they accept certain

malicious ads that are combined with their services, etc.

Many researchers are working on warning users about privacy and sensitive data leakage leaked

through the network. There are a large number of automated systems that users are already able to

use to evaluate the network security of the smart device services they are using. These automated

warning systems can be mobile applications (Norton Mobile Security mobile application ([4]), Priva-

cyHawk ([5]), etc.), or external services that reroute the tested smart devices’ network traffic (Mobile-

scope ([6])), etc. None of these solutions allow to control different type of smart devices. Even more,

they only allow a user to discover its information leaks but not their sources!

As there are already a wide range of automated network information leakage warning systems,

we were obliged to define clear and concise objectives in order to stand out. For this reason, we not
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only take smart phones into consideration, but smart devices in general. Moreover, we will not solely

examine pure information leaks; we will also consider the sources of information leakage. In other

words, the factors that lead to information leaks.

The objective of our dissertation is to design a system for detecting the sources of information

leaks on networked smart devices. This detection system will allow smart device related developers to

test the network security/privacy levels of their work. Additionally, it will also be possible to use this

system to warn users about the sources of information leak on their network traffic. Our automated

warning system will output the sources of information leaks from which it will be possible to extract

pure information leaks.

To achieve this goal, we adopted a specific method. In our system, in order to discover the

sources of information leaks, users connect their smart device to a specific WiFi network that we

generate. Periodically, we use a reliable method to isolate the network traffic of the specific smart

device targeted, and perform several attacks/leak tests on this traffic between the smart device and a

certain back-end service. We then generate/update an automated leak sources report for this specific

traffic.

This dissertation will follow a specific plan. First, we will provide a non-exhaustive list of the

risks afflicting the network of smart devices taken from state-of-the-art literature. Secondly, we will

make the link between these network risks and the sources of information leaks. This means proving

that these network risks can lead directly or indirectly to information leaks. Thirdly, we will present

our detection system for the sources of information leaks. And finally, we will present our experi-

mental results, showing that our detection system for the sources of data leakage actually works on

different kinds of smart device (iPhone, Samsung mobile phone, smart TV, etc.).
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Chapter 2

Related literature and theoretical focus

In this chapter, we discuss the research and current knowledge that will form the theoretical

basis to support our dissertation. In the first section, we talk about our concept of privacy and infor-

mation leakage in smart devices. In the second section, we discuss the vulnerabilities afflicting smart

devices and the applications developed on them. As our dissertation is mainly related to network

traffic analysis, we will focus on the risks associated with the network capacities of smart devices. We

stress the fact that, as the subject of our dissertation is fairly new, many of our sources of knowledge

comes from online resources rather than published works or scientific reviews.

2.1 Privacy and information leakage

In the last few decades, technology has increasingly invaded our daily lives. In this era of easy

connectivity, people agree to share information not only on social networks, but also to companies

in exchange of services. As a result, and despite the fact that there is some limited agreement on

the usage of some of these private data for profiling or advertising, privacy is becoming a growing

concern. People feel less and less inclined to trust companies that request private data because of

increasing reports of hacking and data theft. For example, the so-called Panama Papers incident,

which came to light in May 2016, is a prime example of information leakage that violates the privacy

of individuals, even though it helps to uncover a certain number of illegal practices([7]).

Before tackling the issue of leakage, we need to define the concept of privacy. In a dictionary,

privacy is defined as:"the state of being free from unwanted or undue intrusion or disturbance in one’s

private life or affairs"[8]. This definition nicely summarizes the mindset of the users of smart devices,

but does not link privacy to the handling of information. Actually, The aspect of privacy that we are

really interested in in this dissertation is information privacy which is defined as the relationship

between the gathering and distribution of data ([9]). The privacy of information must also comply

with the expectations of the public with regard to privacy, as well as a number of legal and political

aspects.

Information can be gathered at many places (financial, justice case, healthcare, etc.), but we

will focus solely on data that is collected through the Internet. We won’t linger on the legal aspects

of this practice because a detailed description is outside the scope of this dissertation, which is more

oriented towards computer science.

Certain legal points are nevertheless worth discussing. Whenever the privacy of an individual

is concerned, article 12 of the Universal Declaration of Human Rights can be applied. It states the

following : "No one shall be subjected to arbitrary interference with his privacy, family, home or corre-

spondence, nor to attacks upon his honor and reputation. Everyone has the right to the protection of
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the law against such interference or attacks([8])". Unfortunately, this law does not explicitly apply to

electronic communications and may eventually be bypassed as, in certain cases, there is some con-

sent from users regarding the collection and sharing of data (companies tend to be rather hazy in

term of which data are handled). Moreover, even though this law can be applied in the highest num-

ber of countries in terms of privacy (countries that have signed the Universal Declaration of Human

Rights), there is no other general consensus explicitly concerning information privacy. Some nations

may have established a few laws on the subject of data protection, but these only apply to their own

territory. The issue here is that smart devices are found worldwide and while the handling of data

might conform to laws in the county in which it is created, this is not necessarily the case in the other

countries where these devices are sold. In certain particular cases, where no law exist, the companies

are free to build the systems in whatever way is convenient for them.

Failure to respect data privacy laws is certainly one source of leakage, but even when the laws

are applied, some people do not agree that the information being treated is free of leaks as trust in

this practice is highly related to each individual’s sensitivity. In addition, devices can be subject to

external attacks that aim to steal information. As one of the objectives of our dissertation is to find

the sources of information leaks, we need to agree on a definition. Formally, information leakage is

defined as a weakness causing systems to reveal sensitive data, such as technical details about the sys-

tem or user-specific information([10]). Even though this definition is correct from a technical point of

view, it does not incorporate the users’ point of view. To better take into account what a user should

consider as leakage, we will use a broader definition. In the context of this dissertation, information

leakage is the transmission of sensitive data through unsafe and even safe channels without the ex-

plicit confirmation or, at least, understanding of the owner at the time of sending. Two new concepts

have been introduced in this definition: safety and users’ confirmation or understanding.

The safety of communications relies on the security mechanisms used in the network traffic of

smart devices. The security issue surrounding communications has been around for quite long time

now, since before the creation of smart devices and even computers. When it involves network traffic,

a wide range of techniques has been invented to protect the content, but those we are ultimately

concerned about in smart devices are encryption and authentication techniques. If these security

mechanisms are used well, no issues should arise. Unfortunately, for various, mostly unjustifiable,

reasons (budget, release deadlines, ignorance, etc.), the safety aspect of development is sometimes

at least partially overlooked. We will address the risk generated by this negligence in the following

section.

The need for confirmation from the user comes from the simple observation that people tend

to overlook the users’ charter when they use a system. Before using a system, especially software, but

this is also true for many smart devices, users must consent to the content of a users’ charter. Unfortu-

nately, very few take the time to read these charters and can do nothing but observe the disclosure of

private information against their will, even though they have legally agreed to allow this information

to be gathered. Of course, some of the data might very well be collected without being mentioned.

Eitherway, data collected without confirmation can clearly be considered to be leakage and privacy
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violation from the user’s point of view.

Finally, as we focus mainly on the network aspect of smart devices, their regulation falls under

the domain of the Internet of Things (IoT). The Internet of Things is defined as the network of phys-

ical objects (devices, vehicles, buildings, etc.) embedded with sensors, softwares and connectivity

in order to collect and exchange data([11]). The smart devices that we will consider do indeed cor-

respond to this definition. The filed of IoT has evolved considerably in the last few years, with new

technology introduced at a fast pace. The pace is so fast, in fact, that the laws can not follow while

security concerns continue to arise. This field is in high need of standardization and regulation, as

highlighted by the European Commission([12]). In its current state, IoT related companies are free to

build devices with the level of security they see fit. The Internet of Things needs to universalize data

protection systems, but the adopting standards is made difficult because different jurisdictions from

different countries must agree to a single way of proceeding.

2.2 Top network risks for smart devices

This section summarizes the state-of-the-art literature we used to identify the leading smart

device network risks. The various risks will be given in decreasing order of importance. The literature

cited in this section was inspired by the four main, relevant and and best-known sources.

The first, and probably our most important, source is an OWASP1 ([16]) article. It identifies the

top ten mobile risks. This list was put together in 2014 to improve smart device security, and was

finalized after a 90-day feedback period from the worldwide OWASP community (more than 45,000

members).

The second source is an ENISA2 ([17]) article. It identifies the top ten smart phone security risks.

This list was put together to assess information security and the privacy risks of using smart phones.

Additionally, the ultimate aim of this list was to allow users, businesses and governments to embrace

the opportunities offered by smart phones, while minimizing the information security risks to which

they are exposed.

The third source is the Android Hacker’s handbook ([18]). It states several sources of information

leaks for android smart phones. The fourth source is the Secured System Engineering course by G.

Avoine ([19]). This helped us selecting certain weak cryptographic algorithms.

Table 2.1 summarizes the main different smart device risks given by the sources OWASP, ENISA

and the Android Hacker’s handbook. These main risks are given in decreasing order of importance.

From all these risks, we retained only those related to network traffic, as we focus only on the sources

of information leaks related to the network traffic of smart devices.

1The Open Web Application Security Project is a worldwide not-for-profit charitable organization focused on improving

the security of software.
2The European Union Agency for Network and Information Security is an expertise center for cyber security in Europe.

This agency is located in Greece. It has contributed and still contributes to a high level of network security in Europe.
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OWASP ENISA Android Hacker’s handbook

1. Weak server side controls Data leakage Lack of encryption

2. Insecure data storage Improper decommissioning Weak encryption

3. Insufficient transport layer protection Unintentional data disclosure Lack of certificate validation

4. unintended data leakage Phishing Use of plain text after failures

5. Poor authorization and authentication Spyware Inconsistent transport security per network type

6. Broken cryptography Network spoofing attacks -

7. Client side injection Surveillance -

8. Security decisions via mistrusted inputs Dialerware -

9. Improper session handling Financial malware -

10. Lack of binary protections Network congestion -

Table 2.1: Table summarizing the main smart device risks from the different literature sources

After observing and comparing the various smart device risks from each source in Table 2.1, we

extracted the main smart device network risks and listed them in decreasing order of importance:

1. Insufficient transport layer protection: this corresponds to part of the third risk from OWASP,

the third risk from ENISA and first and fifth risk from the Android Hacker’s handbook.

2. Broken cryptography: this corresponds to the sixth risk from OWASP and the second risk from

the Android Hacker’s handbook.

3. Lack of certificate validation: this corresponds to part of the third risk from OWASP, the sixth

risk from ENISA and the third risk from the Android Hacker’s handbook.

4. Poor authorization and authentication: this corresponds to the fifth risk from OWASP.

5. Improper session handling: this corresponds to the ninth risk from OWASP.

6. Client side injection: this corresponds to the seventh risk from OWASP.

7. Use of plain text after failures: this corresponds to the fourth risk from the Android Hacker’s

handbook.

8. Phishing: this corresponds to the fourth risk from ENISA.

9. Spyware: this corresponds to the tenth risk from ENISA.

10. Unintended data leakage: this corresponds to the third risk from OWASP, and the third risk

from ENISA.

11. Network congestion: this corresponds to the tenth risk from ENISA.

Even if they were related to networks, we did not include the main risks from Weak Server Side

Controls in the previous list because they were only related to the server side. We did not include

other main risks such as Insecure data storage, Security decisions via mistrusted inputs, etc. because

they only concerned hardware risks and were thus not related to the network.
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The main goal of this section is thus to summarize the main smart device risks related to net-

work security, as stated by well-known and recognized organizations. We will then, in the following

chapter, link these security risks to the sources of information leaks.

2.2.1 Insufficient transport layer protection

According to the OWASP, ENISA and the Android Hacker’s handbook sources, Insufficient trans-

port layer protection is one of the biggest risks for networked smart devices.

Data is normally exchanged in a client-server way between a mobile application and a server.

Here, the problem resides in the transport layer (the fourth level of the OSI model)3. The best trans-

port security protocol that can be used today is clearly the SSL/TLS4 protocol. But even if a mobile

application uses it during authentication, this does not mean that it uses it to exchange data after the

authentication! This inconsistency can lead to data and session IDs being exposed to an eavesdrop-

per.

This mobile risk can lead to Privacy information leakage. In this case, the mobile application

transmits some private information to an endpoint via a non-secure channel instead of using the SSL

security protocol. The confidentiality of privacy-related data between the mobile application and the

endpoint is thus not respected because of this weakness.

In order to see if a mobile application is vulnerable to this kind of risk, it is necessary to answer

these questions:

• Are all the connections initiated between the server and the user encrypted?

• Are any sensitive data transmitted via the network without any encryption?

• Is the SSL security protocol used correctly?

This risk can lead to account theft if, for example, the attacker intercepts an admin account.

The Android Hacker’s handbook ([18]) cites this risk as a source of insecure transmission of

sensitive data.

2.2.2 Broken cryptography

According to the OWASP and Android Hacker’s handbook, Broken cryptography is a significant

risk for networked smart devices.

3The Open Systems Interconnection model is a conceptual model that characterizes and standardizes the communi-

cation functions of a telecommunication or computing system without regard to their underlying internal structure and

technology ([20]).
4Transport Layer Security (TLS) and its predecessor, Secure Sockets Layer (SSL), both often referred to as SSL, are cryp-

tographic security protocols providing security for communications over a computer network.
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This risk appears when the network traffic between the mobile application and a server is en-

crypted with cryptographic algorithms that can possibly be broken. This means that any attacker with

access to the network traffic between the mobile application and this server will be able to decrypt it

and thus have access to its decrypted content.

It is possible to exploit this weakness because of two main reasons. First, the mobile applica-

tion uses a process behind encryption/decryption that may be flawed and thus exploited to decrypt

sensitive data. Second, the mobile application uses encryption/decryption algorithms that are weak

in nature and that can be decrypted directly by the adversary.

Here are different scenarios illustrating this risk:

• Poor key management processes: if the keys entered as input for certain cryptographic algo-

rithms are mishandled, even the very best encryption algorithms become useless! This scenario

comes from the fact that many people use encryption algorithms correctly, but implement their

own protocol when they use them. Here are some examples of this scenario: making the keys

available in any manner to the attacker, using hardcoded keys (and thus not regenerating them

regularly), etc.

• Creation and use of custom encryption protocols: it is common for encryption to be mishandled

when trying to create and use a personal encryption algorithm or protocol. It is absolutely

necessary to leave that to professionals. It is also necessary to always use modern algorithms

that have been accepted as strong by the cryptographic security community.

• Use of insecure and/or deprecated cryptographic algorithms: many cryptographic algorithms

should not be used because they have been shown to have significant weaknesses and are

thus insufficient for modern security requirements. In this context, here are the different cryp-

tographic algorithms/blocks that can be considered: hash algorithms5, random generators6,

mode of operations7, and block and stream ciphers8. The weak cryptographic algorithms con-

sidered by the OWASP organization are presented in Table 2.2. The weak cryptographic algo-

rithms considered by G. Avoine in his Secured System Engineering course are given in Table 2.3.

• Weak handshake negotiation: the mobile application and the server negotiate a cipher through

the connection handshake. The client (user) manages to negotiate a weak cipher that results

in weak encryption of the communication that can thus be easily broken by an adversary. The

5A hash function is a function that takes data of variable length as an argument. It outputs a sort of "digest" or "finger-

print" of the argument. This output is shorter than the input.
6A random generator generates a sequence of random numbers that cannot reasonably be predicted better than by

random chance.
7A mode of operation is an algorithm or physical device that uses a block cipher to encrypt messages of arbitrary length

to provide a confidentiality property.
8 Block and stream ciphers are the elementary components of many cryptographic protocols. They are deterministic

algorithms that encrypt part of a message at a time (per block of bytes for block cipher and per byte for stream cipher) using

a key specified as argument.
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Weak hash algorithms MD-4, MD-5 and SHA1

Weak stream ciphers RC2

Table 2.2: Weak cryptographic algorithms considered by OWASP

Weak hash algorithms MD-5 and RIPEMD-128

Weak random generators LCG 9

Weak mode of operations ECB 10

Weak block ciphers DES

Weak stream ciphers RC4, E0, A5/1 and A5/2

Table 2.3: Weak cryptographic algorithms considered by G. Avoine

confidentiality of the communication between the mobile application and the server is thus

not respected because of this weakness.

This risk can lead to privacy violations, information theft, code theft, intellectual property theft,

etc.

The Android Hacker’s handbook ([18]) also cites "weak encryption" as a source of insecure

transmission of sensitive data.

2.2.3 Lack of certificate validation

According to the OWASP, ENISA and Android Hacker’s handbook sources, Lack of certificate

validation is an important risk for networked smart devices.

Before defining this smart device risk, it is first necessary to define a certificate and to describe

its purpose. According to [21], a certificate is used in asymmetric cryptography. It is an electronic

document that is used to prove the ownership of a public key. It contains information about the public

key, the owner’s identity and the digital signature of the identity that has verified this certificate. The

main purpose of a certificate is to prove the identity of a party or simply to securely authenticate a

party.

In order to see if a mobile application is vulnerable to this kind of risk, it is necessary to answer

these questions:

• Are all the SSL certificates up to date?

• Are all the SSL certificates self-signed?

• Does the mobile application accept user-accepted certificates as authorities.

9The random generator algorithm LCG (Linear Congruential Generator) is insecure for cryptographic purposes.
10The mode of operation ECB (Electronic Codebook) is insecure for long and structured messages.

12



A scenario illustrating this smart device risk is the following: imagine a mobile application and

an endpoint that successfully connect and perform a SSL/TLS handshake to establish a secure chan-

nel. However, the mobile application unconditionally accepts any certificate offered by the server.

This entirely destroys the mutual authentication between the two parties. The connection between

the two parties is indeed vulnerable to a Man in the Middle attack11 through an SSL proxy.

A Man in the Middle attack is a kind of network spoofing attack. This attack can be performed

thanks to a rogue access point12 used to tamper with the network traffic of a targeted smart device. In

addition, the wireless access point of the targeted smart phone can be changed by a malicious SMS

configuration message, which makes the attack incredibly easy!

The ability to decide whether or not a certificate is real (coming from a trusted signing authority

or not) is a significant factor for counteracting a Man in the Middle attack. To avoid this type of

attack, certificate pinning13 can be used. This technique allows users to be absolutely sure that even a

valid-looking certificate is indeed the one expected. There are several overheads when applying this

technique but it keeps the network connections of smart devices more secure.

Finally, we found an additional source ([22]) stating that the SSL handshake should fail if the

certificate provided by a party was not signed by a well-known or widely recognized (= trusted) cer-

tificate authority. The main point is that today, mobile applications are performing different levels of

certificate validation and using the SSL/TLS security protocol is not enough to preserve data security

and integrity. Moreover, mobile applications must absolutely be sure of the identity of the back-end

servers they are contacting.

2.2.4 Poor authorization and authentication

According to the OWASP source, Poor authorization and authentication is a major risk for net-

worked smart devices.

The principle of authentication is extremely important when considering network interactions.

It consists in verifying the identity and proof of the identity of a certain party. The principle of autho-

rization derives directly from authentication principle as a user obtains authorization according to

who he is and thus how he is authenticated. Nevertheless, some adversaries manage to understand

how an authentication scheme is vulnerable and they can fake or bypass the authentication security,

thus submitting service requests to the back-end servers, impersonating users. They will then man-

age to bypass all the interactions with the mobile application. This can also allow the adversary to

anonymously execute functions within the mobile applications or back-end servers.

11A Man in the Middle attack is a cyber attack where an attacker inserts himself between two parties and thus imperson-

ates these two parties.
12A rogue access point is a wireless access point installed by a malicious attacker on a secure network without authoriza-

tion from the administrators.
13If you want more information about certificate pinning, do not hesitate to visit https://www.owasp.org/index.php/

Certificate_and_Public_Key_Pinning
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Mobile application authentication is not the same as that for a traditional web application. A

mobile application user is not expected to stay online all the time as in web applications. It is thus

necessary to have online and offline authentication.

To detect poor authentication schemes, one possibility is to carry out binary attacks against the

mobile application once it is in offline mode. The attacker will then try to execute certain functions

in offline mode that need the application to be in online mode. Another possibility is to remove any

session tokens from the POST/GET requests and to try and execute any back-end server function. If

one of these attacks succeeds, it proves that the authentication scheme of the mobile application is

very poor.

Here are other possibilities for controlling authentication schemes:

• Ensuring that all authentication requests are performed server-side.

• Ensuring that no "important" data are loaded before successful authentication.

• Ensuring that the authentication is not infinitely persistent (or not too long).

• Ensuring that no spoofable values are used to authenticate the user and thus verify that no

important values for authentication are transmitted unencrypted through the network.

Here are a few scenarios illustrating this risk:

• Certain developers assume that only mobile devices containing their mobile applications will

be able to access the back-end servers and execute specific functions. This is absolutely not

the case! It may be interesting to try to capture certain specific packets emitted from a specific

user smart device and to replay them from another device in order to execute certain func-

tions on the back-end servers. This could result in some of this user’s private information being

changed.

• Due to usability, several mobile applications use 4-digit passwords and store the hash on the

back-end servers. It could be interesting to control whether the hash for this password is sent

unencrypted via the network. If this is the case, recovering this password would be easy using

rainbow hash tables(cf. TMTO attacks14).

This risk can lead to fraud, information theft, etc.

2.2.5 Improper session handling

According to the OWASP source, Improper session handling is a significant risk for networked

smart devices.
14Time memory tradeoff attacks are mostly used to guess a user’s password. They can sometimes be more time- or space-

efficient than other password attacks such as brute force attacks (which consist in trying all password possibilities) because

it balances "memory" and "time" during the attack. It carries out some pre-computation before the attack.
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Mobile applications use session tokens to maintain state over stateless protocols such as HTTP,

SOAP, etc. in order to facilitate stateful transactions between a user and a mobile application’s back-

end server. Back-end servers use session cookies in order to keep users authenticated when they have

been successfully authenticated by the mobile application. Improper session handling can occur

when the session token is unintentionally shared with the adversary during a transaction between

the user and the back-end servers.

An adversary that has access to a session token is able to impersonate a user by submitting this

token to the back-end servers. In the worst case, the adversary can then impersonate an administrator

and thus cause damage at several levels of the mobile application’s infrastructure.

Here are a few scenarios illustrating this risk:

• Failure to invalidate sessions on the back-end: a lot of developers invalidate the session on the

mobile application but not on the server side. This leaves a major window of opportunity for

attackers that can use HTTP manipulation tools.

• Lack of adequate timeout protection: any mobile application must have adequate timeout pro-

tection on the back-end components. This can help prevent attackers from stealing a session.

Typical guidelines are 15 minutes for high security applications, 30 minutes for medium secu-

rity applications, 1 hour for low security applications.

• Failure to properly rotate cookies: it is important to reset cookies during authentication state

changes. Authentication state changes include events such as switching from an anonymous

user to a logged-in user, switching from one logged-in user to another, switching from a regular

user to a privileged user, timeouts, etc.

• Insecure token creation: it is important that the tokens be sufficiently long, complex, and pseudo-

random in order to be resistant to guessing attacks. It is thus necessary to use well-established

industry-standards in order to generate these tokens.

This risk can lead to fraud, information theft, etc.

2.2.6 Client side injection

According to the OWASP source, Client side injection is an important risk for networked smart

devices.

Smart devices receive a large amount of data via the network. This makes them vulnerable to

injection attacks. Here is a non-exhaustive list of possible injection attacks:

• SQL injection attack: SQLite, which is the default database of a lot of smart devices, can be sub-

ject to injection as in web applications. These types of injection become very annoying when

the database stores personal information such as payment information, contact information,

etc.
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• JavaScript injection attack: smart device browsers are also subject to JavaScript injection at-

tacks. Mobile browsers sometimes have access to the mobile application’s cookies, which can

lead to session theft.

• Binary attack: Mobile malware or even malicious mobile applications can perform binary at-

tacks against the presentation layer of the OSI model or even the actual binary of the mobile

application executable.

Protecting a smart device against this risk requires controlling each input and applying a "con-

trol validation" for each of them. This can become complex as the number of inputs from the network

is growing. Another way to control this risk is to control the mobile application code by executing

code analysis tools to trace the data flow through the application. Certain penetration tools can also

be used to control this kind of risk.

Here are a few scenarios illustrating this risk:

• SQL injection: data retrieved from back-end servers can contain some malformed data that can

contribute to a local SQL injection within the mobile application’s local database.

• Cross-Application Scripting attack: malicious data transiting between mobile applications can

lead to buffer overflows, allowing malicious code execution.

• Cross-Site Script attack: malware or other mobile applications can modify HTML files, which

can result in the execution of malicious JavaScript code in the presentation layer of the OSI

model. This can lead to information theft.

This risk can lead to fraud, privacy violations, information theft, etc.

2.2.7 Use of plain text after failures

According to the Android Hacker’s handbook source, Use of plain text after failures is a major

risk for networked smart devices.

This risk may appear in two cases. The first appears when certain errors or unintended actions

are performed by the user and an error message (via the network packets) is sent to the user by the

back-end server. This error message contains private information sent unencrypted via the network.

The second appears when private information is leaked via logged messages.

This is a risk that really should not be underestimated! For example, imagine a mobile applica-

tion in which a user enters his password. In a first scenario, the user enters a wrong password. The

back-end servers, after having processed the user credentials, sends an unencrypted error message

to warn the mobile application to display the message ’Try again!’ to the user. The error message sent

by the back-end servers could contain the user login (email), the wrong user password (which can be

close to the real one!), etc., all unencrypted, which is clearly a serious sensitive risk!
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In a second scenario, the user enters his real password. By validating the user’s credentials, the mobile

application displays the password in a log message. This is also a serious sensitive risk!

Taking into account the previous examples, even if they are really simple, we can notice how

important it is for developers to be careful when establishing error or log messages.

This risk can lead to privacy violations.

2.2.8 Phishing

As mentioned by ENISA, Phishing is an important risk for networked smart devices.

Phishing consists in acquiring sensitive information from a user, often credentials, by imper-

sonating an entity that is considered to be trustworthy by the owner of the data ([23]). This kind of

attack often relies on making a user accept the data transfer by executing a software that has either

been corrupted or specially designed for data extortion and disguised as a reliable one.

Phishing is a well-known practice on traditional computer systems and may represent an even

bigger threat for smart devices, especially if the device allows the installation of softwares designed by

third parties. For example, smart phones are widely exposed to this threat because of the presence of

app-stores that allow anyone to publish application without doing a sufficient amount of authenticity

checks.

2.2.9 Spyware

According to ENISA, Spywares are an important risk for networked smart devices.

Much like phishing softwares, spywares are a type of malicious softwares (also called mal-

wares15) that target sensitive informations about the device user. However, a much larger range of

data is collected by theses softwares. Besides credentials and sensitive files, spywares also target be-

havioural information about users (web site visited, location, etc.) that can be used for marketing

purposes (profiling, targeted ads) among other things.

The work of spywares is made easy by the fact that smart devices provides covert channels and

backdoors through which these malicious softwares can leak the data to a receiving endpoint (for

example an attacker, a dishonest advertising company, etc.).

2.2.10 Unintended Data Leakage

According to the OWASP and ENISA sources, Unintended Data Leakage is an important risk for

networked smart devices.

15"Malware" is an umbrella term used to refer to a variety of forms of hostile or intrusive software, including computer

viruses, worms, trojan horses, ransomware, spyware, adware, scareware, and other malicious programs. It can take the

form of executable code, script, active content, and other software.[24]
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Unintentional leakage of information is often due to the collection of data by the smart devices

or the softwares installed on it, without the consent of the user. It also results from a lack of protection

during the storage of this information, making it accessible to any software installed on the smart

device.

Another aspect of this risk is the fact that user are often unaware of the security and privacy

mechanisms implemented by the softwares collecting data. The softwares sometimes propose op-

tions to limit the disclosure of the information, but users, as they are unaware of these possibilities,

expose themselves to this vulnerability and virtually agree to the disclosure.

2.2.11 Network congestion

According to the ENISA source, Network congestion is an important risk for networked smart

devices.

The increasing number of smart device users and thus of the mobile internet services can some-

times lead to network congestion. Network congestion means that network resources become over-

loaded due to the number of users using the internet. Network congestion leads to network unavail-

ability for the end-user.

Network congestion can happen because the mobile applications are constantly polling the

network for updated information. For each bit of data sent, a large number of signaling messages are

also sent (e.g.: keep-alive messages). A normal smart phone sends on average 8 times more signaling

messages than a laptop with a USB dongle.

To address the network congestion problem, governments and operators continue to work to-

gether to explore the possible options. One promising solution is the "quality of service"16 (QoS)

provisions for emergency service levels of mobile data.

This risk can lead to network unavailability for some end-users.

16"Quality of service" allows the different network services such as streaming video services, phone services, website

services, etc. to set a minimum quality of service necessary for them to work correctly. This solution will then act on the

network transport layer of the OSI model to provide the minimum quality of service required by the specific service.
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Chapter 3

Information leaks and potential sources

In this chapter, we will explore the potential leak sources we extracted from the state-of-the-art

literature described in the previous chapter. In reading this literature, we identified four main sources

of potential leaks: Lack of encryption, Weak encryption, Weak authentication and Covert channels. We

are thus going to describe these sources of potential leaks in a more formal way, but also prove that

they lead directly or indirectly to information leaks.

3.1 Lack of encryption

This leak source appears when the network traffic of a smart device is not or only partly en-

crypted: the SSL/TLS security protocol is not used or not used enough. This means that it is possible

for anyone to read the unencrypted information through the network. The information can be repre-

sented by any of the following information types: text, user credentials, password hash, image, video,

etc. The problem lies in the fact that this kind of information can be sent unencrypted via the net-

work. For example, a WiFi user in a coffee shop using that kind of smart device in such a situation

would spray all his sensitive information all over the shop. Anyone present in the shop could thus

read his personal information by controlling his network traffic.

If a specific word, sentence, user credential, image, etc. is shown to be present in the network

traffic of a mobile application, this could prove that the mobile application did not use enough cryp-

tographic algorithms to protect sensitive data. This leak source, once detected, thus directly leads to

information leaks through the network traffic of a user.

3.2 Weak encryption

This leak source appears when an attempt at encryption (for example using the SSL/TLS secu-

rity protocol) is made but the encryption is easy to bypass. In this case, we have different levels of

weak security problem. In reading part of the literature ([19]), we classified them in order of magni-

tude:

• Use of weak random generator algorithms. In reading the literature, we noticed one weak ran-

dom generator: LCG (Linear Congruential Generator).

• Use of weak hash algorithms. In reading the literature, we noticed three weak hash algorithms:

MD-4, MD-5 and RIPEMD-128.

• Use of weak block cipher encryption algorithms. In reading the literature, we noticed one weak

block cipher encryption algorithm: DES.
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• Use of weak stream cipher encryption algorithms. In reading the literature, we noticed two weak

stream cipher encryption algorithms: RC2 and RC4.

When one of these weak cryptographic algorithms is used to encrypt the network traffic, it al-

lows, in some cases, the encrypted traffic to be recovered by attackers. For example, using the DES

weak block cipher encryption would expose the DES encrypted network traffic to being recovered in

less than one day (cf. COPACOBANA/RIVYERA attack which took place in 2006).

If one of these weak algorithms was shown to have been used by a mobile application, this

would prove that the mobile application uses a weak encryption system. This could lead to informa-

tion leaks if the system was attacked.

In this case, the leak source does not directly lead to information leaks. However, it could do

so after a certain amount of work has been done to break the cryptographic system protecting the

personal information present in the weak encrypted network traffic. This leak source, once detected,

thus indirectly leads to information leaks through the encrypted network traffic of a user.

3.3 Weak authentication

This leak source appears mainly in three different cases: lack of adequate timeout protection,

lack of certificate validation and lack of replay protection.

If one of these cases proves applicable to a mobile application, this would prove that the mobile

application uses a weak authentication system, which could lead to information leaks if the system is

attacked. This leak source, once detected in one of the three different cases, thus indirectly leads to

information leaks through the network traffic of a user.

3.3.1 Lack of adequate timeout protection

Adequate timeout protection is required to prevent attackers from stealing a user’s session. If

there was no timeout protection, this would give an attacker an infinite amount of time to guess the

token identifier of a specific user in order to impersonate him. It is thus used to prevent an attacker

from impersonating a user. Typical guidelines for adequate timeout protection are 15 minutes for

high security applications, 30 minutes for medium security applications and 1 hour for low security

applications.

3.3.2 Lack of certificate validation

In the literature about certificate validation, we established three main aspects of certificate

validation:

1. verifying the expiration date of the certificate.
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2. verifying that the certificate is not self-signed except if it is from a certificate authority (CA).

This part thus consists in verifying that the certificate’s signer is not the owner of the public key

present in the certificate.

3. verifying that the signing authority can be trusted because it is a widely used or a well-known

authority. It is also necessary to verify that this signing authority has not been compromised.

The two last certificate validation steps are very important as they prevent an attacker from

performing a Man in the Middle attack1 between a smart device and a certain back-end system. In

this case, performing this kind of attack would allow the attacker to gain access to the encrypted

information that the parties are sending each other.

If a smart device does not verify if a signing authority of a certain certificate can be trusted,

anyone can pretend to be any back-end services they want, or even the signing authority itself! This

would lead to the possibility of performing a Man in the Middle attack as shown in figure 3.1. In this

figure, the attacker intercepts all the network traffic between the user’s smart device and the back-

end services of a specific application. During this attack, the attacker succeeds in impersonating

the back-end services/user’s smart device because of two main reasons: the smart device does not

verify whether the fake certificate sent by the attacker is self-signed, and it does not verify whether

the signing authority (the attacker) can be trusted (if it is a certificate authority).

In practice, performing a Man in the Middle attack is far from simple. It is necessary to reroute

all the network traffic of the smart device targeted to the attacker’s device. This can be done in chang-

ing some WiFi configurations of the smart device targeted (cf. Manual document of our leak sources

detection system2). For this step, it is not necessary to have physical access to the targeted device as it

can be done by sending a malicious text message to this device (as stated in Section 2.2.3).

It is also necessary to install a fake certificate on the smart device targeted for it to trust this certificate.

For this step, it is thus necessary to have physical access to the targeted device. However, this can be

achieved during a lunchtime attack3. Uploading a fake certificate to a user’s smart device only takes

a few minutes (cf. Manual document of our leak sources detection system)! Moreover, to extract the

user’s encrypted network traffic, it is also necessary for him to be connected to the same WiFi as the

attacker.

Only a few minutes of physical access to a smart device would thus allow you to gain access to

all or part of the encrypted content of a user’s network traffic (if the user is on the same WiFi as yours).

This becomes really annoying if personal information such as credit card information, passwords or

just the personal characteristics of a user are present in its encrypted network traffic. Being able to

perform a Man in the middle attack can thus lead to serious consequences such as user’s personal

information leaks!
1A Man in the Middle attack is a cyber attack in which an attacker inserts himself between two parties and thus imper-

sonates these two parties.
2This manual is present beside the source code.
3The term "lunchtime attack" refers to the idea that a user’s smart device is accessible to an attacker while the user is out

for lunch.
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Figure 3.1: Man in the Middle attack: example

It is therefore extremely important to validate the certificate as it prevents attackers from forging

certificates or using compromised ones to impersonate certificate authorities.

Finally, performing a Man in the Middle attack will give us two specific pieces of information.

First, it will tell us if the service tested was using a weak authentication mechanism and thus inform

us about a specific leak source (Lack of certificate inspection). Second, it will allow us to examine

the encrypted content of the network traffic produced by the specific service we are testing. We may

find personal information about the user that is not needed by the service but that is nevertheless

transmitted to its back-end servers. In other words, this can help us find information leaks!

3.3.3 Lack of adequate replay protection

Adequate replay protection such as one-time passwords (OTP) or challenge/response protocols

(see the course by Gildas Avoine (Secured System Engineering)[25]) is required to prevent an attacker

from replaying an entire user action he has captured. For example, without adequate timeout pro-

tection, it is possible to replay a payment performed by a Paypal user. This could thus have serious

consequences.

3.4 Covert channels

The most difficult information leaks to find are in covert channels. To explain the preceding

statement, we will first define the meaning of covert channels.

For those familiar with the principle of covert channels in security:"A covert channel is a type of

computer attack that allows the communication of information by transferring objects through existing

information channels or networks using the structure of the existing medium to convey the data in

small parts. This makes conveyance through a covert channel virtually undetectable by administrators

or users."[26]; we do not use this exact definition. In the context of this dissertation, a covert channel

literally represent hidden or unexpected network traffic between the device and a (distrusted) third

party, using conventional or crafted means in order to exchange data (confidential information, files,

statistics, etc.). Covert channels are the result of several vulnerabilities. These channels expose the

devices to client side injections, phishing4, spywares and unintentional data leakage by offering them

4Phishing is the attempt to acquire sensitive information such as usernames, passwords, and credit card details (and
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an easy entry point.

We note that unlike the potential sources above, where information leaks may be found in the

network packets once one of the vulnerabilities has been detected, in the case of covert channels, we

can merely detect the presence of the channels (the means of detection will be discussed in a further

section). We must rely on extraction methods designed for one of the previous sources to possibly

find the leaks caused by the behaviour of covert channels. Nevertheless, detecting covert channels

make it possible to reveal the presence of other threats (phishing, spywares, etc.) and is therefore a

sensible feature to consider in our dissertation.

Now that we have defined the kind of network traffic we are targeting, we will highlight the

sources of information leakage and the difficulty in exposing these leaks. In the data exchange involv-

ing covert channels, information leaks could be found in the data itself, but it is not the only source.

We will consider the three following means of leakage: statistics, malwares, unwanted softwares and

backdoors.

3.4.1 Statistics

A common practice in smart devices (applications) is to gather statistics about the client. Statis-

tics can be information about the client or about his usage of the device. The purpose of the statistics

is variable (enhance the user’s experience, estimate usage, target the right market, etc.). Neverthe-

less, in the current age of excessive information gathering, intentionally or not, maliciously or not,

statistics can lead to phishing.

In the case of statistics, the challenge comes from the fact that one can not simply consider all

statistics collectors as malicious or all information leaks as intentional. For example, Google is known

to obtain lots of statistics, as well as for providing to private individual the possibility of collecting

custom statistics using Google’s libraries like google analytics[27]. It becomes difficult to differentiate

statistics that lead to phishing from those that are harmless.

3.4.2 Malware

Covert channels can be used to install malwares5 on a smart device. There are many varieties

of malware and many can lead to information leaks. For example, there is spyware which collects

information about clients and sends it to third parties[28]. Even without the information leaks, this

kind of use of covert channels is a major threat because viruses can irrevocably damage smart devices.

The problem with malwares is their hiding schemes. Malwares are hard to detect and their

sometimes, indirectly, money), often for malicious reasons, by masquerading as a trustworthy entity in an electronic com-

munication.[23]
5’Malware’ is an umbrella term used to refer to a variety of forms of hostile or intrusive software, including computer

viruses, worms, trojan horses, ransomware, spyware, adware, scareware, and other malicious programs. It can take the

form of executable code, script, active content, and other software.[24]
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behaviour is hard to predict. We also need to mention the fact that anti-virus coverage is not avail-

able for all kind of smart devices. Smart phones and smart TVs are slowly opening up to anti-virus

software, but it is still not a common practice as it is for computers (with a Windows OS). Moreover,

anti-virus softwares are not all powerful, they can only detect known malwares and known suspi-

cious behaviours[29]. New malwares are free to roam, helped by the lack of coverage that increases

the delay before their detection. One particularity of some malwares is their ability to take control of

other softwares and, thereafter, use the legitimate communication means of these softwares to cause

the leaks. Information leaks caused by malware are thus at least as hard to prevent as detecting the

malware.

3.4.3 Unwanted software

As with malwares, covert channels can be used to download unwanted softwares. An unwanted

software is define as a software whose content or behaviour is not what is intended (not as adver-

tised) without necessarily being a malware[30]. For example, the software may be installed without

the customer’s approval, gathers data about the client, install other softwares or advertisements, etc.

These softwares often do not disclose how they handle processed information.

In the case of unwanted softwares, the lack of knowledge on the behaviour of these softwares

and how the information it gains access to is handled, is the main obstacle. Once installed, the soft-

ware is considered to be legitimate by the device. It is hard to tell upfront if these software will cause

leaks. The concern here is a matter of trust.

3.4.4 Backdoor

One form of covert channels is backdoors. Backdoors are means of bypassing the security mech-

anisms of a computer program. These entry points in the system are either installed by malicious

softwares or by the programmer for troubleshooting purposes ([31]). In both case, the presence of

backdoors is a major threat as they offer any attacker an opportunity to access (sometimes take con-

trol of) the device. Any compromised device may be subject to data theft as well as data or software

injection.

Detecting backdoors proves to be quite difficult as their main feature is to avoid security mech-

anisms. Often backdoors hijack computer services (ftp, ssh, ...) and protocols (DNS, SCTP, ...) in

order to carry the data. In the case of backdoors, we must mainly look for excessive use of services

or protocols that are commonly used less. Nevertheless, identifying such suspicious behaviour does

not necessarily indicate the presence of backdoors. An additional step would require to analyse the

content of the data transiting trough these suspicious connections. Unfortunately, this step cannot

necessarily be automated because the data in hijacked services or protocols are often hidden (e.g.:

the data may be put in headers rather than payloads).
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Chapter 4

A detection system for the sources of information

leaks

The main goal of our dissertation was to build an automated system to warn users about the

sources of information leaks present in their smart devices’ network traffic.

In this chapter, we are going to present our automated warning system. An overview of the

system’s architecture will be presented first. We will then study the different modules of the system

architecture in detail and explain their methodology and how they are implemented.

4.1 System architecture

In Figure 4.1, we see an overview of our entire system architecture. The system architecture is

divided into six main modules: Traffic capture, Lack of encryption module, Weak encryption module,

Weak authentication module, Covert channels module and Automated report generation.

The goal of the first module, Traffic capture, is to capture the network traffic of a specific user

in a reliable and isolated manner. Reliable means capturing all the user’s network traffic and thus

minimize packet loss. Isolated means that we do not want to capture traffic from other users. In this

module, we have two types of traffic capture: basic traffic capture and the traffic captured by perform-

ing a Man in the Middle attack. Our system allows the network traffic to be captured and processed

live or to be first captured, and then processed later (cf. Manual document of our leak sources de-

tection system1). The live capture means simply that our system allows a user to test certain mobile

applications and wait directly for an automated report of its traffic leak sources without performing

any additional tasks. The automated report will then be updated every five minutes thanks to the

network traffic captured during this period of time.

The second module, is the Lack of encryption module. It deals with the Lack of encryption leak

source and has two goals. The first is to find unencrypted key words in the network traffic of the user.

The second is to find unencrypted files in the network traffic of the user. This module counts one

global parameter that must be set by the user. This global parameter is referenced by the blue circle

"Search key words" in Figure 4.1. The user must enter as the global parameter in our system personal

search key words including his names, address(es), phone number(s), credit card number(s), pass-

word(s), etc. These key words will only be used by this module and the Weak authentication module.

It will not be accessed by anyone or any other modules.

The third module, the Weak encryption module, deals with the Weak encryption leak source. Its

goal is to find whether any weak cryptographic algorithms were used to secure the network traffic

1This manual is present beside the source code.
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Figure 4.1: System architecture

considered. It has one global parameter represented by the blue circle "Weak cryptographic algo-

rithms". This global parameter already contains some weak cryptographic algorithms that we found

to be weak. It can also be completed by the user. Users can effectively enter, as input for this module,

the weak cryptographic algorithms (used by the SSL/TLS security protocol) they consider to be weak.

The fourth module, the Weak authentication module, deals with the Weak authentication leak

source. It has three goals. The first is to verify that the duration of the connections of the network traf-

fic doesn’t exceed a specific global parameter represented by the blue circle "Maximum duration". As

stated in Section 3.3.1, it is recommended that this parameter be set to one of three possible values:

15 minutes for high security applications, 30 minutes for medium security applications, and 1 hour

for low security applications. The default value is 15 minutes. However, if needed, this global param-

eter can be set to other values. The second goal of this module is to control whether the certificates

presented by the back-end servers contacted by the smart device are valid or not. It assesses the va-

lidity of the SSL certificates present in the traffic capture. A certificate is valid if its date of use does not

exceed its expiration date and if the certificate is neither self-signed nor signed by a distrusted certifi-
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cation authority (see Section 3.3.2). The third goal of the module is to perform an "MITM (Man in the

Middle attack) analysis". This analysis consists in controlling whether or not the MitM attack was suc-

cessful, but also to control whether any user personal key words were found in the deciphered traffic

obtained thanks to this attack. These key words must be entered by the user as the global parameter

for the system (the same global parameter as for the Lack of encryption module).

The fifth module, Covert channels, deals with the Covert channels leak source. The goal of this

module is to identify connections between the smart device and malicious entities. Malicious entities

are ip addresses and domain names that lead to phishing, malware or unwanted software injection

and backdoors (see Section 3.4). The module is divided into several sub-modules. The first two sub-

modules (DNS sniffing and reverse DNS lookup) are used to extract ips and domains contacted in

a certain network traffic, while the four remaining sub-modules (safebrowsing, safelookup, adblock,

dnsbl) are used to check the extracted ips and domains contacted in a certain network traffic against

databases of known malicious entities. Finally, the last sub-module gathers information about po-

tential backdoors.

The sixth and last module, Automated report generation, deals with the generation of the leak

sources automated report. Its goal is to generate a leak sources report thanks to four different inputs

obtained from the four different leak source modules. Thanks to the various types of data collected

from the different leak source modules, its job is to summarize these data and generate the automated

report.

The following sections will describe the method applied and provide details about the imple-

mentation behind each of the modules. We will also justify the choices we made when more than one

option was available. At the end of this chapter, we will present the complexity of each module and

then the complexity of the entire system.

4.2 Traffic capture

In this section, we describe the hardware and software needed to perform the basic traffic cap-

ture and the MitM traffic capture. We thus describe the steps we took before processing any network

traffic to discover any sources of information leaks. Moreover, we outline the different possible ap-

proaches we considered and the approach we chose to perform these two types of traffic capture.

At the end of this section, we summarize our entire method for capturing the two types of net-

work traffic and introduce our leak source analysis method.

4.2.1 Possible approaches

To choose the best approach (one that is both reliable and isolated) for capturing network traffic

from a specific smart device, we describe the four different steps necessary when capturing the two

types of network traffic. We will also describe the various choices possible at each step.
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1. Choose the environment for performing the tests. We had two different possibilities: perform-

ing the tests in the university computer science labs or at home.

2. Choose the hardware (the device) we should use for capturing the network traffic in an efficient

and isolated way. The goal was to minimize network packet loss but also to isolate a specific

network flow between a specific user and a specific smart device. We had several possibilities

for choosing our hardware: a computer, a Raspberry pi (model 1) or an ODROID server.

3. Choose the operating system best suited to this task. We had three main choices: Windows,

Mac or Ubuntu.

4. Choose the software to capture the basic network traffic. For this choice, we found an incredible

number of software choices ([32]). We nevertheless retained three: Wireshark, NetworkMiner

and Tcpdump.

5. Choose the software to capture the MitM network traffic. We found two possible software pack-

ages to perform this type of capture on smart phones: Mitmproxy ([37]) and Fiddler ([33]). How-

ever, we did not find any software packages to perform a Man in the Middle attack on other

smart devices such as smart TVs.

4.2.2 Choices and justifications

For the first step, we chose to work from home because we had to have access to the internet

modem in order to reroute the network traffic of a specific networked smart device.

For the second step, we chose to use the ODROID server as the hardware for our project because

it contains more memory (1 GB) than the Raspberry pi (256 MB) and has a more powerful processor.

Moreover, we detected a non-negligible loss of traffic network captured when using the Raspberry

pi. We indeed tested the bandwidth of the WiFi that could be generated by the servers thanks to the

iperf network performance tool ([34]) and obtained a bandwidth of 16.5 Mbits/sec. for the ODROID

server and a bandwidth of 10.3 Mbits/sec. for the Raspberry pi server. The ODROID server was thus

definitely the best solution.

We chose to work with a server and not our own computer because the goal was to work in

the most isolated environment possible in order to deal only with the network traffic of the targeted

smart device. For example, using a computer, we did not want to filter network traffic by source

addresses or destination addresses of the targeted smart device. It is indeed possible for a smart

device application to send packets without source addresses (these packets would be filtered out with

the filtering method...). Our goal was thus to redirect the network traffic of the smart device to the

ODROID server which should capture it and process it. Moreover, we chose to work with a server in

order to provide our leak source detection system as a black box that could be installed and plugged

to an internet modem. This black box could then be used to detect information leak sources in the

network traffic of any user, not especially computer scientists.
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For the third step, we chose to use the Ubuntu operating system because many of the tools we

wanted to use were available only on Ubuntu. Moreover, it was easier to build this operating system

on the ODROID server.

For the fourth step, we chose to use Wireshark as our tool for capturing network traffic for sev-

eral reasons. The first was that it could be called from the Shell terminal using software directly de-

rived from this tool: tshark. The second reason was that it was possible to install it on Ubuntu. The

third reason was that it also provided a graphic user interface that allowed us to have a global view of

network traffic. The fourth and final reason was that we had already used this tool and we thus did

not need to spend time learning how to use it. We did not choose NetworkMiner because it was only

available on Windows. We did not choose tcpdump because it provided limited protocol decoding

and had no graphic user interface.

For the fifth and final step, although Fiddler had an attractive graphic interface, we nevertheless

chose to use Mitmproxy. The reason was that Mitmproxy could be called from the Shell terminal while

Fiddler could not. This almost allowed us to automate the Man in the Middle attack!

4.2.3 Requirements

For the traffic capture, we used the following devices:

• A smart device (smart phone, smart TV, etc).

• A USB stick able to generate WiFi.

• An ODROID server running on Ubuntu.

• A hard drive with several hundred GBs.

• An ethernet cable

• A physically-accessible modem able to access the internet.

4.2.4 Summary of the traffic capture method

On Figure 4.2, you can see a summary of our method for capturing the two types of network

traffic in an efficient and isolated manner. In this figure, the black box receives the network traffic

from the smart device, saves it to a hard drive and outputs it to the internet. This black box can also

receive network traffic from the internet and send it to the smart device.

The only thing needed to change the type of traffic capture is to change the destination address

contacted by the smart device. Nothing need to be done to capture the basic network traffic. However,

to capture the MitM network traffic, it is necessary to set the proxy address to be contacted by the

smart device. For example, it was 192.168.42.1:8888 in our case. The software Mitmproxy, running on

the ODROID server, then captured the network traffic at this address.
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Figure 4.2: Network traffic capture model

In order to explain this model as simply as possible, we describe the path followed by the net-

work traffic from the smart device to the back-end servers of the service tested (to the internet).

First, the network traffic generated by the smart device is sent to a generated WiFi. This gen-

erated WiFi is maintained by a WiFi USB stick2. We configured the ODROID server ([35]) such that

it generates a WiFi called thesis. The ODROID server is itself connected to a modem via an ethernet

cable, thus giving it access to the internet.

Secondly, the network traffic of the smart device is received on the ODROID server. It is then

captured either by the tshark software for the basic capture or by the Mitmproxy software for the MitM

capture. After having been captured, the network traffic is saved on a hard drive (Storage in Figure 4.2)

connected via USB to the ODROID server. It is finally transferred to the internet. This thus means that

the network traffic of the smart device is finally transferred by the modem to the back-end servers of

the service tested.

The network traffic that comes from the internet to the smart device tested follows the exact

reverse path.

If you want more information about the setup of the system or how we configure a smart phone

to perform the Man in the Middle attack, do not hesitate to have a look in the Setup and Manual

documents of our system (present beside the source code).

As you have probably understood since Section 3, the goal of our dissertation is to find some

sources of information leaks. For each type of leak source, we found some tools or wrote some scripts

which helped us to detect any packets that could directly contain leaked information, or help detect

any security weaknesses which could lead to information leakage.

Our analysis method consisted in controlling each of the leak source we described in Section 3.

2Model D-Link N300
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4.3 Lack of encryption module

To control the Lack of encryption leak source, the goal was to determine whether it was pos-

sible to find a word, a sentence, a user identifier, a password hash or even a file (image, video, etc)

unencrypted in the network traffic of a smart device.

4.3.1 Method

To control this leak source, our method had three steps.

1. Control each unencrypted traffic network packet in order to know whether a certain key word

is included in it or not.

2. Use a tool called Foremost ([36]), capable of extracting any files lying unencrypted or partly

unencrypted in network traffic.

3. Use a tool called Net-creds ([37]), capable of extracting user identifiers and password hashes.

For the first step, the user will have to give his personal key word information in order to have

a pertinent key word search in the network traffic. Those personal key words will be divided into

categories such as name, address, payment, etc. We have also added some general key words that will

be searched in addition to those personal key words.

For the second, as it is more general, we do not need any user interactions.

For the third step, we only used this tool manually as we did not have time to adapt it for an

automated check. This step thus will not appear in the implementation part of this leak source.

4.3.2 Implementation

In order to control this leak source, we used the python libraries dpkt and socket.

To find a given String in the network traffic of a user, we built a script able to check whether a

certain String was present in the payload of each packet in the network traffic of his smart device.

To extract files from an unencrypted or partly unencrypted network traffic, we ran the tool Fore-

most ([36]). This tool was able, given a pcap3 file, to extract all the unencrypted or partly unencrypted

files such as images and videos. Moreover, this tool could be called from Shell script.

In order to control this leak source, we designed the following steps to be performed automati-

cally for each network traffic tested:

• Run a script we built to indicate the unencrypted network packets containing one or several

key words such as an email address, contacts, phone numbers, etc.

3A pcap file is a file generated by the tool Wireshark. This type of file contains network traffic saved by the same tool.
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• Run the tool Foremost in order to extract all the unencrypted files including pictures, videos,

text files, etc.

4.4 Weak encryption module

To control the Weak encryption leak source, the goal was to determine whether any weak cryp-

tographic algorithms were used to encrypt the network traffic of a smart device.

4.4.1 Method

To establish this method, we had to dive a little into the documentation on the SSL/TLS security

protocol. We discovered that during the SSL/TLS handshake, the source party (which initializes the

connection between the two parties) sent all the cryptographic algorithms understood to the desti-

nation party. Afterwards, the destination party replied with the cryptographic algorithms it preferred

to the source party. The cryptographic algorithms adopted for this connection were thus included in

the reply of the destination party.

The method is composed of the following steps:

1. Find the cryptographic algorithms agreed on and used by both parties to secure their mutual

connection.

2. Control whether any weak cryptographic algorithms were present in the ones used by both

parties.

In order to find weak cryptographic algorithms, we are going to search for them among three

main cryptographic algorithm types: hash algorithms, block cipher encryption algorithms and stream

cipher algorithms. The weak cryptographic algorithms we extracted from the literature ([19]) are sum-

marized in Table 4.1.

We did not include the weak random generator algorithms type in Table 4.1 because we could

not find a way to check whether this kind of algorithm is used as a basis for encrypting specific net-

work traffic.

Weak hash algorithms MD-4, MD-5, RIPEMD-128

Weak block cipher algorithms DES

Weak stream cipher algorithms RC2, RC4

Table 4.1: Weak cryptographic algorithms

At this stage, it is necessary to understand that our weak cryptographic algorithms will only

be searched among SSL/TLS connections (security protocol the most used around the world), as we

treated only this security protocol.
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We found a way to completely automate this process, and will explain the detail in the imple-

mentation section of this leak source.

4.4.2 Implementation

In order to control this leak source, we used the python libraries scapy, layer SSL of scapy, dpkt

and socket.

Thanks to the SSL layer of the scapy python library, we succeeded in retrieving all the crypto-

graphic algorithms used for a SSL/TLS connection between two parties.

Our script thus controls that the cryptographic algoritms cited in Section 4.4.1 are not used

during the reply from the destination party during the SSL/TLS handshake.

In order to control this leak source, we designed the following step to perform automatically for

each network traffic tested:

• Run a script we built to indicate SSL/TLS packets using weak/insecure cryptographic algo-

rithms. Thanks to this script, it is also possible to extract all the cryptographic algorithms used

for encrypting a specific network traffic SSL/TLS connection. It additionally makes it possi-

ble to control whether unknown (homemade) cryptographic algorithms were used to encrypt

a specific network traffic SSL/TLS connection.

4.5 Weak authentication module

To control the Weak authentication leak source, the goal was to determine whether three spe-

cific characteristics of a weak authentication system were used in any connection in the specific net-

work traffic tested. Here are the three characteristics of a weak authentication system:

1. The duration of the connections of the system are too long for the service type provided (Lack

of adequate timeout protection).

2. The certificate used to authenticate the system expired or was self-signed by an authority which

was not a real certificate authority (Lack of certificate validation).

3. It was possible to perform a Man in the Middle attack between the user’s smart device and the

back-end services (Lack of certificate validation) of the system, meaning that it was possible to

impersonate both parties.

4.5.1 Method

To establish the method for controlling the duration of the connections, we had to study in

greater detail the TCP and SSL/TLS protocols. The goal was to detect the connection initialization and
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finalization packets in order to extract the exact duration of each TCP and SSL/TLS connection. Once

all the durations had been obtained, we simply had to control whether the durations were greater

than the typical duration guidelines given in Section 3.3.

To establish the method for controlling certificate validity, we divided the certificate validation

check into three main parts: expiration date check, self-signed check and trusted signing-authority

check.

In order to control this leak source, we designed the following step to perform automatically for

each network traffic tested:

1. Extract all the SSL certificates used in the captured traffic.

2. Control their expiration date (expiration date check).

3. Control whether those certificates were self-signed (self-signed check).

4. Try to perform a Man in the Middle attack between the user’s smart device and the back-end

services (trusted signing-authority check).

Unfortunately, we did not find a way to automate a replay attack check. We thus did not manage

to control the Lack of adequate replay protection check we introduced in Section 3.3. This is why we

have not introduced it in this section and do not describe it in the implementation section of this leak

source.

We are going to describe the implementation of the Lack of adequate timeout protection and

Lack of certificate validation checks in the implementation section of this leak source.

4.5.2 Implementation

In order to control this leak source, we used the python libraries scapy, layer SSL of scapy, dpkt

and socket to check the connection durations. For the certificate validation check, we used the python

libraries pyopenssl (mainly its crypto module) and certifi; we also used the shell command of the

ssldump library.

Concerning connection durations and thanks to the scapy python library and its SSL layer, we

managed to retrieve them in order to control whether or not they respected typical duration guide-

lines.

Concerning certificate extraction, we relied on the ssldump library to parse the content of the

certificates in hexadecimal Strings. We then isolated the hexadecimal format and converted it to plain

bytes. The plain bytes could then be registered in a binary file using the .der extension (a standard for

certificates with the .pem extension).

Concerning the expiration date check, we simply needed to check two fields on the certificates:

the creation and expiration date. If the date at the time of capture did not fall between these two
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Figure 4.3: Mitmproxy: workflow diagram

dates, the certificate was considered invalid. Luckily, the pyopenssl library allowed us to make this

check quite easily with a function has_expired() executed on the certificate.

To verify if a certificate was self-signed, we checked whether the signing authority was the same

as the issuer of the certificate. The library pyopenssl was able to make this check easily. Neverthe-

less, we wanted to differentiate as much as possible the self-signed root certificate issued by CAs (eg:

GlobalSign, Verisign, etc.) from certificates self-signed by individuals. The library certifi gave us ac-

cess to a list of certificates trusted by Mozilla that we used as a comparison point. This method of

validation allowed us to identify self-signed certificates from individual ones, but we still obtained a

large number of false positives. Some of the CAs used in smart devices are not necessarily recognized

by Mozilla’s database. Unfortunately, these databases of certificates trusted by the smart devices are

not necessarily public and, therefore, hard to obtain.

For the trusted signing-authority check, this consisted in verifying that the signing-authority

was controlled by the user’s smart device. This mainly means verifying that the user’s smart device

verified that the certificates presented by the back-end servers were not self-signed and could thus

be trusted (not compromised). We controlled it by performing a Man in the Middle attack. As stated

earlier, we used the software Mitmproxy ([37]) to perform this attack. Mitmproxy software generates a

proxy and uses an interception self-signed certificate in order to simulate the back-end services that

the user’s smart device tries to contact.

In Figure 4.3, you can observe the workflow diagram of the Man in the Middle attack performed

by Mitmproxy. Here are the comments regarding its workflow:

1. The user’s smart device first tries to initiate an SSL handshake in order to have an encrypted

connection. The attacker (Mitmproxy) receives the different packets concerning this SSL hand-

shake and extracts the appropriate information to initiate its own SSL handshake with the back-

end services.

2. Thanks to the information collected in the previous step, Mitmproxy initiates an SSL handshake

with the back-end services.

3. The back-end services complete the SSL handshake believing that it has established a secured

connection with the user’s smart device. In receiving the SSL handshake completion packets,
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Mitmproxy extracts the information needed to build an interception certificate.

4. Mitmproxy completes the SSL handshake with the user’s smart device thanks to an interception

self-signed certificate completed with the information extracted in the previous step.

5. The different SSL requests from the user’s smart device are then sent to the attacker (Mitm-

proxy) believing that it is sending them to the back-end services.

6. The same SSL requests are received and modified by the attacker before being sent to the back-

end services, which believe they are receiving the requests directly from the user’s smart device.

When observing the Mitmproxy workflow, we can clearly see that the attack succeeds because

the user’s smart device, in step 4, does not verify whether the signing authority of the interception

self-signed certificate presented by Mitmproxy can be trusted. Receiving a self-signed certificate, if it

does not come from a genuine and trusted certificate authority, is thus a sign of a Man in the Middle

attack.

In order to control this leak source, we elaborated the following steps to perform automatically

for each network traffic tested:

• Run a script we built to ensure that user authentication was not infinitely persistent and thus

to verify that the mobile application had appropriate timeout protection.

• Run a script we built in order to control the certificates expiration date and the fact that the

certificates were self-signed or not.

• Run the tool Mitmproxy in order to know whether a Man in the Middle attack was possible to

perform and to know whether the user’s smart device accepted an interception self-signed and

non-trusted certificate as authority.

4.6 Covert channels module

The aim of the covert channels detection module is to identify the communications between a

smart device and malicious entities. As mentioned in Section 3.4, these malicious entities can per-

form phishing, inject malwares or unwanted softwares and take advantage of backdoors. To detect the

presence of covert channels, there is more than one approach, each with their own pros and cons.

A first approach would be to analyze ourselves all the IP addresses and domains, meaning the

servers behind these addresses, as well as the packets exchanged between the device and these enti-

ties in order to identify the malicious ones. We would build a database from the knowledge acquired

on these entities. This method is very rigorous, but very time expensive, as well as being difficult. The

complexity comes from the fact that it requires deep understanding of all the means and manifesta-

tions of malicious behaviour while analysing the servers and data exchange.
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Another approach is to look for the IP addresses and domains, found in the packet exchange,

in the databases of known malicious entities provided by third parties. Here, we rely on third parties

to whom we delegate all the analysis work. The advantage of this approach is that the databases on

which we rely were created by experts. On the other hand, these databases are not complete.

In both approaches, the question of trust must be considered. The reliability of the content of

a database is as good as the trust a user can put in the expertise of the maker. The expertise of big

companies (Google, Mozilla, etc.) is thus more trustworthy than ours. Therefore, we decided to use

the second approach for our detection module. Nevertheless, we must still keep in mind that these

databases are biased. For example, we mentioned google analytics as a potential source of phishing in

Section 3.4, but we can be sure to never find any entry concerning malicious IP addresses or domains

related to Google’s libraries in databases provided by Google. We thus stress the fact that the result

provided by our detection code will be biased and not completely reliable because of the third parties

we rely on.

The following section will describe the steps required to apply the second approach to the covert

channels detection module: extracting IP addresses and domains from device network traffic, query-

ing chosen databases (Safe Browsing, Adblock and DNS 4 Blacklists) and identifying potential back-

doors.

4.6.1 IP and domain extraction

The first step in covert channels detection is to extract all the IPs and domains from the capture

traffic. The extraction is done in two stages : DNS packet sniffing and reverse DNS lookup.

Method

In DNS packet sniffing, we need to isolate all the DNS packets containing the answer to the DNS

queries made by the smart device. Then, we run through the packets to identify the domain name

queried as well as the domain name and IP addresses that were resolved by the DNS. Normally, all the

IPs accessed by a device should be those resolved by DNS queries, but in the case of covert channel,

we can expect some IP addresses to have been hard coded and thus not require a DNS lookup. That

is where the next part comes in useful.

In the reverse DNS lookup stage, we run through all the packets to obtain all the source and

destination IP addresses, as well as some other pieces of information like the ports and protocols used

(these data will be used in other modules). For all these addresses, we perform a reverse DNS lookup

(convert an IP address in a domain name) to find any known domain name for these addresses.

4The Domain Name System (DNS) is a hierarchical decentralized naming system for computers, services, or any resource

connected to the Internet or a private network. It translates domain names to the numerical IP addresses needed for the

purpose of locating and identifying computer services and devices with the underlying network protocols.[38]
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Implementation

To do the DNS packet sniffing, we used the dpkt python library to parse the packets. To iden-

tify DNS packets, we look for packets using the UDP5 protocol and port 53. Then, among these DNS

packets, we isolate those corresponding to DNS answers to previously made queries. In these pack-

ets, we can find the resolved IP addresses, but also the domain names queried as well as alternative

domain names (for example, alternative names can correspond to the public address of the Amazon

server of the application).

To perform the reverse DNS lookup, we rely on the socket python library. This library has a

gethostbyaddr(IP_address) method that performs the reverse lookup given a valid IP address in its

standard representation (e.g: 216.239.32.77). This action requires access to the Internet as the reverse

lookup actually corresponds to a DNS query.

At the end of the first step, we are able to associate all the IPs with their known domains (some

IP addresses do not correspond to any domain; e.g: IP address of the smart device) and all the packets

with the domains they originate from or are destined for. The next step consists in checking the data

we extracted against the content of database provided by third parties. In the following sections, we

will describe the characteristics of the databases we chose to use : Safe Browsing, Adblock and DNSBL.

4.6.2 Safe Browsing

"Safe Browsing is a Google service that enables applications to check URLs against Google’s con-

stantly updated lists of suspected phishing, malware, and unwanted software pages."[40]

Method

These lists provided by Google allow us to verify the presence all the sources of leakage men-

tioned in section 3.4. However, the service is primarily designed to be used in browsers (Google

Chrome and Mozilla Firefox [40]) to check URLs 6. The first step provides only domain names and

IP addresses. Nevertheless, domain names are actually partial URLs. Therefore, we first convert all

the domains names into URLs accepted by the Safe Browsing API.

Safe Browsing API provides two ways of verifying the URLs against their lists. The first and

easiest way is to query a web application made by Google with an http request, using Safe Browsing

Lookup API. Unfortunately, the number of URLs that can be queried has a daily limit of 10000.

The second method consists in downloading parts of Google’s lists and making local queries,

5The User Datagram Protocol (UDP) uses a simple connectionless transmission model with a minimum of protocol

mechanism. It has no handshaking dialogues, and thus exposes the user’s program to any unreliability of the underlying

network protocol. There is no guarantee of delivery, ordering, or duplicate protection. UDP provides checksums for data

integrity, and port numbers for addressing different functions at the source and destination of the datagram.[39]
6URL is the abbreviation of Uniform Resource Locator. URL is the global address of documents and other resources on

the World Wide Web.[41]
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using Safe Browsing API v3. Unlike the lookup api which has access to updated lists, the second

method requires regular and manual updates of the local lists (which can take several hours). In

our detection code, we decided to use both methods in order to mitigate the weakness of each.

Implementation

Using a python script provided by Google (expression.py 7), we convert the domains in URLs in

the format used in Safe Browsing API.

The python code corresponding to the Safe Browsing Lookup API use the python module google-

safe-browsing-lookup-python [42] developed by a third party. As for Safe Browsing API v3, we also used

a third party’s python module gglsbl [43]. Both modules provide a small API, based on the Safe Brows-

ing API, that makes it possible to query online database on one hand and local database on the other.

With the help of these modules, we can detect and isolate the packets originating from or destined to

known malicious URLs. We want to stress the fact that Google’s lists are originally designed for web

browsers, and even if a smart device can access the URLs from these lists, it is probable that many

addresses specific to smart devices are not listed.

4.6.3 Adblock

The Adblock service was originally designed to block intrusive advertisements on web browsers

and was later extended to detect tracking ads and malwares[44]. The particular design of the Ad-

block service will allow us to identify the domain names that are considered undesirable by Adblock’s

community.

Method

To find compromising domains, Adblock uses a set of rules. The rules are actually regular ex-

pressions8 that are checked against domain names. For a domain, matching one of the rules means

that it contains in its name a set of characters that identify it as a compromising domain (for example,

the domain might contain analytics or tracking in its names). All domain names that match any of

these rules are thus blocked. Basically, Adblock works as a pattern matching module.

Implementation

This module has a two-part implementation process: the list of rules and a parser for these

rules. The rules are provided by the EasyList community[45]. This community maintains several

lists of rules that can be used with Adblock. The standard list used by Adblock to remove intrusive

7Available at: google-safe-browsing.googlecode.com/svn/trunk/python/expression.py
8A regular expression is a sequence of symbols and characters expressing a string or pattern to be searched for within a

longer piece of text.
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advertisements is named easylist. Nevertheless, the list that we are interested in is named easyprivacy.

The easyprivacylist9 contains rules for blocking tracking ads, scripts and malwares.

One concern that is raised by this approach is the credibility of the list as it is open source and

maintained by an unsupervised community. However, the fame and proven usefulness of the Adblock

system seemed to us a strong enough argument to include this module in our detection system.

The rules are parsed thanks to a python library (conveniently) named adblockparser[46]. Once

the rules have been parsed, the domains extracted from the traffic capture are checked and every

match is reported.

4.6.4 DNSBL

DNS blacklists are mainly lists of IP addresses, sometimes domain names, which need to be

blocked because the system behind the address is known for producing email spam10. Some DNS

blacklists also contain the addresses of servers known for phishing and malware injection. These are

the lists we will use in the DNSBL module.

Nevertheless, we must keep in mind one major issue while using DNS blacklists: the credibility

of the lists. These lists are maintained by private companies with different policies regarding the

choice of IPs that should be blocked ([47]; for example, while some lists only block the undesirable

IP addresses, other block entire ISPs11). In the end, it is only a matter of trust in the companies that

maintain these blacklists. Therefore, the reliability of the results depends on which blacklists contains

the IP addresses found in the traffic capture.

Method

In this case, the method is very simple: we just need to send a query to DNSBL. All the blacklists

that we will use are online and can be accessed by sending a DNS query with the IP address we need

to check, to the server maintaining the blacklists.

Implementation

The implementation of the DNSBL module relies on the python library pydns that makes it

possible to manipulate DNS messages and make queries. Using the IP addresses extracted from the

traffic capture, we send queries to a set of DNS blacklists known to contain the addresses of server

responsible for phishing or malware injection. Therefore, this module requires access to the Internet.

9Available at: https://easylist.github.io/easylist/easyprivacy.txt
10Email spam, also known as junk email or unsolicited bulk email (UBE), is a subset of electronic spam involving nearly

identical messages sent to numerous recipients by email. Clicking on links in spam email may send users to phishing web

sites or sites that are hosting malware. [48]
11An Internet service provider (ISP) is a company that provides customers with Internet access. Data may be transmitted

using several technologies, including dial-up, DSL, cable modem, wireless or dedicated high-speed interconnects.[49]
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Moreover, one query can take quite a long time and only check one IP address in one blacklist.

In order to speed up slightly the DNSBL module, we used two techniques. First, we enforced a timeout

of one second on each query, given the high number of IPs that might be extracted and the number

of blacklists. Secondly, we used a form of multi-threading from the python library multiprocessing. A

pool of processes (typically five processes) are created and all the queries are divided between them.

4.6.5 Backdoor

We discussed the matter of the presence of backdoors and the challenge of identifying this kind

of covert channel in Section 3.4.4. Here, we will outline the method we devised to acquire information

regarding the potential presence of backdoors. This information will not necessarily be enough to

identify a backdoor with any certainty. The information given by this sub-module will need to be

correlated with those of the previous sub-modules and even other leak source detection modules in

order to find clues to any unusual behaviour in the traffic of smart devices.

Method

In this sub-module, we isolated three pieces of information: the open ports on the smart device,

the services (ports) accessed by applications during the session and the proportion of each protocol

in the captured traffic.

Information about the open ports on the smart device can be used to identify ports that always

remain open, even when there is no activity. These open ports are a great threat because they give

attackers an entry point into the device. The higher the number of open ports, the larger the attack

surface on the smart device [17]. Therefore, before starting the capture session, we scan all the ports

of the device to identify open ports. The scan is carried out before the capture in order to identify any

port activity that was not initiated by the user.

The proportion of each protocol during a session mainly makes it possible to observe any ab-

normal usage of protocol other than TCP. For example, even if UDP is the usual alternative to TCP, a

high proportion of UDP packets, in particular DNS packets, might indicate the presence of DNS tun-

nelling12. Verifying the proportion of each protocol is again a fairly simple task which only requires

running through all the packets of the captured traffic and count the occurrences of each protocol

(already done by the reverse DNS lookup sub-module).

Identifying the ports (services) accessed by the external domains may allow to observe any un-

usual use of a service. On every connected device, the ports are mapped to a service; ports 0 to 1024

are called well-known ports because the services corresponding to these ports are predefined in RFC

1700 ([50]). Domains accessing ports other than port 80 (http) or 443 (https) may indicate an attempt

12DNS tunnels are commonly used to carry out covert file transfers, server traffic and web browsing. File transfer via DNS

is likely to use the DNS traffic aggressively considering the DNS protocol and the encapsulation overhead for transferring

data over the tunnel. [51]
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to bypass conventional communication means. For example, an external domain establishing an ssh

session (port 22) with the smart device will gain access to the content of the device and may be able to

extract or inject data. Lets note that the example on DNS tunnelling given in the previous paragraph

is also relevant for service usage (dns being a service) and it highlights the relation and the need for

correlation between these two types of data. Obtaining information about the ports that are accessed

is a fairly easy task and can be accomplished simply by looking at the information extracted along

side the IP addresses and domains by the reverse DNS lookup sub-module.

Another piece of information that might be useful when looking for backdoors is obviously the

content of the packets of communications verifying the criteria given in the paragraphs above. Nev-

ertheless, we will not isolate the content of these packets because it is either not readable (encrypted)

or already given in the Lack of encryption and MitM module if the content had any private pieces of

information.

Implementation

In order to scan for open ports, we used the tool nmap. This tool scans an IP address and gives

the ports open when the scan was performed. In the results from nmap, we are interested in ports

that are not commonly open on smart devices (most of the ports except port 80 and 443). The results

from this tool are not enough to identify ports that are always open. The smart device may be looking

for or installing updates which will appear as open connections during the scan, but will close later.

Nevertheless, this piece of information is not entirely useless as it allows to identify connections from

activities not initiated by a user.

As we already mentioned in the previous section, most of the information concerning the use of

services (ports) and the proportion of protocols was retrieved by the reverse DNS lookup sub-module.

We only filter these data to isolate useful ones and present the data in a graphical way(histogram).

The mapping between the ports and the service they host is done thanks to the python library socket.

4.7 System complexity

Concerning the complexity of our entire leak sources detection system, we evaluate it as linear

according to the number of packets controlled by the system (n), the number of personal key words to

control in the encrypted and unencrypted packets (m), the number of weak cryptographic algorithms

to control (c) and the number of domains13 to control for each packet (d). In the worst case, we have

indeed a complexity of O(n ∗m) for the Lack of encryption module, a complexity of O(n ∗ c) for the

Weak encryption module, a complexity of O(n +n ∗m) for the Weak authentication module and a

complexity of O(n +n ∗d) for the Covert channels module. As all the modules are independent, we

sum their complexities and obtain a final complexity: O(n ∗m +n ∗ c +n +n ∗d).

13It is indeed possible to have several domains to control for a specific IP address contacted by a network packet.
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Chapter 5

Experimental results

As explained earlier, we chose to verify two types of smart device: smart phones and smart TVs.

For the smart phones, we chose to control two different brands: Samsung and Apple. We verified a

Samsung S4 and an iPhone 6. For the smart TV, we verified a Samsung Smart TV1. This chapter will

thus be divided into several parts dedicated to smart phone and to smart TV tests.

The different leak sources we found will be summarized in a number of tables. Each table will

thus be divided into four main parts: Lack of encryption, Weak encryption, Weak authentication and

Covert channels.

The Lack of encryption part of the table will contain the key words (listed by category) and de-

tails of the files found in the unencrypted network traffic of the smart device service tested.

The Weak encryption part of the table will contain the list of weak cryptographic algorithms

used to encrypt part of the network traffic of the smart device service tested.

The Weak authentication part of the table will be divided into three sub-parts: Lack of adequate

timeout protection, Lack of certificate validation and MitM (Man in the Middle attack). The Lack of

adequate timeout protection sub-part will state the timeout guideline2, the number of connections

opened, the number of connections not terminated and the maximum duration of the connections

terminated and not-terminated. It is indeed important to have an idea about the number of connec-

tions not terminated as their duration can be potentially infinite. The Lack of certificate validation

part will indicate the number of legitimate expired and self-signed certificates. The MitM part will

contain the key words (listed by category) found in the encrypted network traffic of the smart device

service tested.

The Covert channels part of the table will be divided in five parts, one for each of the sub-

modules: Adblock, DNSBL, SafeBrowsing, SafeLookup and Backdoors. In each part dedicated to a

specific sub-module, we will mainly give the domains that were considered suspicious. Only the part

corresponding to Backdoors will contain more information, ports and services, depending on the

findings. Also, for each device, we will give, once at the beginning of the dedicated section, the result

of the nmap tool that will show the open ports when the device is unused.

During this chapter, the Lack of encryption part and the MitM sub-part will be supported by

some excerpts from the automated report we generated for the services tested. These excerpts will

be composed of network traffic packet parts or even of some of the files extracted from this network

traffic. The goal is to show interesting files and packet parts that contained some of the interesting

key words found in the unencrypted and encrypted network traffic of those services. Additional com-

ments will be provided in order to explain the level of importance of these findings.

1Samsung 2013 SMART LED-TV 46”
2We tested the smart device service each time 10 minutes more than the timeout guideline we chose for this service.
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5.1 Smart phones

For each smart phone, we decided to audit several mobile applications in several domains: so-

cial media, finance, transport and housing and a Belgian mobile application. We chose these domains

because they represent the main services that mobile applications provide for users today. We chose

to dedicate a domain to Belgian mobile applications for two main reasons: our dissertation was writ-

ten in Belgium and we needed to audit mobile applications with a smaller number of users in order

to observe the difference in leak sources between well-known and less-known mobile applications.

Table 5.1 summarizes the different mobile applications we chose to audit and their respective fields.

Fields Mobile applications

Social media Facebook, Snapchat and MeetMe

Finance Paypal

Transport and Housing Airbnb and Uber

Belgian mobile application Airbsit

Table 5.1: Mobile applications experimented

Concerning the Social media field, we chose these mobile applications because they were, with

more than one billion Play Store downloads for Facebook, and more than a hundred million Play

Store downloads for Snapchat and more than 10 million Play Store downloads for MeetMe, probably

the best-known mobile applications in this field. Moreover, MeetMe was already tested and proved to

leak some information two years ago by the University of New Haven’s Cyber Forensics Research and

Education Group ([2]).

For the Finance field, we chose to audit the mobile application Paypal because it was, for us,

the best-known, the most international and also probably the most used mobile application in this

field. It effectively has more than ten million Play Store downloads.

For the Transport and Housing field, we chose Airbnb and Uber because they were for us, with

more than ten million Play Store downloads, the best-known, the most international and also prob-

ably the most used mobile applications in their field. Moreover, concerning the transport aspect, we

chose Uber because, this company has become really popular in a short period of time, so its mobile

application could be prone to security breaches and sources of information leaks.

Finally, in the Belgian mobile application field, we chose to audit the mobile application Airb-

sit as it did not have an enormous number of Play Store downloads (10,000 - 50,000). This mobile

application helps users find babysitters or find a job as a babysitter.

Apple Samsung

• 62078 (iphone-sync) • all ports closed

Table 5.2: Open ports on Apple and Samsung device

The table 5.2 reports the list of ports that were open while the devices where unused. We can
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see that the Apple device was running some synchronization service.

5.1.1

We tested the Facebook mobile application for Apple and Samsung smart devices. Table 5.3

summarizes the leak sources we found for this mobile application.

Leak sources Apple (iPhone 6) Samsung (Samsung S4)

Lack of encryption Nothing found Nothing found

Weak encryption
• 56 % of IP traffic SSL encrypted

• No weak cryptographic algorithms used

• 73 % of IP traffic SSL encrypted

• No weak cryptographic algorithms used

Weak

authentication

Lack of adequate

timeout protection

• Timeout guideline: 30 minutes

• 160 TCP connections opened

• Maximum TCP terminated connection du-

ration: 1 minute

• 1 TCP connection not terminated

• Maximum TCP non-terminated connection

duration: 25 minutes

• Timeout guideline: 30 minutes

• 252 TCP connections opened

• Maximum TCP terminated connection du-

ration: 1 minute

• 2 TCP connections not terminated

• Maximum TCP non-terminated connection

duration: 28 minutes

Lack of certificate

validation

• no expired certificates

• no self-signed certificates

• no expired certificates

• no self-signed certificates

MitM Not succeeded Not succeeded

Covert

channels

Adblock • cx.atdmt.com • csi.gstatic.com

DNS

blacklists

• 191.254-4-62.akamai.com

• a3.da1.akamai.net

• a3.mzstatic.com

• a3.mzstatic.com.edgesuite.net

• a2.mzstatic.itunes-apple.com.akadns.net

• 208.253-4-62.akamai.com

• googleapis.l.google.com

• pagead.l.doubleclick.net

• www.googleadservices.com

• csi.gstatic.com

• play.googleapis.com

• settings.crashlytics.com

SafeBrowsing No Match No Match

SafeLookup No Match No Match

Backdoors
• port 33000 (service unknown) accessed by

edge-star-shv-01-amt2.facebook.com
Nothing noteworthy

Table 5.3: Sources of leaks in the Facebook mobile application

Among the different timeout guidelines given in the section 3.3.1, we chose 30 minutes for the

mobile application Facebook. We chose this value because we considered Facebook as a medium

security application. In other words, Facebook mobile services transmit some sensitive private infor-

mation, not related to finance (payment).

As stated in the table 5.3, the Facebook mobile application is one of the rare mobile application

tested to be resistant against the Man in the Middle Attack. Indeed, the figure 5.1 shows the error

message we obtained from the Facebook mobile application when performing the Man in the Middle
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Figure 5.1: Samsung MitM on Facebook

attack against the Samsung device.

The covert channels module found analytics and tracking domains. For example, the domain

c.atdmt.com is known to be used by Facebook for cookie tracking. Besides the analytics services of

Google, we also found the domain pagead.l.doubleclick.net. The later hostname is a variation of

doubleclick.net, a subsidiary of Google proposing advertisement services. The domains with dou-

bleclick.net are known for proposing intrusive advertisements and even adwares that are used for

cookie tracking. The module also found a connection to the port 33000 by a domain of Facebook, but

we weren’t able to find the purpose of this connection nor the service used.

Facebook evaluation

The Facebook mobile application passed the Lack of encryption, Weak encryption and Weak au-

thentication tests. We indeed didn’t find any of our personal key words in the unencrypted network

traffic of this service. We didn’t find any weak cryptographic algorithms used by this service. More-

over, we can strongly affirm that the Facebook authentication service is strong as it passed all the tests

of this leak source.

Moreover, as you can see in Figures 5.2 and 5.3, the network traffic of the application Facebook

is composed almost entirely of SSL encrypted packets. It is an example of good practise that other

applications should follow.

It comes at no surprise that the covert channels module found analytics and tracking domains

since there is a known and ongoing controversy around Facebook for its intrusive behaviour ([52]).

Ultimately, the mobile application Facebook succeeded almost all of our tests.
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Figure 5.2: Apple protocol and service usage Figure 5.3: Samsung protocol and service usage

5.1.2

We tested the Snapchat mobile application for Apple and Samsung smart devices. Table 5.4

summarizes the sources of leaks we found for this mobile application.

Among the different timeout guidelines given in the section 3.3.1, we chose 30 minutes for the

mobile application Snapchat. We chose this value because we considered Snapchat as a medium

security application. In other words, Snapchat mobile services transmit some sensitive private infor-

mation, not related to finance (payment).

As stated in the table 5.4, the Snapchat mobile application is one of the rare mobile application

tested to be resistant against the Man in the Middle Attack. Indeed, Figure 5.4 shows the error message

we obtained from the Snapchat mobile application when performing the Man in the Middle attack

against the Apple device.

The entry for DNS blacklists for the Apple devices shows some hostnames of IP addresses that

were blocked. After examination, we concluded that the IP addresses are probably not harmful. Actu-

ally, we found that these IP addresses were blocked because they are dynamically allocated. In some

cases, dynamic allocation is a hiding scheme used by malicious entities and some DNSBLs preemp-
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Leak sources Apple (iPhone 6) Samsung (Samsung S4)

Lack of encryption Nothing found Nothing found

Weak encryption
• 66 % of IP traffic SSL encrypted

• No weak cryptographic algorithms used

• 40 % of IP traffic SSL encrypted

• No weak cryptographic algorithms used

Weak

authentication

Lack of adequate

timeout protection

• Timeout guideline: 30 minutes

• 20 TCP connections opened

• Maximum TCP terminated connection du-

ration: 1 minute

• 11 TCP connections not terminated

• Maximum TCP non-terminated connection

duration: 4 minutes

• Timeout guideline: 30 minutes

• 84 TCP connections opened

• Maximum TCP terminated connection du-

ration: 11 minutes

• 14 TCP connections not terminated

• Maximum TCP non-terminated connection

duration: 9 minutes

Lack of certificate

validation

• no expired certificates

• no self-signed certificates

• no expired certificates

• no self-signed certificates

MitM Unsuccessful Unsuccessful

Covert

channels

Adblock No Match No Match

DNS

blacklists

• chat-gateway250-prod.chat.snapchat.com

• storage.googleapis.com

• storage.l.googleusercontent.com

• ams15s21-in-f144.1e100.net

• geofilter.storage.googleapis.com

• ams15s22-in-f176.1e100.net

No Match

SafeBrowsing No Match No Match

SafeLookup No Match No Match

Backdoors Nothing noteworthy Nothing noteworthy

Table 5.4: Sources of leaks in the Snapchat mobile application

Figure 5.4: Apple MitM on Snapchat

tively block such IP addresses.
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Snapchat evaluation

Despite its catastrophic past history of security leaks ([53], [54]), the Snapchat company has

adopted an extremely firm stance on security this year. We think that this could be the reason why

the Snapchat mobile application passed the Lack of encryption, Weak encryption and MitM tests. We

effectively did not find any of our personal key words unencrypted in the Snapchat network traffic.

We did not find any weak cryptographic algorithms used by this service either. We ultimately did not

manage to perform a Man in the Middle attack against Snapchat services and they don’t show any sign

of actual covert channels.

With regards to the Lack of timeout protection, no connection terminated exceeded the time-

out duration guideline (30 minutes). However, we can see, especially for the Apple smart device, that

there were a large number of non-terminated connections (11) compared to the total number of con-

nections opened (20). This could indicate that some connections may be infinitely persistent and

thus give attackers a long time to impersonate users...

Ultimately, except for the Lack of timeout protection test, the Snapchat mobile application

passed our leak source tests relatively well.

5.1.3

We tested the MeetMe mobile application for Apple and Samsung smart devices. Table 5.5 sum-

marizes the sources of leaks we found for this mobile application.

Among the different timeout guidelines given in the section 3.3.1, we chose 30 minutes for the

mobile application MeetMe. We chose this value because we considered MeetMe as a medium security

application. In other words, MeetMe mobile services transmit some sensitive private information, not

related to finance (payment).

MeetMe does not encrypt the conversation that happens between its users. Figure 5.5 is an

excerpt of an unencrypted network packet containing the message we received from another user:

Thesis message 1. Figure 5.6 is an excerpt of an unencrypted network packet containing the message

we sent to another user: Thesis message 2. These packets are definitely linked to the MeetMe service

as they were issued by the domains stream.meetme.com and messages.meetme.com.

When MeetMe asks to verify a user authentication, it leaks its phone number (without any en-

cryption). Figure 5.7 is an excerpt of an unencrypted network packet that illustrates it. This packet is

definitely linked to the MeetMe service as it is issued by the domain fr.ssl.meetme.com.

MeetMe tracks its users’ location, gender, language, device model and device id. It transmits it

without any encryption. The figure 5.8 is an excerpt of an unencrypted network packet that illustrates

it. If we enter the longitude and latitude in a String location converter, we obtain: Rue Charlemagne,

1348 Ottignies-Louvain-la-Neuve, Belgium, our exact localization when we performed the MeetMe

tests! Those information leaks are even more surprising because if we have a look at the domain con-
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Leak sources Apple (iPhone 6) Samsung (Samsung S4)

Lack of encryption

• Text conversation: thesis message (Fig. 5.5

and 5.6)

• Phone number: 477522662 (Fig. 5.7)

• iPhone name: iPhone de mattieu

• Some jpg files representing part of pictures

transmitted to other users could be extracted

• Samsung model number: gt-i9505 (5.8)

• Latitude: lat, latitude, 50.6697268 (Fig. 5.8)

• Longitude: lng, longitude, 4.613926 (Fig.

5.8)

• Gender: gender, 0 (Fig. 5.8)

• Language: en (Fig. 5.8)

• Conversation: thesis message

• Tracking: device_id (Fig. 5.8)

• Some jpg files representing part of pictures

transmitted to other users could be extracted

Weak encryption
• 29 % of IP traffic SSL encrypted

• No weak cryptographic algorithms used

• 27 % of IP traffic SSL encrypted

• No weak cryptographic algorithms used

Weak

authentication

Lack of adequate

timeout protection

• Timeout guideline: 30 minutes

• 295 TCP connections opened

• Maximum TCP terminated connection du-

ration: 1 minute

• 4 TCP connections not terminated

• Maximum TCP non-terminated connection

duration: 32 minutes (> 30 minutes!)

• The non-terminated connection initiated

by the domain noticeprd1.cloudapp.net

lasted 32 minutes

• Timeout guideline: 30 minutes

• 461 TCP connections opened

• Maximum TCP terminated connection du-

ration: 1 minute

• 16 TCP connections not terminated

• Maximum TCP non-terminated connection

duration: 37 minutes (> 30 minutes!)

• The non-terminated connec-

tion initiated by the domain map-

pb.quantserve.com.akadns.net lasted 37

minutes

• The non-terminated connection initiated

by the domain pixel.adsafeprotected.com

lasted 31 minutes

Lack of certificate

validation

• no expired certificates

• no self-signed certificates

• no expired certificates

• no self-signed certificates

MitM

• Name: thesisf, thesisl (Fig. 5.9)

• Gender: female (Fig. 5.9)

• Birth date year: 1993 (Fig. 5.9)

• Phone number: 477522662 (Fig. 5.9)

• Credential: email, the-

sisleaks2016@gmail.com, password, the-

sis2015 (Fig. 5.9)

Unsuccessful

Covert

channels

Adblock

• analytics.localytics.com • analytics.localytics.com

• beap-bc.yahoo.com

• bid.g.doubleclick.net

DNS

blacklists
No Match No Match

SafeBrowsing No Match No Match

SafeLookup No Match No Match

Backdoors

• port 1883 (mqtt) accessed by

stream.meetme.com

• port 8080 (http-alt) accessed by h-

sdk.online-metrix.net

• port 1883 (mqtt) accessed by

stream.meetme.com

Table 5.5: Sources of leaks in the MeetMe mobile application
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tacted (ib.adnxs.com), it appears that it is the eighth-biggest name in tracking analysis ([55]). This

thus means that MeetMe is selling and sending very personal information of its users to some adver-

tisers.

All the profile information we entered as a user of the MeetMe mobile application are contained

in the encrypted packet excerpt of the figure 5.9. This packet was obtained thanks to Apple MitM. It is

definitely linked to the MeetMe service as it contacted the domain ssl.meetme.com.

Figure 5.5: Apple lack of encryption: report excerpt

Figure 5.6: Apple lack of encryption: report excerpt

Figure 5.7: Apple lack of encryption: report excerpt

Figure 5.8: Samsung lack of encryption: report excerpt

Concerning covert channels, we have an analytics service called analytics.localytics.com and an-

other tracking service bid.g.doubleclick.net. The first one was certainly used to locate Meetme users.
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Figure 5.9: Apple MitM: report excerpt

Concerning the second one, domains with doubleclick.net are known for proposing intrusive adver-

tisements and even adwares that are used for cookie tracking. The module also found a connection to

the port 8080 (unencrypted http service) by the domain h-sdk.online-metrix.net. From the few infor-

mation we could gather, it seems its another analytics service. The domain stream. meetme. com is

also accessing port 1883 who runs a service called mqtt (MQ Telemetry Transport), which is a message

broker3; we thus suppose that this service was used by MeetMe for its own messaging service.

MeetMe evaluation

The MeetMe mobile application passed the Weak encryption test. We indeed didn’t detect any

weak cryptographic algorithms used by the MeetMe services to encrypt part of its traffic.

With regards to the Lack of encryption test, it has been shown and proved that MeetMe was

leaking very personal information about its users such as their conversation, location, phone number,

gender, language, profile pictures, iPhone name, Samsung model number and device id. This is a

serious case of information leakage! It is even more problematic as MeetMe was proved and warned

to leak its user conversations two years ago (as stated in the introduction).

Moreover, in Figure 5.11, we can clearly see that http usage is on par with https usage in the

Samsung device. In figure 5.10, the amount of http traffic is not negligible since it represents more

than a half of the total traffic accessing some Apple services. There is clearly a weakness in term of

encryption.

Concerning the Lack of timeout protection test, some non-terminated connections lasted more

than the recommended duration guideline (30 minutes). Indeed, the non-terminated connections

initiated by the domains noticeprd1.cloudapp.net, map-pb.quantserve.com.akadns.net and

3Message broker is an intermediary program module that translates a message from the formal messaging protocol of

the sender to the formal messaging protocol of the receiver. Message brokers are elements in telecommunication networks

where software applications communicate by exchanging formally-defined messages. Message brokers are a building block

of Message oriented middleware.
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Figure 5.10: Apple service usage Figure 5.11: Samsung service usage

pixel.adsafeprotected.com lasted more than 30 minutes. We can not argue about these domains

because they are not directly linked to MeetMe user navigation.

Concerning the MitM test, Figure 5.9 shows that the Man in the Middle attack succeeded, at

least for the Apple device!

The covert channels module mainly shows the presence of analytics services, which indicate a

risk of phishing, especially in a so poorly secured application.

In the end, the MeetMe mobile application was one of the blackbird of our leak source tests. It

indeed only succeeded to pass the weak encryption leak test. However, it didn’t use so much encryp-

tion for encrypting its network traffic... Moreover, except for the Lack of timeout protection test, the

other leak sources detected are really serious!
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5.1.4

We tested the Paypal mobile application for Apple and Samsung smart devices. Table 5.6 sum-

marizes the sources of leaks we found for this mobile application.

Leak sources Apple (iPhone 6) Samsung (Samsung S4)

Lack of encryption Nothing found Nothing found

Weak encryption

• 56 % of IP traffic SSL encrypted

• MD5 weak hash algorithm was used by the

domain altfarm.mediaplex.com

• RC4 weak stream cipher algorithm was used

by the domains b.stats.paypal.com and alt-

farm.mediaplex.com

• 49 % of IP traffic SSL encrypted

• No weak cryptographic algorithms used

Weak

authentication

Lack of adequate

timeout protection

• Timeout guideline: 15 minutes

• 67 TCP connections opened

• Maximum TCP terminated connection du-

ration: 1 minute

• 1 TCP connection not terminated

• Maximum TCP non-terminated connection

duration: 1 minute

• Timeout guideline: 15 minutes

• 82 TCP connections opened

• Maximum TCP terminated connection du-

ration: 4 minutes

• 4 TCP connection not terminated

• Maximum TCP non-terminated connection

duration: 4 minutes

Lack of certificate

validation

• no expired certificates

• no self-signed certificates

• no expired certificates

• no self-signed certificates

MitM

• Name: thesisfirstname, thesislastname,

mattieu, detaille

• Birth date year: 1993

• Home address: taille au vivier, namur

• Phone number: 477522662

• Credit card number: 4891090129709262

• Credential: mattieu.detaille@gmail.com,

thesisleaks2016apple@gmail.com, password,

thesis2015

• Samsung model number: gt-i9505 (Fig.

5.12)

• Name: thesisfirstname, thesislastname,

mattieu, detaille (Fig. 5.13, 5.15 and 5.16)

• Birth date year: 1993 (Fig. 5.13)

• Home address: taille au vivier, namur (Fig.

5.13)

• Phone number: 477522662 (Fig. 5.13)

• Credit card number: 4891090129709262

(Fig. 5.14)

• Credential: mattieu.detaille@gmail.com,

thesisleaks2015@gmail.com, password, the-

sis2015 (Fig. 5.13, 5.15 and 5.16)

Covert

channels

Adblock • t.paypal.com No Match

DNS

blacklists
No Match No Match

SafeBrowsing No Match No Match

SafeLookup No Match No Match

Backdoors Nothing noteworthy Nothing noteworthy

Table 5.6: Leak sources of Paypal mobile application

Among the different timeout guidelines given in the section 3.3.1, we chose 15 minutes for the

mobile application Paypal. We chose this value because we considered Paypal as a high security ap-

plication. In other words, Paypal mobile services transmit some sensitive private information related

to finance (payment).

Figures 5.12, 5.13, 5.14, 5.15 and 5.16 are excerpts from the encrypted packets obtained thanks

to the Samsung MitM. They all contacted the domain api-m.paypal.com.
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Figure 5.12: Samsung MitM: report excerpt

Figure 5.13: Samsung MitM: report excerpt

Figure 5.14: Samsung MitM: report excerpt

Figure 5.15: Samsung MitM: report excerpt

Figure 5.16: Samsung MitM: report excerpt

Paypal services are tracking information related to the smart devices that contact them. Figure

5.12 proves it. It is indeed possible to see that the model, type, device key type, etc. are sent to Paypal

back-end services.
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The packet excerpt associated with Figure 5.13 contains almost all the profile information we

entered as a user of the Paypal mobile application. It effectively contains the first name, last name,

login, password, birth date, home address, etc. of the user who created the account.

All the credit card information we entered as a user of the Paypal mobile application is con-

tained in the packet excerpt associated with Figure 5.14, even the three-digit secure code and the

expiration date of the card4.

Figures 5.15 and 5.16 contain respectively the information from a Paypal transaction and a pay-

ment request (both for three cents) intended for the account mattieu.detaille@gmail.com.

Concerning Paypal transactions, we succeeded, thanks to the Mitmproxy tool, during a MitM

on the Apple device, to modify a live Paypal transaction. We indeed managed to change the amount

of the transaction from 1 cent to 10 cents. In Figure 5.17, we can observe the information we altered

thanks to the Mitmproxy tool. We can also see the different information we could possibly alter such

as the identifier of the user who will receive the money, the fees we pay, etc. In the response of this

attack, in Figure 5.18, it is possible to observe that Paypal is considering that we are paying one cent

(upper part on the figure), but lower, we can see: You are going to pay 20 cents; meaning the attack

succeeded! The 20 cents come from the fact that the Paypal transaction is actually including a 10

cents fee.

Figure 5.17: Apple MitM: Paypal transaction parameters

As the figures in the Apple MitM contain the same scenarios as Figures 5.13, 5.14, 5.15 and 5.16,

these data are not shown.

The Adblock module blocked the hostname t.paypal.com. Unfortunately, we couldn’t find any

information about this host. Nevertheless, we have verified the existence of the server corresponding

to this hostname, but we don’t know anything of its usage since it leads to an empty web site.

4Obviously, this information is hidden, as it is clearly personal.
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Figure 5.18: Apple MitM: strange Paypal behavior

Paypal evaluation

The Paypal mobile application passed the Lack of encryption and Lack of timeout protection

tests. We did not find any of our personal key words in the unencrypted network traffic of this service.

In addition, most of the connections opened by this service were closed before the timeout guideline

(15 minutes).

With regards to the Weak encryption leak source, we found it originally when testing a specific

payment part of the mobile application Uber. Part of the network traffic between our smart device

and the back-end servers of Paypal was indeed encrypted using the RC4 Stream Cipher encryption

algorithm. This encryption algorithm is considered weak by the cryptographical community ([56]).

Afterwards, when testing the mobile application Paypal, we noticed that this weak Stream Cipher en-

cryption algorithm was again used to encrypt part of its network traffic. By digging a little deeper, we

found the domain initializing the connections using this weak algorithm: b.stats.paypal.com. We can

thus suppose that the data sent via these insecure connections were statistics about users’ payments,

user profiles, etc. obtained from the Paypal mobile application. As this weakness was very surprising,

we did some research and found a forum on the Paypal website5 where people were discussing this

weakness, meaning it has already been discovered and Paypal knew certainly about its existence.

Regarding the MitM test, Figures 5.13, 5.14, 5.15 and 5.16 show that the Man in the Middle attack

succeeded! This is clearly a bad point for Paypal, knowing that we did not manage to perform such

an attack against the Facebook and Snapchat mobile applications. In addition, it was even possible

to modify a Paypal transaction in live (see figure 5.17).

Besides, the single domain t.paypal.com blocked on the Apple device, the application Paypal

didn’t show any other sign indicating the presence of covert channels.

5https: // www. paypal-community. com/ t5/ About-Protections/ Why-is-PayPal-still-preferring-a-

RC4-cipher-with-TLS-1-2-Is-RC4/ td-p/ 959252
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In the end, the Paypal mobile application was surprisingly one of the blackbirds in our leak

source tests. First, because it uses weak encryption algorithms and second, because of its vulnerabil-

ity to the Man in the Middle attack.

5.1.5

We tested the Airbnb mobile application for Apple and Samsung smart devices. Table 5.7 sum-

marizes the sources of leaks we found for this mobile application.

Among the different timeout guidelines given in the section 3.3.1, we chose 30 minutes for the

mobile application Airbnb. We chose this value because we considered Airbnb as a medium security

application. In other words, Airbnb mobile services transmit some sensitive private information, not

related to finance (payment). All the payment information have indeed to be completed on the Airbnb

website.

The name of the iPhone tested (iPhone de Mattieu) was found unencrypted in the network

packet given Figure 5.19. We did not find information about the domains that requested this in-

formation. However, this is still an information leak as the name of an iPhone is often personal. For

example, in this case, the iPhone name contains the name of its owner: Mattieu.

Some addresses were found unencrypted in the network packets in Figures 5.20 and 5.21. These

addresses were transmitted unencrypted during the Airbnb tests. These addresses are close to (Wal-

ibi) or even in (golf course of Louvain-la-Neuve, esplanade of Louvain-la-Neuve) Louvain-la-Neuve.

The most surprising part of this finding was that we were in Louvain-la-Neuve when we tested the

Airbnb mobile application. However, even after some deeper research, we did not manage to link

the domain that contacted our smart device (a442.w45.akamai.net) to the Airbnb services. We nev-

ertheless strongly believe that these packets are linked to the Airbnb services because of two mains

reasons. First, they were transmitted during the Airbnb tests. Second, Airbnb is a mobile application

that deals with home addresses as its goal is to provide people with accommodation.

Figures 5.22, 5.23 and 5.24 are encrypted packet excerpts obtained thanks to the Samsung MitM.

They all contacted the domain api.airbnb.com.

The packet excerpt associated with Figure 5.22 contains almost all the profile information we

entered as a user of the Airbnb mobile application. It contains the first name, last name, login, pass-

word, birth date, etc. of the user who created the account. Moreover, it contains information about

the model number of our Samsung mobile phone (gt-i9505).

An example of Airbnb geo-localization is illustrated by the packet excerpt in Figure 5.23. This

packet was emitted when we performed the Airbnb tests, in Louvain-la-Neuve.

The packet excerpt in Figure 5.24 contains an example of a San Francisco accommodation

search we performed using the Airbnb services. We can easily observe that it is an accommodation

search thanks to the key words min_bedrooms, min_bathrooms, checkin, checkout, etc.
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Leak sources Apple (iPhone 6) Samsung (Samsung S4)

Lack of encryption
• iPhone name: iPhone de mattieu (Fig. 5.19)

• Address: louvain, louvain-la-neuve, bel-

gium (Fig. 5.20 and 5.21)

Nothing found

Weak encryption
• 45 % of IP traffic SSL encrypted

• No weak cryptographic algorithms used

• 57 % of IP traffic SSL encrypted

• No weak cryptographic algorithms used

Weak

authentication

Lack of adequate

timeout protection

• Timeout guideline: 30 minutes

• 181 TCP connections opened

• Maximum TCP terminated connection du-

ration: 1 minute

• 3 TCP connections not terminated

• Maximum TCP non-terminated connection

duration: 26 minute

• Timeout guideline: 30 minutes

• 82 TCP connections opened

• Maximum TCP terminated connection du-

ration: 4 minutes

• 3 TCP connections not terminated

• Maximum TCP non-terminated connection

duration: 15 minutes

Lack of certificate

validation

• no expired certificates

• no self-signed certificates

• no expired certificates

• no self-signed certificates

MitM

• Name: thesisfirstname, thesislastname

• Birth date year: 1993

• Home address: taille, vivier

• Phone number: 477522662

• Credential: thesisleaks2016@gmail.com,

password, thesis2015

• Geo-localization: namur, louvain-la-neuve

• City research: san francisco, paris

• Samsung model number: gt-i9505 (Fig.

5.22)

• Name: thesisfirstname, thesislastname (Fig.

5.22)

• Birth date year: 1993 (Fig. 5.22)

• Home address: taille, vivier, belgium

• Phone number: 477522662

• Credential: thesisleaks2015@gmail.com,

password, thesis2015 (Fig. 5.22)

• Geo-localization: namur, louvain-la-neuve

(Fig. 5.23)

• City research: san francisco (Fig. 5.24)

Covert

channels

Adblock

• www-google-analytics.l.google.com

• g.msn.com

• www-google-analytics.l.google.com

• g.msn.com

• stats.g.doubleclick.net

• csi.gstatic.com

• ssl-google-analytics.l.google.com

DNS

blacklists
No Match No Match

SafeBrowsing No Match No Match

SafeLookup No Match No Match

Backdoors Nothing noteworthy Nothing noteworthy

Table 5.7: Sources of leaks in the Airbnb mobile application

As the figures for the Apple MitM contain the same scenarios as in Figures 5.22, 5.23 and 5.24,

these data are not shown.

The Adblock module blocked the hostnames www-google-analytics.l.google.com and g.

msn.com on both devices. The host g.msn.com simply correspond to the MSN company and its

not clear for which reason it was blocked since there is no mention of harmful behaviour. Besides

www-google-analytics.l.google.com, the Samsung device also blocked csi.gstatic.com and

ssl-google-analytics.l.google.com; all these hostnames are from Google’s statistics services.
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Figure 5.19: Apple (lack of encryption): report excerpt

Figure 5.20: Apple (lack of encryption): report excerpt

Figure 5.21: Apple (lack of encryption): report excerpt

Figure 5.22: Samung MitM: report excerpt

Figure 5.23: Samsung MitM: report excerpt

Since it is unclear how Google handles the information they gather and also because these hosts might

indicate the usage of the analytics services offered by Google(cf. section 3.4), these domains are po-

tential threat to a user’s privacy. Finally, the most interesting finding is stats.g.doubleclick.net. The

later hostname is a variation of the doubleclick.net, a subsidiary of Google proposing advertisement

services. The domains with doubleclick.net are known for proposing intrusive advertisements and

even adwares that are used for cookie tracking.
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Figure 5.24: Samsung MitM: report excerpt

Airbnb evaluation

The Airbnb mobile application passed the Weak encryption and Lack of timeout protection tests.

We did not find any weak cryptographic algorithms used by this service. In addition, most of the

connections opened by this service were closed before the timeout guideline (30 minutes).

Concerning the Lack of encryption test, we can see that the key words from Figures 5.19, 5.20

and 5.21 are, even if we did not manage to link them properly to the Airbnb services, personal key

words related to people’s names or even people’s localizations. This is thus clearly an information

leak, even if it was not linked to the Airbnb services.

Concerning the MitM test, Figures 5.22, 5.23 and 5.24 show that the Man in the Middle attack

succeeded! This is clearly a bad point for Airbnb, knowing that we did not manage to perform such

an attack against the Facebook and Snapchat mobile applications.

The application doesn’t have much issues related to covert channels. Nevertheless, the analytics

service of Google seems to be used by both Apple and Samsung devices.

In the end, except for the MitM test and because we cannot clearly state that it failed the Lack

of encryption test, the Airbnb mobile application passed our leak sources test relatively well.
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5.1.6

We tested the Uber mobile application for Apple and Samsung smart devices. Table 5.8 sum-

marizes the sources of leaks we found for this mobile application.

Leak sources Apple (iPhone 6) Samsung (Samsung S4)

Lack of encryption Nothing found Nothing found

Weak encryption

• 50 % of IP traffic SSL encrypted

• RC4 weak stream cipher algo-

rithm was used by the domains

b.stats.paypal.com, slc.stats.paypal.com

and phx.stats.paypal.com

• 41 % of IP traffic SSL encrypted

• RC4 weak stream cipher algorithm was

used by the domains b.stats.paypal.com and

slc.stats.paypal.com

Weak

authentication

Lack of adequate

timeout protection

• Timeout guideline: 15 minutes

• 144 TCP connections opened

• Maximum TCP terminated connection du-

ration: 1 minute

• 1 TCP connection not terminated

• Maximum TCP non-terminated connection

duration: 27 minutes

• Timeout guideline: 15 minutes

• 104 TCP connections opened

• Maximum TCP terminated connection du-

ration: 1 minute

• 1 TCP connection not terminated

• Maximum TCP non-terminated connection

duration: 20 minutes

Lack of certificate

validation

• no expired certificates

• no self-signed certificates

• no expired certificates

• no self-signed certificates

MitM

• Name: thesisfirstname, thesislastname,

mattieu (Fig. 5.25 and 5.27)

• Phone number: 477522662 (Fig. 5.27)

Tracking: device id, battery status, battery

level, os, rooted, altitude (Fig. 5.26)

• Credential: the-

sisleaks2016apple@gmail.com, password,

thesis2015 (Fig. 5.27)

• Samsung model number: gt-i9505 (Fig.

5.12)

• Credential: thesisleaks2016@gmail.com

Covert

channels

Adblock No Match • csi.gstatic.com

DNS

blacklists

• e.crashlytics.com

• clients.l.google.com

• fra15s11-in-f14.1e100.net

• googleapis.l.google.com

• clients.l.google.com

• csi.gstatic.com

• ams15s21-in-f3.1e100.net

• android.l.google.com

• e.crashlytics.com

SafeBrowsing No Match No Match

SafeLookup No Match No Match

Backdoors Nothing noteworthy Nothing noteworthy

Table 5.8: Sources of leaks in the Uber mobile application

Among the different timeout guidelines given in the section 3.3.1, we chose 15 minutes for the

mobile application Uber. We chose this value because we considered Uber as a high security appli-

cation. In other words, Uber mobile services transmit some sensitive private information related to

finance (payment).

Figures 5.25, 5.26 and 5.27 are encrypted packet excerpts obtained thanks to the Apple MitM.

They all contacted the domain cn-dc1.uber.com.

Uber tracks the name of our iPhones. The figure 5.25 contains the name of the iPhone which

contacted the Uber services: iPhone de Mattieu. This is an information leak as the name of an iPhone
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is often personal. For example, in this case, the iPhone name contains the name of its owner: Mattieu.

Uber tracks its user device id. It also tracks surprisingly its user battery status, battery level, os,

altitude and the fact that its user devices are rooted or not. Figure 5.26 contains these information.

The packet excerpt associated to the figure 5.27 contains almost all the profile information we

entered as a user of the Uber mobile application. It indeed contains the first name, last name, login,

password, etc. of the user which created his account. This packet was captured during one of our sign

up in the Uber mobile application.

Figure 5.25: Apple MitM: report excerpt

Figure 5.26: Apple MitM: report excerpt

Figure 5.27: Apple MitM: report excerpt

63



Uber evaluation

The Uber mobile application passed the Lack of encryption and Lack of adequate timeout pro-

tection tests. We indeed didn’t find any of our personal key words in the unencrypted network traffic

of this service. Moreover, the majority of the connections opened by this service were closed before

the timeout guideline (15 minutes).

Concerning the Weak encryption leak source, we found it originally in testing a specific pay-

ment part of the mobile application Uber. This payment part was definitely related to Paypal as

the domains initializing these weak encrypted connections were b.stats.paypal.com, slc.stats.

paypal.com and phx.stats.paypal.com. In observing these domains, we suppose that the data

sent via these insecure connections were some statistics about users’ payments, users’ profile, etc.

More information about this leak source can be found in the section 5.1.4.

Concerning the MitM test, Figures 5.25 and 5.27 show that the Man in the Middle attack suc-

ceeded for the Apple smart device! In observing the key words discovered during the Samsung MitM,

we can suppose that it didn’t succeed for the Samsung smart device. The fact that it succeeded for the

Apple smart device is a bad point for Uber, knowing that we didn’t succeed to perform such an attack

against the Snapchat and Facebook mobile applications.

The covert channels module found domains known for analitycs, in which most of them are

related to Google.

Ultimately, the Uber mobile application had surprisingly some serious leak sources. First, be-

cause of its use of a payment system using a weak encryption algorithm and second, because of its

vulnerability to the Man in the Middle attack.

5.1.7

We tested the Airbsit mobile application for Apple and Samsung smart devices. Table 5.9 sum-

marizes the sources of leaks we found for this mobile application.

Among the different timeout guidelines given in the section 3.3.1, we chose 15 minutes for the

mobile application Airbsit. We chose this value because we considered Airbsit as a medium secu-

rity application. In other words, Airbsit mobile services transmit some sensitive private information

related to finance (payment).

Although the packet excerpt in Figure 5.28 contacts the domain map.googleapis.com, we are

sure that this kind of packet is issued by the Airbsit services when a user confirms his address as a

parent or even as a babysitter on the mobile application Airbsit. Airbsit transmits thus its user home

addresses without any encryption. This is an important leak of information as anyone on the same

network as an Airbsit user can guess his home address by simply capturing its network traffic, at the

moment he fills its profile information. In this figure, it is also possible to see that the model number

of the smart device (gt-i9505) has been tracked.
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Leak sources Apple (iPhone 6) Samsung (Samsung S4)

Lack of encryption

• Home address: taille, vivier, namur

• Some jpg files representing part of our pro-

file pictures could be extracted (Fig. 5.31)

• Samsung model number: gt-i9505 (Fig.

5.28)

• Home address: taille, vivier, namur, bel-

gium (Fig. 5.28)

• Some jpg files representing part of our pro-

file pictures could be extracted (Fig. 5.29 and

5.30)

Weak encryption
• 39 % of IP traffic SSL encrypted

• No weak cryptographic algorithms used

• 17 % of IP traffic SSL encrypted

• No weak cryptographic algorithms used

Weak

authentication

Lack of adequate

timeout protection

• Timeout guideline: 15 minutes

• 70 TCP connections opened

• Maximum TCP terminated connection du-

ration: 11 minutes

• No TCP connection not terminated

• Timeout guideline: 15 minutes

• 58 TCP connections opened

• Maximum TCP terminated connection du-

ration: 4 minutes

• 2 TCP connections not terminated

• Maximum TCP non-terminated connection

duration: 1 minute

Lack of certificate

validation

• no expired certificates

• no self-signed certificates

• no expired certificates

• no self-signed certificates

MitM

• Name: thesisfirstname, thesislastname

• Gender: male

• Birth date year: 1993

• Home address: taille au vivier, namur, bel-

gium

• Phone number: 477522662

• Credit/Debit card number:

67732012409987, 4891090129709262

• Credential: thesisleaks2016@gmail.com

• Samsung model number: gt-i9505

• Name: thesisf, thesisl, thesisfi, thesisla (Fig.

5.32, 5.33 and 5.34)

• Gender: male (Fig. 5.34)

• Birth date year: 1993 (Fig. 5.32, 5.33 and

5.34)

• Home address: taille au vivier, namur, bel-

gium (Fig. 5.33 and 5.35)

• Phone number: 477522662 (Fig. 5.34)

• Credit/Debit card number:

67732012409987 (Fig. 5.33),

4891090129709262 (Fig. 5.32)

• Email: thesisleaks2016@gmail.com

Covert

channels

Adblock
• ssl-google-analytics.l.google.com

• csi.gstatic.com

• ssl-google-analytics.l.google.com

• csi.gstatic.com

DNS

blacklists
No Match No Match

SafeBrowsing No Match No Match

SafeLookup No Match No Match

Backdoors Nothing noteworthy Nothing noteworthy

Table 5.9: Sources of leaks in the Airbsit mobile application

We managed to extract part of certain profile pictures from the same Airbsit user from the net-

work traffic of the Airbsit services. These picture parts are shown in Figures 5.29, 5.30 and 5.31. The

first two are pictures extracted from the Samsung smart device network traffic and the third one was

extracted from the Apple smart device network traffic. It is possible to see, especially for the pictures

extracted from the Samsung smart device network traffic, part of a face in the picture. In the first

and second pictures, it is even possible to see this person’s eyes. However, we can see that the third

image is clearly much more hidden/protected than the others. We did several tests for Samsung and
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Apple smart devices and obtained more or less the same result every time. We thus think this could

be linked to the type of smart device.

Figures 5.32, 5.33, 5.34 and 5.35 are excerpts from encrypted packets obtained thanks to the

Samsung MitM. They all contacted the domain babysit-eu-api.herokuapp.com.

All the credit and debit card information we entered as a user of the Airbsit mobile application

are contained respectively in the packet excerpts associated with Figures 5.32 and 5.33. In Figure 5.32,

it is even possible to observe the three-digit secure code and the expiration date of the credit card6.

All the profile information we entered as a babysitter in the Airbsit mobile application is con-

tained in the packet excerpt in Figure 5.34.

All the babysitting order information we entered as a parent in the Airbsit mobile application is

contained in the packet excerpt in Figure 5.35.

As the figures from the Apple MitM contain the same scenarios as in Figures 5.32, 5.33, 5.34 and

5.35, these data are not shown.

Figure 5.28: Samsung (lack of encryption): report excerpt

Figure 5.29:

Samsung (lack

of encryption):

report excerpt

Figure 5.30:

Samsung (lack

of encryption):

report excerpt

Figure 5.31:

Apple (lack of

encryption): report

excerpt

6Obviously, this information is hidden, as it is clearly personal.
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Figure 5.32: Samsung MitM: report excerpt

Figure 5.33: Samsung MitM: report excerpt

Figure 5.34: Samsung MitM: report excerpt

Figure 5.35: Samsung MitM: report excerpt

Airbsit evaluation

The Airbsit mobile application passed the Weak encryption and Lack of timeout protection tests.

We did not find any weak cryptographic algorithms used by this service. In addition, most of the

connections opened by this service were closed before the timeout guideline (15 minutes).

With regards to the Lack of encryption test, we see that the key words from Figure 5.28 are per-

sonal key words related to the localization of people’s homes. Moreover, we can see that the images
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extracted from the Airbsit network traffic (Fig. 5.29, 5.30 and 5.31) are related to user profile pictures.

These are thus clearly information leaks that we can associate with the mobile application Airbsit7.

Figure 5.36: Apple services usage Figure 5.37: Samsung services usage

Moreover, in the figure 5.37, we can clearly see that http is used more than https in the Samsung

device. In figure 5.36, the amount of http traffic is not negligible since it represents almost a fourth of

the total traffic accessing some services. There is clearly a weakness in term of encryption.

Regarding the MitM test, Figures 5.32, 5.33, 5.34 and 5.35 show that the Man in the Middle

attack succeeded!

The module for covert channels only noted some Google’s services related to analytics. There is

a minor threat of phishing.

Ultimately, the mobile application Airbsit performed fairly badly in our leak sources test. It did

not pass the Lack of encryption test, which is one of the most important. Moreover, the Man in the

Middle attack was possible to perform against the Airbsit services.

5.1.8 Weak encryption Apple leak source

As this leak source concerns only the Apple device for almost every mobile application tested,

we decided to describe it in a different section to that dedicated to each mobile application tested.

Regarding the Apple mobile applications Facebook, Paypal, Airbnb, Uber, Airbsit and MeetMe,

we found that part of the network traffic exchanged with these services was encrypted using the RC4

weak stream cipher encryption algorithm. We also found that part of this network traffic was using the

MD5 hash algorithm, which is considered weak by the cryptographic community. Surprisingly, when

tracing the source domains which were initializing these connections8, we found that they were all

linked directly to the Apple industry. We then dug a little deeper and read the content of the pack-

7Each Airbsit user is indeed not authorized to see each profile (picture) of each of the other Airbsit users.
8mt-ingestion-service-mr22.itunes-apple.com.akadns.net, mt-ingestion-service-st11.itunes.

apple.com, p24-buy.itunes.apple.com, pd-nk.itunes-apple.com.akadns.net, lcdn-locator-usuqo.apple.

com.akadns.net, gsp-ssl.ls-apple.com.akadns.net and keyvalueservice.icloud.com.akadns.net
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ets. We found some interesting key words such as "Symantec", "Certification Authority", "VeriSign",

etc. When researching the words "Symantec VeriSign" on Google, we found that Symantec offered

Business SSL certificate solutions. We thus concluded, as this weakness was found only in the Apple

device’s network traffic, that Apple was using this service to distribute certificates and that this service

was using these weak cryptographic algorithms to distribute the certificates.

We also discovered that some of the domains related to iCloud (Apple software providing cloud

storage solutions) were using the RC4 weak stream cipher encryption algorithm and the MD5 weak

hash algorithm. Here are the domains:

• caldav.icloud.com.akadns.net

• setup.icloud.com.akadns.net

• p25-availability.icloud.com.akadns.net

• p25-btmmdns.icloud.com.akadns.net

5.2 Smart TVs

To control our Samsung smart TV 9, we chose to perform two types of test. First, we recorded its

network traffic during one entire day of the week (24 hours). Second, we recorded its network traffic

during one entire week-end (48 hours). During the weekday test, we watched the news at 1 PM and 8

PM. During the week-end test, the television was not watched.

Smart TV

• 80 (http)

• 443 (https)

• 4443 (pharos)

• 6000 (X11)

• 7676 (imqbrokerd)

Table 5.10: Open ports on smart TV

Table 5.10 reports the list of ports that were open while the devices were unused. We can see

that the smart TV has several active services. We could not find any information about the purpose

of the service pharos. The service X11 is a version of the X Window System protocol that uses a client-

server model to produce a graphic display; the service is known to be vulnerable, allowing external

entities to connect to the display ([57]). The service imqbrokerd is simply a Message Queue broker.

Table 5.11 summarizes the leak sources we found for the Samsung smart TV.

Among the different timeout guidelines given in the section 3.3.1, we chose 30 minutes for the

smart TV. We chose this value because we considered smart TV as a medium security application. In

9Samsung 2013 SMART LED-TV 46”
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Leak sources Samsung smart TV (weekday test) Samsung smart TV (week-end test)

Lack of encryption Nothing found Nothing found

Weak encryption

• 48 % of the IP traffic SSL encrypted

• RC4 weak stream cipher algo-

rithm was used by the domain

fkp.samsungcloudsolution.com

• 40 % of the IP traffic SSL encrypted

• RC4 weak stream cipher algo-

rithm was used by the domain

fkp.samsungcloudsolution.com

Weak

authentication

Lack of adequate

timeout protection

• 2753 TCP connections opened

• Maximum TCP terminated connection du-

ration: 1 minute

• 19 TCP connections not terminated

• Maximum TCP non-terminated connection

duration: 1007 minutes (> 30 minutes!)

• The non-terminated connection initiated

by the domain noticeprd1.cloudapp.net

lasted 1007 minutes

• The non-terminated connec-

tion initiated by the domain

time.samsungcloudsolution.com lasted

841 minutes

• The non-terminated connection initiated

by the domain noticeprd.cloudapp.net lasted

443 minutes

• 193 TCP connections opened

• Maximum TCP terminated connection du-

ration: 1 minute

• 22 TCP connections not terminated

• Maximum TCP non-terminated connection

duration: 528 minutes (> 30 minutes!)

• The non-terminated connection initi-

ated by the domain prd-snap-broker-elb-

17377633.eu-west-1.elb.amazonaws.com

lasted 528 minutes

• The non-terminated connection initiated

by the domain noticeprd1.cloudapp.net

lasted 386 minutes

• The non-terminated connection initiated

by the domain noticeprd.cloudapp.net lasted

386 minutes

• The non-terminated connec-

tion initiated by the domain

time.samsungcloudsolution.com lasted

120 minutes

• The non-terminated connection initiated

by the domain game.internetat.tv lasted 120

minutes

• The non-terminated connection initiated

by the domain googleapis.com lasted 120

minutes

• The non-terminated connection ini-

tiated by the domain PRD-ONTV-

OPENAPI-ELB-Oregon-337487521.us-west-

2.elb.amazonaws.com lasted 120 minutes

Lack of certificate

validation

• no expired certificates

• 1 self-signed certificate issued by self-

signed.ueiwsp.com

• no expired certificates

• no self-signed certificates

MitM Unsuccessful Unsuccessful

Covert

channels

Adblock No Match No Match

DNS

blacklists

• ns11.whois.co.kr

• ytimg.l.google.com

• i.ytimg.com

• media.internetat.tv

• selfsigned.ueiwsp.com

• googleapis.l.google.com

• ams15s21-in-f142.1e100.net

No Match

SafeBrowsing No Match No Match

SafeLookup No Match No Match

Backdoors Nothing Noteworthy Nothing Noteworthy

Table 5.11: Leak sources for the Samsung smart TV

other words, smart TV services transmit some sensitive private information, not related to finance
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(payment).

Figures 5.38 and 5.39 represent the packet number that was transmitted per hour during the

weekday and week-end experiments. The experiment in Figure 5.38 began one day at 9 AM and lasted

24 hours. The experiment in Figure 5.38 began on a Friday at midnight and lasted 48 hours.

In Figure 5.38, during the weekday test, we can easily see the two peaks of data transmission

located during news time (1 PM and 8 PM (13 and 20 on this graph)). We can also see that some data

was transmitted during the night, which is rather strange... In Figure 5.39, we can see that network

transmission was regular during the week-end: two packets per hour.

Figure 5.38: Smart TV: weekday experiment Figure 5.39: Smart TV: week-end experiment

Samsung TV evaluation

The Samsung TV passed the Lack of encryption test. We did not find any of our personal key

words in the unencrypted network traffic of this service.

Regarding the Weak encryption test, the RC4 weak stream cipher encryption algorithm was used

to encrypt connections initialized by the domain fkp.samsungcloudsolution.com. As this domain is

clearly related to the Samsung cloud service, and as this cryptographic algorithm is considered weak

by the cryptographic community, this is a serious leak source.

For the Lack of timeout protection test, some non-terminated connections lasted more than the

recommended duration guideline (30 minutes). The non-terminated connections initiated by the do-

mains noticeprd1.cloudapp.net, noticeprd.cloudapp.net, prd-snap-broker-elb-17377633.

eu-west-1.elb.amazonaws.com, game.internetat.tv, and time.samsungcloudsolution.com,

googleapis.com and PRD-ONTV-OPENAPI-ELB-Oregon-337487521.us-west-2.elb.amazonaws.

com lasted considerably more than 30 minutes. This is a leak source as it could provide attackers with

unlimited time to impersonate users’ smart TVs.

For the MitM test, we did not find a way to perform it because we did not find the right tool to

do so. Smart TVs use protocols that are different to normal smart devices such as smart phones. This
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is why the Mitmproxy tool ([58]) we used for the smart phone MitM did not work on the smart TVs.

One interesting finding in the Covert Channels module is the domain selfsigned.ueiwsp.

com, blocked by the DNSBL sub-module. This domain is also the issuer of a self-signed certificate

that was found in the Weak Authentication module. Unfortunately, we were unable to find much

information on this domain beyond the fact that it is related to Universal Electronics.

Ultimately, except for the Weak encryption test, the lack of timeout protection test and because

we were unable to perform a Man in the Middle attack, the Samsung smart TV passed our leak source

tests reasonably well. We did not find any traces of conversations transmitted by this smart TV. Of

course, this does not mean that such things are not happening...

5.3 Performance summary

In this section, we will describe the performances of our detection system for sources of infor-

mation leaks. This means providing a summary of each leak source type we managed to detect. In

addition, we will state the type of leak source in Section 3 that we were never able to detect because

of this system.

First, the Lack of encryption leak source type could be detected by our system thanks to per-

sonal key words we entered as input for the system. It detected several Lack of encryption leak source

problems in the network traffic of the mobile applications MeetMe, Airbsit, etc.

Second, the Weak encryption leak source type could be detected by our system thanks to weak

cryptographic algorithm names we entered as input for the system. It detected several Weak encryp-

tion leak source problems in the mobile application Paypal and in the network traffic of the smart

TV.

Third, concerning the Weak authentication leak source type, we will analyze each of its sub

leak source types. The Lack of adequate timeout protection leak source type could be detected by our

system thanks to predefined TCP connection timeout guidelines we entered as input for the system.

It detected several Lack of adequate timeout protection leak source problems in the network traffic

of the smart TV. The Lack of certificate validation leak source type did not find many certificates that

were actually invalid. In fact, the detection system found a large number of self-signed certificates,

but, as expected, they turned out to be false positives because we did not have access to a complete

database of the CAs trusted by smart devices (cf. Section 4.5). Of course, we also captured our self-

signed certificate used for the MitM, but decided not to report it in the results of the experiments as

this is normal behavior. The MitM leak source type could be detected by our system. It detected that

it was possible to perform this attack against several mobile applications such as Paypal, MeetMe,

Airbnb, Uber, etc.

Fourth, regarding the Covert channels module, we first noticed that SafeBrowsing and SafeLookup

never found any matches in the services we tested. We can thus assume that either the risks covered
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by Google’s databases are not commonly present in smart devices, or these databases are far too in-

complete. On the other hand, the services that we tested are maybe not representative enough of the

malicious behaviors that can be found on networked smart devices. We can make a similar assump-

tion concerning the Backdoors sub-module as very few instances of suspicious behavior were found.

Of the domains blocked by the Adblock and DNSBL sub-modules, we noted that most of them were

related either to analytics or tracking services, in other words statistics with a risk of phishing. We did

not find any actual proof of malware or unwanted software injection.

Finally, in order to give an overview of the leak source automated report our system generates,

we added the automated reports generated for the mobile applications Paypal (including the MitM

part), Airbsit and MeetMe in the appendix.
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Chapter 6

Conclusion

Nowadays, an increasing amount of services for smart device require large network infrastruc-

tures to sustain the load created by millions or even billions of users, such as Facebook, Instagram,

Uber, etc. As these services are becoming more and more popular and as their infrastructures are

getting bigger, it is becoming very important that users and especially developers be warned about

the sources of information leaks induced by these network services.

Therefore, we oriented the subject of our dissertation towards the design of a detection system

for the sources of information leaks on networked smart devices. We did not only provide a system

capable of detecting information leaks from the smart device’s network traffic, but we also provided a

warning system capable of detecting some of these sources of information leaks. In other words, our

system is able to output certain information leaks as well as the causes of these leaks. Our detection

system is able to find four different types of sources of information leakage: Lack of encryption, Weak

encryption, Weak authentication and Covert channels. Some of theses sources cover more than one

risk leading to leaks (cf. section 4.1).

The results of our experiments show that we attained our objectives. They prove that our de-

tection system is able to detect almost all the sources of leaks we defined. We tested our system on

several smart device services (mobile applications such as Facebook, Paypal, Airbnb, etc. for smart

phones; casual TV watching for smart TVs) in order to assess them.

The following list gives some of our most interesting findings:

• MeetMe mobile application sends information about the localization, the gender and device

information about its users to some tracking ads.

• Airbsit mobile application sends the home addresses of its users unencrypted via the network

(Lack of encryption).

• During the Airbnb mobile application tests, some unencrypted addresses near our localization

were retrieved via the network by our smart phones (Lack of encryption).

• Paypal mobile application uses the RC4 weak stream cipher encryption algorithm to send statis-

tics about its users (Weak encryption).

• The smart TV uses the RC4 weak stream cipher encryption algorithm to connect to its cloud

service (Weak encryption).

• Paypal, Airbnb, Airbsit, MeetMe and Uber are vulnerable to a Man in the Middle attack (Weak

authentication).
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• Paypal is particularly vulnerable to the Man in the Middle attack, as we succeeded to modify

the amount in a live transaction we made (Weak authentication).

• Snapchat, for the Apple devices, opens very few connections in which many are not terminated

(Weak authentication).

• The smart TV initializes abnormally long connections (Weak authentication).

• The smart TV uses a self-signed certificate issued by the domain selfsigned.ueiwsp.com; this

domain was also blocked by the DNSBL module (Weak authentication and Covert Channels).

Concerning the Lack of certificate validation, we noticed that, in general, the devices and ap-

plications tested didn’t used expired or self-signed certificates, despite some being vulnerable to the

MitM attack.

Concerning the Covert channels as source of information leaks, our detection system brought

to light that this source was not a very common feature of the tested softwares and smart devices,

compared to the other sources of data leakage. Nevertheless, we noticed that among the findings of

the covert channels module, most of them were related to analytics (statistics), which comforted us in

the idea that information are being gathered excessively at the expense of the users.

After analysing our findings from the various services for smart devices, we can see that our

detection system propose a completely new approach to evaluate the risk of information leaks. It not

only detects pure information leaks in the network of smart device, like many other existing systems

do, but it is also able to detect sources of information leaks such as the use of weak cryptographic

algorithms, the use of a weak authentication system, malicious domains contacted, etc. Moreover,

It gives the possibility to perform a Man in the Middle attack on the service tested, which means

that the user/developer plays a part in the detection system for the sources of information leaks.

Our system thus has real potential for helping developers enhance their network security techniques.

Additionally, our system can help users to assess the risk of network information leaks, implied by the

usage of some devices or softwares.

To conclude, we managed to build a working detection system for the sources of information

leakage on networked smart devices. We have proved that our detection system was able to detect

sources as well as concrete leaks from various smart devices and services running on them (MeetMe,

Airbsit, Airbnb, etc.), even from very popular ones (Paypal). However, the subject of information

leakage progresses constantly and we are aware that there is not a single solution for detecting infor-

mation leaks and their sources. We hope that our work has played and will continue to play a part in

discovering new information leaks as well as sensitizing application developers about network secu-

rity. We additionally hope our approach will inspire other works on this topic.
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Limitations and future work

Concerning the limitations of our detection system for the sources of information leaks, it is

obvious that many additional sources of information leakage could be controlled by our system. For

example, in the test related to Weak encryption and Weak authentication, we only control TCP con-

nections. It could have been interesting to control other protocol types. Moreover, we only perform

one type of network attack against smart device services, the Man in the middle attack. Also, we

cannot deny that the field of information leaks is in constant evolution. Our system, despite being

powerful, still needs to be updated regularly. However, we tried to control the main sources of leaks

with this detection system within the limits of our knowledge and the time available.

In the state-of-the-art literature we consulted, we progressively understood that there were two

ways of addressing the issue created by sources of information leaks. First, discovering only informa-

tion leaks and making them public in order to sensitize a large number of people and even certain

developers. Second, discovering sources of information leaks in a more in-depth way, making them

public and thus sensitizing developers first. We chose the second way for this dissertation and it

turned out to be a very informative approach. Therefore, for future work, we would recommend to

proceed with this approach in order to warn developers, in particular, by exposing sources of infor-

mation leak and not just information leaks.

Moreover, our system is designed to work in a closed, and thus local, environment. Developers

could easily build our system on small servers connected to the internet modem and control the

information leak sources for the smart service they are developing. However, our system requires

knowledge of computer science for its setup. It could effectively be difficult for someone unfamiliar

with the subject to install our detection system on a server. We could still imagine, for the future,

building a black box that ordinary users could plug into their internet modem in order to discover

information leaks and information leak sources in their network traffic.
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List of abbreviations and symbols

• api: application programming interface

• CA: Certification Authority

• cf: confer

• DES: Data Encryption Standard

• DNS: Domain Name System

• DSL: Digital Subscriber Line

• DNSBL: Domain Name system Black Listing

• ECB: Electronic Code Book

• ENISA: European Union Agency for Network and Information Security

• ftp: file transfer protocol

• Fig: Figure

• GBs: Gigabytes

• HTML: HyperText Mark-Up Language

• HTTP: Hypertext Transfer Protocol

• HTTPS: HyperText Transfer Protocol Secure

• IoT: Internet of Things

• IP: Internet Protocol

• ISP: Internet Service Provider

• lat: latitude

• LCG: Linear Congruential Generator

• lng: longitude

• Mbits: Megabits

• MD-4: Message Digest 4

• MD-5: Message Digest 5

• MitM: Man in the Middle attack

• modem: modulator-demodulator
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• OSI: Open Systems Interconnection

• OTP: One-Time Password

• OWASP: Open Web Application Security Project

• RC2: Rivest Cipher 2

• RC4: Rivest Cipher 4

• RIPEMD-128: RACE Integrity Primitives Evaluation Message Digest-128

• SCTP: Stream Control Transmission Protocol

• SHA1: Secure Hash Algorithm(1)

• smart TV: smart television

• SMS: Short Message Service

• SOAP: Simple Object Access Protocol

• ssh: secure shell

• SSL: Secure Sockets Layer

• TCP: Transmission Control Protocol

• TLS: Transport Layer Security

• UBE: Unsolicited Bulk Email

• UDP: User Datagram Protocol

• URL: Uniform Resource Locator

• USB: Universal Serial Bus

• WiFi: Wireless Fidelity
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