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Abstract

The goal of this master’s thesis is to propose an extension for Datagram Transport Layer Security (DTLS)
which is a protocol to communicate securely over an unreliable channel. Our extension, called Multipath

DTLS, enables a DTLS session to use interfaces concurrently.

This feature becomes more useful with the emergence of devices with 2 interfaces or more (for instance
LAN, Wi-Fi, 4G, ...). Smartphones, tablets and even notebooks are all good candidates for multipath
protocols. The ability to connect or disconnect interfaces on the fly and seamlessly for the application

was a dream becoming now reality.

Unlike other existing multipath protocols, the data security is a major objective and the design has been

elaborated to keep the same security level as normal DTLS sessions.

We review the current state of the art by presenting DTLS in detail but also MPRTP. With some concepts
borrowed from the latter, we present our design for Multipath DTLS, detailing all the modifications
brought to the former protocol. In addition, we have implemented our extension inside an existing DTLS

library and we disclose here some promising results.

This proposal might be used by a large amount of applications in very different contexts and on a sub-

stantial variety of devices.
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Introduction

The DTLS provides security on top of datagrams protocols such as UDP. It was originally presented as
an adaptation of TLS [1] for unreliable communications by Modadugu & Rescorla in 2004 [2]. This
new standard arised whereas some software developers already had built their own way of dealing with
secure communications over UDP. However, the interest for this protocol is increasing and its integration

in existing systems when security is needed is more and more considered [3].

The main advantage of this protocol is its tolerance to frequent losses, which could be a requirement in
some environments. This may also be helpful for real-time communication such as live streaming, where
retransmission is not required. We will present later on all the potential applications that could benefit
from using DTLS. Moreover, several existing commercial applications are already actively using it, like
Cisco AnyConnect VPN[4].

Our objective in this master thesis is to assess the possibility to bring multipath ability to this protocol.
Namely, we want to make it use multiple interfaces concurrently for the same DTLS session. This aspect
has already been studied for other protocols such as MPTCP [5] or MPRTP [6]. Nevertheless,we must
keep in mind the additional security requirement and guarantee at least the same level of security as
standard DTLS.

In the first chapter of this master thesis, we present additional details about DTLS with a short summary
of the foundations inherited from TLS. We give an example of how a typical handshake will take place
and how security is guaranteed. Then, we present an overview of application data exchange and how

losses are handled. Finally, we review the security considerations of DTLS.

Chapter 2 gives an insight into an existing multipath protocol, MPRTP. This is probably the closest
protocol we have to be inspired of. Indeed, it is most of time used with UDP and has also to deal with

losses and reordering. This chapter concludes the first part dedicated to the state of the art.

The following chapters constitute the second part of this thesis and focus on our proposition : MPDTLS.
Chapter 3 details the different design aspects we have investigated, the various mechanisms built to make
the multipath possible such as addresses advertisements and flow establishment. In addition, we review

all the new packets introduced to support those mechanisms.

Chapter 4 describes our implementation of the design in an existing DTLS library. We show how the
library works and the typical data flow. Then, we expose our data structures and processes to support
multipath. Finally, Chapter 5 presents concrete results we have obtained with our implementation and a
simple VPN application. In this part, we show that our design and the subsequent implementation are

giving good results and really take advantage of multiple interfaces.

Q. DEVOS & L. FORTEMPS DE LONEUX 1
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State of the Art






1 | DTLS

1.1 Overview

DTLS is a protocol designed to communicate securely over UDP. First presented in [2] by Modadugu
and Rescorla as an adaptation of TLS for delay sensitive applications, the objective was to be as close as
possible from TLS while preserving the same security level when working over an unreliable transport
protocol. Like TLS, this protocol operates at level 5 in the OSI model (session layer). Therefore, the
operating system does not provide any support for the protocol and every application has to manage it by

itself. Typically, it implies either reinventing the wheel or using an existing library such as OpenSSL[7].

The current version of this protocol is DTLS 1.2 described in RFC6347 [8]. Our work is based on this
version because no effort concerning a possible version 1.3 has been recently noticed. We may expect
such a version will come after the discussions on TLS 1.3 that are taking place as we are writing these
lines. For now, the suggested modifications have no impact on our current design as we explain in Section
34.

Even if this protocol is standardized for some years, only few important applications are supporting it. In
the open source world, OpenVPN has planned to use it when UDP is selected. Unfortunately, it seems
not to be a top priority and they are still dealing with a homemade protocol to do TLS over UDP. For
commercial applications, we have only heard about Cisco AnyConnect [4]. It is a VPN client to be used
with Cisco servers. Although the sources of AnyConnect are not available, an open source project is born

from this application: OpenConnect[9].

Nevertheless, some people are working actively to make DTLS a default transport protocol when dealing

with application level communications. More details about potential use cases are given in Section 1.4.

1.1.1 Objectives

Like TLS, DTLS has 3 strong requirements: authenticity, integrity and confidentiality.

Authenticity

We speak about authenticity when one host is able to verify that the messages are coming from another
known host. Therefore, someone cannot pretend he is the sender of packets as the receiving host will

detect it.

Q. DEVOS & L. FORTEMPS DE LONEUX 5
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Integrity

The integrity is guaranteed if the information carried cannot be altered without being detected. As a
consequence, someone between the communicating hosts cannot add, remove or modify a single bit

without the hosts finding it out.

Confidentiality

Confidentiality assures that a non-authorized entity will not be able to extract an understandable content

from a message. Thus, it is not sufficient to capture a conversation to get the information.

1.2 Foundations

In this section we present the way of working of DTLS and its roots. We will start with a reminder of
TLS goals and principles since it is strongly related. Then, we will go through the major differences
between these two protocols. Finally, we will list the steps of a typical connection and present the

different messages involved.

1.21 TLS

TLS is a protocol designed to provide a secure connection over reliable transport. It takes place between

a server and a client.

Once the channel is established :

e The client has authenticated the server (i.e. the server is really the one it pretends to be!) and

optionally vice-versa.

e All messages can only be read by the other host (an eavesdropping is possible but the clear text

cannot be obtained) thus achieving confidentiality.

e The packets cannot be replayed or modified on the line without the host finding it out thus assuring

integrity.

To achieve these points, cryptography is used between both hosts and the packets are encrypted and
authenticated. TLS authentication typically uses cryptographic signature based on public key together
with a certification authority. During the handshake, the two hosts are negotiating which version of the

protocol will be used together with algorithms to encrypt and authenticate the future messages. Many

"Under the assumption that the certificates can be verified by a reliable certification authority. It is the role of the Public
Key Infrastructure (PKI) to provide and verify the certificates.

6 MULTIPATH DTLS: DESIGN AND IMPLEMENTATION



1.2. Foundations

algorithms can be used to exchange the keys over an insecure channel. The two most common algorithms
for key exchange are RSA and Diffie-Hellman.

The first one suffers from a lack of the perfect forward secrecy property. As stated in [10], the perfect
forward secrecy is guaranteed if the disclosure of long-term secret keying material does not compromise
the secrecy of the exchanged keys from earlier runs. In the case of RSA, if an attacker has recorded
entirely some sessions and then discovers the server’s private key, she is able to determine the symmetric
keys used for every session. Moreover, in the discussions about the incoming TLS 1.3 standard, an

agreement was reached to remove RSA key transport in this version.

An alternative to RSA is the Diffie-Hellman (DH) algorithm for key exchange described in [11]. The
original approach used large prime numbers and the modular arithmetic to generate the master key. Nowa-
days, it is more common to use the elliptic curve approach since it allows to generate keys of smaller
size than standard approach, thus increasing the performances[12]. In addition, to achieve perfect for-
ward secrecy, the algorithms deal with ephemeral keys meaning that the DH parameters are different for
every session. This leads to two well known algorithms : DHE (Diffie-Hellman ephemeral) and ECDHE
(Elliptic Curve Diffie-Hellman ephemeral). Note there is also a "static" DH which does not change the

parameters between sessions. This latter is considered less secured and is even removed in TLS 1.3 [13].

In addition to the key exchange algorithm, a choice must also be made concerning a second algorithm
to sign the content and ensure the authenticity of the packets. Even if it is not recommended for key
exchange, RSA can still be used to provide those digital signatures. Indeed, they are only needed during
a short moment (a simple check when the packet is received) and will not reveal information about the
content itself if the keys are compromised. Therefore, the forward secrecy property does not need to be
guaranteed. Other algorithms may be used for digital signature such as ECDSA [14] which uses elliptic

curves to sign content.

From this point, we will consider ECDHE for key exchange and RSA for signatures. Figure 1.1 illustrates
TLS handshake with this configuration. The figure is taken from Cloudfare, a CDN provider. The visitor
is the client and Cloudfare could be any TLS ECDHE compatible server.

In the first phase, the client gives its version together with a list of algorithms for encryption and authenti-
cation called cipher suites. The client also gives to the server a random token to be used later. The server
then chooses among the ones proposed: the version and the cipher suite for the rest of the communica-
tion. A random server token is also included in the reply. In addition, the server may provide a session

ID which allowing session resumption.

In a separated message, the server also provides its certificate to the client. It contains enough information
for the latter to be able to verify server’s identity. The certificate is generally emitted by a certification

authority which is known by the client.

The next step comes with the server providing its DH parameters. In the case of ephemeral keys, the DH
parameters must be different for every session. A digital signature using RSA with the server’s private

key is also included. The signature is computed not only on the information carried in this packet but

https://www.ietf.org/mail-archive/web/tls/current/msgl2266.html
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_____________________
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| i and client DH parameter. | i
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I i 1
1 = ! |
: o T Session key } and premaster secret. The visitor can request content : o T8 Session key
1 I !

from CloudFlare, and the request will be encrypted.
————————————————————— (also sent s a session ticket for session resumption) T T T e

Figure 1.1: TLS handshake with (EC)DHE for key exchange (image from [15])

also on all the previous exchanged messages. This is needed to prevent a man-in-the-middle attack. The

genuine server is supposed to be the only one to hold the private key.

Then, the client provides its own DH parameters. Note that no signature is provided in this case as it
is only optional to authenticate the client. Indeed, in some applications such as websites, this is not a
requirement. After this step, both client and server can deduce the PreMasterSecret and thus the master

key with the random tokens exchanged before.

All messages following the handshake (containing application data) will be encrypted with symmetric
cryptography using the keys deduced from the master key for this particular session. This will ensure
the confidentiality. The two other objectives, authenticity and integrity of the messages, are ensured by a
keyed-hash message authentication code (HMAC). It is generated as a hash on the content of the packet
but the hash algorithm also integrates the secret key. Any cryptographic hash function can be used for
this purpose but it is recommended to use at least SHA2 56. The choice of this function is also negotiated
during the client hello, server hello phase. Even if it is better to first encrypt and then MAC the output
as stated in [16], TLS works in reverse order for historical reasons. Currently people think it was a very
bad idea from a security point of view and a RFC [17] was published last year to push for the adoption of
the encrypt-then-MAC technique on existing systems. It will probably be part of the TLS 1.3 RFC [13]
to switch definitely to this better practice.

8 MULTIPATH DTLS: DESIGN AND IMPLEMENTATION



1.2. Foundations

To prevent malicious replays from disturbing the normal communication, TLS authenticates each packet
with the associated sequence number. The sequence number is incremented for every packet sent but
separately for each direction. Therefore each host has two counters: one for the sent packets and a

second one for the received packets.

Thanks to a reliable transport protocol, these counters must never be transmitted explicitly because each
host can compute them. As a consequence, if an attacker tries to replay packets, they will simply be

rejected because the HMAC will not match with the most recent sequence number.

1.2.2 Differences between TLS and DTLS

Unreliability

The unreliability brought by UDP causes problems if we apply TLS over datagrams without any modifi-

cation.

As we explain in the previous section, TLS uses implicit sequence numbers to authenticate packets. If
a loss or a reordering occurs, then the sequence number considered by the receiving host will be wrong
and the integrity check will fail. To solve this problem, DTLS modifies the record layer and adds a new
field to carry the sequence number in every packet. The DTLS 1.2 record layer is presented on Listing
1.1.

struct {

ContentType type;
ProtocolVersion version;
uintl6 epoch; // New field
uint48 sequence_number; // New field
uintl6 length;
opaque fragment [DTLSPlaintext.length];

} DTLSPlaintext;

Listing 1.1: DTLS record layer

Epoch is used by endpoints to identify the keys used to protect the payload. The epoch is incremented
by one once a changeCipherSpec is sent. Initially, the epoch is set to 0 for the handshake and the
following changeCipherSpec will be the first message being part of the next epoch. The sequence
number is set back to 0 once a new epoch has started. Due to the risks of retransmission or reordering,
the endpoint need a way to know which set of keys were used to crypt the payload, because it cannot

simply assume it is the latest negotiated keys. This requirement is fulfilled thanks to the epoch field.

Another problem raised by unreliability is the fact that in TLS the handshake has to follow a particular
order and if not the connection is simply aborted. This is clearly incompatible with losses and retransmis-
sions. To handle potential losses in the handshake phase, implementation must retransmit the last packet

after a given time if no answer has been received from the other host (see [8] Section 4.2.4).

To deal with possible reordering, all handshake messages have a given sequence number. So if a message

is received before another one, the first message must be queued for further processing.

Q. DEVOS & L. FORTEMPS DE LONEUX 9
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Messages size

The message size is a potential issue because TLS (and thus DTLS) messages can be as large as 224 — 1
bytes while UDP datagrams are often limited to 1500 bytes. Therefore, each DTLS handshake message

may be fragmented over several DTLS records and then rebuilt. One fragment must fit in a single IP

datagram to avoid IP fragmentation.

The benefits to this requirement are stated in the original DTLS paper [2] :

e The DTLS layer does not need to buffer partial records, host memory can be used more efficiently.

e It is quite possible that datagrams carrying the remaining record fragments are lost, in which case

the received fragments are useless and cannot be processed.

e Buffering record fragments would unnecessarily complicate a DTLS implementation without pro-

viding any obvious benefit.

Note that even if IP fragmentation occurs, DTLS will still operate correctly on top of re-assembly since

it is transparently handled by the kernel.

The TLS handshake message is modified as shown on Listing 1.2. The handshake message following

this structure is also encapsulated into the record layer presented on Listing 1.1.

struct {

HandshakeType msg_type;

uint24 length;

uintlé6 message_seq;

uint24 fragment_offset;

uint24 fragment_length;

select (HandshakeType) {
case hello_request: HelloRequest;
case client_hello: ClientHello;
case hello_verify_request: HelloVerifyRequest;
case server_hello: ServerHello;
case certificate:Certificate;
case server_key_exchange: ServerKeyExchange;
case certificate_request: CertificateRequest;
case server_hello_done:ServerHelloDone;
case certificate_verify: CertificateVerify;
case client_key_exchange: ClientKeyExchange;
case finished: Finished;

} body;

} Handshake;

Listing 1.2: DTLS handshake message

//
/7
//

//

New
New

New

New

field
field
field

type
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1.2. Foundations

Anti-Replay strategy

In TLS, sequence numbers follow sequentially and a packet cannot be replayed because the HMAC
verification will fail immediately. Such a drastic solution cannot be applied in DTLS because reordering
or losses may occur. The DTLS 1.2 RFC [8] sec. 4.1.2.6 describes the procedure to avoid replay using
a sliding window. This strategy considers packets as valid even if they have been delayed or reordered
while they are relatively close from the latest packets received. At the same time, the implementation
must remember the packets received inside the sliding window and silently discard the replayed packets.
Therefore, the MAC verification will only be done if the packets have not been received before, otherwise

an undesirable packet is discarded at the record layer stage.

Anti-DoS for the handshake

In order to prevent DoS (Denial of Service) attacks, DTLS adds an additional step in comparison with the
TLS handshake. Indeed, an attacker could send a lot of C1ientHello messages and the server would
have to keep a state for each of them, rapidly increasing the memory needed. Instead, the first Clien-
tHello will not directly trigger a ServerHello buta HelloVerifyRequest. This message only
carries the protocol version and a cookie as presented in Listing 1.3. This cookie must be retransmitted
in the next ClientHello message. As we can seen on Listing 1.4, a new field has effectively been added
to the ClientHello message.

struct {

ProtocolVersion server_version;

opaque cookie<0..278-1>;
} HelloVerifyRequest;

Listing 1.3: DTLS HelloVerifyRequest message

struct {

ProtocolVersion client_version;

Random random;

SessionID session_id;

opaque cookie<0..278-1>; // New field
CipherSuite cipher_suites<2..2716-1>;

CompressionMethod compression_methods<l..278-1>;

} ClientHello;

Listing 1.4: DTLS ClientHello adapted message

The additional HelloVerifyRequest message is also a counter measure against amplification at-
tacks. Such attacks are trying to redirect traffic to overload a particular target by using another server
to generate bigger messages. These attacks are possible if the generated message is larger than the one
triggering it. It is the case with DNS since the reply is larger than the request if a particular domain has

multiple DNS records. It becomes then a vector for DoS attacks (see Figure 1.2 taken from [18]).

For DTLS, the ServerHello is not larger than the C1ientHel 1o but amplification attack could still
be possible (without the Hel1loVerifyRequest). Indeed, other messages are sent together with the

Q. DEVOS & L. FORTEMPS DE LONEUX 11
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Figure 1.2: Example of amplification attack with DNS

ServerHello, including the one carrying the certificate (that could be quite large). Therefore, the
additional step introduced with the HelloVerifyRequest (which is relatively small) prevents this

kind of attack because the client has to prove it can answer at this address.

When the client sends its first ClientHello, the cookie field is initially empty. The server will then
generate a new cookie which allows for a stateless exchange. It sends the He1l1loVerifyRequest with
the cookie and doesn’t remember anything about the client>. The DTLS server must generate cookies
in such a way that they can be verified without retaining any per-client state on the server. A way to
compute it is given in the RFC6347 section 4.2 [8]:

Cookie = HMAC (Secret, Client-IP, Client-Parameters)
The Secret is random and generated by the server. It could be periodically refreshed to invalidate

previous cookies. Once a ClientHello has been received with a cookie, the server recomputes it and

if both match, the connection can continue as in TLS with a ServerHello message.

1.3 Typical DTLS communication

1.3.1 Handshake

Figure 1.3 depicts a typical handshake with authentication of the server only and the ECDHE-RSA cipher
suite*. All messages before the ChangeCipherSpec are part of epoch 0. Their role is to negotiate the

algorithms that will be used to compute the master key. The Client Hello has also the role to carry

3This is indeed an exception to the retransmission measures. A HelloVerifyRequest will never be retransmitted, the
client must first send another ClientHello.
*It means that Elliptic Curve Diffie-Hellman ephemeral is used for the key exchange and RSA for the signature.

12 MULTIPATH DTLS: DESIGN AND IMPLEMENTATION



1.3. Typical DTLS communication

msc DTLS Handshake

Client Server

Client Hello

Hello Verify Request

Client Hello (w/ cookie)

Server Hello

Server Key Exchange
S

erver Hello Done

Client Key Exchange

Change Cipher Spec

Change Cipher Spec

Figure 1.3: DTLS handshake with ECDHE-RSA cipher suite

potential extensions supported by the client. If the server supports them as well, it will include them
in the following Server Hello message. This is also where we chose to advertise our MPDTLS

extension as explained in Chapter 3.

The only difference with TLS (Section 1.2.1) is the presence of a second C1ientHello. The first one
is sent with no cookie and the second one must repeat the cookie received with the HelloVerifyRe—
quest. Then the server confirms the cipher suite to be used through the ServerHello and directly
sends its certificate and its ephemeral public key” including a signature of all previous exchanged mes-
sages. Finally the server sends the ServerHelloDone to explicitly say that the handshake is finished

on its side.

>In the case of ECDHE, it consists of the public DH parameters. Namely the domain parameters to define a particular
curve.
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Thereafter the client must also send its DH ephemeral public key. At this point, both parties have all the
elements in their hands to compute the premaster secret. Note that unlike RSA, the secret is never com-
municated through the channel. With the random information exchanged through the ClientHello
and ServerHello, each host can also compute the master key on its side. Consequently each peer will
use this key to derive the set of keys used to communicate in the next epoch. The first messages of epoch
1 are the ChangeCipherSpec messages. They explicitly mark the separation between the handshake
and the rest of the communication. Even if they are technically separated from the handshake, they are

still considered as being part of it from a conceptual point of view.

1.3.2 Application data

Once the handshake has been completed, the peers can exchange Application Data packets. They are
first encrypted and authenticated using the parameters negotiated earlier, then encapsulated into a Record
Layer (Listing 1.1).

DTLS doesn’t bring any additional guarantee concerning the reliability of the link. As shown in Figure
1.4, packets may be lost on the way and the application must deal with it. The sequence number for each
message is indicated between chevrons. Sequence numbers are carried in clear inside the record layer,

so each host knows how to verify the MAC and authenticate the packet.

msc DTLS communication

Client Server

Application Data <1>

Application Data <1>

Application Data<2>
ﬁ.

Application Data<3>

Application Data<2>

Figure 1.4: DTLS application data exchange
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1.4. Use cases

1.4 Use cases

DTLS can be used almost everywhere UDP is used. We can think about applications such as VoIP (Voice
over IP), multimedia, online gaming. Every application that wants to secure its communication but still

benefit from faster transmission time of UDP may take advantage of using DTLS.

Of course the application has to cope with losses or reordering, but this is already the case for real time
communication. As regards telephony, blank sounds replace the missing packets. For online gaming,
high speed communication between the server and the client is needed to determine the character’s
position for instance. But if one packet is lost, the position can be determined by the next packet and the

application will not be disturbed.

For video streaming applications, techniques are used to introduce a slight redundancy at the codec level
in such a way that if some packets are lost, one frame may be missing but at least the video is still

watchable®. It is also possible to introduce a small buffer to handle reordering.

In a recent Internet draft [3], companies are trying to make DTLS the default sub-transport protocol
for all application-level protocols when security is needed. This will raise DTLS to the rank of "good

practice" for secured communications.

Another important use case for DTLS comes with its integration in WebRTC[19]. This is an open project
which has an objective to bring real time communications to browsers and mobile applications via sim-
ple APIs. In this context, DTLS has been chosen to ensure the communication between two peers (i.e.
browsers or mobile apps). The internet draft describing the security architecture of WebRTC [20] pro-
poses to use SRTP over DTLS for multimedia communications and DTLS alone for any other kind of
data. Figure 1.5 is taken from a presentation [21] made by E.Rescorla and shows how the connection is

set up in this proposed design.

By the peer to peer nature of this application, a signalling server is needed to act as a "rendez-vous" point
and to perform NAT traversal. Then the handshake can take place and identity providers issue and verify
certificates. Finally all data are transmitted through the DTLS transmission and multiple SRTP sessions

can use the same DTLS session.

To sum up, all these applications may benefit from using DTLS but also MPDTLS as it will allow more
resilience and better performances. We will demonstrate this point in the following chapters.

1.5 Security considerations

Most of the security considerations are the same as those of TLS 1.2 [1] since DTLS is only an adaptation

of TLS for unreliable transport protocols.

The attacks known for TLS could theoretically be used for DTLS as well. This is the case for the "secure

®0f course, the application must a use a proper codec and compression method.
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Figure 1.5: Proposed design for WebRTC security architecture

renegotiation”. As a reminder, this vulnerability allows an attacker who can hijack a HTTPS connection
to add custom request to a communication between the client and the web server. Even if the attacker
cannot retrieve the content of the communication, it can still have dramatic consequences. As depicted
on Figure 1.6 taken from [22], an attacker can inject bank orders and then trigger the renegotiation with
a real client. The bank order is only delayed and when the renegotiation is completed, it is executed
before anything else. The best solution up to know is to disable by default this feature or to implement

the extension described in [23].

Other attacks could also be applied to DTLS and be more efficient on DTLS than on TLS, namely the
DoS attacks. Two main categories can be identified :

e The blind DoS : packets are being transmitted with a spoofed IP address to redirect the traffic to
another target (amplification attack) or to simply not diclose the IP address of the attacker. They
are called blind because the attacker will never receive any answer from the server. They are made

easier with UDP because no handshake is needed with the server.

e Computational DoS : the attacker can reply to certain messages but will try to optimize the ratio

between the work he has to do and the work he is asking to the server.

Blind DoS are made impossible in TLS because the attacker must first complete the TCP handshake and
thus prove he can answer at this address. As presented earlier, the introduction of the Hello Verify

Request will prevent this kind of attack for DTLS too. Although it is not a strict requirement to
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Figure 1.6: TLS renegotiation vulnerability

implement this feature in DTLS ([8] Section 5), it is strongly recommended for DTLS servers unless

there is a good reason to think that no amplification is possible in their environment.

Nevertheless the second type can still be used to disturb a server running DTLS or even TLS. As ex-
plained by E. Rescorla in [24], nothing is done at the design level to prevent these kind of attacks because
it would imply putting a lot of work on the client side. It is generally a bad idea for performances. More-
over, the attackers are often using infected computers of casual people to launch DoS attacks. Therefore

they have a lot of CPU power available anyway.

1.6 Heartbeat extension

The heartbeat extension is unfortunately known for the famous heartbleed bug’ detected in April 2014.
Every server using OpenSSL at this time was vulnerable and part of the memory could be retrieved (in-
cluding private keys, passwords. .. ). It is important to note that the error came from the implementation

of the extension inside OpenSSL and not from the standard itself.

Anyway, this extension can be really useful to assess the availability of a link and also provides a keep-
alive feature. It is quite simple but it also allows for extensibility and new messages as stated in RFC6520
[25]. The structure of a heartbeat message is presented on Listing 1.5. This will take place on top of the

Record Layer (Listing 1.1). The advertisement of this extension is made through a Hello extension. It

"http://heartbleed.com/
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also defines the behavior of the hosts upon the reception of Heartbeat messages.

struct {
HeartbeatMessageType type;
uintl6 payload_length;
opaque payload|[HeartbeatMessage.payload_length];
opaque padding[padding_length];

} HeartbeatMessage;

Listing 1.5: Heartbeat message

For now, only two types of Heartbeat messages are in use : Heartbeat Request and Heartbeat
Response. The response must contain the same payload as the one in the request triggering it. A

simple exchange is presented on Figure 1.7.

msc Heartbeat request/response

Host 1 Host 2

Heartbeat Request
- >@

Heartbeat Request

Heartbeat Response

Figure 1.7: Heartbeat requests and responses

Other messages may be implemented since a new IANA section has been opened to register the different
HeartbeatMessageType. Indeed, as you will see in the Chapter 4, we have designed a new type of

message used to transmit a timestamp.
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2 | MPRTP : Multipath over UDP

MPRTP (Multipath Real-time Transport Protocol) is an extension to RTP currently standardized in [6].
This protocol, described originally in [26], tries to bring multipath feature to the traditional RTP. The idea

is to take advantage of the presence of multiple interfaces to improve the way information is transmitted.

Although other multipath protocols exist, such as MPTCP [5], we chose to study more in detail the
case of MPRTP. Indeed, it is probably the closer existing protocol that operates over UDP and does
multipath with addresses advertisement, link quality assessment, etc. However, MPRTP does not need

cryptography because the protocol does not guarantee any authenticity or integrity of the messages.

In this chapter, we will give an overview of RTP, before going through the different challenges brought

by the multipath aspect to see how MPRTP solves it.

21 RTP

The Real-time Transport Protocol (RTP) defined in RFC3550 [27] is a protocol to deliver real-time
information such as audio or video across the network. It is used by various applications : VoIP, video
conferences, television services. .. All connections are unidirectional with a source and a destination.
The same RFC proposes another protocol, RTCP (RTP Control Protocol), that offers a way to monitor
a link by regularly providing feedback from the receiver to the sender. The feedback includes various
parameters such as the loss rate, the RTT, etc. As stated by the RFC3550, RTP is used most of the time
in conjunction with RTCP.

2.1.1 Connection Establishment

RTP does not provide any support to open a particular connection. Since it is used most of the time
over UDP, a handshake is never established. Instead, RTP relies on out-of-band protocols to manage the
session establishment. Although any protocol can potentially be used, SIP (Session Initiation Protocol)
has become the most common way to open sessions for VoIP applications. Figure 2.1 presents a con-
ceptual schema of how it takes place. An external server is generally used to negotiate the ports for the

connection and can provide NAT traversal feature.
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(Diagram : jllustration of network connections during a VolP call using a PBX)
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Figure 2.1: How an RTP connection takes place for VoIP (image from [28])

Two flows are initialized : one for RTP and the other for RTCP. They usually use consecutive ports while
RTP must use an even port number ([27] Section 11). So only one pair of ports must be advertised for
each host. This is only true for a unicast session. IP multicast can also be used with RTP and offers better
performances if a large number of clients must access the same media resource. However, we won’t give

any details about how RTP multicast sessions are established since is it out of the scope of this thesis.

2.1.2 RTCP

RTP is just responsible for sending data to the receiver, with some additional information inside the
packet compared to simple UDP. It includes sequence numbers, timestamps, information about the
sources and control bits. But this mechanism alone does not give any hint about packet losses or the

congestion of a link. This is why RTCP is essential in most of the applications.

According to [29], RTCP performs four tasks :

1. It provides feedback on the quality of the data distribution. It plays the role of a congestion control

mechanism.

2. It carries an identifier for the RTP source called the canonical name. It allows each host to identify

the participants in a particular flow. It can be useful when dealing with multicast.

3. It allows the source to compute the rate at which it has to send the packet. This takes into account

the number of participants to the session.

4. Tt conveys minimal session control information, such as participant information to be displayed on

user interface, for instance. This functionality is left optional.
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2.2. MPRTP

To do so, it carries Sender and Receiver reports. These reports are transmitted to the other party to

estimate the quality of the link. They include information such as:

e the packet count, octet count (received/sent)

e the cumulative number of packets lost and fraction lost

o the highest sequence number received

o different timestamps to estimate RTT and jitter.

2.2 MPRTP

Currently, RTP is not able to work "as-is" in multipath
mode because it operates at the session level and not at
the transport level. Therefore RTP deals only with a par-
ticular media flow and not with the traditionnal 5-tuple.
The idea of MPRTP is to use multiple RTP flows con-
currently on multiple interfaces. Figure 2.2 presents the
system overview. As for RTP, the communication of the
media is unidirectional : from a sender to at least one re-
ceiver.

The sender is in charge of gathering the paths characteris-
tics and scheduling the packets accordingly. The receiver
must reorder the media packets to present them as a con-
tinuous stream for the application. The codec can then
rebuild the media as if it was coming from a normal RTP
flow. We will explore in the following sections the differ-
ent components needed to add this multipath feature.

2.2.1 Design goals

Adapting to bandwidth changes

Codec

Application

MPRTF Sender

Internet

\/

Path 2
Path 1 / \

MPRTP Receiver

Application

Codec

Figure 2.2: MPRTP overview

If a link is congested, the scheduler must reduce the number of packets on this link and re-distribute

the load among less congested links. But a small quantity of traffic must still be sent through this link

just to monitor the link’s characteristics (RTT, jitter). A similar approach is used in Multipath TCP [30].

Of course, the changes of repartition among the flows must be smooth and absorb small perturbations.

Especially when it is used with mobile phones, as the switch between antenna may introduce a loss of

connection on a very short period of time.
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MPRTP : Multipath over UDP

Overcoming packet skew

When different paths are used over the Internet, different delays will likely be encountered as shown in
[31]. As a consequence, the packets will arrive out of order. To mitigate this problem, a buffer large
enough is needed at the receiver side. For multimedia communications, this is critical, as song or video
has to be read in-order. However, the scheduler could take care of rigorously selecting the flow in order

to minimize the skew.

Choosing transmission paths

Among the available paths, the MPRTP implementation must choose a subset of them to send the packets.
This choice is actually an optimization issue based on multiple parameters. An endpoint may chose to
optimize some of them. Following the scenario and the application needs, the scheduler may minimize

losses, minimize latency or maximize end-to-end capacity.

2.2.2 Getting subflow information

To meet these goals, the scheduler will need to get information about the different subflows. Just by using
the reports from sender and receiver as exposed in the Section 2.1.2, MPRTP already have an overview
of the session as a whole. However to get per-subflow information, it has to introduce RTCP per-subflow
reporting. In order to decouple the subflows from the session, an ID is assigned to each subflow. A
subflow is considered as unique if the source and destination IP addresses and ports are different, which,

together with the protocol, gives a 5-tuple.

To get an estimation of the packet jitter, packet loss and packet drop for a particular subflow, a subflow-
specific sequence number is introduced. This new sequence number and the subflow ID are both carried
in a header extension. This additional header is standardized in [27] and will therefore allow backward

compatibility.

2.2.3 Addresses advertisement

To establish new paths, a mechanism must advertise the addresses to the other host. In MPRTP, the
choice is currently [6] left to the application to use in-band or out-of-band communication to take care
of it. "In-band" means we use the same protocol (in this case MPRTP) to exchange our addresses while
"out-of-band" will imply another protocol that could be reliable for instance.

struct ({
byte MPRTCP_Type;
byte block_length;
uintl6 RTP_port;
byte InterfaceAddress]|[ (block_length-1)=x4];
} MPRTCPInterfaceAddress;

Listing 2.1: MPRTCP Interface Advertisement
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2.2. MPRTP

We focused on in-band communication since that is the way we choose working in our proposed design
(see Section 3.1.2). The MPRTCP extension for interface advertisement is defined in [6] sec. 9.3. The

structure used to carry one particular IP address and port is shown on Listing 2.1.

The MPRTCP_ Type indicates the type of interface address. For now, 3 types are defined:

1. an IPv4 address
2. an IPv6 address

3. a DNS name

The block_length is the size of the block (i.e. the whole structure) in 32-bit words. For an IPv4
address it should be 2 (1 for the interface itself and 1 for the information before), for an IPv6 it should

be 5 and for a DNS name it will be variable.

The RTP_port mustbe a valid RTP port number different from 0. The InterfaceAddress contains
the actual IP address and its size is determined by the block_length.

Note that Listing 2.1 only presents the block to advertise one interface but such blocks will be combined

in a unique packet to take into account multiple interfaces.

As stated in the working draft, all the interfaces in use must be transmitted. Moreover an endpoint must
advertise its interfaces whenever an interface appears or disappears and when it receives an Interface
Advertisement. Having to reply to an Interface Advertisement provides somehow an acknowledgment

mechanism that could be useful in an unreliable environment.

2.2.4 Scheduling Algorithm

The scheduler is one of the most important aspect and a critical point if the multipath approach has to
overcome the single path one. In the case of MPRTP, the sender must choose on which path to send the
packets in order to guarantee a constant bit rate. A simple example with two paths is shown on Figure
2.3.

The goal of the scheduler is to compute the fractional distribution to distribute packets accordingly to
paths characteristics. This means that a link with a smaller RTT will probably be more loaded than

another one.

However, the packets may arrive out-of-order if a significant difference in terms of RTT is noticed be-
tween paths. To compensate this reordering, a dejitter buffer must be set up at the receiver’s side (Figure

2.4). The buffer must be large enough to compensate variation in per-path RTT.

This buffer will rearrange the packets to put them in order and deliver the information to the application

as a single stream.
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Figure 2.4: MPRTP buffer at receiver’s side

Receiver rate

The receiver rate (RR) is computed for every subflow as the total number of bytes that have been transiting
through the subflow between two consecutive receiver reports. This rate takes into account only the
packets correctly received by considering the loss rate. When the receiver builds its 7*" report, the RR is

computed as follows :

(SN, | sizeof (Xp)) x (1 — Ly)
(ti —ti—1)

RR =

where HS'N; stands for the "Highest Sequence Number" received in the report ¢. So the sum actually
represents the total number of bytes sent between two consecutive receiver reports. L; is the loss rate

reported for this period of time.

Calculating the fractional distribution

The computation of the fractional distribution is not done each time the sender receives a receiver report.
An interval timer is instead defined to run it more or less frequently following the network information.

This interval expressed in seconds is computed as follows :
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Schint = X X Sinterval, 0.5 <A<1.5
A = 0.5+ Rand(0.0,1.0)

The randomisation factor A is used to prevent multiple senders using the same paths to launch the com-
putation at the exact same time. This would lead to a delta in server load. S;,terva 1S @ Value between
the minimum and maximum RTCP interval [32; 39]. It will be kept small at the beginning of the com-
munication to recompute the distribution more frequently but progressively increases to the maximum.
If congestion is detected, the S;,terva 18 reduced to recover quickly if the link becomes non-congested

later on.

At the end of the interval, the distribution needs to take into account the state of each link in terms
of congestion. For this purpose, three categories are defined : congested, mildly-congested and non-
congested. To determine the category of one particular subflow, the rules defined in [32] are used. This
Internet draft aims at providing concrete rules to determine if a RTP application must stop sending

packets to avoid congestion.

The proposed algorithm to split the traffic among all available paths will take into account the degree of

congestion and will reduce the load of congested links.

SBli| = min (ngg[m] X MR, « X RR[i]) if congested
SBli] = min (Z]jg‘[é]m x MR, [ x RR[i]) if mildly-congested
SBli] = <§% x (MR — AP)> if non-congested

where SBJi] is the sending bit rate for a particular path i, MR is the media rate (i.e. total bit rate) and
AP is the allocated bit rate. The indexes m, r, w are used to represent the set of paths congested, mildly-
congested and non-congested respectively. The minimum function is fixed here to limit the maximum
usage of a congested link but will not change anything if the link is already underused. Of course, this

should be repeated for every path 1.

The parameters o and /5 must be tuned by experiment. In section 5.1 of [26], /3 is set to 0.8 and « to
0.5 after a series of tests in various configurations. These values lead the scheduler to reach the optimum

fractional distribution quicker than other values.
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3 | Protocol Design

In this chapter, we will explore the different additions and modifications made to DTLS to support the

Multipath capability. These changes are categorized in three groups:

e Advertising the extension and the interfaces
e Establishing secure sub-flows without introducing attacks vectors

e Gathering and exchanging statistics data about the health of each flow, regardless of the others.

In addition to the complete description provided here, all the changes made to DTLS are summarized in

Appendix B.

3.1 Multipath advertisement

Our main purpose is to set up this protocol as an extension of DTLS. In this way, we can reuse as much
as possible the principles established by Rescorla and Modadugu in [2]. This also explains why we tried

not to change the existing DTLS frames and to add instead new frames for new usages.

3.1.1 Extension discovery

The first step, and the first requirement, was to remain compatible with the standard DTLS client and
server. To do that, the MPDTLS extension discovery is made through a new entry in the extensions list
of the ClientHello and ServerHello messages. If a MPDTLS-unable server receives a Clien-—
tHello, it will ignore the option as it is specified in the TLS 1.3 specifications ([13]). This option
is carried as any other TLS Hello Extension (Section 7.3.2.5 from the same draft) with the following

format:

struct {

ExtensionType extension_type;

byte extension_length[2];
byte extension_datal[l];

} Extension;

enum {

mpdtls_extension (TBD, 42 in dev), (65535)
} ExtensionType;

Listing 3.1: MultiPath DTLS Extension structure
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This extension is simply carrying a byte indicating if the host supports MPDTLS or not (so it carries
0x01 or 0x00 respectively).

After the exchange of the HelloVerifyRequest and ClientHello with Cookie, the server will
send back a ServerHello containing the same extension if it wants to support MPDTLS features.
Besides this MPDTLS extension discovery, the handshake is exactly the one from DTLS.

3.1.2 Advertising interfaces

Like in MPRTP (see Section 2.2.3), we can explore 2 options for the addresses advertisement : in-band or
out-of-band signalling. For MPDTLS, we made the choice to consider only the in-band communication

for the following reasons :

e Lower overhead: we do not need any additional protocol or to set up another channel of communi-

cation.

e The addresses must be communicated securely. We already have a secure channel with DTLS, it
is thus unnecessary to do another handshake with TCP/TLS.

e The reliability is not a strong requirement. The message carrying all the addresses may be lost,
this is not vital for the communication. Moreover, with a small retransmission strategy, it will

eventually reach the destination.

Once the handshake is finished and the initial subflow is established, the two hosts can advertise new
interfaces available for other subflows. This is done within the ChangeInterfaceMessage (CIM),
a packet carrying multiple addresses. This packet is carried as a DTLS fragment and thus is protected in
the same way the Application Data are. The structure of the CIM packet is shown in the Listing 3.2. We
use 16 bytes for the address to be IPv6 compliant. IPv4 addresses can be mapped to/from IPv6 format
following RFC4291[33]. This mapping allows us to keep the size of the packet relatively small when
you compare it with the one from MPRTP (Listing 2.1). Of course DNS names are not supported. It
could be interesting to let the other host do the DNS resolution, but for now we think it is not needed.
We can always extend the design if a need for other kind of interface advertisement is observed.
struct {

ContentType type;

ProtocolVersion version;

uintl6é epoch;

uint48 sequence_number;

uintlé length;

select (ContentType) {

case change_interface: ChangeInterfaceMessageFragment; // New field

} fragment;
} DTLSPlaintext;

enum {
change_interface(TBD, 42 in dev), (255)
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} ContentType;

struct {
byte reply;
if (reply) f{
uint48 ack;

}
byte number_addresses;
NewAddress addresses<l..278-1>;

} ChangeInterfaceMessageFragment;

struct {
byte address[16];
uintlé port;

} NewAddress;

Listing 3.2: Change Interface Message

The CIM contains all the addresses a host wants to share. We decided to always transmit all the addresses
to provide redundancy. Also, to be sure we do not lose potential paths, the C IMs are retransmitted in case
of loss and so are acknowledged. To avoid wasting resources, we use the acknowledgement to transmit
the list of addresses of the receiving host. Doing this way, we are sure that each host knows the exact
configuration of the other at any time (once the first host received the acknowledgement). This strategy

has also been chosen for the retransmission in MPRTP [6].

An example of the CIM exchange is shown in the Figure 3.1. The message is structured as follows: the
fact that it needs an acknowledgement or not (reply bit), the total number of interfaces we are advertising
and the list of interfaces (following format presented in Listing 3.2). For the sake of clarity, the DTLS
informations (such as the epoch, version,. . .) are not represented on Figure 3.1 and the sequence numbers

are shown between chevrons.

msc MultiPath-DTLS Addresses announcement

Client Server

ChangelnterfaceMessage[[reply=1], 2, clientl, client2 ] - <1>

—>@

ChangelnterfaceMessage[[reply=1], 2, clientl, client2] - <2>

ChangelnterfaceMessage[[reply=0,ack=2], 1, serverl] - <1>

Figure 3.1: Example of Change Interface Message use
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To avoid an infinite exchange of CIMs, a reply bit is needed and placed into the header of CIM to
differentiate a new message from an acknowledgement to a previous one. Also, to know which CIM
request is acknowledged, its DTLS sequence number is added in the response. The client must store
the sequence number of the last CIM emitted. When a CIM is received but the host realizes the stored

sequence number doesn’t match the received ack, it must retransmit its own CIM.

3.1.3 Retransmission strategy

A CIM message must be retransmitted if the reply is not received because the packet may be lost. As we
do not know directly if the reception is successful, we could use a timeout to retransmit the CIM after a
certain period of time. But if the other host is definitely dead, we will send packets for nothing before
we figure out. We could point out the fact that the knowledge of the interfaces is only needed when the

host is really using them (i.e. sending packets).

Therefore, we could think of a mechanism which retransmits only when there is evidence that the other is
still alive : when we receive application data packets. When the first CIM is sent, we set a flag to 1. This
flag is put back to 0 as soon as we receive a CIM with reply = 0. But if we receive an application
data with the flag still on, we process the data and retransmit the last CIM. An example is presented on

Figure 3.2.

msc MultiPath-DTLS Addresses announcement RTX

Client Server

ChangelnterfaceMessage[reply=1, 2, clientl, client2]
%

ApplicationData

ChangelnterfaceMessage[reply=1, 2, client], client2]

ChangelnterfaceMessage[[reply=0], 1, serverl]

Figure 3.2: Example of possible Change Interface Message retransmission

Of course if some packets were already on the line before the server has received the CIM, we will

retransmit many times the CIM and therefore waste bandwidth.

Our solution is somehow a mix between the pure timeout and the direct retransmission after every packet.

When we first send the CIM, we store a timestamp in a variable. For every packets received, we check if
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the elapsed time is enough and, in this case, we retransmit the packet and reset the timestamp to the cur-
rent time. The "enough" is customizable, we could set a default value of 2 RTT for CIM retransmission.
The main benefit of checking only when we receive packets is that we don’t waste bandwidth for dead

links and we don’t need parallelization mechanism (e.g. interruptions or threads).

This strategy will be used for all retransmission of control packets with possibly different thresholds for

the timers.

3.2 Secure subflows setup

In the first design of our protocol, we did not use any handshake to attach new subflows to the global
connection. Instead, we were creating all the possible subflows by combining the host and remote ad-
dresses, directly initializing the sockets in connected mode. However, this solution is not suitable in

various situations, like NAT-traversals or short-living interfaces.

Other multipath protocols don’t need to explicitly start a new flow. That’s the case for MPRTP, the
interfaces are just advertised and all possible combinations of 2 interfaces are then acceptable. But

MPRTP doesn’t have any security concerns as we do.

Using not connected sockets could present a potential weak point for a DoS (Denial of Service) attack.
If an attacker could guess IP addresses of the server, she can send garbage under the form of traditional
DTLS packets. This could get computation costly since it forces the server to establish the packet au-
thenticity and involves cryptographic operations. This is cheaper if we use connected sockets because
packets coming from other addresses or ports than the connected ones are immediately dropped by the
UDP stack. Also, this problem does not appear when the involved packets are not cryptographically
signed, like the handshake packets. The solution presented in the Section 3.2.2 allows to overlook this
issue as it is based on the shortened DTLS handshake.

To address this issue, we define three scenarios of subflow creation and the solutions to cope with.

3.2.1 Make-before-break sub-flows

We want to set up a new subflow when we have at least one other subflow alive. In this situation, we will
use the secure communication already established to negotiate the opening of a new connection. Only
when the negotiation is completed, a new socket will be created and connected on both side, avoiding

any possible DoS attack on the new interface.
To carry this request, we need a new type of packet : wantConnect, whose structure is shown on
Listing 3.3.

enum {
want_connect (TBD), (255)
} ContentType;
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struct {
NewAddress addr_src;
NewAddress addr_dst;
byte opts;

} WantConnectFragment;

struct {
byte address[16];
uintl6é port;

} NewAddress;

Listing 3.3: WantConnect message

The field opts can specify options for the incoming connection. The first bit of opts is telling if the
host accepts or refuses the connection and will only be present in the reply. A second bit is used as the
backup flag. When this flag is set to 1, it means we want to send packets on this interface only if it is
the only possible choice to keep the connection running. Typically, this would be the case for a 4G/LTE
interface on a phone because it costs much more than the Wi-Fi. The 6 remaining bits are unused for

now but may be useful in the future.

The host who received a want Connect must acknowledge the reception using a wantConnect Ack
packet (see Listing 3.4). Messages can be lost and we need to know to which packet the acknowledge-
ment is referring to, so we include the sequence number of the corresponding packet (i.e. DTLS sequence
number). The options are also included to give the opportunity to the other host to accept or deny some
of them. In particular, the first bit is set to 1 if the host refuses the connection and zero otherwise.

enum {

want_connect_ack (TBD), (255)
} ContentType;

struct {
uint48 ack_seq;
byte opts;
} WantConnectAckFragment;

Listing 3.4: wantConnectAck message

Figure 3.3 presents how it will take place when a server has 2 interfaces and the client only one. First
the traditional DTLS handshake is established between the client and the public interface of the server
(S1). By a CIM exchange, the client is aware of the existence of a second interface (S2). It then sends
a wantConnect request and if this message is correctly received, the server will set up its second
interface to receive packets from the client. After this exchange, heartbeat messages will take place to
assess the availability of the link. The frequency must be defined according to experimentation. At this
point, we recommend to send a heartbeat message at least every 5s. The implementation must use a
back-off strategy to prevent waisting resources on a dead link. If for some reasons, the interface is not
reachable from the client, then the server will find out it never receives any heartbeat response and will
close the socket. Otherwise, a new subflow has been set up and both hosts can use it to communicate

securely.
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msc MultiPath-DTLS handshake make-before-break
Client (C) Serverl (S1) Server2 (S2)

DTLS Hanshake

DTLS Hanshake

CIM[2, S1, S2, reply=1]

CIM[1, C, reply=0]

WantConnect[C,S2,0p]

connected socket

WantConnectAck[op]

~~ _ connected socket

HeartbeatRequest
( / HeartbeatResponse

Figure 3.3: Example of new sub-flow establishment when another connection is alive

When another connection is available, this is the best method to establish a new sub-flow since it is way
faster than a complete handshake. Note that the two new messages introduced are secured as any other

DTLS message and therefore cannot be forged or replayed.

3.2.2 Break-before-make sub-flows

Unfortunately, the solution presented in the previous section is not applicable in every situation; for
instance, when a smartphone is connected with its Wi-Fi interface and the access point becomes out
of range for any reason, the smartphone will then toggle the 4G interface. It cannot use the procedure
explained in the previous section as it does not have an active subflow anymore. To solve this problem,

the smartphone can simply use the Session Resumption mechanism available in (D)TLS, resuming on
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both sides the state of the session as before the link failure. It is also important that the smartphone warns
the server that the Wi-Fi interface is no more available by sending a CIM as soon as it re-establishes the

connection. This use case is presented on Figure 3.4.

msc MultiPath-DTLS session resumption

Client2 (4G) Clientl (WiFi) Server

DTLS Hanshake

DTLS Hanshake

Share session ID

iFi Of

ClientHello (with session id)

HelloVerifyRequest

ClientHello (with session id, cookie)

ServerHello (with same session id)

ChangeCipherSpec

ChangeCipherSpec

Changelnterface(Client2)

Changelnterface(Server)

Figure 3.4: Example of how session resumption takes place

Note this is only possible because Client]l and Client2 are the same application and therefore share the

session ID given by the server. The handshake is faster if the session is still on the server’s cache because
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no certificate exchange is needed and the master key is the same as before.

This solution presents the same security properties than the standard Session Resumption proposed in the
RFC5246[1], Section 7.4.1.2. The RFC doesn’t explicitly limit the session resumption to come from the
same IP/port as before but it appears that some implementation do it. It was the case for Firefox and was
criticized as a bug by N. Modadugu who is the co-author of DTLS!. It can’t be considered as a weakness
since even if an attacker can steal the session ID, she doesn’t know the master key and therefore won’t

be able to generate a correct ChangeCipherSpec.

If the server clears the session cache in the meantime, the full DTLS handshake will take place and the
server and the session will start without any other known remote interface. This is another reason to

impose a CIM emission as soon as the subflow is up.

Moreover, to make this solution working, a thread or a process must be constantly listening the interface

even if a connection is already initiated. This was not a requirement for the WantConnect solution.

Finally, we can say that this last solution is more generic than the previous one, as it can be used in every
situation, when the WantConnect can only be used if a sub-flow is already established. Nevertheless,
this method could potentially complicate the implementation if a flow is up and you try to do session
resuming with another flow. You will have two separated DTLS sessions and the expected behavior is
to merge these two into only one session. It would imply to use some communication channel between
processes (shared memory for instance) and to merge objects together. Our experience working with an
SSL/TLS library shows it won’t be easy. So, the best solution to establish new flows when at least one

other flow is alive stays the Want Connect method.

3.2.3 NAT-traversal subflows

However, an overview of the possible scenarios would not be complete without taking into account the
NAT that are widely deployed in home networks. To do so, we can reevaluate the solutions proposed in

the previous sections to see if they can fit in presence of NAT.

Make-before-break

Unfortunately, the initialization of new subflows as described in 3.2.1 is not possible if at least one host
is behind a NAT. Indeed to create a connected socket, one host must know both the IP address and the
port number of the other host. While the IP address may be obtained by some external online tool, the
port is attributed by the NAT when the flow is created. So, the NATed host has no clue to guess that port

number.

To perform efficiently NAT traversal, we must rely on an external protocol for session establishment.

Such a tool is available under the name of Session Traversal Utilities for NAT(STUN) and is described in

'nttps://bugzilla.mozilla.org/show_bug.cgi?id=415196
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RFC 5389[34]. It uses an external server with a public IP to play the role of intermediary and get public

IP and port number for a particular session.

Other protocols actually delegate this task even if no NAT is present. This is the case for RTP and thus
MPRTP, the IP addresses and ports are obtained typically via Session Initiation Protocol (SIP) [35].

Therefore, we let the application obtain the public IP address and the port of every interface via another
protocol. In the prototype we have developed to test our implementation, this feature has not been

implemented since the objective was not to produce a commercial tool to use at home.

Break-before-make

The session resumption method is not altered by the NAT. The only constraint is that the handshake must
be initiated by the NATed host, to allow the NAT-holing and the correct address discovery. This is true
as long as there only one host behind a NAT or one of the NAT is correctly configured forward the traffic
towards the host. In presence of two misconfigured NATS, the same comments of Section 3.2.3 apply.

3.3 Feedback on subflow

Last but not least, each packet must be sent on a single flow. Thus, one needs to dispatch the packets over
the subflows, and this is the role of the scheduler. But, to be able to do its work efficiently, the scheduler
must be aware of the subflows health. To implement this new feature, we propose to add to DTLS a
feedback mechanism, gathering various information such as the forward delay, the drop rate of the link
or the global reorder rate. Crossing the information we receive from different subflows will allow the

scheduler to dispatch packets efficiently.

3.3.1 Forward delay estimation

The transmission delay is an important measure when we want to balance a load over multiple subflows.
But, in our first design attempt, we used the RTT to measure this delay, estimating the one-way delay
to the half of the RTT. However, as a majority of the links over the Internet are asymmetric, it some-
times leads to major differences between the real one-way delay and our estimation. We thus needed to

reconsider the way to compute the delay.

The most intuitive way to compute the time taken to realize a task is to compare the time before its
beginning and after its completion, which makes no sense when it comes over the network. As the task

starts on one host and finishes on the other, we are subject to the clock synchronisation.

However, Fei Song et Al. propose in [36] a practical solution that suits our needs. The idea is simple: we
don’t need to know the exact One-way delay of a subflow, we just need to be able to compare the delays
between the different subflows. So, we can compute the transmission delay of a subflow as the difference

between the sending time and the receiving time, with a AT term being the clock desynchronization
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between the two hosts. This AT is only the clock difference that could exist between the two actors
of the connection and it does not hide any delay or jitter caused by the transmission itself. As the two

end-points of all the subflows are the same, this AT is assumed to be constant over all the subflows.

Once we know how to estimate the forward delay of each subflow, or at least how to rank them on this
criteria, we can easily create a mechanism to compute this estimation, it is illustrated in the Figure 3.5.
To avoid overhead on each DTLS Application Data packets, we took the decision to use new dedicated
packets to compute the forward delay. Each host will periodically send heartbeat packet containing the
current timestamp. When the other host receives it, it can compute the transmission delay modulo AT
For the sake of simplicity, only the average of the delay computed will be transmitted in the feedback
report, as presented in Section 3.3.3. The AT is considered constant over time because the clocks are
increasing in the same way on all the hosts. As AT is constant, it does not introduce deviation in the

calculation of the transmission delay average.

msc Forward Delay estimation

Client; Server Clienty To compute the forward delay, we propose to
proceed as follow:

Probe(T}) The host (Server in the Figure 3.5) sends pe-
T riodically Heartbeat packets containing its
- current timestamp (17).

AR Probe(73) Once received by the other host (Client(; 5}),
the latter can compute the transmission delay

Probe(1%) of this particular packet,

T, T!

A / A FDy =T, — Ty + AT
™ - FDy=Ts— T, + AT

- and update its estimation using EWMA“:

Probe(T3) EFD; = EFD;,_1xa+FD;x(1—a)[+AT]

with o = 0, 875 (Jacobson’s algorithm).

“Exponentially Weighted Moving Average

Figure 3.5: Forward Delay estimation mechanism

We preferred to use the EWMA mechanism that is already use for the RTT estimation into TCP. In this
way, the new value can influence enough in case of sudden change, but cannot completely mess up the

average in case of isolated measurement outlier.

Finally, this is this EF'D; value that is transmitted to the emitter through the feedback message, as we
can see in the Listing 3.5. The sender thus knows the forward delay estimation of each subflows and its

scheduler can take better balancing decisions.
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3.3.2 Lossrate

Unlike in TCP, we don’t receive ack for every packet correctly transmitted. Moreover because DTLS
is based on UDP, a loss is actually a normal event. To compute the loss rate, we must then add a new
mechanism to support feedback. This is done by regularly sending feedback packets from the receiver
to the sender. More details about this mechanism including packet structure are presented later in section
3.3.3. When we talk about sender and receiver, we divide the DTLS connection in two one-way half-

connections. So if we put things back together, each host will play the role of a sender and a receiver.

In this feedback, we do not want to acknowledge every packet received. Instead we give some informa-

tion about what we received in the time frame. It includes :

e the number of packet received

e the minimum and maximum sequence number received

As receiver, by transmitting these information back to the sender, we give the sender the ability to esti-
mate the loss rate for this particular subflow. The minimum and maximum sequence numbers received
alone are not enough to assess very accurately the loss rate but this is a way to keep the packet size
constant. Moreover, if we consider the reordering on a single path as a rare event, we can obtain the loss

rate by

LR — paCketssent - paCketsreceived

packetssent

where packetsgen: is maintained by the sender and packet s eceiveq 1S €xtracted from the feedback. This
loss rate will be added to the global loss rate of the flow using the same EWMA mechanism as for the

forward delay. This will reduce the impact of losses on a very short period of time.

Note that the sender must only keep track of packets with a sequence number greater than the last max
sequence number received from the last feedback. In this way, the space used to store these sequence
numbers will be kept reasonably small. In the case we don’t receive feedback anymore, we will progres-
sively send less and less packets to this address until we stop sending. Therefore, it is not possible we
exceed sender’s memory simply because the receiver is dead. To do so, a back-off timer will be set up
for the heartbeat messages. Such a timer will increase exponentially and above a certain threshold, we
will consider the link as broken. Nevertheless, a good scheduler will stop sending packets before the

threshold is reached by looking at the number of packets not yet acknowledged.

If one interface goes offline and at least one other link is still available, a CIM must be send to warn the
other host. The latest draft of MPRTP [6] Section 7.4 relies also on the communication between the host

and the endpoint to explicitly discard one subflow.
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3.3.3 Feedback reporting

Figure 3.6 presents an example where feedback takes place once the communication is well estab-
lished. After a reasonable number of packets is received (2 in the example), we trigger the emission
of a Feedback.

msc MultiPath-DTLS Feedback

Client Server
AppData <1>
ﬁ.
AppData <2>

AppData <3>

Feedback(2,1,3) <1>

FeedbackAck(1) <4>

Figure 3.6: Feedback flow

The structure of feedbackMessage is presented in Listing 3.5. In the example, Feedback (2, 1, 3)
means that we have received 2 packets since the last acknowledged feedback. The minimum and max-
imum sequence numbers received are 1 and 3 respectively. The client replies with a feedbackAck

Message carrying the sequence number of the corresponding feedbackMessage.

The size of the sequence number is directly taken from the RFC6347[8] while we consider 8 bytes
enough to count the packets. The threshold which triggers the transmission of a feedback must be fixed
way before this limit to provide useful information even at Gigabit speed. But in case some feedback or
feedbackAck is lost, we must handle more than usual values. Indeed, as long as no acknowledgement
has been received, the receiver will continue to send incremental feedback (i.e. the new feedback contains
information about packets already reported in old feedback but not acknowledged).

enum {

feedback (TBD), feedback_ack (TBD), (255)
} ContentType;

struct {
uint64 received_packets_count;
uint48 min_sequence_number;
uint48 max_sequence_number;

uint64 average_forward_delay;
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} FeedbackFragment;

struct {
uint32 feedback_sequence_number;

} FeedbackAckFragment;

Listing 3.5: Feedback and Feedback Ack messages

A feedbackMessage is actually a modified DTLS ApplicationData packet. In particular, it
contains a signed sequence number. The latter can be used in the feedbackAckMessage to identify
uniquely this packet. In case of retransmission/loss when we receive a feedbackAck, we always know to

which feedback it refers to.

Feedback reporting is done on a regular basis. The threshold to send a feedback is to be defined accord-
ingly to the link bandwidth. On a gigabit speed link for example, we will not send feedback every 10

packets but this could be the case in a low bandwidth, high latency environment.

3.4 Impact of TLS 1.3 modifications

If we look at the latest version of the draft on TLS 1.3 [13]2, the section 1.2 reports all the major differ-
ences from TLS 1.2 which is the base for DTLS 1.2.

Many modifications have an impact on the handshake phase. This is the case for the choice to remove
the support for static RSA and DH key exchange. It will certainly improve the overall security of the
communications but it does not interfere with our design. Indeed, we modify the handshake only to
advertise the presence of our extension. This will remain valid with the current draft since a spot is
still available in the ClientHello to carry extensions (see Section 7.3.1.1 of [13]). All other TLS
extensions are using the same mechanism so we have good reasons to think that the next version of TLS

will keep supporting it.

One of the biggest change is probably the end of the renegotiation. This feature has brought some
important weaknesses (see Section 1.5) and therefore will not be part of TLS 1.3. Fortunately, we do
not use this feature but only the session resumption for the break-before-make scenario (see Section
3.2.2). There is a big difference between these two concepts. While session renegotiation redefines
all the parameters for the session, session resumption reuses the same cipher suites. The keys used to
encrypt and authenticate the packets must be the same as before the resumption. As a consequence,

session resumption is considered as secure and will be supported by TLS 1.3.

As conclusion, all the changes made in TLS 1.3 up to now have no effect on our current design. This is
mainly due to the fact that we don’t modify existing packets but create new ones. Moreover our presence
in the handshake is limited in practice. We may expect a version 1.3 of DTLS will follow the TLS one
and we have no reason to think that our design for MPDTLS will not be compatible with this future

version.

2Version 5 as we write these lines.
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This chapter focus on the implementation of our extension: Multipath DTLS[37], whose design was
presented in Chapter 3. We describe first the library we chose to modify, detailing the internal work-
flows such as the handshake or the packet emission and reception by following a use case (from the
tunneling application we developed for our tests, presented in Section 5.1). Then we explain how we
handled some programming aspects such as the thread-safety and the retransmission timeouts. Finally
we detail the modifications made to add the multipath ability and the statistics gathering, as well as
presenting the internal structures supporting these features. We also show the various issues we faced

during the implementation and how we solved them.

4.1 Choice of library

Since we designed MPDTLS as an extension for DTLS, it was logical not to implement it from scratch
but to start from an existing implementation of DTLS. Several libraries implement the latest version [38],

but we chose wolfSSL [39] (previously CyaSSL) as our starting point.

The choice was driven by the following criteria :

the code readability

the documentation

existing examples

the library size

Unlike OpenSSL, wolfSSL contains a small number of files to handle SSL/TLS and DTLS. The objective
of this library is to be as light as possible to allow its integration in embedded systems. As stated on its
official website [40], the library is up to 20 times smaller than OpenSSL [7]. Documentation and working

examples are provided to help its use.

For information purpose, a summary of all the modifications made inside wolfSSL is presented in Ap-
pendix D.1. In addition, we have modified the DTLS dissector of Wireshark[41] to recognize our new

packets and debug more easily (see Appendix D.2).
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4.2 Library calls

In this section, we show how to use wolfSSL, how to set up the library and create a DTLS session and
how to transform an existing DTLS code to use MPDTLS instead. Then we dive deep into the library
code to see how the handshake is done internally and how the packets are sent and received.

It is important to remind wolfSSL is a library and thus does not have any existence outside the calls made

and the structure stored in variables in the client code.

4.2.1 wolfSSL Context initialization

The code to initialize the library context is similar for the client and server side.

First, the context structure must be initialized. WolfSSL provides a function to do so, wol £SSI,_CTX_ -
new, that takes a WOLFSSL_METHOD as argument. This method represents the protocol that will be

used in the underlaying sessions. In our application, we obviously use DTLS as protocol.
wolfSSL_TInit ();
WOLFSSL_CTX ctx;
WOLFSSL_METHOD* method = wolfDTLSv1l_2_client_method();

if ( (ctx = wolfSSL_CTX_ new (method)) == NULL) {

// error handling

Once the ctx object is created, we can call various functions to set up some parameters, like:

the addresses advertised by the host,

the cipher suites that the host can use to exchange the security parameters during the handshake

and to protect the conversation later,

the certificate and corresponding private key to authenticate the host (this is optional for the client),

the Certification Authority certificate that allows the host to check the validity and integrity of the

received certificates.

Other parameters can be set and they are all well explained in the wolfSSL documentation[42].

4.2.2 wolfSSL Session creation

Client side

Once again, wolfSSL provides a simple function to create sessions, wol £SSI,_new, which takes a con-

text in argument. In this way, the session is initiated with the parameters set up in the context previously
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created. To turn on Multipath DTLS, we have added a simple function, wol£SSI_UseMultiPathDTLS,

to enable or disable it.

The next step is first to provide the library with a freshly created socket. It does not have to be connected
at this point. Secondly, we need to set the server address through the wolfSSI._dtls_set_peer

call.

wolfSSL_set_fd(ssl, =xsockfd);

if (wolfSSL_dtls_set_peer(ssl, serv_addr, sz)!=SSL_SUCCESS) {

//error handling

In case of session resumption, the session can be restored with the wolfSSL_set_session. The
session will be automatically resumed if it is still present in the server session cache. If the session has
been wiped out from the cache, the library will ignore this call. The WOLFSSL_SESSION object can be
retrieved from an established DTLS session by using the wol£SSIL_get_session call.

if (sess != NULL) {

if (wolfSSL_set_session(ssl, sess) !=SSL_SUCCESS) {

//error handling

Finally, we can connect the DTLS client to the server. If the wol £SSL_connect call is successful, we

can check the correct set up of the MPDTLS extension with the wol£SSI,_mpdt1s function.

if (wolfSSL_connect (ssl) != SSL_SUCCESS) {

//error handling

Server side

From the server point of view, the session creation is almost the same. The first difference is that the
server must listen an unconnected socket (like every server) and create the session only once a message

have been received on this socket.

The other difference is that the server does not have to call wol£SSI_dtls_set_peer, but it has to
use wolfSSL_set_fd with a connected socket (from its own address and port towards the sender of
the triggering packet). Finally, the server calls wol £SSI,_accept instead of wol £SSL_connect to
start the handshake.

4.2.3 Handshake

The handshake that is executed on wol £SSI,_accept and wol £SSL_connect is the standard hand-
shake defined in the RFC6347[8] and illustrated on Figure 1.3. As the handshake consists of several
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messages sent back and forth between the client and the server, the work-flow behind this handshake
heavily relies on the packet reception and emission processes. These processes are detailed in the Sec-

tions 4.2.4 and 4.2.5 respectively.

Internally, the wol£SSIL_accept and wolfSSL_connect functions are built in the same way, the
sole difference being the expected and sent packets. A variable is initialized at the beginning of each
function, and modified on reception of each message. This variable contains the state of the handshake,
and so determines the messages that should be read or sent. If an unexpected one is received at any point,
two behaviors can occur, depending of its nature. Either it is kept in a buffer for later use, if it presents
evidence of reordering, or the handshake is aborted and the function returns with the corresponding error
code. This error code informs the application about what gone wrong. Otherwise, the function returns

only once the handshake is successfully completed.

4.2.4 Packet reception

As soon as the WOLF'SSL structure is correctly instantiated and the handshake has been successfully
completed, we can start listening to the connection. This can be done by calling the wol £SSL_read (
WOLFSSL*, wvoid*, int) function, whose internal flow inside the library is detailed in the Figure

4.1. Note that the mutex calls are not part of the original wolfSSL code, and are explained in Section 4.3.

When the function wolf£SSL_read is called, the process enters the library, dives into the Receive
Data and ProcessReply functions and will eventually make a blocking call into the CBIORecv
macro! to listen the socket. When a new packet arrives, the process is woken up and it copies the packet
into an internal buffer. Once the copy is made and the pointers are correctly set, the process can treat the

packet.

First, it reads the RecordLayer header, containing the length of the packet and the record type. The
latter is one of the Content Type values defined in the RFC[1]. During this verification, it also defines,
based on the ContentType value, if the packet is encrypted and therefore needs to be deciphered
before being handled.

Then, after the decryption of the packet, it is dispatched to the handling function corresponding to the
ContentType. These functions are called following the pattern "DoTypeName" (e.g. DoApplication-
Data to handle application data packets). For the sake of clarity, these two steps (decryption and all
possible Dofunctions) are not represented in Figure 4.1.

In the original implementation of wolfSSL, the only Record type that could be encountered at this point
was Application Data. The function DoApplicationData applies some handlings on the packet
like verifying the MAC or decompressing the packet if needed and finally copies the clear content of
the packet into a buffer called clearOutputBuffer. Then, if the input buffer has been completely
consumed, the process comes back to the function ReceiveData. This function copies the content of

clearOutputBuffer to the application buffer passed in argument of wol£SSL_read, thus giving

!The low-level mechanisms to read and write on sockets are indeed encapsulated into macros selected following the com-
pilation or configuration flags. This provides to the library some cross-platform aspects.
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wolfSSL_read | | ReceiveData | | ProcessReply | | GetlnputData | | Receive || GetRecordHeader

MutexLock
P

while) no content in clearOutputBuffer

MutexUnlock
P

CBIORecv

ContentType
Length

switch) on ContentType

DoContentType

Figure 4.1: Major functions called on wolfSSL_read ()
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to the client application the content of the received packet. The library then exits and gives the control

back to the calling code.

Adding new types

Adding the recognition of a new type needs two steps, after the definition of all the declarations needed
in the header file: we start by adding the type in the switch of the GetRecordHeader function. We
can also add indication about the packet type, such as whether the content is ciphered or not. Then, we
need to add a new case for the type in the switch statement of the ProcessReply function, in which

we make the call to a new, dedicated function Do TypeName.

Now that the library recognizes the new type and calls the appropriate Dofunction, we can implement the
latter with the intended behavior. In our case, we use the DoApplicationData as a base for the im-
plementation of all the Dofunction of protocol-level packet types (e.g. Feedback, WantConnect...).
It is the easiest solution to get ciphering and authentication of the packets. But it is important to prevent
these packets from leaving the library and being delivered to the application. To achieve this, we move
the pointer marking the end of the clearOutputBuf fer before the beginning of the current packet,

erasing in some way the packet we just have treated.

4.2.5 Packet emission

The packets emission is even simpler, as we do not have to wait for some event, we trigger it. So, in
wolfSSL, an application can send packets using the wol£SSL_write (WOLFSSLx, voidx, int)
function. As shown in the Figure 4.2, the process then enters in SendData, which is responsible of all
the authentication and encryption stuff, in the original code of the library. We moved the code handling
the MAC and encryption in a new function SendPacket, allowing us to use the encryption not only
for the Application Data packets but also for our protocol-level packets. As for the receiving functions,
we created a set of Send TypeName functions, in charge of building the corresponding packets before
sending them. All these methods end with calling SendPacket which will then call SendBuffered.
SendBuffered is the last function in the library before leaving the control to the concrete sending
macro CBIOSend, and this is the place we choose to put our scheduling mechanism. The socket to use

is chosen at the beginning of SendBuf fered, just before the call to the sending macro.

4.3 Thread-safety

A major drawback of living at the application-level for a library is to be dependent on the application. For
instance, all protocol-level packets need responses to ensure the reception since DTLS is not reliable. But,
to trigger the internal mechanisms explained in the previous sections, the library must be in constantly
a listening state. If an application needs to send some packets, which seems to be a normal use case
of the library, it will need to use threads to read and write simultaneously. For this reason, we need to

be sure that using the library in such a way will not cause troubles, especially since the library uses a
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wolfSSL_write | | SendData || SendPacket | | BuildMessage | | SendBuffered

MutexLock

AddRecordHeader

A 4

CBIOSend

MutexUnlock

Figure 4.2: Major functions called on wol £SSL_write ()

lot of internal buffers when it reads or writes. Because our handlings of protocol-level packets involve
packets emission during packets reading, we considered the whole library code as a critical section, with

a notable exception for the blocking call in the Receive function?.

Thus, as with every critical section to be protected, we added a mutex to lock when entering either
wolfSSL_readorwolfSSL_write and to unlock just before leaving these functions. This mutex is

also unlocked just before the blocking call to select () and re-locked right after this function returns.

4.3.1 Note about processes

Using processes instead of threads is another solution, but processes have either to use different session
credentials or to share memory to use the same session object. It is also possible to simply duplicate the

session either through the session resuming or via copy-on-write session mechanisms, but just having

2As a call to CBIORecv is blocking, it prevents the application to write packets when the other thread is waiting for
incoming packets, which would add an extra undesirable overhead.
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the same session credentials is not sufficient for the library to work correctly. As we use statistics to
choose the best path to send new packets, the session object must be completely synchronized between
the processes, with all the risks of memory corruption due to the simultaneous accesses. We finally end

up in the same situation as with the threads.

For the sake of simplicity, we recommend to simply use threads, as we ensure the thread-safety of the

library.

4.4 Managing timed (re)transmissions

WolfSSL does not use interruption in its original version and we did not want to add this kind of control
mechanism. This is a problem as we have to handle timeouts and retransmissions for the control-level
packets. Note that by timeout we mean either that the packet has not been acknowledged by the other

host or that the packet must be sent periodically and the last sending occurred too long ago.

We thus had to use other ways to detect that a packet needs retransmission. By checking actively after
each packet sent, we can do without the interruption mechanism. This check is implemented with the
addition of the call to the CheckTimeout s function, just before the return of SendBuf fered. This
function verifies that neither Heartbeat message nor CIM need (re)transmission. To know which
packet needs to be retransmitted because it is in timeout state, we use two possible criteria. First, we
base the timeout on the time elapsed since the last packet was sent. Second, we use as trigger the number

of packets sent since the last packet of the considered type was sent.

4.41 Timeouts

With the timeout strategy, we are guaranteed to retransmit the packet within a delimited time window,
provided that other packets are sent as we check the timeouts only at this moment. The implementation
of this part is quite easy, only asking to store the current time when we send the packet. The verification
then consists in simply comparing the difference between the stored time value and the current time with

a defined timeout offset.

The protocol does not give any guarantee about the delivery of ApplicationData packet but requires
that Heartbeat and CIM are transmitted reliably, so we use this strategy to ensure the retransmission.

The Heartbeat messages are sent periodically and this mechanism can also meet this requirement.

Concerning our implementation, the timeval for the CIM is stored in the general structure of wolf-
SSL, while each subflow stores the timeval for its Heartbeat, since each subflow manages its own

Heartbeat exchange.
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4.4.2 Packets count

If the previous strategy guarantees some time limits on the trigger, the "packet-count” strategy allows
us to have a more adaptive transmission regarding the actual traffic. The feedback primary purpose
is directly related to the volume of traffic on a subflow and we decided to use this strategy for the

Feedback packets, both for the transmission and retransmission in case of missing acknowledgement.

Altough the design does not require a reliable exchange of Feedback reports (see Section 3.3.3), we
chose to reduce the number of packet to aggregate before sending feedback in case of incremental feed-
back. That is to say when the Feedback or FeedbackAck is lost. The purpose of this reduction is to
increase the rate of Feedback message and thus speed up the acknowledgement of feedback and free

the memory used to store the cache. The details of this will be explained in the Section 4.6.

4.5 Multipath integration

The multipath part of the implementation requires some modifications at some strategic points: selection
of a flow to send a packet, reception from all the subflows simultaneously,... We also need to store a
few structures in memory to keep subflows state and statistics. This section aims to cover all these

modifications, that make multipath possible in wolfSSL.

4.5.1 Memory structures

To be able to use multipath, we needed to store some information in the memory, like the addresses the
application wants to advertise, the addresses of the remote host, the created subflows and their statistics,
the subflows waiting for confirmation and the sockets opened to reserve port numbers but not actively
used in a subflow. We have implemented helper functions to handle these structures easily, such as in-
serting new elements, removing element either by index or with some criteria and searching for elements.
These functions take care of reallocating the memory correctly in order to keep the memory footprint as
low as possible.

typedef struct MPDTLS_ADDRS {

struct sockaddr_ storagex addrs; /* Contains all the available addresses
and ports for MPDTLS (both IPV4 or IPV6) =/

int nbrAddrs; /* Number of available addresses */
} MPDTLS_ADDRS;

Listing 4.1: Structure storing addresses

In our implementation, we have added two MPDTLS_ ADDRS structures to the general WOLF SSL session
object and one to the WOLFSSI_CTX context object.

The first structure mpdtls_host contains the addresses advertised by the host. An application can
insert new addresses into this list by two ways; first, it can call the wol£SSIL_mpdtls_new_addr

(WOLFSSL+*, const charx) function, with the session object and an address as a string, under

Q. DEVOS & L. FORTEMPS DE LONEUX 51



Implementation

either IPv4, IPv6 or DNS format, as arguments. In case of DNS, all addresses found during the resolution
are added at once. The other way isto call wol£SSL_mpdtls_new_addr_CTX (WOLFSSL_CTX%,
const charx). This contextual variant adds the address in the context object rather than in the session
object. All the sessions created from this context will inherit its host addresses. To ensure that this list of
registered addresses is correctly synchronised, a CIM is issued either each time a new address is added

or just after the handshake of a session inheriting addresses from its context.

The second structure mpdt 1s_remote stores the addresses advertised by the other host. It is updated
only after reception of a ChangeInterfaceMessage and is used to know which subflows can be
created.
typedef struct MPDTLS_SOCKS {

intx socks; /+ Contains all the available sockets for MPDTLS x/

int nbrSocks; /* Number of available sockets =/

} MPDTLS_SOCKS;

Listing 4.2: Structure containing inactive socket

However, from the Section 3.1.2 and more specifically the Listing 3.2, we can see that each address
advertised must also mention the port reachable for the flow. As the subflow does not already exist, the
port is still unknown when advertising. To determine this port, we let the OS assign a port number to the
application simply by opening a socket. We then retrieve the port number and register it in the MPDTLS_ —
ADDRS structure. But, if we delete the socket just after, the port number could be reassigned, and thus
would become unavailable for the library. To avoid this issue, we store the created socket ina MPDTLS_ —
SOCKS structure (Listing 4.2). When we finally create a subflow with the address corresponding to a
socket of this pool, we reuse it instead of creating a new socket. In this way, we keep the amount of open
sockets low while keeping the advertised port number safe.
typedef struct MPDTLS_FLOW_HEARTBEAT {

struct timeval last_heartbeat; /* last timestamp */

byte response_rcvd; /* whether or not we have received

a response to our heartbeat =*/

uint rtx_threshold; /+ the retransmission threshold

will be higher if no response */

bytex heartbeatPayload; /+ heartbeat payload =*/
wordlé heartbeatPayloadLength; /* length x/
MessageState heartbeatState; /* avoid multiple heartbeat tx =/

} MPDTLS_FLOW_HEARTBEAT;

typedef struct MPDTLS_FLOW ({

struct sockaddr_storage host; /+ flow determined by the host x/
struct sockaddr_ storage remote; /* & remote sockaddr (ip+port) =/
int sock; /* connected socket (if any) =/
uint wantConnectSeq; /* last wantConnect sent x/

uint tokens; /* tokens count of this flow =/
MPDTLS_FLOW_HEARTBEAT hb; /* hb manager =/
MPDTLS_SENDER_STATS s_stats; /+ stats for sent packets =/
MPDTLS_RECEIVER_STATS r_stats; /+ stats for received packets x/

} MPDTLS_FLOW;
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typedef struct MPDTLS_FLOWS {

int nbrFlows; /+ Number of available flow =/
int cur_flow_idx; /* Flow selected for sending =/
uint token_counter; /+ total number of tokens =*/
MPDTLS_FLOW* flows; /* collection of flow */

} MPDTLS_FLOWS;

Listing 4.3: Structures handling flows

4.5.2 Subflow creation

Following the exchange of WantConnect and WantConnectAck (explained in Section 3.2), a new
subflow can be opened. From an implementation viewpoint, it means that this new subflow must be
added in the MPTDLS_FLOWS structure (shown on the Listing 4.3) and a new socket must be opened

and connected with the other host address and port.

However, as seen in the Section 3.2, the host that receives a connection request has to set up its socket and
flow structure before having the confirmation that the subflow must be created. As the WantConnectAck
can be lost on the return path, it is not impossible the request issuer asks again the opening of the same
connection. Therefore, we needed a way to differentiate well-established subflows and subflows requir-

ing confirmation (realized by a Heartbeat exchange).

This differentiation is made through the use of a second MPDTLS_FLOWS structure in memory, con-
taining the waiting flows. This way, we know if a request is legitimate or if it is a replay due to a loss
occurred during the process, simply by checking the existence of the requested subflow into this sec-
ondary structure. To avoid an unlimited growth of this structure, we check in the CheckTimeouts it

is not in waiting state for too long, otherwise we forget the corresponding request.

To detect these waiting subflows, we use the existing last_heartbeat field to store their creation
time. In the current implementation, the timeout for the waiting subflows is defined through a preproces-

sor constant and set to 300 seconds.

Otherwise, if a heartbeat request is received on a waiting subflow, this latter is immediately considered

as active and transferred to the primary structure.

4.5.3 Multipath I/0

Once we have multiple subflows, we need to listen to all of them. In the original implementation of
WolfSSL (explained in Section 4.2.4 and illustrated in Figure 4.1), the library directly listened to the
flow by calling the CBIORecv macro with the socket descriptor, with CBIORecv generally pointing
to recvfrom on a Unix system. To listen to all the registered sockets, we cannot directly go into
CBIORecv. Instead, we can use the function select (2) to listen for incoming packets on all the
sockets, and once a packet arrives, we can call CBIORecv with the socket returned by select. So, we

can see the implementation of the receiving part of Multipath DTLS is quite easy.
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The sending part (Figure 4.2) is even easier, as we just need to replace the socket used to send the current
packet through CBIOSend. This replacement is made in SendBuf fered to disturb as few as possible
the library. As DTLS already used the field ss1->buffers.dtlsCtx.fd to indicate the socket
descriptor to give to sendto?, we reuse this field. There are two possibilities to determine the socket
descriptor to put in the dt 1 sCtx: the path manager (explained in the subsection 4.5.5) or the preference

setting.

Sometimes, we need to explicitly specify the flow to use for a message, like for the Heartbeat
Response, which must go back on the same flow as the HeartbeatRequest. For this, we added
a special option in the session object allowing us to specify a preferred flow. If this option is set, it
has priority on the Path manager and the packets will be sent on this socket, without asking to the path

manager which flow should be used.

4.5.4 Failure detection

In case of a link failure, we must delete the subflow which has failed to redirect the traffic to other
available subflows. This is done in the SendTo and ReceiveFrom functions by treating the errors
reported by the socket. If an interface fails because it has been removed from the computer (e.g. Wi-Fi
USB stick) then the socket will return an error and we will loose the current packet. But all the following
packets will be routed to other subflows. Similar behavior happens if we bring our smartphone out of the

Wi-Fi range: an address unreachable error will be reported.

4.5.5 Path manager

To compute the fractional distribution, the apply_scheduling_policy () function is called every
time we receive a feedback containing new information about the links. Different scheduler policies

may be implemented but the principle is always the same: to give more or less weight to a subflow. To

tokens
total tokens

this subflow. We have added a new API call to easily change the scheduling policy at any moment the

do so, each subflow has tokens and the ratio gives the fraction of the traffic going through

communication. More information about the different scheduling policies are given in the Section 5.2.

In addition, we have implemented 2 schedulers that are independent of the scheduling policy. Their role
is to select a subflow for a particular packet given a fractional distribution. The first option explored
is to build a deterministic scheduler that will iterate sequentially over the different subflows. Thanks
to the tokens approach, the complexity of this scheduler is of O(1). The second option is to introduce
some randomness with a non-deterministic scheduler. Before sending a packet, a new random number is
generated between 1 and the total number of tokens. The corresponding subflow is chosen to handle the
packet. This second approach is probably better because it is not likely to produce burst of packets as the
first one. Unfortunately to determine the subflow which corresponds to the random number generated

we need O(n) instructions where n is the number of subflows. Although it may be possible to reduce

3which is generally the function called by the CBI0Send macro on a Unix system
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this complexity with advanced data structures such as HashMap, we don’t have explored these options
yet.

Since we only provide examples of schedulers and an application may need to have its own scheduler
to answer specific needs, we give a way to change it easily. The wolfSSIL_CTX_SetScheduler (
WOLFSSL_CTXx, CallbackSchedule) function will give a way to an application to specify in
the context object which scheduler should be called every time we want to send a packet. This function
will take the ssl object in parameter as well as our MPDTLS_FLOWS structures to access all data about

each subflow and be able to make a choice.

4.6 Compute the statistics

To compute the statistics on different paths, we have followed the concepts we explain in Section 3.3.
Every connection can be considered as two half-connections, each of them implying a sender and a
receiver. In the following sections, we present what we have implemented and review some concrete

examples.

4.6.1 Sender side
Structure in memory

The structure we use to store the sender statistics is presented on Listing 4.4. One of the design choice
is to store the sequence number in a structure similar to the ArrayList of Java*. Indeed, we have
an array with a defined capacity and we can add as many elements as we want. To avoid too many
memory allocations, we always double the size when we need more space. In consequence, the variable
capacity remembers the real size of the array in memory while the nbr_packets_sent indicates
the number of elements stored in the array. A variable size array is needed because we never know in

advance how many elements will be stored. It will depend on the lost rate of feedback packets.

typedef struct MPDTLS_SENDER_STATS {

uintx* packets_sent; /* sequence number of packets sent =/

uint capacity; /* capacity of the array (mimic arraylist) =/

uint nbr_packets_sent; /* number of stored packets inside packets_sent =/
uint waiting_ack; /+ first packet which has not been transmitted =/
uint64_t forward_delay; /* average forward delay (ms) x/

float loss_rate; /+ loss rate computed =/

} MPDTLS_SENDER_STATS;

Listing 4.4: Sender structure to store statistics

*https://docs.oracle.com/javase/7/docs/api/java/util/ArrayList .html
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Processing feedback

The sender must keep in memory an array of the packets sent on each path. Nevertheless this list cannot
grow infinitely as the sender is supposed to receive regularly some feedback from the receiver. The way
each feedback will impact the list is depicted on Figure 4.3. For the sake of simplicity, we have only
considered 3 fields of the feedback packet, namely the feedback sequence number, the minimum and
the maximum sequence number received. At the beginning, no feedback at all has been received and all
packets have the same status. Then a first feedback packet is received and reports an acknowledgement
for the packets 1 to 4. These particular packets obtain a special status, they have been reported a first
time but they still can’t be removed from the list. Indeed, we never know at this stage if the feedback
ack has been received successfully by the other side. This separation is assured by the waiting_ack

variable from Listing 4.4 which always remembers the position of the first packet not reported yet (5 in

this case).
Sender Receiver
Packets sent feedback
1 2 3 4 5 6 7 #8 4 4
/ i max
1 2 3 4 5 6 7
/ " ° ’
1 2, 3 4 5 6 i7
No feedback received for I:I Feedback received but we don't know I:] TRRERREE L atesE
I:] these packets if the feedback ack has been received considared by both side, they can

be removed from the list

Figure 4.3: How the feedback works in the sender side

When a second feedback arrives, everything below the minimum sequence number reported (packets 1 to
4 in this case) can be removed from the list, because the feedback packets are cumulative. It will probably
become clearer with the second example on Figure 4.4. It is exactly the same scenario as before except
that the FeedbackAck is lost. Therefore, on the next feedback, the receiver will report all the statistics

from the beginning. In consequence, the sender will have to wait one more feedback to shrink the list.

Note that in our example the sequence numbers are sequential. It is not a requirement since in practice
packets are sent on different paths and therefore some gaps may be present between sequence numbers
on a particular path. Nevertheless the sequence number must remain strictly increasing over time for
the max-min mechanism to work well. This is guaranteed by DTLS and even if we reach the maximum

sequence number allowed, the handshake must be first repeated according to RFC5246[1].
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Sender Receiver

Packets sent feedback

1 2 3 4 5 6 7 48 1 4

feedback ack (8)

1 2 3 4 5 6 7 N\)

Lost

/ * 1 ’

I:] No feedback received for I:I Feedback received but we don't know I:] These packets have been
if the feedback ack has been received considered by both side, they can

these packets
be removed from the list

Figure 4.4: How the feedback works in the sender side with losses

The loss rate is computed every time we receive a feedback on the range [min,max] carried by this
feedback. It sometimes implies to compute the loss rate on overlapping sets of packets. This is the case
with the scenario presented on figure 4.4: we first compute the loss rate on the packets 1 to 4 and then a
second time on the packets 1 to 7. As stated in the design part, the loss rate is only an estimation of the
real loss rate. However in practice, our system estimates quite accurately the real loss rate (see Section
5.3.2 for more details). In addition, as recommended in Section 3.3.2, we use an exponential average to
consider new loss rates. This prevents short term statistics to impact too heavily the global loss rate of
the subflow.

4.6.2 Receiver Side
Structure in Memory

As for the sender statistics, each subflow has to keep some information in memory to monitor the quality
of the link. The C structure used is presented on Figure 4.5. The biggest difference with the sender is
the constant size of the structure. Indeed, we don’t need to remember every packet received but only the
minimum and maximum sequence number received so far.

typedef struct MPDTLS_RECEIVER_STATS {

/+ information gathered since the last feedback =/

uint64_t nbr_packets_received; /+ number of packets received x/
uint min_seqg; /+ minimum sequence number =*/
uint max_seq; /* maximum sequence number */

/+ same information as before but transmitted =/

uint64_t nbr_packets_received_cache;
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uint min_seq_cache;

uint max_seq_cache;

uint64_t backward_delay; /* average backward delay (ms) =*/
int threshold; /* after how many packets must we send a feedback =/
uint last_feedback; /* sequence number of the last feedback we sent =/

} MPDTLS_RECEIVER_STATS;

Listing 4.5: Receiver structure to store statistics

Returning feedback

The way the feedback is handled on the receiver side is simpler than on the sender’s. We just need to
support cumulative feedback. Figure 4.5 presents the same scenario as Figure 4.4 but on the receiver
side. The feedback ack being lost, packets 1 to 4 are not removed. Indeed, the receiver cannot make the

distinction between the loss of the original feedback and the feedback ack one.

Cache Current Stats
Min : 1 Min : 5
Max : 4 Max : 7
received : 3 received : 3
A
Merge
Replace the -
cache '\'\A/"n 1 Generated cumulative
- | .
gx 7 feedback
received : 6
To sender

Figure 4.5: How the feedback is generated on the receiver side

What we have called the "cache" will aggregate all previous feedback. When the threshold is reached
and the receiver has to send feedback, it first merges the current statistics with the cache to generate
the cumulative feedback. The latter is sent to the sender (on the same flow) and the sequence number is
stored in the 1ast_feedback variable of Listing 4.5. Then the cache is replaced by this new generated
feedback.

Processing feedback ack

When a feedback ack is received, the receiver must check if the sequence number corresponds to the last

feedback sent. If they match then the cache is emptied and we are in a situation similar to the one depicted
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on Figure 4.3. The feedback ack carries the sequence number 8 which matches the latest feedback sent
thus the cache containing packets 1 to 4 is emptied. Therefore the next feedback will report statistics on

packets 5 to 7 only.

If the feedback ack does not contain the sequence number of the latest feedback sent we simply discard

it. This kind of situations may be encountered if we have packet interleaving.

Computing backward delay

The backward delay is computed thanks to regular heartbeat messages going from the sender to the
receiver. These messages must transport a timestamp so we have defined a new type of heartbeat called
HEARTBEAT_TIMESTAMP. It allows us to differentiate this kind of message at the record layer stage
and perform a different treatment than on standard HEARTBEAT_REQUEST.

To get the current time of a system, we use the gettimeofday () function with a timeval structure.
It gives a microsecond precision but we actually decided to consider only the milliseconds. If there are
two links we cannot differentiate at the millisecond level, we can just consider them as of equal speed
(i.e. the gain will not be significant enough to treat them differently). Of course this could be adapted

easily if we have a real interest for such precision and if network components become much faster.

When the receiver treats a HEARTBEAT_TIMESTAMP, it computes the absolute value of the difference
between his current time and the one contained in the message. This will give the backward delay with the
clock desynchronization term. The receiver will add these delays and keep in memory the exponential
average (variable backward_delay of Listing 4.5). Every time it sends a feedback, it includes its

estimation of the backward delay which gives the sender its forward delay.
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5.1 Test application

As MPDTLS is implemented inside a library, we need an application to use it. We tried to find out an
existing application that could be a good candidate for our tests. First, we needed an application which
uses DTLS for most of its communications. It was surprisingly hard to find but we still managed to
find one : Campagnol[43]. Campagnol is a decentralized VPN solution that uses DTLS to communicate
between the peers. Unfortunately, for reasons exposed in Appendix A, we were unable to integrate

correctly our modified library within this application.

So, we took the decision to build a simple VPN application [44] by reusing some part of Campagnol code.
A VPN application is indeed perfectly suitable for all the experiences we could imagine : potentially any
application can use a VPN tunnel without even noticing it. Each packet is encapsulated inside a DTLS

packet transmitted securely between the two MPDTLS hosts (see Figure 5.1).

Application Application
Peer Peer

MPDTLS

/ packet ;

MPDTLS
VPN App

MPDTLS
VPN App

Figure 5.1: A simple VPN application using MPDTLS

The behavior of such a MPDTLS VPN App is shown on Figure 5.2. A TUN interface is created with a
specified address and netmask. Every packet going to an address falling in this netmask is sent by the
kernel to this interface. Then we need to monitor this interface, to read the incoming packets and to sent
them through the tunnel. This is the job of the first thread (in red on the Figure). We also need to capture
packets coming from the network and to forward them to the TUN interface. This is handled by a second
thread represented in green on the Figure. Finally, a last thread (in blue) listens to the standard input
for potential commands. This is the channel that we use to communicate with the application to add
or remove new interfaces for instance. We can ask for debug information or even change the scheduler

policy on the fly.

One of the most useful information we can ask for are the statistics for a particular flow. Looking at
this output, we can identify most of the time an issue without analyzing at the packet trace. An example

of such an output is shown on Listing 5.1. We can easily see the part of the traffic that the subflow is
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Figure 5.2: 1/O interactions for one host of our application. Each thread is represented with one color.

actually supporting, the estimated delays and other information. The separator "|" used in the packets

sent list differentiates the ones that are in the waiting status and the others (see Section 4.6 for more

details about this waiting status).

-—-—- Stats Flow N 0 —-—-——
IP src : 11.0.0.1

IP dst : 11.2.0.1

Support 41 % of the connection

————— Receiver Stats —-————

Packets received : 44

Min_Seq received : 76

Max_Seq received : 172

Backward delay : 10 ms

77777 Receiver Cache —-————

Packets received : 0

Min_Seq received : 2147483647

Max_Seq received : 0

————— Sender Stats ————-—

Packets sent : [ 8487 8489 8492 ... 8633 8634 8636 | 8640 8642 ... 8706 8707]
Forward delay : 10 ms

Loss Rate : 0.000000

Listing 5.1: An output of the statistics for a particular flow

5.2 Different scheduler policies

We present here three examples of scheduler strategies that we have implemented and how the fractional
distribution is computed in each case. As conclusion, each of them has pros and cons. The good choice
is strongly related with what the underlying application expects to do. In some cases, an application
could want to build its own scheduler and this matches with our design since we provide a dedicated

customisable callback.
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5.2.1 Round Robin

The round robin is the simplest strategy consisting in sending the same amount of packets over each
available link. This does not use any of the information gathered from the feedback. However it may
be a good choice if we know in advance that the different links share common properties (e.g. in a

datacenter).

The fractional distribution is really easy to compute as every link will get the same fraction of the traffic

(in terms of number of packets).

1
n

i =

where f; is the portion of traffic given to flow ¢ and n is the total number of subflows.

5.2.2 Optimize Latency

For this strategy, we want to give more weight to the links where the forward delay is lower. We have
to keep in mind that every delay d; contains the clock desynchronization term A7 (see Section 3.3.1).
In order to get rid of this term, we must consider the difference with another delay. We choose to take
the difference with the maximum delay as by definition the greater the difference, the smaller the delay.
This maximum will evolve and is defined as the maximum delay reported on every flow at the time we

compute this fractional distribution. Equation 5.1 gives the complete expression.

—d;
fi = Mmatd ta where  mazg = max;(d;) (5.1

>_j(mazg —dj) +nxa

Without the o term, the flow with the maximum delay will never be used. Indeed if you have two
subflows with forward delays of 10ms and 20ms and o = 0, then 100% of the traffic will be supported
by the first subflow. Although this could appear as an optimal choice, it is always preferable to send a
small part of the traffic on each link just to monitor the characteristics and to keep receiving feedback
and heartbeat messages. After some tests, we think the value of a must be defined between 5% and 10%

of max4' to give the best results.

5.2.3 Optimize Loss

Another strategy that we could consider is to favor the less congested links. In this case, we give more
priority to a link with the smallest loss rate. The principle is almost the same as for the latency, we
consider the difference with the biggest loss rate observed. The idea is to quantify the relative differences

between the subflows.

'Of course, max4 must not be null. If it is the case, then a constant value must be chosen like 1ms and the equation will
actually give the same result as a round robin.
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We may be tempted to use directly the loss rate reported in the statistics. However if the link experiences
severe losses, we may not be aware of it because all the feedback packets have been dropped. Therefore
we compute what we call the "real" loss rate which also takes in consideration the number of packets
sent and not yet acknowledged. Equation 5.2 gives the formula used and feedbackyp, is the number of
packets after which we send a feedback. We consider two times this amount to give a penalty to the
link because after one feedback, packets are in waiting status and need another feedback before being
completely forgotten. The penalty pen is computed as two times the probability of loosing one feedback.
The factor 2 here will probably need some tuning but the idea is to boost the penalty as the risk is rather

small to loose only the feedback packet but no application data.

1
feedbackp, *

pektsgent

_— 2 2
2 x feedbackyp, (5-2)

LR; = statspp + { J * PeEN where pen =

maxrr — LR; + 3
L= h = maz;(LR; .
f Zj(mawLR—LRj) e where  mazxpr = maz;(LR;) (5.3)

Equation 5.3 is really similar to Equation 5.1 and we also need a constant term [ for the same reasons.
After some tests, we arrive at the conclusion that a suitable value for /3 is around 1% of the loss rate in

most situations.

5.3 Multipath simulations

We have designed an environment to evaluate our system under different conditions. All the following
measures take place inside a Mininet laboratory [45] to easily set up the topology we want and to create
multiple interfaces. Also, we used a kind of framework for Mininet called Minitopo[46] to easily config-
ure the topology and create automated tests just with configuration files instead of scripts. To generate
network traffic, we used the D-ITG (Distributed Internet Traffic Generator)[47] tool. More details about
how to reproduce these graphs and the following are given in Appendix C.

5.3.1 Topology

The topology used for the following evaluations is the one presented on Figure 5.3. We have four in-
terfaces on the client side that are linked to a network router and one link between the router and the
server. Note that the latter is not constrained, we will only change the characteristics of the first 3 paths
shown on the Figure. The path 4 is reserved for the signaling of D-ITG to avoid any interference with

our measures.

The corresponding logical topology is depicted on Figure 5.4. We are using 3 flows concurrently between
the client and the server. The D-ITG application is sending traffic to one unique TUN interface and the

traffic goes through our tunnel to reach the D-ITG receiver.
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Path 1

Path 2 5

Client ‘g Server
Path 3 =
Path 4
Figure 5.3: Physical topology inside mininet
ITG Receiver

ITG Sender

Signaling channel (path 4)

H 1
............................................... d o e mccdccecmccaccaaaa-
o T

......................................................

Path 1

MPDTLS Path 2
Client

Path 3

MPDTLS
Server

TUN
interface

Figure 5.4: Logical topology used for measurements

5.3.2 Traffic balancing

The first thing to evaluate is if we really take advantage of multiple interfaces and how we balance the

traffic between them. We performed experiments to determine in which conditions each scheduler works

well and how they compute the distribution of traffic in various environments.

With dynamic bandwidth

In this experiment, we have tested the two schedulers that are taking the context into consideration

: Optimize Latency and Optimize Loss. The configuration used is the following (the path

indexes refer to Figure 5.4) :

Path n® | bandwidth | loss rate | delay
1 1 Mbps 0 10ms
2 variable 0 20ms
3 not used - -
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We ran the experiment with multiple values of bandwidth of path 2 to see how its usage rate is impacted.
We have generated constant traffic with D-ITG [47] using both UDP and TCP. All these results are
reported in Figure 5.5. The measurements have been obtained with sessions of 60 seconds and every
experiment has been repeated 11 times to evaluate the mean. The 95% confidence interval of the mean

is presented in white and has been computed with a Student T distribution.

Bandwidth repartition

16 1e6 UDP with scheduler Optimize_Latency TCP with scheduler Optimize_Latency

Usage rate (%)

Bandwidth of path 2 [Mbps]

Il Seriel-Path1l Il Serie 2 - Path 1 I Serie 3-Path 1
[ Serie 1 - Path 2 [ Serie 2 - Path 2 3 Serie 3 - Path 2
W O Serie 1 - Target Bandwidth (0.5 Mbps) [ O Serie 2 - Target Bandwidth (1.0 Mbps) @ @ Serie 3 - Target Bandwidth (1.5 Mbps)

Figure 5.5: Usage repartition with bandwidth variation

For every bandwidth value of path 2, we have 3 bars that represent the total traffic we are trying to send
through the tunnel. Each bar is separated in two parts that show the amount of traffic passing through
each path in bytes/sec. The losses are easily identifiable because they occur every time the total usage
does not reach the total bandwidth. Of course at the beginning we have congestion because if path 2
can support only 0.5M bps then bw(pl) + bw(p2) = 1.5Mbps and in the last case we are trying to send
traffic at 1.5Mbps. So, it is supposed to use 100% of the tunnel capacity which is impossible in practice.
Moreover, this computation does not even take into account the overhead introduced by the encapsulation
inside DTLS. Indeed, we are sending packets of size 825 bytes into the TUN interface and the resulting
size of the DTLS ApplicationData packetis 905 bytes; so an overhead of 80 bytes (almost 10% in
this case).

First, it is interesting to confirm that the Opt imize loss scheduler performs better if we are dealing

with congested links and especially with UDP. Note that TCP doesn’t experience losses in the same way
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as UDP because it will reduce its transmission rate internally with the congestion window mechanism.
So even if we impose a given volume of traffic, the real bandwidth will be lower with TCP in case of

congestion.

Secondly, we observe an unexpected phenomenon if we look at the graph "UDP with scheduler Optimize
Latency" : when we increase the total bandwidth to 1.5Mbps (orange), it does not optimize latency at all.
Indeed, it gives only a small part of the traffic to the faster link. We have tracked down the problem and
it is apparently coming from a bad perception of the forward delay. At the beginning, it uses extensively
path 1 as expected but rapidly reaches congestion as the capacity of path 1 is 1Mbps. The heartbeat
messages that are used to evaluate the forward delay are themselves postponed by a few milliseconds
due to this congestion and it is sufficient for the scheduler to estimate the delay is better on path 2. Even
if the forward delay is later correctly estimated, we go back in the same cycle. It is not the case with TCP
at least at the beginning because TCP reduces the bandwidth to fit into the tunnel and therefore there is

no congestion observed.

With dynamic loss rate

This time, we want to see how the schedulers react with various loss rate at one of the paths. The

configuration is the following :

Path n° | bandwidth | loss rate | delay
1 1 Mbps 0 10ms
2 3 Mbps variable | 10ms
3 not used - -

Again we are using 2 paths only and they have the same latency but different bandwidths. We run
different experiments with 4 values of loss rate for path 2, going from 0% to 3%. The results we have

obtained are presented on Figure 5.6.

A first element to point out is the fact the Opt imize Latency scheduler is not really impacted by the
loss rate as we could expect. The proportion is always around 50% for both TCP and UDP as the two
links have the same delay. The little exception to this rule is noticed for the third bar (traffic at 1.5Mbps)
probably because we reach the congestion limit on path 1. Therefore, the heartbeat messages are either

delayed or dropped and the forward delay is overestimated.

On the other side, the Optimize loss scheduler will progressively give more weight to the first
path as it is loss free. We state that UDP and TCP give different results concerning the last bar which
corresponds to the 1.5 Mbps transfer speed. Again, this can be explained by the congestion on path 1.
UDP keeps sending packets even if they are dropped, therefore the scheduler will detect important losses
on path 1. The loss rate caused by congestion will overcome the one of path 2 and the scheduler will
thus choose the best option among the two. However, for TCP, the congestion control mechanism will
reduce the sending rate to avoid congestion of path 1. In such conditions, path 1 remains the best option

and thus receives more weight from the scheduler.
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Figure 5.6: Usage repartition with loss rate variation

5.3.3 Resiliency to interface removal

The objective of using multipath is not only to balance the traffic on the existing paths but also to modify
dynamically the distribution of the traffic if one interface becomes unavailable. For this experiment, we

use the topology of Figure 5.4 with the following configuration :

Path n° | bandwidth | loss rate | delay
1 5 Mbps 0 10ms
2 5 Mbps 0 20ms
3 5 Mbps 0 40ms

We generate constant UDP traffic at 3 Mbps and observe the behavior of the implementation if path 1 is
suddenly broken at t = 19s. The bandwidth repartition is shown on Figure 5.7 and the scheduler used is

optimize loss.

Note that the path 1 was used for the handshake and we prove here that even if we remove our "primary"
interface, the connection continues. In the very first moments (at 4s), we note that the distribution is
more or less equal among the subflows. This setup time is needed to obtain some information about the

forward delay. Heartbeat messages and feedback packets have to be exchanged between the two hosts.
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Figure 5.7: Reaction to interface removal

After 5 seconds, we see that the distribution is shaped with what we can expect from Equation 5.1: path
1 has almost 2/3 of the traffic because it has the best delay, path 2 is still used because the difference of
delays with path 1 is acceptable and then some traffic is given to path 3 to monitor the link. Of course, a
more aggressive scheduler will probably let path 1 support 100% of the traffic but the objective here was
to use all paths to perform probing.

When path 1 fails, the distribution is recomputed and most of the traffic is re-routed to path 2. Of course
we are far from the congestion because each link has a bandwidth of 5 Mbps but the objective here was
to see how the distribution is moving without other constraints. In this context, the scheduler is doing
well by optimizing the overall latency as we can see in Figure 5.8. After the loss of the fastest path, the
overall delay is increased and is little above the 20ms threshold which is the delay of the new fastest link.
We also can observe two peaks: the first one is due to the setup time and the second one is a temporary

increase of path 3 usage to compensate the failure of path 1.
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Figure 5.8: Overall delay Figure 5.9: Application perception of traffic

From the application’s point of view, the impact of such failures is shown in Figure 5.9. We see in blue
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the traffic entering the tunnel which is constant here because we have parametrized D-ITG to do so, in
red we see the traffic leaving the tunnel and in black we have the traffic generated by the tunnel. The
difference between the blue and the black curves is the overhead caused by the encapsulation of D-ITG
packets inside DTLS ones. Around the 19" second, we notice a really small drop on the red curve,
exactly when the interface was lost. This is the only thing the application will perceive from the loss of
one interface. This is a huge improvement in comparison with a normal DTLS connection, which would

have ended the communication in case of such interface loss.

5.3.4 Smooth addition of a new interface

In this section, we explore the reverse scenario: when one interface becomes available. At the beginning

only path 1 and path 2 are available and at time ¢ = 30s we add path 3. The configuration used is the

following :
Path n° | bandwidth | loss rate | delay
1 5 Mbps 0 30ms
2 5 Mbps 0 40ms
3 5 Mbps 0 10ms

As we can see path 3 has the lowest delay and we expect that it will take the lead over the two other ones.
This is verified with our experiment as we can see on Figure 5.10. A significant portion of the traffic is
redirected through the new flow. At the beginning path 1 was the fastest link so it was given the largest
part. But after the addition of the new interface, a re-computation is made according to equation 5.1 and
path 1 is less used.
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Figure 5.10: Reaction to new interface addition
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The overall delay is kept reasonably small according to Figure 5.11 but we could probably optimize even
more. That would imply putting more weight to path 1 and thus offloading the two other flows. However
this is a choice we made to keep using all the paths while still trying to give more traffic to the faster link.

It allows faster recovery if the best interface is lost.
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Figure 5.11: Overall delay Figure 5.12: Application perception of traffic

If we look at the traffic perceived by the application on Figure 5.12, we notice no real perturbation around
30s. Although the traffic is a bit noisy after this time, this is explained by the fact we have 3 different

paths with 3 different delays and therefore packets cannot arrive at a constant rate.

5.4 Conclusion

In this chapter, we have presented a simple VPN application that we have designed to evaluate our
MPDTLS implementation. To dispatch efficiently the packets between the available flows, 3 sched-
ulers have been created : Round Robin, Optimize Loss and Optimize Latency. We have
concentrated our evaluation on the last two since the Round Robin doesn’t consider any contextual

information.

After various experiments, we have shown that the Optimize Latency scheduler behaves better
when there is no congestion. Otherwise, it tries to push a large amount of traffic on the faster link and
quickly triggers congestion. However, we have discovered that the counter-reaction will avoid too many
losses. As the additional delay caused by the congestion will increase the perceived latency, the scheduler

will therefore redirect the traffic through other paths.

On the other side, the Optimize Loss scheduler behaves better when there is congestion or simply
if one link looses more packets than another one. This would typically be the case for a Wi-Fi interface
in an environment with interference. In such case, the most reliable link is preferred as long as it is not

congested.

In addition, we have shown that an application using our MPDTLS tunnel will not be much troubled if
one interface is lost in the middle of the communication. This is also the case if we add a new interface
on the fly.
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6 | Conclusion

6.1 General conclusion

In this master thesis, we have introduced a new protocol called Multipath DTLS. First we reviewed the
current version of DTLS together with the principles it inherits from TLS. In addition, we presented the
different messages involved in a communication as well as a typical handshake. This was important to

understand how we could integrate a new extension in this existing design.

Secondly, we have presented an overview of MPRTP which is an existing multipath protocol. In this
chapter, we disclosed the essential components that allow the use of multiple interfaces concurrently.
Since RTP uses most of the time UDP as its transport protocol, we were able to integrate and adapt these
principles into MPDTLS.

Chapter 3 describes our design together with the new messages introduced. We had to solve multiple

challenges:

1. Securely exchange available addresses between hosts
2. Introduce a way to evaluate the quality of a particular path

3. Design a light handshake to establish new flows.

The first point is achieved with the help of a new message called the ChangeInterfaceMessage

which carries all available IP addresses and ports of one host.

The second point is handled with the addition of a feedback mechanism. This gives to the sender various
information about the link such as the forward delay or the loss rate perceived. The scheduler may later

use this information to choose the volume of traffic it wants to send on each flow.

Finally we dealed with the last point by introducing new messages. Namely WantConnect and
WantConnectAck that serve to establish a new flow if there is at least one other flow alive. All
these messages have been secured as normal Application Data with the keys negotiated during the
handshake.

Chapter 4 gave some details about the concrete implementation of this protocol. We have decided to work
with wolfSSL library and we presented how the calls are handled internally. We also have reviewed our

choices of structures to handle the different mechanisms needed for MPDTLS.
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In the last chapter, we have evaluated our solution by building a simple VPN application which uses
our modified library. We then measured the distribution of traffic between the different available paths
with 2 different schedulers in various environments. We have shown that our implementation can take
advantage of multiple interfaces and support more bandwidth that what would be available with only one
link. Moreover, the connection is not much troubled if we loose or add an interface in the middle of the

communication.

In conclusion, the initial goal of our extension (i.e. providing resiliency, mobility and better performances

to DTLS when multiple interfaces are available) is fully achieved.

6.2 Future work

Our implementation of MPDTLS is functional, but could be more flexible. We have noticed some limi-
tations when we were trying to integrate it with an existing application (see Appendix A). A future work
would be to decouple the pure standard aspect such as sending or receiving MPDTLS packets from the
I/0. To be more flexible we need to give the control back to the application when we want to open a
new socket. This would require some engineering because we used the sockets to reserve some port
numbers in advance and communicate them to the other host. A good compromise would be to stay with
an internal system but making it easily replaceable by the application as we did for the scheduler. This
has the advantage to bring no additional setup for a simple application but gives a way for applications

with more complex requirements to customize I/O as they wish.

As we have seen in Chapter 5, we are using 2 different scheduling policies that have their best behaviour
in different situations. We could investigate a way to merge them into a unique scheduler. It will compute
the fractional distribution on both criteria : loss rate and forward delay. We can imagine such a scheduler
giving priority to the loss rate in case of big difference between the subflows; and choosing the fastest
link if the loss rates are equivalent. It would need much more experiments and efforts to design this

scheduler but it seems to be an interesting thought for future works.

Another point we have put aside during the development is the NAT traversal feature. Such a functionality
would be needed to use the VPN application at home. We have to investigate how to integrate STUN
[34] correctly and securely to obtain IP addresses and ports of NATed interfaces. This would also imply
adding more information in the data structures inside the library because the public IP and the local IP

of the created socket have to be stored for each subflow.

A last point to discuss would be whether or not we should allow for DNS name inside our Change
InterfaceMessage as MPRTP does (see Section 2.2.3). The security of DNS resolution could be
guaranteed with DNSSEC [48] and the usage of this protocol would therefore become a necessity. The
support for DNS could bring substantial advantages because one DNS name can reference multiple IP
addresses. In particular, one DNS name may have both A and AAAA fields and therefore the application
will retrieve the corresponding IPv4 and IPv6 addresses to create two separate flows.
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Glossary

CDN Content Delivery Network

CIM Change Interface Message

DH Diffie-Hellman
DoS Denial of Service

DTLS Datagram Transport Layer Security

ECDHE Elliptic Curve Diffie-Hellman Ephemeral

EWMA Exponential Window Moving Average

Flow is a connection between two hosts. A flow may be composed of multiple subflows to take advan-

tage of multiple interfaces.

HMAC keyed-Hash Message Authentication Code

HTTPS Hypertext Transfer Protocol over TLS
IP Internet Protocol

MPRTP Multipath Real-time Transport Protocol

MPTCP Multipath TCP
NAT Network Address Translation

RTCP RTP Control Protocol
RTP Real-time Transport Protocol

RTT Round-trip Time

SIP Session Initiation Protocol
SRTP Secure Real-time Transport Protocol

Subflow is a connection between two interfaces, each of one possessing one IP address and one port

number.
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Glossary

TBD To Be Defined
TCP Transmission Control Protocol

TLS Transport Layer Security

UDP User Datagram Protocol

VoIP Voice over IP

VPN Virtual Private Network
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A | Campagnol VPN

In this appendix, we detail the architecture of Campagnol [43] and explain why we couldn’t make the
integration with wolfSSL [40].

A.1 Campagnol architecture

First of all, Campagnol is a decentralized VPN in the sense that there is no server. Every user runs a
peer and the peers communicate together directly. Each peer has to define its own IP address inside the
VPN (i.e. 10.0.0.1 for peer 1, 10.0.0.2 for peer2, etc.). The first phase for a peer is to register with the
rendez-vous server. Figure A.1 is depicting this phase. Obviously, two peers cannot claim the same VPN
IP.

Has a public IP address
known by all the peers

Campagnol rendez-
vous server

register
register

Campagnol peer

register

Campagnol peer

Figure A.1: Every peer has to register with the rendez-vous

Campagnol peer

Whenever one of the peer wants to access another VPN IP, it contacts the rendez-vous server and asks
for the real IP if it exists. Figure A.2 presents these interactions. Once the IP address and the port of the

corresponding peer have been retrieved, the DTLS handshake takes place.

If we go deeper in the implementation, we notice that all the code is threaded and each thread has its own
responsibility. For instance all the communications with the rendez-vous server and the other peers are
using the same and only UDP socket. The thread handling the socket is then responsible to dispatch the
packets to the other threads through a FIFO queue. Figure A.3 is depicting this behavior.

In order to know if a particular packet is DTLS, the record layer is extracted and the sender’s IP address
is matched against the list of known peers. It is then transmitted to the thread in charge of this session.

The replies, if replies exist, are transmitted using again the same UDP socket.
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Campagnol VPN

Campagnol peer

Campagnol rendez-
vous server

where is 10.0.0.2 ?
65.8.3.2 on port 6582

DTLS Handshake

Campagnol peer

Campagnol peer

Figure A.2: Real IP acquisition through RDV server

Campagnol
Client 1

Socket Thread UDP
traffic

Campagnol
Client 2

socket socket

)

IsitDTLS ?

/ DTLS thread \

FIFO

(& /

wolfSSL

A 4

Send
DTLS

Figure A.3: Campagnol DTLS communications

A.2 wolfSSL integration difficulties

We faced some difficulties trying to integrate successfully our modified library before we realized it was

really difficult to both keep the decentralized aspect and bringing multipath. This would have required

to redo the whole design of Campagnol and this was not our objective.

Here is a list of the main difficulties :

e The socket control : we modify wolfSSL and integrate the handling of the sockets when flows are
created or removed. It was a design choice but it brings some limitations on the existing application
that could use this library. We need a full control of the sockets and the ability to create new ones
that have the same status of the original one (used for the handshake). This is clearly not possible

here because as shown in Figure A.3, all the traffic is using the same non-connected UDP socket.

e the CBIO compatibility : Campagnol originally uses OpenSSL [7] with the CBIO. This is an I/O
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A.2. wolfSSL integration difficulties

abstraction provided by OpenSSL which can be useful but is only partially supported by wolfSSL.
The whole system of FIFO queues between threads is using this CBIO abstraction and we had to
rethink about a system that could be compatible with wolfSSL.

e The nature of sockets : Campagnol uses non-blocking, non-connected sockets. While our imple-
mentation is compatible with non-blocking sockets as we tried not to brake this feature inside the
library, we absolutely need connected sockets (as wolfssl do) to work correctly. When we choose
a flow to send a particular packet, we only give the socket number to the sendto method. Even
if we could proceed differently, we have chosen this way because wolfSSL requires this in the first

place.

For all these reasons, we decided to develop our own VPN application between a client and a server
like OpenVPN. Campagnol was still useful because we had to understand how it works quite deeply and
we were able to take some parts of the code for our application; namely, the TUN initialization and the
bridge between the TUN and the SSL library.
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B | Summary of the MPDTLS syntax

This section aims to do a summary of all the changes we made to the DTLS 1.2 RFC [8]. All the added
fields are explained in the Chapter 3, the DTLS fields are explained in the RFC6347 and finally the TLS
fields are detailed in the RFC5246 [1]. For the sake of clarity, the TLS fields are the uncommented fields.

B.1 Record Layer

struct {
ContentType type;
ProtocolVersion version;
uintl6 epoch; // DTLS field
uint48 sequence_number; // DTLS field
uintl6 length;
select (ContentType) {
case application_data: opaque fragment [DTLSPlaintext.length];
case change_interface: ChangeInterfaceMessageFragment; // MPDTLS addition

case want_connect: WantConnectFragment // MPDTLS addition
case want_connect_ack: WantConnectAckFragment // MPDTLS addition
case Feedback: FeedbackFragment // MPDTLS addition
case Feedback_ack: FeedbackAckFragment // MPDTLS addition
} fragment;
} DTLSPlaintext;
enum {

change_cipher_spec (20),
alert (21),

handshake (22),
application_data(23),

change_interface (TBD), // MPTDLS addition
want_connect (TBD) , // MPTDLS addition
want_connect_ack (TBD), // MPDTLS addition
feedback (TBD), // MPTDLS addition
feedback_ack (TBD), // MPDTLS addition
(255)

} ContentType;

struct { //
byte reply; //
if (reply) { //

uint48 ack; //

} //
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byte number_addresses; //
NewAddress addresses<l..278-1>; //
} ChangelInterfaceMessageFragment; // MPDTLS addition
struct ({
NewAddress addr_src; //
NewAddress addr_dst; //
byte opts; //
} WantConnectFragment; // MPDTLS addition
struct { //
uint48 ack_seq; //
byte opts; //
} WantConnectAckFragment; // MPDTLS addition
struct { //
uint64 received_packets_count; //
uint48 min_sequence_number; //
uint48 max_sequence_number; //
uint64 average_forward_delay; //
} FeedbackFragment; // MPDTLS addition
struct { //
uint32 feedback_sequence_number; //
} FeedbackAckFragment; // MPDTLS addition
struct { //
byte address[16]; //
uintl6é port; //
} NewAddress; // MPDTLS addition

B.2 TLS Hello Extension

As shown in Section 3.1.1, we use TLS Hello Extensions [13](from Section 7.3.2.5) withanew Extension
Type to advertise the MPDTLS ability of a host.

struct {

ExtensionType extension_type;

byte extension_length[2];

byte extension_datal[l];
} Extension;
enum {

mpdtls_extension (TBD), (65535) // MPDTLS addition
} ExtensionType;
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C | Instructions to generate graphs

This appendix aims to detail the steps followed to get the figures presented in the Chapter 5.

C.1 Installing tools

C.1.1 Manual install

If you do not want to use Docker, the manual installation steps are presented in the following sections.

Otherwise, you should go directly to Section C.1.2 to proceed with the Docker image.

Installing the library

The first step is of course to install our modified version of wolfSSL [37]. Be careful to look at the
Jconfigure -h option which describes all the possible features you may want to enable. For mpdtls to
work, you should at least use the flag —enable-mpdt1ls. Other options may be needed depending on
which cipher suite you will use for the handshake. Since wolfSSL targets embedded devices, most of the
non-essential features are turned off by default. This is the case for the elliptic curve cryptography and

the Diffie-Hellman key exchange.
Most of the time during the writing of this thesis, wolfSSL has been configured with the following
options:

e —enable-mpdtls

e —enable—-debug

e —cnable-dh

e —enable-ecc

—disable-oldtls

Installing Mininet

Mininet[45] is a useful tool to emulate a specific network topology on a simple computer. Depending on

your Linux distribution, you will need to add other packages to make it work. Our experiments are taking
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place inside a Mininet environment but with the help of Minitopo[46]. This is a Python framework to

easily configure the topology and run experiments based on little configuration files.

Instructions to install Mininet can be found on its website [45].

Installing D-ITG

D-ITG [47] is the Internet traffic generator we use to simulate traffic on top of our MPDTLS tunnel. On

most distributions, it can be installed via apt-get.

sudo apt-get install d-itg

Installing Minitopo

At the time of writing, the Minitopo repository[46] is not yet publicly available, but it should be the case
soon. Once the repository is accessible, simply download it and put the content of the src folder into
the experimentation directory. Another possibility is to put that folder at any place on the computer and
add it to the $SPYTHONPATH environment variable.

The only requirement is that the mpPer f . py must be in the experimentation folder.

Setting up the VPN application

Our MPDTLS VPN application [44] must simply be downloaded and compiled with make. We have
modified Minitopo to run the Client and Server executables on different Mininet entities. These

executables must be either compiled or copied after compilation inside the experimentation folder.

C.1.2 The easy way

We have built a Docker [49] image providing the whole test environment. Once Docker is installed
(installation guides are provided for each supported operating systems), the image of our environment

can be launched with:

docker run —--privileged multipathdtls/mpdtls-testbed:latest

If the image does not exist locally, Docker will take care of downloading it from Docker Hub. As mininet
performs some modifications in the interfaces configuration, the Docker container needs absolutely to be
ran with the —-privileged flag. When the container is ran without any additional parameter, minitopo

is launched with the default scripts we provide in the image.
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C.2 Experiments

Now that the testing environment is set up, we can start running some experiments within the lab. The
base topology of the lab is fixed and was presented in the Section 5.3.1. However, the number of paths

between Client and Router can be configured, as well as their specifications.

C.2.1 Define the configuration

The configuration of the experiment is based on at least two configuration files: conf and xp.

conf

The conf file controls the topology of the lab, as the number of paths between the Client and the Router
for instance. A typical conf file is presented in the Listing C.1. A line starting with # is a comment and

not considered to build the topology.

topoType:MultiIf

leftSubnet:11.0.

rightSubnet:11.2.

# path_x:delay,queueSize (may be calc),bw(Mb), loss
path_0:30,1000,5,0

path_1:40,1000,5,0

path_2:10,1000,5,0

path_3:0,1000,10,0

Listing C.1: Typical configuration file

The first line defines the type of Topology that will be used. MULTIIF is the only type that interests us.

leftSubnet and right Subnet defines the IP prefixes that will be used between the Client and the

Router and between the Router and the Server respectively.

The last lines, beginning with path_, defines the paths that must be created between the Client and the
Router. The first number is the delay of that path, expressed in milliseconds. The second is the queue
size of the interface. As we do not vary this parameter, we let it to its maximal value, 1000. The third is

the bandwidth of the link, in Mbps. The last one is the loss rate, in percent.

For instance, the conf presented in the Listing C.1 would produce the same topology as presented in
the Figure 5.3.

xp

The xp file tells Minitopo which experiment to run and how to run it. Several experiments are imple-
mented in Minitopo, but we will focus on the it g one, because it involves D-ITG. The other types are

explained in the Minitopo documentation[46].
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xpType:itg
vpnSubnet:20.0.
scheduler:2 100
script:script.itg

Listing C.2: Typical experience file

As said before, we focus on the ITG experiment, and this is materialized by the first line in Listing C.2.
The second line, vpnSubnet, defines the subnet used by our VPN application for the TUN interfaces.

It must be different than the subnet used for minitopo in the conf file.
The scheduler option defines which scheduler to use during the experiment. The value is directly
transmitted to the VPN client and so must follow the format N°Scheduler [space]Granularity.
The available schedulers are :

1. RoundRobin

2. OptimizeDelay

3. OptimizeLoss
The last option is mandatory when running an ITG experiment. It defines the script to give to ITGSend
(which is ran in Multiflow mode). The structure of this file is explained in the next section.

The xp is mandatory but might be empty. In this case, the Mininet cli will appear instead of launching

an experience.

ITG script

This configuration file, called script . itg by default, defines the flow that must be started by D-ITG.
Each line is a flow to start, and can contain every option of ITGSend. These options are explained in the
documentation of D-ITG[47].

-a 20.0.0.1 -rp 8900 -T UDP -t 30000 -c 781.25 -C 300

Listing C.3: Default content of script.itg

C.2.2 Run thelab

The lab is simply ran by either

sudo ./mpPerf.py -t conf -x xp

if all the lab components were installed manually, or

docker run —--privileged —-ti multipathdtls/mpdtls-testbed:latest
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if the docker way was preferred.

The results of the experiment are available directly in the directory were mpPerf .py was launched.
However, if docker was used, the results are stored in a Docker Volume. This volume can be synchronized
with a selected folder with the option -v /path/to/folder:/experience/data added before
multipathdtls/mpdtls-testbed. /path/to/folder must be the absolute path towards the
folder.

Also, the configuration files may be modified by using the following options:

-v /path/to/conf:/experience/conf
-v /path/to/xp:/experience/xp
-v /path/to/script.itg:/experience/script.itg

Complete experimentation

To help us in the generation of the Figures 5.5 and 5.6, we wrote two scripts that run 11 times each config-
uration, with 48 possible configurations (TCP or UDP, Scheduler Opt imizeLoss or OptimizeDelay,
4 links characteristics variations and 3 possible total generated bandwidths). These scripts are available
on our Gist [50].

These scripts are already embedded in the Docker image, and can be run by simply adding either

bandwidth or losses at the end of the docker run command.

C.2.3 Generate graphs

Once the experiments are done, multiples files are created:

e Log files (client, server, lab, command). These files contain the output of the various components
of the lab. The most interesting one is 1ab . 1og, generated only if the experiments were launched

with our scripts. Otherwise, its content is simply the output of the Minitopo execution.

e Eirr files (client and server). These files contain the debug output of the client and server of our

VPN application.

e Pcap files. These files are the most important as they are the foundations to draw the graphs. They
need a working installation of tcpdump to be generated.
In the Gist [50], there are three python scripts that plot graphs using Matplotlib. In order to use these

scripts, some requirements must be followed.

These python packages must be installed:

e matplotlib
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e numpy

e scipy

Tshark is also necessary to generate the csv files from the pcap files. Tshark should be installed with
Wireshark.

In general, the python scripts do not need to be called directly. For instance, the Figure 5.5 can be
plotted right after the run of bandwidth_graph. sh simply by rerunning the script but with the draw

argument.

In the case of isolated experiments, some graphs can be plotted with the plot . sh script, also available

in the Gist. This script needs that the files generated during the experiments are put in a data folder.

X1V MULTIPATH DTLS: DESIGN AND IMPLEMENTATION



D | Code contribution

D.1 WolfSSL

The table below is a git diff between our wolfSSL repository and the official one. It gives an idea
about the work done to implement our MPDTLS extension. This can be reproduced dynamically on our

Github repository page [37].

.gitignore +1-1HE
README +7 -0 AINEEN
README.md +6 -0 INEEN
configure.ac +36 -0 INEEN
src/internal.c +1,844 -65 AINEN
src/io.c +77 -3 HHEN
src/ssl.c +358 -3 HEEN
src/tls.c +187 -2 AHENE
wolfssl/error-ssl.h +5-2 NN
wolfssl/internal.h +253 -4 AEEN
wolfssl/ssl.h +59 -1 IENEN
wolfssl/wolfcrypt/error-crypt.h +5-0 INEEN
wolfssl/wolfcrypt/types.h +3-1 HEENE

The largest part of our work is concentrated inside the internal. c file. This is really the core of the
library since it treats every messages. It is in this file that all the DoFunctions and the SendFunctions
described in Chapter 4 are implemented. All the initialization and creation of the structures used to store

information about the flow including feedback and heartbeat are also done there.

All the API calls are implemented inside ss1.c such as the use_multipath () or the add_new_-
addr functions. They are checking the input data from the user and make the appropriate calls inside

internal.c.

The heartbeat extension has required some modifications inside t1s.c to be fully supported. This is

also where we had to put our Hello extension for the extension discovery during the handshake.

The file io. c has slightly been modified to integrate our schedulers outside the core of the library and

make it easily replaceable.
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Some minor modifications have also be made in other files to support our new option —enable-mpdtls

during the building process.

D.2 Wireshark

In this section we present our contribution to Wireshark [41] in order to support our new messages. As
you can see we have mainly modified the dtls dissector to detect our packets and indicate how to format

them once they are decrypted.

.gitignore +2-0 mm
epan/dissectors/packet-dtls.c +444 -0 ANEENR
epan/dissectors/packet-ssl-utils.c +11 -0 MEEEE
epan/dissectors/packet-ssl-utils.h +7 -1 AEEN
epan/dissectors/packet-ssl.c +5-0 EENEEN

Figure D.1 is a typical MPDTLS communication we can observe with Wireshark. Note that all the new

packets are correctly identified.

client.pcap [Wireshark 1.99.1 (v1.99.1rc0-743-ga3b856d from unknown)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
(M) | = X ¢ Q % B X Je B WE -

Filter: dtls ~ | Expression... Clear Enregistrer

Time Destination ' Pre Length Info

33 1.083572 11.2.0.1 11.0.0.1 DTLSV1.2 92 Hello verify Request
34 1.083646 11.0.0.1 11.2.0.1 DTLSV1.2 155 Client Hello
40 1.144037 11200 LB DTLSV1.2 151 Server Hello
41 1.144054 TNEBY 11.0.0.1 CTLSV1.2 1261 Certificate
42 1.145252 AT 11.0.0.1 DTLSvI.2 398 Server Key Exchange
43 1.149253 12,81 11.0.0.1 DTLSv1.2 65 Server Helle Done
44 1.151740 11.0.0.1 11.2.0.1 OTLSv1.2 135 Client Key Exchange
45 1.151959 11.0.0.1 11.2.0.1 DTLSv1.2 135 change Cipher Spec, Encrypted Hand
47 1.213527 1. 2,01 11.0.0.1 DTLSvV1.2 135 Change Cipher Spec, Encrypted Hand
48 1.213585 11.2.8.1 11.0.0.1 DTLSV1.2 516 Encrypted Heartbeat
49 1.213731 11000 T2 DTLSV1.2 516 Heartbeat Response
50 1.213790 TNBIBY 1TZ041 DTLSV1.2 516 Encrypted Heartbeat
51 1.213828 11.0.0.1 sl e B DTLSVI.2 169 change Interface
53 1.273964 1l 200 11.8.0:1 DTLSv1.2 516 Heartbeat Response
54 1.274031 BT 11.0.0.1 OTLSvI.2 121 change Interface
104 2.992161 SHi bt 11.0.0.1 DILSV1.2 137 Want Connect
105 2.992272 11.0.0.1 11.2.0.1 DTLSV1.2 105 Want Connect Ack
128 4.966528 11.0.e.1 11.2.0.1 DTLSV1.2 169 Application Data
126 5.118172 St Tl DTLSV1.2 169 Application Data
127 5.118204 TR TTa0Ta0 DTLSV1.2 516 Encrypted Heartbeat
134 5.1159889 TR il B DTLSV1.2 185 Application Data
135 5.119943 L 11.2.0.1 DTLsvl.2 516 Encrypted Heartbeat
136 5.119974 11.0.0.1 11.2.0.1 OTLSv1.2 169 Application Data
137 5.120018 SHE SR 11.2.0.1 DTLSv1.2 169 Application Data
138 5.120064 11.0.0.1 11.2.0.1 DTLSV1.2 169 Application Data
139 5.120104 110 11.2.0.1 DTLSv1.2 169 Application Data
140 5.120197 S o aigh e ola DTLSV1.Z2 516 Heartbeat Response
|® ™ File: "/home/devosq/Dropbox/Experience TFE/data/client.pcap” 31 MB 00:01:06 Packets: 3614.., ...

Figure D.1: Wireshark trace of MPDTLS traffic
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An example of how a CIM packet is formatted with Wireshark is shown on Figure D.2. We can see all

advertised addresses together with their port number.

17 20.118700 127.0.0.1 127.0.0.1 DTLSv1.2 199 Change Interface

Lol

Epoch: 1
Sequence Number: 4
Length: 144

-I Change Interface
.1 = Need Reply: True

Addresses Length: S
tddresses List

Address:

affff:

Port: 85535

Address:

iffff

Port: B85535

Address:

offff:

Port: 85535

Address:

iffff

FPort: SE0E80

Address:

offff:

Port: 35365

+ Internet Protocol Version 4, Src:

+/ User Datagram Protocol, Src Port: 56060 (56060), Dst Port: 6586 (6586)

-| Datagram Transport Layer Security
-| DTLSv1.2 Record Layer: Change Interface Protocol: data

Content Type: Change Interface (42)

Version: DTLS 1.2 (oxfefd)

11.0.1.1 (::ffff:11l.0.1.1])

11.9.2.1 (::ffff:11.0.2.1)

11.0.3.1 (::ffff:11.0.3.1)

127.0.0.1 (::ffff:127.0.0.1)

127.0.0.2 (::ffff:127.0.0.2)

+/ Frame 17: 199 bytes on wire (1582 bits), 199 bytes captured (1592 bits) on interface O
+/ Ethernet II, Src: 00:00:00 00:00:00 (D0:00:00:00:00:00), Dst: 00:00:00 00:00:00 (00:00:(
127.0.0.1 (127.0.0.1), Dst:

127.0.0.1 (127.0.0.1)

elelolo]
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0020
0030
0040
0O50
0060
0O70

oo
[ole]
[ole}
[]e]
df
ad
as
1f

oo
bo
o1
oo
ds
ab
=f
c2

oo
ba
da
[o]6]
ff
8e
52
bt

00 oo
40 00
19 ba
o4 oo
18 de
&d 46
03 ea
92 e7

o] 66
11 &7
as fe
38 a7
18 fg
bl ac
bf e4
o9 od

o0
cl
s}
87
a7
dd
37
st

oo
7f
Za
=)
37
cd
=t
82

oo
[ole]
fe
7d
cd
b2
la
94

45
7f
01
fo
ad
=]
84
el

I'lL Frame (199 bytes) l!'l Decrypted DTLS payload (92 bytes)

Figure D.2: The decrypted content of a CIM with Wireshark
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