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Abstract

Context: Cloud architecture is optimized for stateful collaborative and interac-
tive applications. Cloud facing high latency problems, edge computing is tested to
propose the same level of service. The cloud presents only a single model that may
not take into account the fact that users are close and share one or more devices.

Objective: The goal of this thesis is to implement a proof of concept to test
the cloud to edge adaptation framework. The purpose of edge computing is to
migrate the server part on the user devices. Leveraging low latency to implement
user interface separation. We will evaluate the application with humans.

Method: We design the adaptation framework of a cloud interactive web appli-
cation into an edge. We create multiple versions of the same application to split
the user interface. We test the proof of concept in an experiment with two groups
of five participants.

Result: Users show difficulty to differentiate if the application is using cloud or
edge computing. They favor graphical user interface splitting on some, but not all,
device types.

Conclusion: Edge computing is a valid alternative to cloud computing as it
effectively addresses most of the the issues usually linked to cloud computing
(latency and high network usage). The latency allows to detach graphical interface
parts, which helps leveraging the characteristics of each device.
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Chapter 1

Introduction

Cloud technology is a part of our everyday life. If you go on the internet, you are
bound to interact with cloud technology. Phones, laptops, watches, TVs, and many
others devices have now become connected to the cloud, which would have been
unthinkable 20 years ago. This became possible because cloud computing has been
improved to be efficient and reliable.

Despite the efficiency and improvements of hardware and architecture of cloud
computing, some limitations have appeared in the last few years. The growing
diversity of user’s devices and the ever-increasing size of the Internet of Things (IoT)
are keys for understanding the desire to explore a new way to accomplish tasks
done by the cloud [1]. Since 1999, the year when the concept of IoT was introduced,
the success of [0T increased and with it the number of facilities proposed by the
cloud. Multiple fields like healthcare, transportation, and many more use cloud
applications [1]. In addition to that, the number of user devices never stops growing,
those also using cloud applications. Humans using this application on these devices
are sensitive to the user experience proposed. The interest in cloud applications
and the possibilities proposed raise new claims and technical challenges to take
up. One of the first difficulties to appear was the limitations of the hardware. The
servers and big data centers were (and still are) able to process the amount of data,
but the bandwidth to send the data to this structure struggles to transfer the data.
Some solutions can be to compress or reduce the size of packages. Another solution
is to reduce the distance of travel of packets through the network and thus reduce
the congestion. This distance of travel is measured in the number of hops.

The increased use of cloud computing affects its performance. Thus, bottlenecks
appear and can not be resolved by changing or upgrading software. Hardware has
its limitations, and components of the cloud structure are congested or saturated.
Without changing network usage, problems will not stop appearing and increasing.
This is the cause of high latency which is a big issue of cloud computing. For this



reason, it will be one of the main concerns of this thesis. This must be our major
concern to avoid performance losses and keep good quality of service for the user.
Unexploited resources at the edge of the networks are available but applications
are not designed to use them. Some solutions such as fog computing or mobile
edge computing exist, but they have also issues and require new infrastructure.

The increase of diversity of devices creates new needs. The Graphical User Interface
(GUI) must be adapted to the new possibilities of device characteristics. The
evolution of devices and applications requires more than a single model for GUI
which does not take into account the proximity of users and the fact that users
may share devices with various characteristics.

1.1 Mission Statement

For all theses reasons, the issues of cloud must be resolved by an alternative. In
these thesis, we will study the edge computing, one of the possible alternatives.
We will focus on three objectives:
adaptation of a cloud computing interface based stateful application into an edge-
computing based,
leveraging low latency of edge computing to split interface,
and implementing a proof of concept and testing it in a real-life scenarios.

Before diving into the subject, it is important to explain some concepts to
facilitate understanding.

Edge computing is the core concept of this thesis. Many different definitions
of edge computing exist. The common thread is that the server parts are moved
closer to the users. We will give our definition of the edge computing concept.
Computing is the operation to calculate or at least manage the server side of an
application. This operation can be done by one or multiple hosts. In most cases,
there is only one. In our definition of edge computing, the host is running on the
user device, not on servers in big data centers. Our full definition of edge computing
can be found in paragraph 2.1.1.

An interface is all facilities used to exchange information between parts of an
IT system. The interface can be graphical, to exchange data between the device
and user with button, text, ... but can also be technical with protocols and archi-
tecture to exchange between two equipments. Edge and cloud computing present
two different technical interfaces. It is also good to notice that adaptation of the
technical interface type can be more profitable to one or another graphical interface.



Real-life or concrete scenario is a proposed situation which can commonly happen
in real life and not only in laboratory conditions. Concrete scenarios involve non-
technical people using applications based on edge computing.

Stateful application uses variables and objects to store the actual state of the
application. Many applications are stateful, but none of them is edge computing-
based.

Now, we have a better comprehension of each concept of the mission statement.

This thesis focuses on improving latency and to move the server parts to the
user devices at the edge of the network. There are some research questions we will
answer:

o What are the benefits of edge computing for adapted stateful applications?
This question is central to the thesis: it asks if the adaptation from cloud to
edge computing is relevant from a performance point of view.

o What are the perks of user device diversity for edge computing? Fdge
computing-based applications must work with all kinds of devices. Ser-
vice must be reachable and usable from all different devices. The efficiency
of the adaptation depends directly on this parameter. To propose usage in
concrete scenarios, this is a basic requirement.

o Will the user experience of edge applications be at least as satisfactory as
cloud-based ones? This question is the focus on the user experience and the
impact of the change from cloud computing to edge computing. Cloud being
widely used, users expect a minimum level of user experience.

To answer this question, we made some assumptions. They are important because
they help to fix the orientation of the goal. A first assumption is that the latency
of edge computing applications is small enough to distribute GUI and fit to the
device characteristics. We also suppose that all edge devices used can run classical
web applications in a browser.

We will explain the conceptual adaptation of a cloud computing application
insight to provide a proof of concept. This edge computing application will be used
for experimentation with various people.

1.2 Overview of the Thesis

In chapter 2, we explore the existing information about edge computing in the
scientific documentation. We will discuss the advantages and drawbacks of edge



computing compared to other computing paradigms. We will discuss the separation
of parts of the graphical user interface.

In chapter Chapter 3, we explain the conceptual framework to transform a
cloud computing based application into a edge computing based. We will focus on
the points on which we have to pay special attention. We will describe the classical
component of a generic cloud computing application. The different constraints
faced. The adaptation of an cloud computing application into edge computing
will be explained in sight of developing the proof of concept in chapter 4. The
importance and the way to migrate the host will be demonstrated.

As interface are an important part of this thesis, we will see how to decompose the
interface in "blocks" to create an adaptive application user interface. This one has
a big impact on the user experience and is a key point to maximize the utilization
of the capacities and advantages of edge computing context.

The self-sufficiency of the host and the interface will be highlighted. The impor-
tance of this point has to be understood to apply in the best way the previous
modifications.

A concrete proof of concept is described in the chapter 4. The adaptation
of the send-event-based architecture will be explained. A concrete application of
the concept of chapter 3 is explained in this part.

In the chapter 5, we will test the hypothesis about latency and user experi-
ence with an experimental protocol. Despite the coronavirus, we were able to apply
this protocol to two groups of five people. This experience aims to validate ours
assumptions in the face of concrete scenarios.

We will conclude this thesis with chapter 6 which will summarize the contri-
bution and benefits explored. We will also discuss possible future works.



Chapter 2

Related Work

After presenting the objective of this thesis, we will explore the related works. In
this chapter, we will expose the context where edge computing has been created
and design.

First, we will define edge computing and explain the concepts needed to un-
derstand the comparison of different computation paradigms: the levels of the
network and migration. We will expose the methodology used to discuss the papers
and articles.

2.1 Preliminaries and Definitions

This section summarizes all concepts and definitions needed to understand the
analysis of the literature.

2.1.1 Edge Computing Definition

Edge computing is used to describe multiple technologies reducing the time and
distance travel by package between the server and user’s devices by being aware of
the localization of the users. In the literature, computer scientists are not according
to the definition of edge computing. Some authors consider fog computing as
edge computing [1], but others qualify fog computing and peer-to-peer not as edge
computing [2]. In this thesis, we will use Edge computing to name applications
that migrate the server host part on the user device. We will use and specify other
technology’s names which are in some papers also called edge computing. The
edge computing paradigm is an architecture that is not user location blind and
prefers to use the closest possible data center. In some articles, this is defined as a
new way to shift the centralized function of cloud computing to edge devices [3].
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The need to create this technology will be discussed in the next section results and
discussion 2.2.

2.1.2 Migration of Data Used by a Service

The goal of edge computing is by definition to move the function from the cloud to
the edge. Some solutions offer the possibility to migrate states between the cloud
and an edge instance.

» to an edge server/device from the cloud

o between two devices/servers

The migration concerns functions but also data and state variables that need to be
transferred. Two different ways to achieve are notable [4]:

o live migration from the data center is the operation set to move data from a
machine to another. The data are transfer while the service is running.

o handover in cellular network is mainly used for mobile edge computing.
Moving the service with few states and data, the cost of the transfer is light.

The main difficulty and requirements are to keep the live function working. Mi-
gration is essential and the needs of a project can change the choice of technology
depending on the performance of the migration. Some criteria of the comparison
in section 2.2 are direct links to the migration capacity and its performance. [4]

2.1.3 Depth of the network

To well understand the differences between some computing paradigm, we will
separate the network into layers which we will call levels. We simplify the 5 levels
of the network in literature [2]. The core level with big data centers is level 3. In
level 2, there are modest data centers (distributed cloud) and the modular data
center, cluster,... (level 2 and 3 in [2]). The level 1 correspond to the level 4 in [2]
And level 0 to the level 5 in [2].

1. level 0 is the layer of user devices and [oT.

2. level 1 is the layer with gateways, access routers,... Closer than level 2 from
level 0.

3. level 2 is the layer close to the user but in the network.

4. level 3 is the layer the most far away from the user, where big data centers
are connected

An illustration of different levels of the network can be found in figure 2.1.
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Figure 2.1: Proceeding layer of edge, fog, MEC, and cloud computing.

2.1.4 Method

During the information research phase, we found lots of cloud computing alterna-
tives. We will first present them.

The best way to understand all the differences between each technology presented
is to compare them to have a global overview of the benefits and drawbacks of
each.

First and foremost, we will explain all elements compared to understand the
strengths and weaknesses of each.

The base of this comparison is cloud computing for two main reasons. First,
this is the most widely used in the world but also because most of the solutions
presented are solving one or multiple problems, in some less wide context, of this
technology. Used for few decades, despite the evolution, the cloud can not fulfill
the specific characteristics of some application requirements. The comparison will
be introduced by a table that resumes the point of comparison. After we will
elaborate on some criteria.



2.2 Results and Discussion

2.2.1 Interface Detaching

Two of the key benefits of edge computing or other technology bringing nearer
of the user the server parts is to decrease latency of delivery and increasing data
rate [5]. Edge computing is also designed for human devices which have great
diversity. Many kinds of devices bring lots of different characteristics, Different
user interfaces and technical improvements lead to a new possibility as detaching
interface to propose more flexibility. Detaching part of GUI using peer-to-peer
fashion has already be done [6] [7].

Moving a Graphical User Interface (GUI) requires migrating some parts with-
out interrupting or modifying the service, migration 2.1.2 is important for this
ability. Moving GUI involves also splitting, detaching, grouping interface of parts
of it. To match the needs of the users, the Detachable User Interface is a new
paradigm tested in multiple scenarios (one screen to many screens, single or multi-
user, single or multi-threaded) [6]. GUI is not linked to a specific device but can
be adapted to user needs. Edge computing offers a better user experience of de-
tached GUI mainly links to the low latency of the response perceived [8] by the user.

Edge computing allows deploying peer-to-peer distributed GUI across 4 dimen-
sions: multi-display, multi-platform, multi-operating system, and multi-users [7].
Peer-to-peer is one of the most basic designs of edge computing serverless. Cloud
applications present too large response delay to propose a good user experience
with a distributed user interface. [7]

2.2.2 Cloud Paradim Alternatives

Conventionally, Edge computing can be considered as a substitute for cloud com-
puting. This is not the only other technology existing, and this are the computing
paradigms we will compare:

+ Cloud computing [3] [5] [9]

» Edge computing [9]

« Fog computing [3] [5] [10] [1]

« MEC (Mobile Edge Computing) [3] [5]

Cloud computing is the most widely used computing paradigm on the world wide
web 1.1. The request starts from the client and travels across the internet network

8



to reach a location blind big data center. The illustration of layer of the network
used can be seen in Figure 2.1

The Security and performance of servers have been improved [11] with new ar-
chitectures. Monolithic architecture with function calls everywhere was dropped
for incremental structure in layers. The last improvement is the utilization of
micro-services to encapsulate different features in a little service that is indepen-
dent and can communicate with others. This optimizes scalability and maintenance.

Despite this improvement, computer scientists are facing hardware limitations.
Packages have to travel from the user to the server. Migrate cloud services closer
to a user is the best way to reduce the communication latency of the response. All
following technologies propose different ways to reach this goal.

"Fog computing is a distributed computing paradigm that provides cloud-like
services to the network edge." [1] We can consider it as a combination of cloud and
edge computing paradigm [3]. It doesn’t use location blind servers but installs and
uses smaller servers in level 2 of the network to be closer to the final user. The
hosting role is never migrated to user devices. It is has been developed also to be a
good solution to manage the big amount of data generated by IoT [10]. Packages
will prefer, if possible, to not go upper than level 2 (Figure 2.1).

The name fog computing is not due to a personal choice of computer scientists but
is a picturesque manner to describe the main idea. The used server is closer to
the user (and to the ground), the application will prefer to use fog instead of the
cloud for the proximity advantages. The levels where the packet travels in edge
computing can be seen in figure 2.1.

MEC or Multi-access (or mobile depending on the paper) Edge Computing [3] is
developed for specific use with a mobile network (network for smartphone, and
portable devices). This paradigm looks like fog computing except that it is opti-
mized to follow moving devices as a smartphone or specific IoT devices. The design
goal of MEC is to provide the best connection even you move. The optimization of
the migration is the key point of MEC and the main difference with fog computing.
MEC is using an edge server (smaller datacenter), but unlike fog computing, they
expect high mobility of the user. Fog computing can offer this mobility due to
the close range of efficiency of edge servers without modifications. These changes
create MEC that is used for mobile data.

The main advantages of MEC are:

e To reduce the network operational cost
o To improve Qos (Quality of service)
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o To improve scalability of IoT for time-sensitive applications

The differences between MEC and fog computing are not sufficiently large to use
them both in the comparison. So we will consider only fog computing in the
comparison. Other paradigms also exist and are close to MEC or fog computing
(e.g.: Follow Me Cloud paradigm) so will not be considered in the following section.

Understand main differences between edge, fog, MEC and cloud computing A
good way to reveal the difference between these 4 paradigms is to look at the layer
where they proceed [12]. The illustration in the figure 2.1.

Fog and MEC operate on the same layer, but the fog is static and migration is
not at the core of the paradigm. MEC is done to give the best access and speed
even if the device in the IoT is moving (smartphone for example). MEC will use
also other networks in some configurations such as 4G network.

2.2.3 Comparison of Computing Paradigms

We can compare these computing paradigms on many criteria. We will compare
cloud computing, fog computing, and edge computing. MEC having performances
comparable to fog computing.

We will begin with the criteria linked to the network architecture. First, the
latency of the paradigm. Edge present the best latency using peer-to-peer [6] [7]
technology to exchange messages. The packet uses a straightforward path between
devices. The hosting part being migrated on the user device, the travel latency is
reduced to the minimum. The travel latency perceived is classified in the fastest
category [8] for humans: the action seems to be immediate. However, global latency
is travel latency added to computational latency. To see if global latency is still in
the best category, we have to analyze the hardware power of devices. The diversity
of edge user’s devices don’t ensure to have enough computational power to offset the
large computational power of data centers. Hardware capabilities are still improving
following Moore’s law [13]. Except for specific high requirement applications, edge
computing can split the computational task between multiple devices or evaluate
the best equipment to run the task using a mathematical approach [14]. Edge
computing presents the best global latency. Computational latency for light and
medium applications doesn’t have a significant impact on global latency. For big
hardware requirements, there are too many variables to decide if the global latency
is impacted. Edge computing has in most cases an excellent global latency.

Fog and cloud computing paradigms use dedicated servers, so the computation
hardware latency limitation is negligible and the travel latency gives the following
result: Fog does better than cloud. However, they are both beaten by edge.
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Connection reliability is one of the key points of edge computing. This paradigm
can run services without servers (except the connection part) even if network fails.
In case of host failure, another user connected device can replace it with migra-
tion in the distributed computation network. Fog computing presents also good
connection reliability [15], packet trip in the network structure is short and using
fewer levels and infrastructures. Cloud can be unreachable in case of global or local
network failure, or if the server fails. Thanks to cloud connection failure prevention,
disconnection is highly unlikely [15] [16]. The downtime is the interruption time in
case of updating or failure leading to stop service. Due to the distributed network
of fog and edge computing, downtime of service is short or impossible. The cloud
data centers are highly-reliable and highly-redundant so if a data center fails, big
applications will be host on other data centers. Downtime is negligible for all
paradigms.

Security and data management are different topics but the reasons for their per-
formance are similar. The shortest path used for limited data transfer in edge
computing allows great security and reducing data transfer simplifies data manage-
ment [17]. No transfer of data to the cloud is needed [18]. Even fog computing
using servers, the distributed cloud used to dispatch information across a huge
number of node ensure data protection [15] contrary to cloud [19].

We compare also the three computing algorithms on computation power traits.
Processing big data and using large-scale applications are both depending on the
scalability proposed by the paradigm. Edge computing has a big computation power
available, but it is considerably distributed and the total amount of computation
power can have big variations. Good edge scalability is still a challenge even if
improvements are in progress [20]. Big data in edge are rare because the data are
processed locally and try to avoid the accumulation of data not processed. Edge
computing design is not optimized for big data. Large-scale application perfor-
mances depend on the separation of the task. Clouds present excellent capacities
for computation power thanks to big data centers. However, the scalability of
the cloud is limited by the bandwidth hardware limitation unlike fog and edge
computing [1]. Fog computing has the same capacity as edge except for the usage
of distributed computational power across multiple servers at level 2. The variance
and scalability are better due to this optimization of the paradigm.

2.2.4 Edge Device Computation

The diversity of edge devices is considerable and multiple parameters have to
be considered to distribute the computation task. Edge/cloud hybrid paradigm
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propose solution to take in count cost for computation tasks link to many parame-
ters [21] [22].

Adapting cloud application is not an easy task. A monolithic architecture will
complicate the job and ask for more work to refactor the structure of the applica-
tion. Micro-service is a modern structure that is already split into multiple parts
giving high modularity. Each microservice has to be adapt and evaluated for its
mobility [22].

To ensure the consistency of stateful applications, a framework as Legion exists [22].
It does not require significant modifications and is based on the Google Drive real
API usable for peer-to-peer connections. It shares the state of the application to
avoid losses.

For the moment, an example of cloud application adapted in edge computing
exists but only for static applications. Facebook has proved that it is great for
commercial use by adapting some of their applications [23].

Edge devices have limited computation power, offloading libraries exist to
offload big tasks [21]. CPU discharges the more battery, for mobile devices, using a
service must not drain all the battery. They incorporate a decision subsystem using
a cost model which will evaluate the task and helps to decide the best user device
to compute it. For example, A big computation task is preferable to be executed
on a desktop instead of a smartphone, even if the travel latency is bigger.

2.3 Conclusion

The emergence of new needs which can not be fulfilled by the cloud technology
due to hardware limitations, especially the bandwidth, leads to new computation
paradigms. Fog, edge, and MEC are part of them. The comparison shows that
the usage of each of them responds to special requirements. MEC was created to
optimize mobility and offer the best access point with low latency. Fog computing
uses a closer server and is location award. Edge computing is an alternative to fog
computing, trying to stay at the closest levels to the user. Distributed cloud (edge,
fog, and MEC) present good advantages as security, data management, and overall
low latency. This low latency offers a new possibility for detached interfaces.

The advantage of edge computing is to propose high security by reducing la-

tency and data transfer. The proximity to the data source also facilitates data
management despite lower computational power.
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Chapter 3

Conceptual Framework

In this chapter, we will discuss the adaption of a cloud computing application to
edge computing. The goal is to leverage the computation power of user’s devices.
The application is stateful, interactive, and collaborative. We will focus only on
the ones used in browsers. Leveraging the low latency of edge computing, we will
split the user interface. This modification aims to fit the device characteristics.
This is done in light of developing the proof of concept in chapter 4. First, we will
explain the different characteristics of a cloud application and the wanted design of
the edge ones. After that, we will discuss the important points of the adaptation.

3.1 Overview of Cloud and Edge Application

In this section, we will review the design of cloud and edge applications.

3.1.1 Cloud Application

Cloud applications present two big parts: the server and the client parts.

The server is used for multiple tasks. It will send the scripts and files of the appli-
cation to the client. It will exchange packets with the clients to ensure interactivity.
It will also keep the state of the service for stateful applications. We are using this
kind of application in this thesis. The server is located in a big data center.

The client is the device of the user. The client will connect to the server. First, he
will execute the connection mechanism to start the service. A mechanism is a set
of operations to accomplish a task. Continuation depends on the application type.
The client is composed of two parts: the frontend and the backend.

The frontend is all the functions linked to the interaction with the user. The
data display is also included in this part. For example, a button on a web page
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and the function executed on his activation belong to the frontend.

The backend is the management of the local behavior and the interaction with the
server. Computing tasks and packet exchange are part of the backend.

Figure 3.1 shows the different components of the cloud computing architecture.
The server exchanges information with the client device thanks to the backend
of the client code. The client interaction with user are ensure by the frontend
part of the code. The proof of concept developed uses event-based mechanisms

Data center
Hosting

Client device —Adl
Backend

Frontend

e Lk
PR -

=ie

User

Figure 3.1: Hlustration of the different parts of the cloud computing architecture.

to communicate with the server. This is a classical way to exchange information
between client and server. In Figure 3.2, we can observe a client sending a packet
with an event-based protocol. Each event has its own unique name.