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Introduction and objectives

Identifying anomalous instances in datasets is a common machine learning challenge. This task
is generally unsupervised or semi-supervised and referred to as anomaly detection or outlier
detection. It has been the subject of intensive research over the years (Goldstein and Uchida
2016; Shyu et al. 2003; Goldstein and Dengel 2012; Breunig et al. 2000; Angiulli and Pizzuti
2002; He, Xu, and Deng 2003). The reasons to identify instances that diverge from the norm
can be diverse; either to exclude them from the dataset in an attempt to data cleansing, or
to respond to a specific domain related problem such as fraud detection, intrusion detection,
medical application, etc.

Recently, Horvath et al. (2020) published a semi-supervised algorithm that combined anomaly
detection and copula dependence trees. This new algorithm aims at discovering and locating
anomalies in high-dimensional continuous data using copulas and dependence trees. The
algorithm is characterized by two interesting features for anomaly detection. First, it precisely
locates the pairs of features from which the anomaly originates. Secondly, it is able to provide
an anomaly score even if the observation is incomplete, which makes it particularly suitable for
high-dimensional data where missing values are frequent.

In Horvath et al. (2020), anomaly scores are based on an estimated joint probability density
underlying the multidimensional dataset; observations from low density areas receive high
anomaly scores and conversely. This approach, although intuitive, can be challenging because it
requires estimating the joint density function which grows in complexity with the dimension of
the dataset. The approach of this new algorithm is to decompose the problem using dependence
trees where these dependencies are modeled by copulas. The authors argue that copulas are
convenient tools to model tail dependencies where anomalies are likely to be located. Similar
decompositions have been performed in the literature; Chow and Liu (1968) already approximated
a d-dimensional discrete probability distribution by decomposing it into a set of conditional
probability distributions based on a tree structure. Horvath et al. (2020) adopted a similar
approach and adapted it to continuous features. This decomposition is possible by combining the
work of Chow and Liu (1968) and the work of Joe (1996), Bedford and Cooke (2001), Bedford
and Cooke (2002), and Cooke and Kurowicka (2006) where copula-trees are used in vines to
model high-dimensional probability distributions. Indeed, the idea of combining dependence
trees and copulas described by Horvath et al. (2020) is actually a well-known concept called
copula-trees in pair copula constructions, although it has never been used for anomaly detection.



The objective of this master’s thesis will be to study the effectiveness of copula-trees for anomaly
detection. To do so, we will implement the algorithm presented by Horvath et al. (2020), that
we will call HKMN in reference to its authors’ names. Moreover, another algorithm for anomaly
detection based on copula-trees and pair copula constructions will be introduced, the vine copula
anomaly detection (VCAD). The concept is similar to Horvath et al. (2020) except that not
one, but several trees will be stacked to score anomalies. The goal of these additional trees is
to model more complex conditional dependencies such as described in Joe (1996), Bedford and
Cooke (2001), and Bedford and Cooke (2002). Finally, the HKMN of Horvéth et al. (2020) and
the newly introduced VCAD will be benchmarked against some recognized anomaly detection
methods.

This master’s thesis is divided in two parts. Part I explores the theoretical background necessary
for the implementation of the algorithms. A specific emphasis was put on graph theory, Markov
graphs and Chow-Liu trees, as both HKMN and VCAD rely on graph concepts. Thus, Chapter 1
of this document will focus on describing these important concepts. Another subject of attention
is copulas and copula-trees that will be used in order to model dependencies between variables.
This will be discussed in Chapter 2. Then, Chapter 3 will describe theoretically HKMN and
VCAD. It will also contextualize these algorithms in the anomaly detection field. Part IT aims to
put these algorithms into practice. In Chapter 4 and 5, the implementation of the algorithms will
be presented. Our implementation of HKMN will remain as close as possible to the one presented
in Horvath et al. (2020). When it will deviate from the original article, these deviations will be
discussed and argued. The last chapters of the master’s thesis are dedicated to the benchmarking
in Chapter 6 and the performance discussion in Chapter 7. The goal of the discussion will be to
assess when HKMN or VCAD should be preferred to other anomaly detection methods.



Part 1

Theoretical background



Chapter 1

Chow-Liu trees

The HKMN algorithm published by Horvath et al. (2020) and the VCAD that will be introduced
later in the master’s thesis both rely on tree structures. The HKMN finds anomalies based on
a single tree while the VCAD has several trees stacked together. These tree structures allow
to work with individual features and bivariate distributions rather than with a d-dimensional
distribution. To decompose the d-dimensional feature space and build the tree structure, Horvath
et al. (2020) adopted the same procedure as in Chow and Liu (1968), where a similar problem has
been solved for discrete joint probability distributions. The trees used in HKMN have inherited
many characteristics from the Chow-Liu trees introduced in Chow and Liu (1968). Therefore,
this chapter will be dedicated to Chow-Liu trees and their building. To describe the Chow-Liu
trees, some basis of graph theory must first be presented.

This chapter will explore the graph theory necessary for Chow-Liu trees, HKMN and VCAD
in Section 1.1. This section defines the concepts of graphs and trees. The minimum spanning
tree algorithm used by Chow and Liu (1968), Horvath et al. (2020) and VCAD to build trees
based on individual variables is also briefly described. In Section 1.2, Markovs graphs and
their independence properties are explained. Finally, in Section 1.3, the Chow-Liu algorithm is
detailed.

1.1 Undirected graph theory

In this section, we introduce the necessary concepts to understand the Chow-Liu trees and later
on the copula dependence trees used in HKMN and VCAD. The concepts and notation used in
this section are taken from Eisner (1997) and Hartmann and Weigt (2005).



1.1.1 Graph

The principal concept in graph theory is obviously the graph itself. Its definition is large as it
may take many forms. An undirected graph G = (V, F) is given by its vertices i € V and its
undirected edges {i,j} € E C V(). The fundamental difference between directed and undirected
graphs is that {i, 7} and {j,7} denote the same edge for undirected graphs, while they represent
different edges for a directed graph. In this master’s thesis, we will only discuss undirected
graphs.

The graph has some interesting properties that allow to describe it or its components. For
example, the number of vertices N = |V is named the order of the graph and the number of
edges M = |E| is named the size. Two vertices i, j € V that share an edge, edge {i,j} € E, are
called adjacent or neighbouring. The degree deg(i) of vertex i equals the number of adjacent
vertices (Hartmann and Weigt 2005).

A path is a subgraph G’ = (V' E’) of G with a set of vertices, V' = {ig,i1,...,%} and a set
of edges, E' = {{io, i1}, {i1,42},...,{9-1,%4}}. The particularity of the path is then that its
consecutive vertices are adjacent. A path is said to form a cycle if ig = 4;. A graph G is denoted
as connected if all pairs {i,j} € E®@ of vertices can be linked by a path.

1.1.2 Tree and Minimum spanning Tree (MST)

A tree is a particular occurrence of a graph where this latter is both connected and cycle-free
(acyclic). In other words, all vertices of the tree can be accessed through a path and no path of
this graph forms a cycle. One can easily derive from this definition that a tree of order N has a
size N — 1.

From the definition of the tree, a forest can also be defined as a graph, all of whose connected
components are trees. These trees might not be connected together. The forest is then a set of
trees.

Let G = (V, E) be a connected graph of order N. A spanning tree is a cycle-free sub-graph of
order N having maximum size N — 1, i.e., the spanning tree is still connected. In other words,
the spanning tree is composed of all vertices of the original graph G connected together by N — 1
edges, without any cycle or unconnected vertex.

If weights have been assigned to the edges of (G, a minimum spanning tree is a spanning tree
of G whose edges have minimal total weight (Hartmann and Weigt 2005). A common task is
to find the minimum spanning tree of a graph. Among the possible applications, we note that
Chow-Liu trees, HKMN and VCAD require to find the minimum spanning tree. Over the years,
many algorithms have been created to resolve this problem (Eisner 1997). A classical approach
to get the minimum spanning tree is to focus on its specific properties. The notion of the cut is
useful as it enables to highlight some these properties.
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A cut (S,V — 9) of an undirected graph G = (V, E) is a partition of V. We say that an edge
e = {i,j} € E crosses the cut (S,V —9) if one of its end vertices is in S and the other is in
V — S(Cormen et al. 2014).

From the notion of cut, two properties of the MST originate:

1. Strong cut property: e € M ST < e is the lightest edge across some cut of G.

2. Strong cycle property: e ¢ MST < e is the heaviest edge on some cycle of G.

Either of these implies at once that the MST is unique. These properties are at the basis of the
algorithms to determine the minimum spanning tree of a graph. The Prim’s and the Kruskal’s
algorithms (Prim 1957; Kruskal 1956) are the two most famous algorithm to resolve the MST
problem, although recently many algorithms outperform these two (Eisner 1997). The advantage
of Prim’s algorithm and Kruskal’s one is their implementation simplicity which relies on a greedy
procedure. Detailed descriptions of Prim’s algorithm and of Kurskal’s one are available in the
Appendix.

1.2 Markov graphs

Graphs can also model the joint distribution of random variables. In this case, each vertex
represents one of the random variables. Let a Markov graph G = (V, E) whose vertices represent a
set of random variables having joint distribution P. This Markov graph G models the conditional
independence relations existing between the variables of P. For instance, in G, the absence of
edges between two vertices implies that the corresponding random variables are conditionally
independent given the other variables (Hastie, Tibshirani, and Friedman 2009).

Figure 1.1: A Markov graph composed of three nodes 1, 2 and 3. These nodes represent
respectively variables X1, X5, X3

In Figure 1.1, the variable X represented by node 1 is independent of X3 given X5. This is
expressed with the following notation:

No edge between nodes 1 and 3 < X3 L X; | rest
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where rest means all other variables represented in graph G. For the example in Figure 1.1, the
expression of conditional independence can be denoted as:

X, L X3 | Xo

This property is called pairwise Markov property.

The second independence property of Markov graphs is called the global Markov property. In
Hastie, Tibshirani, and Friedman (2009), this property is described with a graph G = (V, E)
and three subgraphs A, B and C € V. C' is said to separate A and B if every path between A
and B intersects a node in C. The global Markov property relies on this notion of separation
between subgraphs. C' actually breaks the graph into conditionally independent pieces.

if C' separates A and B then A L B|C

The global Markov property is interesting as it allows to divide the graphs into subsets and infer
independence between the sets.

Finally, the last Markov property is the local Markov property. 1t states that any vertex will
be conditionally independent of all other vertices given its neighbors. This definition is often
associated with the Markov blanket of a node X which is the minimal set of nodes that isolates
X from the rest of the graph. In other words, the set of nodes which are directly linked to X.

Markov trees are Markov graphs that are acyclic and connected, similarly to the trees defined in
Section 1.1.2.

1.3 Chow-Liu trees

In 1968, Chow and Liu published an algorithm to approximate a discrete joint probability
distribution P using Markov trees based on a product of pairwise conditional and marginal
distributions (Chow and Liu 1968).

To support their approach, Chow and Liu prove that the resulting probability distribution
Pcr, minimizes the Kullback-Leibler divergence with respect to the original distribution P in

comparison with other product approximations of pairwise conditional and marginal distributions.

The Chow-Liu algorithm relies on three steps:

1. Computation of the mutual information criteria between each pair of variables.
2. Construction of a tree using a maximum spanning tree algorithm.

3. Approximate the full joint distribution.

12



1.3.1 Computation of the mutual information criteria

Mutual information describes the dependence existing between two variables. Let (X,Y) be a
pair of discrete random variables. Their mutual information is defined as

Px)y) (z,9) )
px(z)py (y)

I(X;Y) =) ) peey)(@,y) log(

zeX yeY

for discrete features.

If the variables are independent, the mutual information will be null. If it is higher than zero,
the measure reflects how much knowing about the first variable reduces the uncertainty of the
second one.

1.3.2 Construction of a tree using a maximum spanning tree algorithm

Using the mutual information as weight, one can build a tree with a maximum spanning tree
algorithm. This algorithm is similar to the minimum spanning tree discussed in section 1.1.2
except that weights have been multiplied by -1. Kruskal’s and Prim’s algorithms can provide
this maximum spanning tree. The resulting tree is called a maximum dependence tree.

Let (X; |7 €I ={1,..,4}) be random variables with mutual information I(X;, X;) for i,j € I.
The mutual information between these variables are provided in Table 1.1.

I(X, X)) | X1 Xy X5 Xy

X1 - 0 06 02
Xs 0 - 03 01
X3 06 03 - 11

X4 02 01 1.1 -

Table 1.1: The mutual information between X1, Xo, X3, X4

With the mutual information as weight and using Prim’s algorithm, one can find the maximum

information tree of Figure 1.2.
O

Figure 1.2: The maximum dependence tree of X1, Xo, X3, X4
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1.3.3 Approximate the full joint distribution

Starting from a randomly chosen vertex, one can multiply the marginal density of this first vertex
with the second-order conditional probability of each of the edges of the tree. The probability
distribution obtained from the tree is an optimal second order approximation of the target
distribution.

Starting from the vertex 1 in figure 1.2, one obtains the following probability distribution,

Por (X1, X2, X3, Xy) = P(X1)P(X3|X1)P(X2|X3)P(X4|X3)

The Chow-Liu tree and the resulting probability distribution Pgy can be formalized. For
X = (Xy,...,X4) a vector of random variables, the product-form probability distribution Pcp,
associated with such a Chow-Liu tree is

H(z’,j)eT P(Xqu)

PCL(X) = Hiev P(Xi)vi_l

(1.1)

where T is a spanning tree with a set of vertices V' = {1,...,d} and v; denotes the degree of the
vertex representing X;.

In their article, the authors demonstrate that the Kullback-Leibler divergence of the second-order
approximation Pgjy of a distribution P is inversely proportional to the sum of the mutual
information used to weight the dependence tree. Consequently, selecting the highest mutual
information will result in minimising the Kullback-Leibler divergence. So, although Pop remains
an approximation of P(X), it is the best possible one constructed this way.

The principal inconvenience of this algorithm is that it ignores higher-order dependencies.
Consequently, variables whose vertices are not adjacent in the maximum dependence tree are
assumed to be independent conditionally to a variable in their path. Unless there exist no
higher-order dependencies, the Chow-Liu algorithm only provides an approximation of the target
distribution. Moreover, it is limited to discrete distributions.

14



Chapter 2

Copula theory

As explained already, we want to model a joint distribution function underlying a dataset
in order to identify rare occurrences as anomalies. It is evident that the complexity of this
modelling increases with the dimensionality of the dataset, since each new variable interacts
with the previous ones. A solution to deal with this complexity is to decompose the problem
into smaller pieces. In Chapter 1, we saw the solution introduced by Chow and Liu for discrete
distributions. The main approach discussed and implemented in this master’s thesis is the one
taken by Horvath et al. (2020). It consists in first modelling the marginal distribution functions
of variables and then modelling the dependence between variables. This chapter focuses on
this last point, the dependence. Fortunately, dependence modelling is an extensive research
topic in the statistical literature. This literature has as foundation Sklar (1959). This paper
has demonstrated the relationship between a joint cumulative distribution function and the
marginal distribution functions of random variables. The relationship is based on the notion of
copula. By characterizing the interactions between variables, these copulas allow to separate the
modelling task in two stages; first, by focusing on the margins and then on the dependence. This
method is widely used in financial mathematical modelling (Cherubini, Luciano, and Vecchiato
2004). However, the use of copulas for anomaly detection is innovative. In their article, Horvath
et al. (2020) introduce this practice with copula dependence trees. The authors justify their
approach by the benefits of copulas in modelling tails of distributions. There are copula families
that can accommodate to both low and high tail-dependencies. This is an important criterion
since the anomalies are generally located in the tails of distributions, which must be reproduced
accurately.

In this chapter, dependence modelling with copulas will be explored. We will review the basic
theory of copulas in Section 2.1, as well as the basis of any modelling with copulas, the Sklar’s
theorem, in Section 2.2. Afterwards, we will discuss in Section 2.3 the measures of dependence
including Kendall’s tau, which will be useful in the following chapters. Then, we will discuss the
dependence modelling with copulas and Markov trees in Section 2.4. We will conclude with a
more complex dependence modelling with pair copula constructions in Section 2.5.
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2.1 Dependence modeling with copulas

In this section, we introduce the concepts around copulas that are used throughout the master’s
thesis. The main reference for this section is Segers (2016).

As copulas arise in the study of cumulative distribution functions, we first start by recalling this
notion.

Definition 1. The cumulative distribution function (cdf) of a d-dimensional random vector
X = (X1,...,Xq) is the function

F(x) =Pr[X <x]=Pr[X; <x1,...,Xg < 24], x=(21,...,24) € [~00,00]%
The marginals cdfs or margins of F' are the univariate cdfs Fy, ..., Fy given by
Fj(zj) = Pr[X; <zj], x;€R

Copulas are a specific case of cumulative distribution functions (cdf), each of their margins being
uniformly distributed on [0, 1].

Definition 2. A d-dimensional copula C : [0,1]¢ — [0,1] is the cumulative distribution function
of a random vector U = (Uy,...,Uy) whose margins are uniform on (0,1):

C(u) =Pr[U <u] =Pr[U; < wuq,...,U; < uyl

where
Pr(U; < uj] = u;

forje{l,...,d} and 0 < wuj <1.

Copulas have probability density functions that respect the following definition.

Definition 3. A d-dimensional copula C has density function c if
C(u) :/ c(v)dv, uc]0,1)%
[0,u]

In this case, C is called absolutely continuous.

From a cdf, a density is obtained through differentiation of the cumulative distribution function.
Consequently, the same goes for the copula density which is retrieved by differentiating the
copula.

In practice, during a statistical analysis, we only have a sample and not the entire population.

To infer the underlying copula behind this sample, a data-driven approximation, called the
empirical copula, is then performed.

16



To get this empirical copula, we must first transform the analyzed data as it might not have
uniform margins. This operation requires to compute the empirical marginal cdf for each variable

of the dataset. For a sample Xy, ..., X}, these empirical marginal cdf are defined as follow:
1 n
Fnj(@) = 5 ;1()%‘ <z), z€R

The ranks of X;;, defined as RE;) = p_1 L(Xy; < Xjj), can also be derived from the empirical

A 1
marginal cdf with F), ;(X;;) = ﬁRgl) The pseudo-observations are the random vectors
n
- A - A A 1
oM = ( i(ln ), e Ui(; )) where Ui(f) =F, (x) = —RZ(;L). These pseudo-observations are used in
n

practice to compute the empirical copula.

Definition 4. For the sample Xy, ..., Xy with empirical marginal distributions le, ooy Fya,
the empirical copula approximation is defined as

n

Z WF 1 (Xa) S u, oo, Foa(Xia) < ugl
i=1
n

. 7 ()
Tl ;HUM <., Uig” < ualy

1
T n+1

C(u)

where u € [0,1]%.

2.2 Sklar’s Theorem

Since Sklar (1959), it is known that copulas can model the dependence structure between random
variables with continuous margins. This was formalized in the famous Sklar’s Theorem, which is
at the center of most applications of copulas in statistics.

Definition 5. Let F be an d-dimensional distribution function with margins Fy, Fa, ... Fy.
Then there exists a d-copula C such that for all x in @d,

F(z1,29,...,2q) = C(Fi(x1), Fa(z2), ..., Fa(zaq)).

If F1, Fy, ..., Fy are all continuous, then C is unique. Conversely, if C' is an d-copula and
Fy, Fs, ... Fy are distribution functions, then the function F is an d-dimensional distribution
function with margins Fy, Iy, ..., Fy.

This theorem is particularly useful as it enables to separate the effect of the dependence between
variables from the one of the margins. Therefore, modeling the d-dimensional distribution
function F' can be performed in sequence by first focusing on finding margins F1, ..., Fy then
modeling the dependence function or copula, C.

17



By applying the chain rule, we further have for an absolutely continuous distribution function F’
with strictly increasing continuous margins Fi, ..., Fy admitting densities f1,..., fg that

d
fr o sxa) = [ [T )] x elFi@). Fo(aa). ..., Falza)).
k=1

Here ¢(+) denotes the copula density.

2.3 Dependence and its measures

As explained in Section 2.2, copulas are useful tools to model dependence between random
variables. Yet, they are complex to interpret. In this section, we explore scalar measures to
evaluate dependence between variables. Kendall’s tau is one of the measure presented in this
section. It will play a significant role later in the master’s thesis, especially for the VCAD
method where it will help us choose which dependencies to model. It is presented with two other
common measures: Pearson’s linear correlation and Spearman’s rank correlation coefficient (or
Spearman’s rho). The reference for this section is Nelsen (2006).

Turning now to the most familiar dependence measure, Pearson’s linear correlation is an easily
interpretable measure of the linear dependence existing between two random variables.

cov(X,Y)

cor(X,Y) =
( ) var(X)var(Y)

However, it has some important drawbacks:

1. it does not exist if E[X?] = oo or E[Y?] = cc.
2. for increasing f and g, in general cor(f(X),g(Y)) # cor(X,Y).

3. if X and Y are perfectly associated, cor(X,Y’) is not necessary equal to 1.

Consequently, we need to identify other measures to assess the dependence between random
variables. Two well-know measures will be described below, Kendall’s tau and Spearman’s rho.
Both Kendall’s tau and Spearman’s rho are dependence measures which are rank based and
therefore invariant to monotonic transformations of the marginals.

More precisely, these measures are said to assess the concordance between the variables.

Definition 6. (Concordance) Let (x;,y;) and (xj,y;) denote two observations from a random
vector (X,Y) of continuous variables. (x;,y;) and (z;,y;) are said to be concordant if x; < x;
and y; < y;, or x; > xj and y; > y;. Alternatively, a pair of observations can be discordant if
x; > xj and y; < yj, or x; < xj and y; > y;.

18



Kendall’s tau is first introduced in Kendall (1938). For a population, it is defined as the difference
between the probability of a pair of observations to be concordant minus the probability of the
pair to be discordant.

Definition 7. Let (X1,Y1) and (X2,Y2) be independent and identically distributed random
vectors, Kendall’s tau can be represented as

T=TX)Y = P[(Xl — XQ)(Yl — }/2) > 0] — P[(Xl — XQ)(Yl — Yz) < 0]

For a set of n observations, there exist (g) distinct pairs of observations. With ¢ being the
number of concordant pairs and d the number of discordant pairs, the empirical Kendall’s tau,7,
is computed as follows

c—d c—d

etd (G

7=

Additionally, Kendall’s tau can be computed by using the copulas of the random variables.
Indeed, if F' is the bivariate cumulative distribution function of (X,Y") and has copula C, then

since the ordering of X; and X, is similar as the one of Uy = F;(X;) and Uy = F(X3), and
similarly for Y7 and Y5.

Let X and Y be continuous random variables whose copula is C'. Then the population version
of Kendall’s tau for X and Y is given by

XY =Tc=4/ C(u,v)dC(u,v) — 1
[0,1)2

The second measure of dependence we will explore is also based on the concordance. This is
called rank correlation or Spearman’s rho.

Definition 8. (Rank correlation) The rank correlation of random variables X,Y with cumulative
distribution functions Fx and Fy is

pr(X,Y) = p(Fx(X), Fy(Y))

where p represent pearson’s linear correlation.

Let (X1,Y7), (X2,Y2) and (X3, Y3) be three independent random vectors with a common joint dis-
tribution function F' (whose margins are again F and F») and copula C. The Spearman’s rho for
the population is proportional to the probability of concordance of the vectors (X1, Y7), (X2, Y3)
minus their discordance.

pxy = 3(P[(X1 = X2)(Y1 — ¥3) > 0] — P[(X1 — Xp)(Y1 — ¥3) < 0])
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Once again, this measures can be expressed using copulas.

PXY = 12/ C(u,v)dudv — 3
[0,1]2

2.4 Dependence modelling using copula-trees

In this section and the following one, we focus on decomposing the dependence modelling. To
overcome the complexity of modelling high-dimensional distributions, we use a method called
pair copula constructions whose goal is to decompose the complex dependence structure into
bivariate dependencies as building blocks. This notion of pair copula constructions, also called
regular vine copulas, has been introduced by Joe (1996). It was described further by Bedford
and Cooke (2001) and Bedford and Cooke (2002). Its core concept is to model multivariate
data by using a cascade of pair-copulas and the marginal distributions of variables. Firstly, in
this section, we introduce the concept of copula-trees, and in the following section, pair copula
constructions will be presented. The main reference for these sections is the book Cooke and
Kurowicka (2006) and Czado (2019).

Let us start by defining dependence trees. As stated in Section 1.1.2, a tree is an acyclic
undirected graph. Yet, when trees are used to describe dependence structures in high-dimensional
distributions, statisticians call them dependence trees. These dependence trees can be used with
copulas specifying the bivariate dependencies.

Definition 9. (Bivariate- and Copula-tree specification) (F, T, B) is a bivariate tree specification
if
1. F = (F,...,Fy) is a vector of one-dimensional distribution functions for random vector
(X1,...,Xq) such that X; # X; fori # j.
2. T is a tree of order d elements, with a set of vertices V and a set of edges E.

3. B={B;; | {i,j} € E and B;j is a non-empty subset of the set of bivariate distributions
with margins F;, F;}.

A bivariate tree specification (F,T,B) is a copula-tree if (F,...,F,) are continuous invertible
and if B={Cy; |i,j € E and Cjj is the copula for (X;, X;)}.

Copulas-trees are then special cases of bivariate trees where the bivariate distributions charac-
terizing edges B;; are bivariate copulas.

As the dependence tree is a Markov tree such as defined in Section 1.2, Markov properties apply
to them. A distribution G is has Markov tree dependence when it can be expressed as a tree T
respecting the global Markov property (see 1.2). The latter property allows us to introduce the
following interesting theorem.
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Theorem 1. Let (F,T,B) be an d-dimensional bivariate tree specification that specifies the
marginal densities f; , 1 <i < d, and the bivariate densities fij, {i,j} € E. Then, there is a
unique density g on R, with margins f1,..., fq, and bivariate margins fij for {i,j} € E, such
that g has Markov tree dependence for T. The density g is given by

[ jyer fis(wi 2;)
g(z1,...,2q) = Hievj(z(ﬁi))deg(i)fl

where deg(i) denotes the degree of node i and fi(x;) >0, i=1,...,d. With copula densities c;j,
{i,j} € E, this becomes

gty xn) = fi(z) .. fa(za) [ cis(Filai), Fy(=)))

{i,j}€FE

Based on Theorem 1, we can determine the density of a multivariate distribution function whose
variables have been represented in a copula-tree. The drawback of dependence trees to represent
a multivariate distribution function is the global Markov property. Indeed, for two non-adjacent
variables in the tree, given any set of variables separating them on the path, their are conditional
independent. It would be possible to enrich the copula-tree with additional information on the
conditional dependence. For instance, in Figure 2.1 how could we enrich the copula-tree to
depict the relation between 2 and 3 given 17 This is the starting question which led to vines.

Figure 2.1: A dependence tree

2.5 Dependence modelling with regular vine copula

To make up for the conditional independence induced by Markov properties, the vines will stack
several trees, each one of them representing an additional level of the dependence structure. A
vine on d variables is then a nested set of trees, where the edges of the tree j are the nodes of
the tree 7 + 1. The higher-level trees in the set enable to encode conditional constraints and thus
enrich the previous trees with more information about the conditional dependence structure.

Definition 10 (Regular vine tree sequence). The set of trees V = (11,...,Ty_1) is a regular
vine tree sequence on d elements if:
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1. Each tree T; = (V;, Ej) is connected, i.e. for all vertices a,b € Tj , j=1,...,d—1, there
exists a path that contains both vertices a and b.

2. Ty is a connected tree with vertices Vi = {1,...,d} and edges E;.
3. For j > 2,Tj is a tree with vertices set V; = Ej_1 and edge set Ej .

4. Forj=2,...,d—1 and {a,b} € E; it must hold that |aNb| = 1.

A regular vine tree sequence is often called a R-vine in the literature. The property (4) is called
the prorimity condition. It ensures that if there is an edge e connecting a and b in tree T}, j > 2,
then a and b (which are edges in Tj_1) must share a common node in Tj_;. In Figure 2.2, two
vines are represented. The vine (a) is a regular (R-)vine as it respect the proximity condition
while the vine (b) is non-regular.

Figure 2.2: A regular vine (a) and a non-regular vine (b) on four variables.

To ease the notation of the vertices and edges of each tree of a vine, a nomenclature is introduced.
This notation is based on a condition set of for each edge.

Definition 11 (Complete union and conditioned sets). For any edge e € E;, let us define the
set

A, = {jeVl\ 3 el €FEq,...,ei_1 € E;_1 such thatjEele'--Eei_lee}.

The set Ac is called the complete union of the edge e. The conditioning set D, of an edge
e ={a,b} is defined by
D, :=A,NA
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and the conditioned sets Ceq and Ceyp are given by
Cea:=Au\De, Cep:=Ap\De and Co:=CeqUCep.
We often abbreviate each edge e = (Ce,q,Cep; De) in the vine tree sequence by

e = (eq,ep; De).

An example of vine using the notation of Definition 11 is illustrated in Figure 2.3. The obvious
advantage of the notation is that the reader clearly notices for each edge the conditioned set and
the conditioning set. Therefore, the edges that were combined to create vertices in the following
tree are directly apparent.

T

T L) 23l g 143 g
3.5:1

S

7 @39 2,4;1,3 14:3) 4513 a7 6L 1!6@

T, \\36_19

Figure 2.3: A six dimensional regular vine tree sequence. The illustration is taken from page 101
of Czado (2019).

As the purpose of nested trees in vines is to model higher dependence structures between random
variables, we must define the concept of regular vine distribution.

Definition 12 (Regular vine distribution). The joint distribution F for the d dimensional
random vector X = (X1,...,Xy) has a reqular vine distribution, if we can specify a triplet (F,
V, B) such that:
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1. Marginal distributions: F = (Fi,..., Fy) is a vector of continuous invertible marginal
distribution functions, representing the marginal distribution functions of the random
variable X;, i =1,...,d.

2. Regular vine tree sequence: V is an R-vine tree sequence on d elements.

3. Bivariate copulas: The set B = {Ce| e € E;; i = 1,...,d— 1}, where C, is a
symmetric bivariate copula with density. Here E; is the edge set of tree T; in the R-vine
tree sequence V.

4. Relationship between R-vine tree sequence )V and the set B of bivariate copulas:
For each e € E;, i = 1,...,d —1, e = {a,b}, C. is the copula associated with the
conditional distribution of Xc,, and Xc,, given Xp,= Xp,. Further Ce(.,.) does not
depend on the specific value of xp, .

The property (4) of Theorem 12 is called the simplifying assumption (Brechmann, Czado, and
Aas 2012). It states that bivariate copulas Ce(.,.) do not depend on the specific value of xp..
To illustrate the above definition, let’s take the edge eq4;3 of 1% in Figure 2.3. The copula C, for
this edge equals the conditional bivariate distribution function of (X1, X4) given X3 = x3 and it
is given by

Frys(z1, 24les) = Craz (Fus(x1|s), Fys(ealas))

Bedford and Cooke (2002) showed that a R-vine (F, V, B) respecting the three first properties
of definition 12 can be uniquely connected to a d-dimensional distribution F', in particular the
following theorem holds.

Theorem 2 (Existence of a regular vine distribution). Assume that (F, V, B) satisfy the
properties (1)-(3) of Definition 12, then there is a unique d-dimensional distribution F with
density

fd(@1, - xq) = fi(zn) - fa(za)

d—1

H H Cce,ace,lﬂDe (FCe,a|De (xce,a ‘XDe )7 FCe,b\De ('rce,b |XD8))’ (21)
=1 eEEi

such that for each e € E;, i =1,...,d — 1, with e = {a, b} we have for the distribution function
of Xc,, and X¢,, gwen Xp, =Xp,

FCe,aCE,b|De (xce,a’ ‘Tce,b |XDe) = Ce(FCe,a\De(xCe,a |$De)7 FCEJ,lDe (:Bce,b ’xDe))

Further the one dimensional margins of F are given by Fy(x;),i =1,...,d.
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Definition 12 and Theorem 2 give us the density characterising the joint distribution of a random
vector X. More precisely, this density is factorized into a product of the marginals and some
pair-copulas for each tree of the vines. Theorem 2 goes one step further than Theorem 1
discussed for dependence tree. Indeed, the conditional dependence structure is now modeled by
the higher-level trees of the vines rather than assumed independent as in standalone Markov
trees. To illustrate Theorem 2, the density associated with the 6 dimensions R-vine distribution
of Figure 2.3 is decomposed below. To ease the notation, the abbreviation fi, ; and f; will
be used to refer to fi . j(x1,...,2;) and fj(z;) respectively. Regarding copulas, we take the
simplifying assumption and take the following abbreviation :

cij;p = ¢ij;p(Fyp(xi[xp), Fjp(x|xD))

The regular vine copula density becomes :

Ji2sase =f1- fo- f3- fa- f5- fe
C15 * €34 * C13 * C12 * C56°
€23;1 * C14;3 * C35;1 * C16;5°
C24;13 * C45;13 * C36;15°
C25;134 * C46;135°

€26;1345
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Chapter 3

Anomaly Detection with
copula-trees

Anomaly detection or outlier detection has been the topic of intensive research over the years.
One can already find articles on the subject as early as the 19" century with, for instance,
Edgeworth (1887). More recently, Grubbs (1969) gave a definition of an outlier: “An outlying
observation, or outlier, is one that appears to deviate markedly from other members of the
sample in which it occurs”. The definition remains correct but the motivation to detect anomalies
changed over time. At first, the purpose was to remove outlying observations from the training
process as models tend to be highly sensitive to outliers. In recent years, its use has expanded to
a wide range of applications. For instance, anomaly detection is used for fraud detection in the
banking and financial sector, for intrusion detection in cybersecurity or for medical application
in life-science.

In this chapter, we present theoretically two anomaly detection methods, HKMN and VCAD,
that use the copula-trees introduced in Section 2.4. Before reviewing them in details, we cover
the different types of anomaly detection algorithms in section 3.1. The aim of this section is to
contextualise the algorithms in the broad field of anomaly detection and to enlighten the reader
on the conditions under which these algorithms can be applied.

Later, in Section 3.2, the HKMN of Horvdth et al. (2020) will be detailed. Although the concept
of copula-trees is largely present in Horvath et al. (2020), the authors prefer to rely on Chow
and Liu (1968) rather than on the current literature dealing with copula-trees and pair copula
constructions such as Joe (1996), Bedford and Cooke (2001), and Bedford and Cooke (2002) or,
more recently, Czado (2019). Consequently, the implementation of the HKMN diverges from the
implementations of copula-trees and vines found in the context of financial modelling. Here, we
will focus on the HKMN of Horvath et al. (2020) to present how the copula-trees are constructed
as well as the way they are used to score and locate anomalies.

Finally, in section 3.3, a new algorithm for anomaly detection will be presented: the vine copula
anomaly detection (VCAD). This algorithm takes into consideration the results of Section 2.5
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about regular vine copulas and adapts them to anomaly detection as did Horvath et al. (2020)
for a single copula-tree. The added value of this algorithm is that it will be able to identify
anomalies which have their sources in the higher-order conditional dependence structure. The
design of the algorithm as well as some divergences with the HKMN will be explained in that
section.

3.1 Categorization of anomaly detection problems

As mentioned in the introduction of this chapter, anomaly detection can serve numerous purposes.
These purposes generally come with some specificity or complexities. This is why the anomaly
detection problem can take many forms. The approach will generally be determined by the
characteristics of the analysed dataset and its labelling. In this section, the different forms
of anomaly detection problems are briefly discussed. We also describe where the HKMN and
VCAD stand in this categorization.

Anomaly detection methods vary in function of the data type they can handle, from univariate to
multivariate, from discrete to continuous. There may also have some kind of relationship existing
between records of a dataset (Chandola, Banerjee, and Kumar 2009). These relationships are
generally categorised as follow,

Point data where no relationship is assumed among the records

e Sequence data such as time-series where realisations are linearly ordered

Spatial data where records are linked to neighbouring records

Graph data where instances are represented as graphs with vertices and edges.

In the current master’s thesis, we will focus on multivariate continuous point data. This means,
no relationship is assumed between records.

A common categorisation between anomaly detection techniques relates to the labelling of data.
Depending on the availability of such labels, three categories are differentiated:

e Supervised anomaly detection: Such techniques rely on labelled training and test data.
Each realisation of the training data has been flagged either normal or anomalous. This
problem can then be addressed as a classification where traditional pattern recognition
algorithms can be applied. The slight difference with classification problem is the strongly
unbalanced classes associated with anomaly detection (Goldstein and Uchida 2016).

e Semi-Supervised anomaly detection: These techniques are applied when only a small
fraction of the data is labelled. These labelled observations are generally normal instances
and will form the training set. The remaining data will be unlabelled and will therefore
contain both normal and anomalous instances. The fitting phase will model a single normal
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class. Based on this model, the purpose is to identify in the unlabelled set if the realisations
deviate from the modelled class. The HKMN and VCAD discussed in this master’s thesis
both belong to this category.

e Unsupervised anomaly detection: The particularity of these techniques is that no
labelling is needed. The basic assumption is that normal observations are much more
frequent than the anomalous ones. The algorithms will then score observations based on
the characteristics of the dataset, assuming that common trait of the dataset represent
normality. It generally uses distances or densities to evaluate the abnormality of the
observation. These techniques can however perform poorly when outliers are too frequent
as their characteristics become common. It results in many False Negative (type II error),
as many outliers remain unnoticed.

Semi-supervised and unsupervised algorithms have the advantage that no information about the
anomalous class is necessary. Consequently, even if new types of anomalies would occur in the
future, it should be detected. By contrast, supervised algorithms are models trained to spot
specific classes, anomalous or normal. If a never encountered class of anomaly would appear,
the model would not know how to label it.

Algorithms are also distinguished by their output. Either, for each observation, they assign
an anomaly score which reflects the degree of abnormality, either it directly assigns a label to
the observation (normal or anomaly). For semi-supervised or unsupervised anomaly detection,
anomaly scores are more common for practical reasons (Goldstein and Uchida 2016). Indeed,
these algorithms rank anomalies based on their deviation from a modelled class (semi-supervised)
or based on their deviation from a common behaviour in the dataset (unsupervised). They then
only report the most likely anomalies based on the rank. In this document, we will focus on
Semi-Supervised anomaly detection, so we will prefer scoring observations. The scoring can then
easily be used for labelling by choosing an appropriate threshold for the score. Realisations with
lower scores than the threshold will be considered as normal, and those above will be considered
as anomalies.

3.2 Copula-based anomaly scoring and localization by Horvath
et al. (HKMN)

Horvéath et al. (2020) presented an algorithm relying on copula dependence trees to detect
anomalies. The algorithm is based on probabilistic modelling. The idea is to determine the joint
distribution of the variables and to define an anomaly score per observation relying on their
densities. The main feature of the algorithm is the ability to identify the subspace where the
anomalous observations deviate from the regular observations. This characteristic allows us to
determine which variables are involved in the anomalous behaviour. Localizing anomalies could
be very useful and lead to practical applications. For instance, an application would be to advise
an operator to perform maintenance on a specific equipment of a production line following an
anomalous behavior in the features related to this equipment. In the following of the document,
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this method presented by Horvath et al. (2020) will be referred to using its authors’ initials as
the HKMN method.

The HKMN method could be categorized as semi-supervised anomaly detection algorithm. In
other words, it models a class of observations considered as normal during the fitting process.
The purpose of the model is then to flag all future observations that differ from this class. The
HKMN could also be used as an unsupervised anomaly detection algorithm.

In this section, we will review the algorithm in detail and describe its implementation. Simul-
taneously, we will compare the authors’ choices and approach with related techniques like the
Chow-Liu algorithm from Section 1.3 and the pair copula constructions from Section 2.5.

3.2.1 Decomposition of high dimensional space into two-dimensional spaces

As we already discussed in previous chapters, the main challenge of the HKMN is to model
the joint high-dimensional distribution. The higher is the dimensionality, the more complex
the modelling. The authors tackle this complexity by decomposing the feature space into
two-dimensional probability distributions. This decomposition is inspired by the work of Chow
and Liu (1968) presented in Section 1.3 and is also comparable to the approach of dependence
trees used in pair copula constructions presented in Section 2.5.

To determine which pairs of variables to choose in the decomposition, Horvéath et al. (2020)
follow the path of Chow and Liu which consist in choosing pairs retaining as much information as
possible. The approach is to build a maximum information tree 7" where information is measured
by mutual information. To follow in the footsteps of Chow and Liu while using continuous data
rather than discrete ones, Horvath et al. (2020) proceeded to partition each feature into the
same number of intervals. Each interval contains the same number of observations. With the
mutual information between two variables (X;, X;) defined as

I(Xi, Xj) = H(X;) + H(X;) — H(X;, X;)

where H(X) = —>_ P(x;)log P(x;) is the entropy, if intervals contain the same number of
observations, the maximal mutual information only depends on }_(; »ep H(X;, X;). The authors
then weigh the edges of the fully connected graph by H(X;, X;), called the cross-entropy, and
use a minimum spanning tree algorithm (MST) such as discussed in Section 1.1.2. As a result,
they obtain a spanning tree whose edges and underlying bivariate distributions capture as much
information as possible.

This process of obtaining a maximum information tree is also performed to obtain copula-trees
in pair copula constructions. The algorithm of Diimann et al. (2013) that constructs the vine
and its components also relies on maximum information trees. Their structures are selected with
MST. Regarding the weight criteria when building vine copulas, there are four common choices
in the literature:

e Empirical Kendall’s 7 (Czado, Schepsmeier, and Min 2012)
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e AIC of copulas fitted for each pair of variables (Czado 2019)

e Degrees of freedom of Student’s ¢ pair copulas fitted for each pair of variables (Mendes,
Semeraro, and Leal 2010)

e p-value of a copula goodness of fit test (Czado, Hofmann, and Jeske 2013)

Therefore, using the mutual information criterion to build the dependence tree with continuous
variables is not common. The authors mention that Kendall’s 7 could also be used to weigh
edges. They note that dependence tree structures remained identical when using Kendall’s 7
or mutual information in all of their studied cases. They favored mutual information arguing
that Kendall’s 7 could be complex to compute with big data. I could not find a citation in the
literature to support that claim.

To summarize the approach taken by Horvéth et al. (2020), the authors start by building
the dependence tree structure as in the Chow-Liu algorithm. They then resume by adapting
Chow-Liu algorithm to continuous features and by combining it with copula theory until they
obtain the probability density function,

d
for = [T @) IT csomee) (Fio(@5): Fro (@) (3.1)
=1

ecT

where x;, x; and x;, are realisations of random variables represented by the vertices i,5,k € V =
{1,...,d} and e = {j, k} is an edge of the maximum information tree 7". This result is actually
the density of a single copula-tree such as in Theorem 1 of Section 2.4.

Once the dependence tree is constructed, the high-dimensional space has been reduced into
a combination of two-dimensional spaces. The goal is now to infer the multivariate density
function following these steps:

1. For each edge of the tree, fitting a bivariate copula
2. For each vertex of the tree, fitting a univariate marginal distribution

3. Infer the density of the bivariate distribution of each edge using the pair copula and the
marginals

4. Create an anomaly score from the joint probability distribution

The different steps of HKMN are presented in Figure 3.1. This figure is taken from the original
article (Horvath et al. 2020).
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a) Mutual information graph b) Maximum information tree c) Fitting marginals and pair-copulas
1(X3Xa)

e) Assigning anomaly scores to edges  d) Reconstructing bivariate joint distributions

Q——@

® ®

Figure 3.1: Concept of the presented anomaly scoring method

3.2.2 Fitting bivariate copulas

The empirical approximations of the bivariate copula are computed for each edge. The authors
use the Semiparametric Estimation Procedure of Dependence Parameters introduced by Genest,
Ghoudi, and Rivest (1995). To do so, for each edge, the random variables of the bivariate vector
are transformed into pseudo-observations. In other words, observations are replaced by the
normalized ranked data such as discussed in Section 2.1. This is a common practice to obtain a
vector where variables are uniformly distributed and their joint values are realizations of their
copula distribution.

The authors then find the best fitting copula model by repeatedly fitting different families of
copulas and selecting the one with the highest likelihood. For this task, the authors relied on the
vinecopulib package!. This package fits various copulas from the Archimedean family, Elliptical
copulas and non-parametric copulas.

"https://github.com /vinecopulib/vinecopulib
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3.2.3 Fitting univariate margins

The fitting process of marginals for each variable is approached similarly as the fitting of copulas.
A set of distribution families are defined. For each variable, the authors repeatedly fitted different
distributions to the observations and kept the one maximizing the likelihood. The following
univariate distribution families were the candidates for fitting the marginals:

e Simple univariate distributions like the exponential, student-t, log-normal and the Pareto
distributions. The fitting of these univariate distributions is easy when using the maximum
likelihood estimators. The advantage is then the efficiency. However, these are generally
not flexible enough to accurately fit real-world data.

e Gaussian mixture models. These models are highly flexible. There are often used to fit real
datasets. Yet, Gaussian mixtures tend to perform poorly when fitting heavy tailed data.

e Hyper-Erlang distributions. The Hyper-Elang is a mixture of Erlang distributions which
is a specific case of the Gamma distribution. The authors noticed far better fitting while
using the Hyper-Erlang in comparison to fitting mixtures of Gamma distributions. This
is a surprising statement as the algorithms used for fitting Gamma mixtures should be
able to fit a specific case such as the Hyper-Erlang. As the authors did not provide further
detail, this statement could not be investigated.

e Mixture of Beta distributions. These models were preferred when features only exhibit
values in the interval [0, 1].

3.2.4 Infer joint densities

By combining both the marginals and the pair-copula, the two-dimensional joint density function
for the edge {X;, X;} is computed as follows,

Fxox; (is ) = ex, x; (Fx, (@2), Fx; (7)) - fx () - fx; (), (3.2)

while the d-dimensional joint density is computed by the product defined in equation (3.1).

3.2.5 Anomaly score

For multivariate distributions with multimodal density functions, defining an anomaly score is
complex. The authors rely on the theory of the minimum volume set such as defined in Einmahl
and Mason (1992) and Polonik (1997). The concept is to separate the feature space in two parts.
The observations falling in the minimum volume set are flagged as normal and those laying
outside of the minimum volume set are flagged as anomalous. The authors are not using this
straightforward categorisation as they are interested in scoring observations. They will rather
follow in the footsteps of Clémengon and Thomas (2018) where a Mass Volume Curve (MV curve)
is defined. In their work, Clémencon and Thomas (2018) define an ordering upon which each
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observation is ranked according to how rare it is. Based on these concepts, the scoring function
and the level set are defined. Let us consider a d-dimensional random vector X = (X7y,..., Xy)
taking values in y C R?, with a bounded probability density function denoted by f(z).

Definition 13. A scoring function is any measurable function s : x — Ry that is integrable
with respect to the Lesbesque measure.

A level set corresponding to a scoring function s and a level t is given by Ay = {x € x|s(x) >
t},t € 10,002

The authors then proceed to define the most important notions which are the mass and the
volume of a level set.

Definition 14. For a scoring function s and a level t, as(t) = P(s(X) > t) is called the mass
of the level set A;.

Definition 15. For a scoring function s and a level t, A\s(t) = A(x € x|s(x) > t) is called the
volume corresponding to a level t , with respect to the Lesbesque measure.

These concepts are illustrated in Figure 3.2 taken from Horvath et al. (2020) where a univariate
density is represented with the volume and mass at level ¢.

Y
f(x)

Mass: at)=m;+m,
Volume: A(t)=v,+v,

Figure 3.2: Mass and volume on a bi-modal density function

As the focus of the article is anomaly detection, the problem is addressed with the minimum
volume sets defined as

A = argmin A\(A), such that P(X € A) > a. (3.3)
ACx

This represents the smallest possible volume with a mass «. Based on these notions, the authors
proceed to define the theoretical anomaly score as follows.

Definition 16. The theoretical anomaly score of a realization x is defined by

A(x) = inf{a: x € A%}, (3.4)
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This score A(x) is then a value between 0 and 1. The larger the value of A(x), the rarer the
observation x is. The problem remaining with the anomaly score is its numerical computation.
To overcome this issue, Horvath et al. rather rely on an approximate anomaly score that they
compute with a Monte-Carlo integration. They generate m i.i.d random samples from f(x),
denoted by #%, i = 1,...,m. Afterward, they compute the density f(Z’) of each #’. This vector
of f(#') is an univariate discrete random variable 7 whose values have the probability p; = %
The approximate anomaly score is obtained by the complementary distribution function of this

random variable denoted by G(t) = P(7 > t) at t = f(i%).
Definition 17. The approzimated anomaly score of any realization x is defined by

Ax) =66 = S 1 (35)
> f(%)

In this case, the approximate anomaly score takes values between 0 and 1. Moreover, its value
will be larger for rare events. The approximation of the anomaly score is illustrated in Figure
3.3 taken from Horvéth et al. (2020).
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Figure 3.3: Obtaining anomaly score based on the pdf, in case of a 2-dimensional Gaussian
mixture distribution. Left-most: the density, in the middle: G(t), right-most: the anomaly
scores of the two-dimensional realizations.

This process to score observations can be applied either on the d-dimensional density function of
equation (3.1) or on each of the bivariate density such as in equation (3.2). The authors choose
to apply it on each bivariate density to be able to localize anomalous behaviour. The other
advantage of this choice is that missing values for one of the variables does not prevent to detect
anomalous behaviours for other pairs of features. In that case, there would be an edge of the
dependence tree which would remain empty.

This anomaly score still has flaws. There is not one single score per observation. To compare
the performance of their algorithm with other existing methods, the authors created an overall
anomaly score. They did not use the anomaly score with the equation (3.1) but rather defined a
global score,
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Ax) = 7= 37 ~lo(1 — Alxe), (3.6)
ecT
where X, is the two-dimensional vector containing the components of x represented by the edge
e of the three T. The logarithmic transformation, I(s) = log(1 — s), ensures that only rare
observations will get high scores. The equation (3.6) is then the opposite of the mean over the
d — 1 transformed edge scores.

3.3 Vine copula anomaly detection (VCAD)

In this section, we will present the vine copula anomaly detection (VCAD). In their paper,
Horvéath et al. (2020) focused on the first tree of a regular vine copula to score an anomaly.
The obvious advantage of this method is their localization capability on a single tree. One of
the disadvantages is that it assumes conditional independence of variables whose nodes are not
directly adjacent, given a set of variable nodes on their path. One could deepen the HKMN
method by selecting additional trees to model the missing conditional dependencies such as
presented in Section 2.5. Indeed, the conditional dependence structure would then be modelled by
the higher-level trees of the vines rather than assumed independent as for the HKMN standalone
copula-tree. In this case, the joint density distribution of the vine would be the one presented in
equation (2.1)

fi,a(xy,.. ) = fi(z) ... fa(za)
d—1

1T I1 cc.oconine(Fe, p. (e, . 1%0.), Fe, ,ip. (2c, , Ixp,)),  (3.7)
=1 GEEZ'

respecting the notations introduced in Theorem 11.

For the selection of the tree T}, 2 < j < d, the process is similar to the one of HKMN, except that
the possible edges assessed by the minimum spanning tree algorithm must have their vertices
respecting the proximity condition of Definition 10. This methodology for building the vine
is actually known as Difmann’s algorithm (Difmann et al. 2013) in the regular vine copula
literature.

One could simplify the vine by omitting some higher-level trees, such as proposed by Brechmann,
Czado, and Aas (2012). This step has the advantage to simplify the vine, which might reduce
overfitting. From the resulting truncated vine copula, a single anomaly score would be computed
for each observation. It differs from HKMN where observations receive anomaly scores for each
edge which are then aggregated. In VCAD, a single global score is computed based on a Monte
Carlo integration of the MV curve. The Monte Carlo integration of the MV Curve is similar to
the one used in HKMN except that it is performed on the d-dimensional density distribution
fi,..da(z1,...,2zq) of equation (3.7) rather than on each edge bivariate distribution. The global
score is then similar to A(x) in Definition 3.5 where x is not a 2-dimensional vector but a
d-dimensional one.
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In the following sections of this master’s thesis, the HKMN and VCAD will be implemented and
compared together. Subsequently, the performance of these two models shall be compared with
those of other anomaly detection algorithms.
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Part 11

Implementation and discussion
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In the first part of this master’s thesis, we presented the theoretical background necessary to
the understanding of HKMN and VCAD. In this second part, we will use this knowledge to
implement HKMN and VCAD. The implementations of the algorithms will be done with the
software R and will be described in Chapter 4 and Chapter 5. For each of these implementations,
we will test them on a given dataset in order to verify their performance and understand their
behaviour. This step will involve the analysis of graphs and various performance criteria. Later,
in Chapter 6, these findings will be deepened when we will compare the efficiency and the
behaviour of these two algorithms with other recognized anomaly detection methods. Finally,
we will discuss the advantages and limitations of HKMN and VCAD in an attempt to answer
the question: is anomaly detection with copula-trees worth it?
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Chapter 4

HKMN implementation

The HKMN implementation of this master’s thesis will follow the one of Horvath et al. (2020).
Yet, this implementation may deviate from the one of the article. In this case, the reasons will
be clearly stated. To describe the steps of the algorithm, it will be applied to the dataset Breast
Cancer Wisconsin (Diagnostic) from UCI Machine Learning Repository (Dua and Graff 2019).

The dataset features are computed from digitized images of a fine needle aspirate (FNA) of a
breast mass. They describe characteristics of the cell nuclei present in the images (Dua and
Graff 2019). All thirty features describing the cell nuclei are continuous and real-valued.

The dataset is divided in both training and test sets. The training set is composed of 200
observations labelled as inliers while the test set is composed of 369 observations, 157 inliers
(43%) and 212 outliers (57%). The goal is to build the HKMN on the training set and to test its
anomaly detection, scoring and localisation abilities on the test set.

As a reminder from Section 3.2, there are five steps to HKMN. The practical implementation of
these steps will be described in different sections of this chapter:

1. Building the maximum information tree is the starting point and it will described in
Section 4.1.

2. In Section 4.2, the marginals will be fitted.
3. Based on the edge defined in Section 4.1, the copulas will be fitted in Section 4.3.

4. In Section 4.4, we use the marginals and copulas to construct the bivariate distributions
that will be used to sample and score observations. The samples are already created and
visualized at this step to ensure that they share the same shape and characteristics as the
original data.

5. The final step of the algorithm is to derive the edge anomaly scores from the bivariate
distributions and the samples, and to aggregate them into an overall score. This is
performed in Section 4.5.
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4.1 Building the maximum information tree

HKMN starts by building the maximum information tree from a full graph whose nodes represent
features of the dataset. As explained in Section 3.2.1, Horvéth et al. (2020) choose to partition
the features data, so that partitions share a common entropy. This enables to use the cross
entropy between variables as weight of edges for the minimum spanning tree algorithm.

In this implementation, edges are weighted with the mutual information rather than the cross
entropy. The mutual information is computed with the package infotheo (Meyer 2008). As a
reminder in Horvath et al. (2020), the authors explained that Kendall’s tau could be used also to
build the maximum information tree. They claimed that the tree structure remained identical in
all studied cases using either mutual information or Kendall’s tau. To verify their statement, the
maximum information tree for the WDBC dataset was build with both criteria. Using Prim’s
minimum spanning tree algorithm with the negative of the mutual information as weight, we
obtain the tree 4.1a. The tree obtained with absolute Kendall’s tau is illustrated in 4.1b.
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Figure 4.1: Maximum information trees for the Breast Cancer Wisconsin (Diagnostic) dataset
built with the mutual information and Kendall’s tau. The edges are weighted by absolute
Kendall’s tau or mutual information. The wider is the edge, the more dependent the vertices
are.

These graphs invalidate the authors’ claim that choosing mutual information or Kendall’s tau
does not influence the tree structure. For instance, the path V25 — V23 — V26 with Kendall’s
tau becomes V25 — V26 — V23 in the mutual information tree. Other variations can be noticed,
such as V17 in 4.1b which is at the center of tree edges, but is left out with a single edge in 4.1a.

Although the structures remain mostly similar, divergences exist with both highly dependent
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variables (V25 — V26 — V23) and almost independent variables (V17 —V ...). Whether these
differences impact the anomaly detection ability of the model should be explored in more depth.
One can already formulate hypotheses to explain the differences. The method requires that
all variables are linked together in a tree. Yet, variables that are independent of all others
could make the structure highly volatile. For example, V17 exhibits low dependence with other
variables. So, the criterion used to build the tree impacts its position greatly. An interesting
question is whether an edge to V17 is relevant. On the other hand, for highly dependent variables
such as in the path V25 — V26 — V23, one can question the utility of having perfectly correlated
features which might indicate colinearity. Rather than questioning the relevance of the edge
such as for V17, one can question the relevance of some vertices. For instance, should V25 and
V23 be discarded to only keep V26 7 To illustrate the implementation, three edges and their
vertices will be analysed in the following sections:

1. V3 — V6 with a mutual information of 1.53 (highest dependence)
2. V9 — V29 with a mutual information of 0.73 (medium dependence)

3. V11 — V31 with a mutual information of 0.32 (low dependence)

4.2 Fitting marginals

To obtain bivariate distributions upon which anomaly scores rely, margins are needed for each
feature. There are two common options for distribution fitting; either, using parametric or
nonparametric distributions. Both have pros and cons. The benefit of parametric fitting is its
simplicity, as there are few parameters to optimize, and these parameters can be obtained by
simple algorithms such as maximum likelihood estimation. On the other hand, nonparametric
distributions are very flexible and can then easily model real-life data. However, the number of
parameters is consequent. These distributions are more likely to overfit when there is few data.

In this implementation, the parametric approach was preferred such as in Horvath et al. (2020).
The following distributions were fitted when the domain of the feature allows it:

1. Beta

2. Gamma

3. Log-normal
4. Normal

5. Student

6. Weibull

7. Pareto
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8. Mixtures of beta distributions
9. Mixtures of gamma distributions

10. Mixtures of normal distributions

The seven first distribution families were fitted with maximum likelihood estimation with the
package fitdistrplus (Delignette-Muller and Dutang 2015). The mixtures of distributions are
composed of three components. The package RBesT (Weber 2020) was used to fit the mixtures
through Expectation—-Maximization algorithm (Dempster, Laird, and Rubin 1977). Mixture
models are good compromises between parametric and nonparametric methods. They have
the advantage to gain in flexibility compared to classical parametric models as they can model
multimodal distributions.

Each distribution family and mixture was fitted to features. For each feature, the model with
the lowest AIC was then selected (Akaike 1974). This diverges from Horvath et al. (2020) where
the selection criterion was the highest likelihood. Likelihood as model selection criterion is not
recommended. Indeed, it favours complex models which tend to overfit. AIC tries to balance
the goodness of fit with a penalty on the number of parameters to encourage model simplicity.

To illustrate the univariate distribution fitting process, histograms of variables V3, V6, V9,
V29, V11 and V31 are displayed with their selected fitted densities in the Figure 4.2. One can
notice that the fitting process is working as expected. The fitted densities reflect very well the
histograms. The more complex distributions are generally modelled with mixtures such as in
Figures 4.2c and 4.2e. In Figure 4.2e, the use of the mixture to compensate for the lack of
flexibility of classical univariate distribution families is evident.
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Figure 4.2: Histograms and fitted density distribution for features V3, V6, V9, V29, V11, V31
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4.3 Fitting bivariate copulas

Bivariate copulas are needed to build the bivariate distributions. For each edge, based on the
empirical data of the two features forming the edge, a bivariate copula is fitted. This step was
performed with the package rvinecopulib (Thomas Nagler and Vatter 2021) such as in Horvéath
et al. (2020). This package fits parametric bivariate copulas (elliptical or Archimedean) using
a maximum likelihood estimator, or nonparametric bivariate copulas (Transformation kernel)
using local-likelihood approximations. This latter method requires to fit many parameters which
is time and resource consuming. However, it enables to fit dependence relations which are too
asymmetrical to be modelled by Archimedean or elliptical copulas (Geenens, Charpentier, and
Paindaveine 2017).

In Horvath et al. (2020), the authors selected the copula family based on maximum likelihood
which means they do not penalize complex models and risk to overfit. In this implementation,
the selection criterion for the copula family was AIC to palliate to this lack from the original
article. For the three analyzed edges of this section, we obtained the following copulas:

e V3 —V6: an Archimedean copula, Clayton-Gumbel (BB1)
e V9 —V29: an Archimedean copula, Joe-Clayton (BB7)

e V11 — V31: an Archimedean copula, Gumbel

These copula densities are illustrated in Figure 4.3. As their shapes were relatively similar,
another edge V17 — V23 is also represented. The relation between the variable V17 and V23 is
modelled by a nonparametric copula. The relevance of edges containing V17 were discussed in
Section 4.1. As the variable V17 exhibits almost no dependence with any other variables, its
dependence is complex to model. That is probably why a nonparametric copula was needed to
fit this edge.
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(a) The Clayton-Gumbel copula modeling the dependence (b) The Joe-Clayton copula modeling the dependence
between V3 and V6 between V9 and V29

u_v11 0- u_v17

(c) The Gumbel copula modeling the dependence between (d) The nonparametric copula modeling the dependence
V11 and V31 between V17 and V23

Figure 4.3: The fitted copula densities of four edges
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4.4 Bivariate distribution and sample generation

The equation (3.1) combines the marginals from Section 4.2 and the copulas from Section 4.3 to
obtain a bivariate density distribution for the edge. For the four discussed edges, samples from
their bivariate distributions are depicted in Figure 4.4.
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(a) The original and sampled data for the egde V3 — V6 (b) The original and sampled data for the egde V9 — V29
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Figure 4.4: Fitted copulas for four edges of the maximum information tree

In Figure 4.4, one can notice that the original data are faithfully reproduced. The samples and
the real data intermingle very well and share the same shapes. From these graphs, one can
assume that the modelled bivariate distributions are good approximations of the true ones. Yet,
some small differences can be observed. Mainly in Figure 4.4a, the V3 — V6 sample seems to
be perfectly linearly dependent whereas in the original data the dependence relation between
V3 and V6 is slightly curved. This might lead to errors when evaluating the anomaly scores
for this edge. Indeed, very high values or very low values of (V3,V6) will easily be flagged as
anomalies as they will diverge from the perfectly linear dependence expected by the model. This
will certainly lead to some false positive cases for this edge.
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4.5 Anomaly scoring

The HKMN model resulting from the previous steps will now score the test observations. As
explained in Section 3.2.5, the anomaly score of an observation for a specific edge is determined
by :

1. Computing the density of the observations from the bivariate distribution of the edge

2. Performing a Monte-Carlo integration to evaluate the MV curves of the edges distributions.
In this implementation, Monte-Carlo integrations rely on 2000 samples for each edge.

3. Using the estimated MV curves, define the probabilities of the observation for each edge
as the anomaly scores

Consequently, an observation will receive many scores, one by edge of the maximum information
tree, some indicating an anomaly and others pointing toward normality. To resolve the potential
conflicts, Horvath et al. (2020) reduce these edge anomaly scores to a single score per observation
by aggregating them (see Section 3.2.5).

The scoring step is interesting to compare the performance of HKMN with other methods.
In the original article, the anomaly score of the HKMN is compared to scores from different
semi-supervised methods and plotted to visualize the correlation between the HKMN scores and
those of the others. Yet, this part of the article is not deepened and does not allow to properly
compare the anomaly detection ability of HKMN. The only insight conveyed by the article is the
strong positive correlation existing between the HKMN scores and those of the other methods.
To go further, the anomalies should be clearly flagged. However, deciding which observations to
flag as inliers or outliers is complicated. The threshold between normality and abnormality is
unclear. In supervised learning, cross-validation could be performed to select the best threshold.
Yet, HKMN is semi-supervised. In this context, the test set is not labelled and cross-validation
is not possible. To address this concern, the model trainer must pick an appropriate threshold.
An approach is to decide on a False Positive Rate (type I error) the model trainer is willing to
accept. This is the method performed in this section, although the test set is labelled in the
presented case. This set up allows to compare the algorithm performance with other methods
while staying consistent with semi-supervised context. In this section, the tolerated FPR on
the training set will be 5%. In the following sections, the area under the ROC curve (AUC)
will also be analyzed as it is a good indicator of the anomaly detection capability and allows
to compare the performance of different models without having to choose a threshold. An
interesting interpretation of the AUC is given in Fawcett (2006) where it is transposed into the
anomaly detection domain: The AUC is the probability that an anomaly detection algorithm
assigns a randomly chosen normal instance a lower score than a randomly chosen anomalous
instance.

Firstly, the scores for the four investigated edges are computed. In Figure 4.5, the scores per

observation are represented for both training and test set. By observing Figure 4.5, it is easily
noticeable that anomalies tend to have higher anomaly scores than inliers. The edge V17 — V23
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seems to be a very effective indicator of abnormality as most anomalies have a higher than 0.95
anomaly score, while inliers tend to be below the 0.95 threshold.

By aggregating the edge anomaly scores of the such as described in Section 3.2.5 and by defining
the FPR on the training set to 5%, the threshold is 2.61. On the test set, 84% of anomalies
are detected and the precision of the model is 87.8%. The confusion matrix for the test set is
represented in Table 4.1. From this table, we observe that the model underestimates the number
of anomalies. In Table 4.2, performance metrics describe the model classification behaviour.
As suggested by the confusion matrix, the True Positive Rate (TPR or Sensitivity) is the
lowest metric which confirms the underestimated number of anomalies. Yet, this metric is
well compensated with a high value for the True Negative Rate (TNR or Specificity) and the
precision. It is worth mentioning that these values remain subjective, as they only depend on
the threshold defined by the model trainer.
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Figure 4.5: Training and Test observations for four edges and their anomaly score
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.. Score on
Definition test set
TP
TPR, Sensitivit _ 0.840
, Sensitivity TP L EN
Real Real
Positive Negative TNR. Specificit T'N 0.930
Predicted | 178 T | e P Y TN + FP
Positive (TP) (FP) TP
Precision _ 0.942
Predicted 34 146 180 TP+ FP
Negative (FN) (TN) TP +TN
Accurac 0.878
919 157 | 369 Y TP+ FP+TN + FN
2 x Precision x TPR
Table 4.1: Confusion matrix for the F1 Score Precision + TPR 0.888
test set
Youden Index TPR+TNR-1 0.770
AUC f ROC 0.969

Table 4.2: Performance metrics for the test set

What would have been the optimal threshold if the False Positive and False Negative were
considered equally costly? This could be answered with the Youden index, which is a summary
statistic of the performance for dichotomous classification. It relies both on the TPR and on
the TNR to evaluate the model performance. This is particularly useful when combined with a
ROC curve to define the optimal threshold (Schisterman et al. 2005). In Figure 4.6, the optimal
Youden index of 0.803 is displayed on the ROC curve. This point is associated with TPR, of
0.925 and a TNR of 0.879. If this was converted to a FPR threshold on training set such as
the one defined earlier, the threshold would be 12.5%. Another important metric is the AUC
which in this case is 0.968. As the maximal AUC possible is 1, this model displays a very good
performance.

50



o |
@ | Optimal (Youden Index) point
O
g
E 3
=
=
[i}]
%)
o~
(]
Empirical ROC curve
o | 5% Threshold AUC: 0.968 Chance line
e T T T T T T
00 02 04 06 08 1.0

1-Specificity (FPR)

Figure 4.6: The ROC curve associated with the HKMN model fit, the 5% threshold and the
optimal Youden index

Another very interesting characteristic of the algorithm is its anomaly localisation capability.
Indeed, for each observation, the copula dependence tree can be illustrated with its anomalous
edges highlighted, such as in Figure 4.7. These graphs could be meaningful in some domain
where the localisation of the anomaly could lead to specific maintenance, for instance.
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Figure 4.7: An anomalous instance illustrated with its edges colored according to their anomaly
scores. The edge width represents the mutual information of the edge.
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Chapter 5

VCAD implementation

In this section, the VCAD is implemented on the WDBC dataset. The purpose of this chapter
is to compare the performance of this algorithm with HKMN. The hypothesis to be tested is
that adding more trees to a vine would help detect anomalies. Each added tree would indeed
model part of the dependence structure discarded by HKMN.

This implementation will be performed with the package rvinecopulib (Thomas Nagler and
Vatter 2021). It has the advantage to build the full vine copula from the training dataset. There
are, however, differences with the HKMN method:

1. The trees are built with Kendall’s tau rather than mutual information. As demonstrated
in Section 4.1, there exist differences between trees constructed with mutual information
and Kendall’s tau.

2. In rvinecopulib, the fitting of marginals is nonparametric. The consequence is that more
observations are required to obtain stable and smooth fitted distributions.

3. The last difference with HKMN is the process to score anomalies. In HKMN, observations
receive anomaly scores for each edge. A global score is then computed based on the edge
scores. In VCAD, a single global score is computed per observation based on a Monte
Carlo integration of the Mass Volume curve of the d-dimensional cumulative distribution.

The Monte Carlo integration of the MV curve is performed with 20 000 samples. For the sake of
the comparison, three VCAD models will be explored:

1. a VCAD model with a fully grown vine.

2. a VCAD model with a truncated vine, the truncation level is chosen based on the Modified
vine copula Bayesian information criterion (mBIC) (T. Nagler, Bumann, and Czado 2018).
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3. a VCAD model with a truncated vine to a single tree. The purpose of this single tree
VCAD is to compare two implementations of a single copula dependence tree anomaly
detection, the HKMN and the single tree VCAD.

The analysis will be supported by confusion matrices and performance metrics for each model.
Those are illustrated in Table 5.1 and Table 5.2. To discuss the results, we will take two
approaches. The first one is to compare the models ability to differentiate normal and anomalous
instances. To do so, the area under the curve (AUC), the integral of the ROC, is a good metric
as explained in Section 4.5. The second approach will be to select a threshold (5%) and compare
other metrics such as TPR, TNR, Precision, Accuracy, F1 score and Youden index. The purpose
of this approach is to analyse more closely the decision of each model at this threshold and to
understand the differences in classification behaviour between the models. The ROC curve is
displayed with the 5% cut off threshold computed on the training test in Figure 5.1.

VCAD VCAD VCAD
HKMN
single tree truncated with mBIC fully grown
al 1 1 1 1 1 1 al
Rea Real Total Rea Rea Total Real Rea Total Rea Rea Total
Positive Negative Positive Negative Positive Negative Positive Negative
Predicted
o 169 4 173 186 19 205 188 19 207 178 11 189
Positive
Predicte
redicted || g 153 196 2 138 164 24 138 162 34 146 180
Negative
Total 212 157 369 212 157 369 212 157 369 212 157 369

Table 5.1: Confusion matrices of three different VCAD models (1 tree, 13 trees and 30 trees)
and HKMN for the WDBC dataset
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VCAD VCAD VCAD
Definition HKMN
Single tree || Truncated || Fully grown

e TP
TPR, Sensitivity TPLFN 0.797 0.877 0.887 0.840
TNR, Specificit; l 0.975 0.879 0.879 0.930
ifici - . . . .
) PPECICIY TN + FP
Precision L 0.977 0.907 0.908 0.942
TP+ FP ) ) ’ ’
TP+ TN
A ¢ 0.873 0.878 0.883 0.878
cenracy TP+ FP+TN + FN
2 X Precision x TPR
F1S 0.878 0.892 0.897 0.888
core Precision + TPR
Youden Index TPR+TNR-1 0.771 0.756 0.766 0.770
AUC fROC’ 0.964 0.937 0.941 0.969

Table 5.2: Performance metrics for the test set with three different VCAD models
(1 tree, 13 trees and 30 trees) and HKMN for the WDBC dataset
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Figure 5.1: ROC curves represented with the 5% threshold for three different VCAD models
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From the confusion matrices in Table 5.1, one can notice that pruning the vine from 30 trees
in the fully grown model to 13 in the truncated model is insignificant. Only two observations
move from the False Positive to the True Positive leading to an increase of accuracy of 0.05. A
trend between models is also noticeable. The number of positive predictions increases with the
number of trees. The single tree model favours negative predictions, while deeper vines favour
positive predictions. Although the partition between positive and negative predictions evolves,
the number of incorrect predictions remains stable, going from 47 to 43. This observation is also
evident in the performance Table 5.2 where the accuracy evolves from 0.873 to 0.883.

In the ROC curves from Figure 5.1, two interesting observations can be pointed out. Firstly,
the Area Under Curve (AUC) is maximal with a single tree. The single tree model is then
more efficient to distinguish the two classes. Secondly, the F1 score and the accuracy at the 5%
threshold are higher with the two more complex models. This is counter-intuitive seeing the
AUC. Yet, this is easily explicable when looking at the optimal Youden index. The 5% threshold
is closer to the optimal Youden index for those two latter models which indicates that the cut-off
is close to the optimal performance of the model. In comparison, the single tree model with
the 5% threshold is quite far from its optimal which shows that choosing a higher threshold
would yield better results. This is a compelling example that cut-off selection in semi-supervised
learning is a crucial determinant of model performance.

If we compare the single tree VCAD model with the HKMN, their performance is almost
similar. The AUC of these models varies by 0.02 which shows that both models achieve similar
discriminating capabilities. At the 5% threshold, the global performance metrics such as accuracy,
F1 score and Younden index display negligible variations. However, the TPR, TNR and Precision
vary very much. The HKMN tend to predict more positive cases than the single tree VCAD
which leads to more balanced results for HKMN. The single tree VCAD finds almost all true
negative cases, yielding to very high TNR and Precision. On the other hand, it is too prompt
to flag observations as negative which results in poor TPR compared to its counterpart. It is
worth mentioning that the single tree VCAD with the 5% cut-off is still far from its optimal
Youden index (0.816) while the HKMN is closer to its optimum (0.804). This result shows that
the implementation differences between HKMN and single tree VCAD are rather insignificant.

Finally, we note that adding trees to deepen the vine does not result in a higher performance
in this context. Indeed, both the single tree VCAD and the HKMN perform better than the
truncated vine and fully grown VCAD. There might be several explanations to this phenomenon:

1. Adding trees creates complex models that overfit. The number of observations in the
WDBC dataset may be too small to attempt such complex models. If that is the case, the
following attempts on bigger datasets would yield better results (see Chapter 6).

2. The data do not lend itself to such complex models. The abnormality of the dataset simply
does not lie in the conditional dependency modelled by higher-order trees. Consequently,
the added copula dependence trees only result in noise preventing the model to make the
right decision based on the first tree. Again, if this is the explanation for the poor results,
it might be refuted by more complex datasets (see Chapter 6).
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In the following section, the HKMN and VCAD will be put to the test with more datasets and
compared to other well-known semi-supervised anomaly detection algorithms.
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Chapter 6

Benchmarking

The anomaly scoring capabilities of HKMN and VCAD have already been demonstrated. To go
one step further, their performance will be compared to other semi-supervised anomaly detection
methods. Five other algorithms will be presented and tested:

1. k-nearest neighbours global unsupervised anomaly detection (Knn): The principle of Knn
is to find for each observation the k closest observations. The anomaly score is then the
mean distance between the observation and its k-nearest neighbours (Angiulli and Pizzuti
2002).

2. Local outlier factor (LOF) (Breunig et al. 2000). LOF relies on three steps. First, it
detects the k-nearest neighbours for each observation. Secondly, the local density for an
observation is evaluated by computing the local reachability density (LRD):

0€Ng

Z dk(xv 0)
V(@) )

LRDy(z) = 1/(

where dy, is called the reachability distance and Ny is the set of k-nearest neighbours. The
last step is to compute the LOF score by comparing the LRD of a record with the LRDs
of its k neighbours:
3 LRDy(o)
|Ni(2)]

The LOF score could be interpreted as a ratio of local densities. The observation with
a ratio close to 1 are considered normal while those with large scores are considered
abnormal.

LOF(x) =

3. Histogram-based outlier score (HBOS) is a statistical method which assumes independence
between features (Goldstein and Dengel 2012). The algorithm creates histograms for
each feature. The anomaly score for an observation is then the product of the inverse
bin heights of each of its features. The dependence between variables is then completely
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discarded. Yet, the advantage of this procedure is the low computing power needed to
score observations.

4. Robust principal component analysis for anomaly detection (PCA) is built from the major
and minor principal components of normal instances (Shyu et al. 2003). The anomaly
score can be obtained as the sum of the projected distances of a sample on all eigenvectors.

5. Cluster-Based Local Outlier Factor (CBLOF) first uses clustering to assess dense area
in the feature space (He, Xu, and Deng 2003). Secondly, for each cluster identified, it
performs a density estimation. The algorithm then heuristically classifies clusters either as
small or large clusters. The anomaly score for large clusters observations is its distance to
the centroid. For the small clusters observations, the distance to the closest large cluster is
used as anomaly score.

To perform the benchmarking, seven datasets will be used. All of these are well-known anomaly
detection datasets with continuous features. They have been separated in training and test sets.
Their descriptions can be found in Table 6.1.

Numbe% of Numbelj of Number of % of anomalies
observations observations .

(training set) (test set) attributes (test set)

Wave 1000 4000 21 83.57 %
Satellite 4500 600 36 12.50 %
Letters 337 120 617 65.83 %
Penn-global 400 409 16 22.00 %
Glass 70 144 9 20.14 %
WDBC 200 369 30 57.45 %
Spambase 2000 579 57 8.81 %

Table 6.1: Description of the datasets used for benchmarking

The purpose of the sections is to evaluate how HKMN and VCAD perform compared to well
recognized anomaly detection algorithms. Two metrics will support the comparison. The first
one is the AUC. As explained in Section 4.5, AUC is a good evaluation method for anomaly
detection, and it is a good metric for this benchmarking. The second metric will be F1 score at
the 5% threshold on the training set. This step is also interesting as the arbitrary threshold is
the method users with an unlabelled test set would apply.
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VCAD VCAD VCAD
single  truncated full
Wave 0.840 0.832 0.815 0.841 0.828 0.820 0.838 0.843 0.837
Satellite 0.965 0.966 0.882 0.914  0.967 0.955 0.926 0.949 0.949
Letters 0.893 0.916 0.735 0.736 0.897 0.821 - - -
Penn-global | 0.998 0.887 0.766  0.857 0.989 0.915 0.982 0.990 0.991
Glass 0.929 0.954 0.950 0.945 0.929 0.957 0.962 0.962 0.963
WDBC 0.975 0.966 0.916 0.971 0.969 0.968 0.964 0.937 0.941
Spambase | 0.787 0.586 0.836  0.821 0.759 0.875 - - -
Mean 0.912 0.872 0.843 0.869 0.905 0.902 - - -
Std dev. 0.077 0.135 0.078  0.081 0.085 0.064 - - -
4 Without Spambase and Letters |
Mean 0.941 0.921 0.866 0.906 0.936 0.923 0.934 0.936 0.936
Std dev. 0.062 0.060 0.075 0.056  0.064 0.061 0.058 0.056 0.059

KNN LOF HBOS PCA CBLOF | HKMN

Table 6.2: AUC scores of five anomaly detection algorithms, the HKMN and three VCAD
(single, truncated, full) for seven different datasets.

In Table 6.2, the AUC values for VCAD models are missing with Letters and Spambase. This
is due to the package rvinecopulib and its underlying C+4+ library, boost, which runs into errors
when the dimensionality of the vine is too big. One of the temporary variables used in the fitting
algorithm is initialized with only 4 bits which is not enough to save the value for these datasets.
Unfortunately, we could not find a fix to overcome this inconvenience.

By observing Table 6.2, one can notice that AUC values for both HKMN and VCAD are good
compared to their pairs. They may even surpass the most performing algorithm, KNN, in some
cases. The average AUC values for the HKMN is 0.902 which rank third over the six algorithms
passing all tests. One of HKMN characteristics standing out from these results is the stability of
its performance. HKMN is the algorithm displaying the lowest variance in results.

The VCAD results although incomplete tend to be slightly better than the HKMN ones. By
looking only at datasets where the VCAD algorithm converges, VCAD “truncated” and VCAD
“full” rank second ex-aequo with CBLOF in average AUC. Again, the performance of these
algorithms is the most stable. To be precise, the truncated VCAD has the smallest variance.
From these observations, one can conclude that the results obtained with the WDBC dataset from
Chapter 5 are not transposable here. Indeed, with the WDBC dataset, HKMN outperformed
VCAD. Yet, these new results indicate that adding trees to an anomaly detection vine may
improve performance.
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VCAD VCAD VCAD
single  truncated full
Wave 0.728 0.731  0.671  0.496 0.762 0.517 0.737 0.760 0.764
Satellite 0.702 0.736  0.490 0.787 0.762 0.726 0.678 0.688 0.681
Letters 0.760 0.730 0.547 0.736  0.824 0.702 - - -
Penn-global | 0.914 0.756  0.185  0.531 0.894 0.712 0.874 0.837 0.837
Glass 0.111 0.954 0.731 0.867 0.737 0.836 0.836 0.824 0.829
WDBC 0.930 0.903 0.671 0.902 0.933 0.888 0.878 0.892 0.897
Spambase | 0.400 0.241 0.543 0.400 0.364 0.494 - - -
Mean 0.649 0.722 0.548 0.674 0.754 0.696 - - -
Std dev. 0.295 0.231 0.182 0.197 0.187 0.147 - - -
4 Without Spambase and Letters |
Mean 0.677 0.816 0.550 0.717 0.818 0.736 0.801 0.800 0.802
Std dev. 0.333 0.105 0.223 0.190 0.089 0.143 0.089 0.078 0.082

KNN LOF HBOS PCA CBLOF | HKMN

Table 6.3: F1 scores of five anomaly detection algorithms, the HKMN and three VCAD (single,
truncated, full) for seven different datasets.

Regarding Table 6.3, the 5% threshold for the F1 score is relatively low. This explains that F1
scores are also quite low for most models. Yet, this table enables to highlight algorithms that
can quickly identify anomalies with such low threshold. At this step, the HKMN and VCAD
also rank third behind LOF and CBLOF. Although they kept their ranking, they only landed
first for a single dataset. Regarding the stability of their prediction, they remain the ones with
the smallest variance: HKMN is the most stable with seven datasets and VCAD is the most
stable when removing Letters and Spambase. This indicates that with low threshold CBLOF
and LOF, are likely to be more accurate. Yet, HKMN and VCAD are good challenger which
will perform good no matter the dataset.
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Chapter 7

Discussion

Let us now analyse the pros and cons of HKMN and VCAD. In the two previous chapters, we
have proven that these algorithms are effective methods for semi-supervised anomaly detection.
They compete with the best algorithms available. Yet, when should one use HKMN or VCAD
compared to KNN or CBLOF which top our ranking? In this chapter, we attempt to answer
this question by examining limitations of the models in Section 7.1. We also outline the benefits
of HKMN in Section 7.2, a few remarks concerning the implementation in Horvéth et al. (2020)
in Section 7.3 and the cost for increased VCAD performance in Section 7.4. The final verdict
is given in Section 7.5 in which we indicate when to use HKMN or VCAD. To conclude the
chapter, we present suggestions for improvement for later research in Section 7.6.

7.1 Limitations HKMN and VCAD

It is important to start this analysis by exposing the limits of HKMN and VCAD. The main
constraint is that they require features to be non-categorical and have continuous distributions.
This constraint derives from the copula definition, which implies uniform margins. This re-
quirement limits the usability of the models. Indeed, other methods such as HBOS or, with an
appropriate distance measure, LOF, CBLOF and KNN can accommodate both continuous and
categorical features. Another disadvantage of HKMN and VCAD is that they are really complex
and heavy. They require to optimize many parameters with the building of dependence trees,
the marginals fitting, the copula fitting and the MV curve estimations. This high number of
parameters implies that many observations are necessary during the training process to avoid
overfitting. In comparison with other methods discussed in the previous chapter, it represents a
drawback since computing power may be lacking for very large datasets.

61



7.2 Benefits of HKMN

Now that these limits have been discussed, let us review this HKMN implementation and its
benefits. First, the most interesting property of the algorithm is the anomaly localisation
property. It is a powerful tool that could help in many contexts such as maintenance planning,
intrusion detection, etc. Even though it may be outperformed in some case, experts might
prefer HKMN to other methods. Indeed, in combination with domain expertise, HKMN might
be convenient to domains which exclude black box models for legal requirements such as the
banking or insurance industry.

Secondly, once the model has been fitted, computing the anomaly score for new instances is
very fast compared to models such as KNN which requires to compute many distances to get
the closest neighbours. Indeed, the fitting time may be long for high dimensional datasets, but
once distributions and MV curve estimations have been computed, the prediction itself is very
fast. This means HKMN could be used for near real-time anomaly detection. Obviously, for
the VCAD, the more trees are added to the vine, the less applicable it becomes for real-time
detection.

Moreover, in Chapter 6, we have showed that HKMN has a very stable performance. Once
data respect the HKMN constraints (real continuous features), the algorithm’s performance is
very consistent no matter the dataset. In a semi-supervised context, this property is certainly
desirable. Since the test set is unlabelled, there is normally no opportunity to prove that an
instance is anomalous. In this case, an anomaly detection method with an uncertain performance
such as depicted by HBOS in the benchmarking might be considered as a risk. On the contrary,
HKMN will almost certainly deliver a satisfying performance.

Finally, HKMN can score an instance even for datasets with missing values. This specific
situation was not tested in the benchmark, as most other anomaly detection methods do not
share this property. Yet, if a feature exhibits missing values, HKMN will simply ignore this
feature edge scores in the computation of the global anomaly score. Although the global score
might be biased due to the missing edge score, this still allows to label the observation rather
than excluding it from the study.

7.3 Remarks regarding the HKMN implementation in Horvath
et al. (2020)

Regarding Horvath et al. (2020) implementation, there are questionable elements. One of them is
the use of likelihoods to choose distribution families to fit marginals and copulas. This selection
criterion is likely to lead to overfitting. Other selection criteria such as AIC or BIC should be
preferred.

Besides the use of the likelihood as selection criterion, some choices are valid but debatable, such
as the use of parametric fitting of the marginals while copulas could be fitted by both parametric
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families or nonparametric ones. Using parametric distribution families for margins has the
disadvantage to be less adapted to real-world data. Moreover, some datasets might require
preprocessing such as Min-Max normalization to be used with parametric families. In this master
thesis, no processing was performed before using the algorithms but it might have been necessary
with other datasets. Indeed, if a dataset would contain features with only negative values, the
only distribution families proposed in the article that could have fitted these features would have
been the normal distribution, the gamma one or one of their mixtures. With nonparametric
fitting methods, this would not have been an issue. This is actually a trade-off to be made before
using HKMN knowing the dataset. The best implementation choice would be to let users choose
whether they prefer a parametric or nonparametric fitting for both marginals and copulas. The
choice should be determined by the amount of training data at hand, and the response and
fitting time expected. The more data available, the more nonparametric fitting will be accurate.
If computing resources are lacking and fitting time is a priority, parametric fitting might then be
preferred due to its lower number of parameters to optimize.

Another debatable element in Horvath et al. (2020) is the choice of mutual information to build
the dependence tree. This is actually the approach taken in Chow and Liu (1968), but this is
unusual in recent vine copula literature where Kendall’s tau is considered as an appropriate
choice (Czado, Schepsmeier, and Min 2012). We have proven in Section 4.1 that the created
trees differ whether one or the other is used. In Table 7.1, the AUC of HKMN with both mutual
information and Kendall’s tau is presented for seven different datasets. The weighting criterion
did influence the structure of the tree slightly. However, the performance of these different
structures does not vary enough to validate that one criterion surpasses the other to build
copula-trees for anomaly detection.

HKMN HKMN
Mutual info. Kendall’s tau

Wave 0.820 0.839
Satellite 0.955 0.954
Letters 0.821 0.827
Penn-global 0.915 0.911
Glass 0.957 0.954
WDBC 0.968 0.968
Spambase 0.875 0.885
Mean 0.902 0.905
Std dev. 0.064 0.057

Table 7.1: The AUC performance of HKMN with mutual information and with Kendall’s tau

7.4 The cost of VCAD performance

Regarding VCAD, many points discussed for HKMN are also valid such as its good performance
and its reliability. The performance with VCAD was improved for datasets with complex
dependence structures. Adding trees might then sometimes be relevant. Yet, adding trees to
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create a more efficient anomaly detection algorithm is not completely successful. The cost of
adding those trees is a longer computational time and the loss of the localisation capability. The
slightly increased performance observable in Chapter 6 might not be sufficient to justify this
cost.

It is worth mentioning that the localisation capability could be retrieved with VCAD by using
edge scores such as HKMN does, rather than using the estimated vine cumulative distribution
as a global anomaly function. This would considerably complicate the task compared to HKMN
since higher-order trees require to integrate the distribution functions of the previous tree as
input. As a reminder, in Figure 7.1, the copula associated to the edge 1,4;3 in T5 is

Chajs(Fujz(w1]zs), Fys(xalzs))

where Fyj3(x1]x3) and Fyj3(x4|z3) are obtained by [ ‘% and [*! w_
3.4
5,6
’ (6)
N
T 1.9 2,3:1 1.3 1.4:3 @

@@

Figure 7.1: The two first trees of a six dimensional regular vine tree sequence. The illustration
is taken from page 101 of Czado (2019).

For each edge of each tree, the distributions should be computed based on the edge copula and
previous tree distributions. Afterward, a MV curve for each of these distributions should be
estimated with Monte-Carlo integration. For a dataset with 30 features, HKMN computes 29
MV curves, one per edge, to build anomaly scores. If VCAD used similar scoring functions with
a vine of three trees, this would imply 84 (29+28+27) MV curves to assess. This would again
deteriorate the fitting time. Moreover, for higher-order trees, the anomaly scores for an edge
become difficult to interpret.
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7.5 When should the HKMN or the VCAD be used?

Given the arguments presented, the HKMN should be used mainly for its reliability and
localisation capability. Indeed, its performance is good and comparable to other existing
methods, but these two characteristics make it desirable.

As for the VCAD, as it loses the ability to localise, it should rather be preferred in case of
complex dependence relations between variables, where it consistently provides some of the best
performance. If VCAD is chosen, the truncated vine based on mBIC should perform well and is
a good alternative to the fully grown vine.

7.6 Suggestions for improvement

There is obviously room for improvement with copula-trees for anomaly detection. In this section,
we present some of them.

Weighted anomaly score: For HKMN, an improvement would be to give more weight in
the global anomaly score to some of the edges. In this implementation, all edge scores received
a similar weight in the global score. Some of them may be better indicators than others. For
instance, one could wonder if weighting the edge scores by the mutual information or Kendall’s
tau in the global score would improve the performance.

Feature selection: Another aspect discussed briefly in Section 4.1 is whether all variables
should be included in the first dependence tree. Some highly dependent variables such as V23,
V25 and V26 in Section 4.1 may be repetitive. Some feature selection or dimension reduction
might be interesting before building trees. On the other hand, should all edges be included?
Some of them barely bear information and might then be discarded to only keep the marginals
of the variables. This is equivalent to modelling the dependence with an independent copula.
Yet, flagging this uninteresting relations early on might help to save computation resources. If
some edges were removed, the structure would not satisfy the definition of a tree and the model
would then resemble a Markov network with copulas modelling the dependence structure.

HKMN and VCAD for discrete variables: Lastly, a major inconvenience of these algo-
rithms noted in Section 7.1 is the requirement to work with continuous and real-valued data.
Panagiotelis, Czado, and Joe (2012) may bring a solution to this limitation as they extend pair
copula constructions to discrete variables. One could adapt HKMN and VCAD accordingly.
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Conclusion

In this master’s thesis, the use of dependency trees with copulas for anomaly detection has been
studied. In particular two algorithms were detailed: the HKMN by Horvéth et al. (2020) and
the VCAD introduced in this thesis. The VCAD combined the work of Horvath et al. (2020)
that introduced copula-trees in anomaly detection with the pair copula constructions (Joe 1996;
Bedford and Cooke 2001; Bedford and Cooke 2002). The aim of the thesis was to verify the
efficiency of copula-trees in the field of anomaly detection and to investigate the impact of
building vines rather than standalone copula-trees for this task.

In the first part, we started by recalling the theoretical concepts associated with these dependence
trees and copulas. Previous works on dependence trees were presented, such as the Chow-Liu
trees or the pair copula constructions. Then, the two studied algorithms were explained and
implemented. In Part II, an evaluation of the algorithms was performed on seven datasets. The
results produced in this phase were encouraging as our implementations of HKMN and VCAD
matched and sometimes even outperformed the competing anomaly detection methods. One of
the striking features of these implementations was the consistency of their performance. Where
some competing algorithms might shine in one context and then fail in another, the HKMN and
VCAD maintained a consistent performance that appeared to be independent of the specific
characteristics of the dataset under study. Afterwards, we presented the limitations of HKMN and
VCAD but also their advantages. An evident limitation is that both algorithms require data to
be continuous and real-valued. Another limitation is the large number of parameters to optimise,
which requires datasets to have a sufficient number of observations to prevent overfitting. This
remark is all the more valid for VCAD where the risk of overfitting increases with the number of
trees. Regarding the advantages, for the HKMN; its localisation capability is particularly valuable
and could be applied in many areas. In particular, we highlight the advantage of this algorithm
over other methods that are so-called black-box models. Unfortunately, this capability is lost
for the VCAD. However, this does not stop VCAD from being an excellent anomaly detection
algorithm that performs extremely well with datasets with complex dependency structures.

Amongst future research on the topic, the usefulness of dimension reduction or variable selection
should be further investigated. It would also be interesting to analyse whether an anomaly score
weighted according to a dependence measure could improve performance. Lastly, Panagiotelis,
Czado, and Joe (2012) have adapted the pair copula constructions to discrete variables, so
HKMN and VCAD could also be extended to such variables.
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Appendix

Kruskal’s algorithm

Kruskal’s algorithm relies on the cut property and the cycle property of the minimum spanning
tree. The intuition of the algorithm is to sort edges increasingly by their weights and, then, to
decide if the weight is necessary to the spanning tree. If it is necessary, it is added to a growing
forest F'. Otherwise, it is discarded. The decision to discard or not is based on the cut and cycle
properties. If the edge is the first one across a cut, it is the lightest as edges are considered based
on their increasing weights. If an edge is the last edge of a cycle, it is the heaviest. Consequently,
it is rejected from the growing forest F. This operation is repeated with every edge until the
forest F' is a minimum spanning tree.

Data: G = (E,V) with weights w,
Result: A minimum spanning tree F'
begin
F+—10
sortByWeight (£)
fore={i,j|i€V,j€V,i#j} € E by increasing weight w. do
if i and j are not connected in F then
| F+— FU/{e}
end
end

end
Algorithm 1: Kruskal’s algorithm for minimum spanning tree

Prim’s algorithm

This algorithm also takes a greedy approach. It starts by selecting randomly one vertex of the
graph. All edges connecting this vertex are then considered, the one with the lowest weight is
added to the new tree. At each iteration, the edges of the tree connecting to new vertices are
considered, and the one with the lowest weight is added until the tree connects all vertices.
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Data: G = (E,V) with weights w,
Result: A minimum spanning tree F'
begin
forveV do
costy <— 400
prevy <— J
end
vo=selectRandomly (V)
costy, =0
F+—10
Q<+—V
while Q # 0 do
v <— selectMinWeight (Q)
e «— {v,prev,}
// e is the edge between v and the existing tree, if any
F<+—F U {e}
Q<+ Q—{v}
for {v,w | we Q} € E do
if costy, > wy, .y then
costy = Wiy, 2}
Prevy, = v
end

end

end

end
Algorithm 2: Prim’s algorithm for minimum spanning tree
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