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Abstract

In modern networks, operators often deploy intermediate network functions capable of analyzing
and altering traffic. IP networks have been built upon the key principle that routers must forward
packets along the shortest path between source and destination. This behavior is not always adapted
to the deployment of network functions. A recent network architecture, Segment Routing, allows
traffic flows to be steered across specific paths and opens up new possibilities for the development
of network functions. This architecture operates at the network layer, as a consequence, network
functions leveraging Segment Routing must be developed in the kernel of the operating system,
network layer mechanisms being usually implemented there. However, developing features at the
kernel level is a cumbersome process. The purpose of this work is to study how the development
of Segment Routing network functions can be facilitated. To this end, we implement an interface
for programmable IPv6 Segment Routing (SRv6) functions in Linux. This interface leverages BPF,
an in-kernel virtual machine allowing to inject at runtime user-specific code in kernel components.
SRv6 network functions can be developed as independent C programs and dynamically loaded into
the network stack using this interface. They can then leverage the functionalities of the SRv6
data plane. The flexibility and performance of this interface is assessed through the development
of three use-cases, implementing OAM and load balancing services. The implementation of these
use-cases demonstrate that the SRv6 BPF interface provides the required flexibility to implement a
wide range of network functions. Experimental results show that the use of BPF induces almost no
performance overhead. Finally, this feature has been sent upstream and will be released in Linux
4.18.
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Introduction

Since the inception of the ARPANET, computer networks have merely been perceived as systems
allowing to transfer digital information from a device to another. However, this understanding does
not hold for most modern networks. Operators often deploy intermediate network functions capable
of analyzing and altering traffic. The usage of such functions spreads over a wide range of services,
such as firewalls, load balancers, monitoring tools, content caches, etc. In the end, networks can no
longer be assimilated to simple pipes between devices, but are full fledged computing systems.

Nevertheless, the use of network functions was not foreseen when the foundations of computer
networking were designed. IP networks have been built upon the key principle that routers must
forward packets along the shortest path between source and destination. This behavior is not always
adapted to the deployment of intermediate network functions, as they often require traffic flows to
follow alternative paths. Implementing such mechanisms in traditional networks often requires
heavy topological or configuration modifications.

In the attempt to push the limits of classic IP networks, Segment Routing, a new source-routing
architecture has been proposed [1]. Segment Routing allows source nodes to efficiently steer traffic
flows across specific paths in the network. To do so, nodes can inject in the packets they send
an ordered list of routers which will be used as path to reach the destination. As a consequence,
this architecture enables the design of a broad new range of network functions that were previously
impossible or difficult to implement.

Yet, even if Segment Routing theoretically opens up new possibilities, practical issues need to be
resolved first. This architecture operates at the network layer, hence new functions relying on
it should be implemented close to this layer. However, in most operating systems, the network
layer mechanisms take place inside their kernels. This is a major obstacle, since implementing new
Segment Routing features hence implies to modify the operating system itself. This is impossible
if the operating system is closed source, and even in the case of open source systems, e.g. Linux,
implementing new features at the kernel level is usually a difficult and time-consuming task.

Therefore, in order to truly leverage the theoretical possibilities of Segment Routing, the following
interrogation has to be answered first: is it possible to design a suitable interface for the development
of network functions that leverage the Segment Routing architecture ? In other words, could the
forwarding behaviors of a major operating system be easily and efficiently extended without having
to modify the system 7

This work addresses this question in the context of the IPv6 flavor of Segment Routing (SRv6).
Unlike previous work, our objective is to implement a programming interface for network functions
that does not bypass the kernel. The open source operating system Linux is used as candidate for
our implementation.
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Structure of the thesis

This master thesis is organized as follows:

e In Chapter 2, the Segment Routing architecture and its IPv6 declination are thoroughly
described. We notably insist on the inherent properties of Segment Routing that make it
particularly relevant for the development of network functions.

e Chapter 3 introduces BPF, a virtual machine running inside the Linux kernel. This recent
feature allows to add at runtime user-specific behaviors in specific datapaths of the kernel.
Concise C programs can be injected in the kernel, provided there is an adapted interface to
the mechanism that needs to be tweaked.

e Leveraging the SRv6 implementation of Linux and BPF, chapter 4 retraces how we developed
a BPF interface enabling network operators to efficiently implement Segment Routing network
functions. The performance of this interface is then assessed via micro-benchmarks.

e Chapter 5 describes the set of tools that we developed in the frame of this work. This set
includes a unit testing framework for SRv6, a library for SRv6 BPF network functions, and a
user space daemon infrastructure capable of interacting with network functions.

e Finally, we developed three use-cases relying on our SRv6 BPF interface: a passive one-way
delay monitoring system, a solution for aggregating multiple access networks and a determin-
istric traceroute tool for multipaths networks. Chapter 6 describes, for each use-case, the
architecture of the solution, how it has been implemented in BPF, and how it performed in
experimental evaluations.

Finally, all the code written for this work has been released under GNU General Public License
v3.0, and is available at https://github.com/Zashas/Thesis-SRv6-BPF.


https://github.com/Zashas/Thesis-SRv6-BPF

Segment Routing

Nowadays, a great majority of computer networks rely on hop-by-hop routing to forward packets
between endhosts. In this paradigm, nodes perform destination-based forwarding and send traffic
along the shortest path between the source and the destination. The Internet Protocol (IP), in its
versions 4 and 6, is the most widespread implementation of hop-by-hop routing.

In IP networks, each node, router or endhost, is assigned a unique IP address, which identifies
the node inside the network, and contains a routing table. Routing tables are a set of routes, i.e.
mappings between IP addresses and nexthops. Nexthops are other nodes directly connected to the
current one. Each route contains the nexthop that is the closest to the associated destination. IP
nodes achieve hop-by-hop routing by performing look-ups in their Forwarding Information Base
(FIB)1 to retrieve the nexthop associated to the destination, and then forward the packet to this
nexthop.

Although IP networks are widely deployed, they also exhibit some drawbacks. In particular, network
operators may need to define network policies that go against the hop-by-hop routing paradigm.
For example, real-time applications often require their traffic to be forwarded over low-latencies
paths, however the shortest path does not necessarily have the lowest latency. This situation is
an instance of traffic engineering problems. Generally speaking, pure IP networks do not are not
capable of efficiently handling such issues. Multiprotocol Label Switching (MPLS) [2], along with
the RSVP-TE protocol [3], have been designed with TE in mind, and are the standard solutions to
implement TE policies. Yet, MPLS exhibits severe scaling limitations [4], and the Segment Routing
(SR) architecture has been proposed as an alternative in 2015 [1].

Since then, SR has sparked a growing interest in academic research. Its architecture not only allows
to implement TE policies [5], but can also be leveraged in Software-Defined Networks (SDN) [6] and
for Service Function Chaining (SFC) [7, 8]. Even if this architecture has originally been designed
for the MPLS dataplane, it has been adapted to IPv6 as well [9)].

This chapter summarizes how Segment Routing leverages the source routing paradigm. Its IPv6
declination is subsequently explained. Finally, the SRv6 implementation in the Linux kernel is
described.

2.1 A source routing architecture

SR relies on the source routing paradigm, where the source, an endhost or edge router, may decide
over which paths packets must be forwarded [10]. These paths are not necessarily the shortest ones,
and can be chosen according to any arbitrary criteria.

1. A routing table may contain several routes towards a same destination. In such situations, the network operator
can define a preference order between routes by defining their metric. The FIB is the subset of all routes being actually
used to forward packets.
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Each path specified by the source is decomposed into an ordered list of instructions, called segments.
Each segment represents a function to be executed at a specific location in the network. These
functions may range from simple topological instructions (e.g. forwarding a packet on a specific link)
to more complex user-defined behaviors. Network programming [1] is defined as the combination
of SR functions, with the goal to achieve networking or application-specific objectives that are not
limited to simple packet forwarding.

[10] defines the two following principal topological instructions. A node segment (or Node-SID?)
forces the packet to go through a particular node in the network. An adjacency segment (or Adj-
SID) steers the packet through a specific link. These two instructions are illustrated in figure
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(a) Example of network topology with Node-SIDs (b) Example of SR forwarding for a packet with
and Adj-SIDs. the segment list <Nj,A1/1—2,Ng,As/6—3,Ng,D >.

Figure 2.1: Hlustration of Segment Routing topological instructions.

The segment list, representing the specified path to follow, is encoded within the packet itself. Unlike
hop-by-hop routing, SR routers can be stateless. The whole state required for the forwarding of
each packet is contained in the segment list. A cursor in the packet indicates which segment is
being currently processed. Once the packet arrives to the router advertising the segment, this
router advances the cursor and executes the instruction associated to the segment. This process is
repeated until the final destination is reached.

2.2 IPv6 Segment Routing

Segment Routing in the IPv6 data plane is implemented by adding to the IPv6 header an extension
header called the Segment Routing Header (SRH) [9]. In addition of this extension header, additional
segment types specific to SRv6 have been defined in [8]. We now summarize these two IETF drafts.

2.2.1 The Segment Routing Header

The SRH is an instance of the Routing Header, an IPv6 extension header that predates SR [11].3
The structure of the SRH is presented in figure A.1, its fields are now described.

In SRv6, segments are encoded as regular 128-bit IPv6 addresses. The segment list is contained in

2. SID stands for Segment Identifier. They may be used interchangeably.

3. The initial IPv6 specifications defined the Routing Header of type 0 (RHO), but this header has since been
deprecated due to security reasons.

4. These descriptions are based on the 14th revision of the IETF Segment Routing Header draft [9], which is the
latest available at the time of writing.

4
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the SRH, up to 128 segments can be inserted. Segments are stored in reverse order in the segment
list, i.e. the segment at index O corresponds to the last instruction to execute.

The four bytes of Next Header indicate which type of header is following the SRH.”> Hdr Ext Len
encodes the length of the segments and possible TLVs as an 8-byte multiple. Routing Type is
always set to 4. Segments Left (SL) indicates the number of remaining segments. It acts as an
index of the segment list, the entry corresponding to this index represents the current segment.
Last Entry specifies the index of the first segment in the segment list. Concerning Flags, a single
flag is defined, the H-flag, indicating if an HMAC TLV is present. Tag can be used to mark the
packet as belonging to a class of packets sharing the same properties.

Finally, Type-Length-Value (TLV) fields can be inserted in the bottom part of the SRH. TLVs are
3-tuples that can be used to store additional data in the SRH. The structure of this 3-tuple allows
TLVs of variable length to be implemented, the Length field specifies the number of bytes contained
in Value. Type stores a unique identifier for each TLV type. [9] defines the 3 following TLVs:

e HMAC TLV: contains a Keyed-Hash Message Authentication Code (HMAC). The HMAC
TLV is used to authenticate the SRH. This security mechanism is needed to prevent denial of
service attacks, where an attacker forges a SRH oscillating between two nodes. This TLV is
optional. If it is appended to the SRH, the H-flag must be set.

e PADO TLV: a single byte of padding (figure A.2).
e PADN TLV: between 2 and 7 bytes of padding (figure A.3).

Besides these three structures, other TLVs may be defined if needed. The network functions imple-
mented in chapter 6 rely on TLVs for Operations Administration and Maintenance (OAM) features,
that are not cited in the above list. Since the Hdr Ext Len field is encoded as an 8-byte multiple,
the size in bytes of the whole SRH must be divisible by 8. If this condition is not respected, a single
padding TLV (PADO or PADN) may be inserted at the end of the SRH.

2.2.1.1 Processing of SRv6 packets

With the introduction of the SRH, new packet processing rules for SRv6 packets have to be defined.
We first classify the three types of nodes that can be involved in SRv6 packet processing:

e Source SR Node: a node inserting a SRH into an IPv6 packet. This can either be an endhost
originating an IPv6 packet, or a SRv6 ingress router encapsulating a received packet in an
outer IPv6 header with a SRH.

e Transit Node: a node forwarding an IPv6 packet whose destination address (DA) is not a SID
belonging to the node.

e SR Segment Endpoint Node: a node receiving an IPv6 packet whose DA is a SID belonging

5. The values of the Next Header field of the IPv6 header are re-used here, e.g. 6 for TCP, 17 for UDP, 41 for IPv6
(IPv6 in IPv6 encapsulation) [11].



0~ O WwN -

10
11

Segment Routing

to the node.

The forwarding rules are different depending on the type of SR node. Source SR nodes first set the
DA of the IPv6 header to the first segment of the SRH, allowing the regular IPv6 forwarding to be
performed. Transit nodes operate as pure IPv6 routers, i.e. they do not read the SRH, and only
forward the packet based on its DA. Hence, if two SR Segment Endpoint SIDs follow each other in
a SRH, and if their corresponding physical nodes are not directly connected, hop-by-hop shortest
path routing is carried out between these nodes.

Finally, SR Segment Endpoint nodes follow the algorithm presented in listing 1.

Listing 1 SRH processing for endpoint nodes.

IF DA = local SID (segment endpoint)
IF Segments Left > 0 then
Decrement Segments Left
Update DA with Segment List[Segments Left]
FIB lookup on the updated DA
Forward the packet out based on the FIB lookup
ELSE
Continue regular IPv6 processing of the packet (e.g. decapsulation and
forward)
End of processing
END IF
END IF

2.2.2 SRv6 network programming

The forwarding rules introduced above are only capable of implementing the Node-SID instruction
from the generic SR architecture. The IETF SRv6 Network Programming draft [8] extends the
SRv6 specifications by defining new instructions and elaborates the concept of SRv6 SID.

SRv6 segments are regular IPv6 addresses, and

since these addresses are not a scarce resource, 2001:0123:4567:8901:AAAA:BBBB:CCCC:DDD
[8] suggests that SRv6 SIDs can be encoded as
LOC:FUNCT. LOC, for locator, corresponds to the
L most significant bits of an IPv6 address, and
FUNCT, for function, is the 128 — L least signifi-
cant bits. The locator represents a single SRv6 node. The node should advertise itself with the

Locator Function

Figure 2.2: Example of a SRv6 SID encoding.

prefix LOC: : /T.5 The function is an identifier mapped to a network function installed in the node.

Several SRv6 functions are defined in [8]. These functions extend the regular SRH processing of
endpoint nodes described in listing 1, which we name the End function from now on. For the sake of
brevity, only the functions implemented in our programmable interface (see chapter 4.1) are hereby
introduced.

6. In SRv6, since SIDs are regular IPv6 addresses belonging to a node, the node is supposed to advertise its SIDs
into an Interior Gateway Protocol.

6
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The following functions all take a single parameter. Each installed SRv6 SID must be mapped

to the precise instruction to execute, along with the parameter associated to the instruction. The

complete specifications of these functions are available in appendix B. Illustrations of these functions

are provided in figure 2.3.

End.X: Endpoint with Layer-3 cross-connect. This the SRv6 instantiation of an Adj-SID. After
having updated the DA to the next segment, forward the packet to the IPv6 nexthop bound
to the SID.

End.T: Endpoint with specific IPv6 table lookup. Identical to End, except that the lookup for
the next segment is performed in the [Pv6 routing table bound to the SID, and not the default
one.

End.B6: Endpoint bound to an SRv6 policy. Insert a new SRH on top of the existing one.
The segment list of the inserted SRH is bound to the SID. Forward accordingly to the first
segment of the inserted SRH.

End.B6.Encaps: FEndpoint bound to an SRv6 encapsulation policy. Encapsulate the IPv6
packet in an outer IPv6 header containing a SRH. The segment list of the encapsulated SRH
is bound to the SID. Forward accordingly to the first segment of the encapsulated SRH.

End.DT6: Endpoint with decapsulation and specific IPv6 table lookup. 1f a SRv6 packet reaches
this SID with SL = 0 and contains an inner IPv6 packet, decapsulates the outer IPv6 header.
The inner IPv6 packet is then forwarded using the IPv6 routing table bound to the SID.

In addition to these endpoint functions, two other transit behaviors are introduced. Transit behav-

iors are actions performed by transit nodes on IPv6 packets. The routing table of these nodes can

be configured to modify the transit behavior for given prefixes or destinations, instead of executing
the regular IPv6 forwarding. These actions are executed regardless if the packet contains a SRH or

not. Both behaviors are illustrated in figure 2.4.

e T.Insert: Transit with insertion of an SRv6 Policy. Insert a SRH in the IPv6 packet. Set
the TPv6 DA to the first segment. Forward along the shortest path to the DA.

e T.Encaps: Transit with encapsulation in an SRv6 Policy. Encapsulate an outer IPv6 header
with a SRH. Set the outer IPv6 DA to the first segment of the SRH. Forward along the shortest
path to the DA.

T.Insert and T.Encaps are the equivalent of, respectively, End.B6.Encaps and End.B6.Encaps,

without the SRv6 endpoint mechanism.
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IPv6 Hdr. IPv6 Hdr. IPv6 Hdr. IPv6 Hdr.
DA = segs[i-1] DA = segs[i-1] DA = segs[i-1] DA = segs[i-1]
SRH SRH SRH SRH
Payload m Payload Payload m Payload
End.X
End NH: IPv6 Nexthop
IPv6 Hdr.
DA = segs|[0]
SRH
IPv6 Hdr. IPV6 Hdr. 1PV Hdr. IPV6 Hdr.
DA = segs[i-1] DA = segsl[i-1] DA = segs[i-1] DA = segs]i]
SRH SRH SRH SRH
Payload Payload Payload Payload
;m , DA ;K\ DA
'U " (TableT) 'U "~ (TableT)

End.T

T: IPv6 Routing Table

L)

%

End.B6

SRH: IPv6 Policy

End.DT6
T: IPv6 Routing Table

IPv6 Hdr.
DA = segs[N]
IPv6 Hdr. SRH
IPV6 Hdr. DA = segs(N] IPV6 Hdr. IPV6 Hdr.
DA = segs][i-1] SRH DA = segsl[i-1] DA = segs][i-1]
SRH SRH SRH SRH
Payload Payload Payload Payload

P

()
N

v

End.B6.Encaps
SRH: IPv6 Policy

Figure 2.3: Illustration of the principal SRv6 network functions.

IPv6 Hdr.
DA = segs[N]
IPv6 Hdr. SRH
IPV6 Hdr. DA = segs(N] IPV6 Hdr. IPV6 Hdr.
DA=Z SRH DA=Z DA=2Z
Payload : Payload Payload m Payload

T.Insert
SRH: IPv6 Policy

T.Encaps
SRH: IPv6 Policy

Figure 2.4: Tllustration of the T.Insert and T.Encaps transit behaviors.

2.3 SRv6 implementation in the Linux kernel

The SRv6 mechanisms previously introduced have been implemented in the Linux kernel. Initial
SRv6 support has been available as of Linux 4.10, released in February 2017. This section reviews
how the specifications of the IETF SRv6 drafts [9] and [8] have been implemented in the kernel.
Some key concepts of the Linux network stack are first introduced. We only summarize the key

8
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principles of this implementation, a more complete description is available in [12] and [13].

2.3.1 Packet processing in the IPv6 layer

The network stack is a complex subsystem of the Linux kernel. It implements dozens of networking
protocols. In the kernel, all packets are represented as socket buffers, or skb’s. A skb is an instance
of the structure struct sk_buff, and embeds the content of a single packet, with its payload
as well as its metadata (e.g. checksum, ingress interface). This structure is used throughout all
implementations of protocols in the network stack. This stack is divided into multiple layers, ranging
from network drivers, that are close to the hardware, to user interfaces, such as the socket API. We
hereby describe the implementation of the IPv6 layer and how SRH processing has been added in

this layer.
O s . : . -
o Network 4} pREROUTING Routing FORWARD POSTROUTING | Networ
i interface decision i interface

Routing
decision

OUTPUT

SRH

. DE— INPUT
processing

— |Pv6 forwarding

- SRv6 forwarding

Figure 2.5: Linux IPv6 routing decision process, along with the mechanisms required for SRv6 forwarding.

The routing decision process in Linux is illustrated in figure 2.5. It is a generic process that has
been applied to the IPv4 and IPv6 layers. Every IPv6 packet originated from the network driver
arrives in the PREROUTING stage. In this stage, a routing decision is taken via a longest prefix match
of the IPv6 DA in the routing table installed by the control plane. A decision is made, whether the
packet is bound to the host or should be forwarded to an egress interface. In the former case, the
skb enters the INPUT stage and is delivered to the next layer (e.g. TCP, UDP, ...). Otherwise, the
packet continues to the FORWARD level.

Packets originating from higher layers, e.g. because an application sends packets using an UDP
socket, directly arrive to the OUTPUT stage. Subsequently, a FIB lookup against the destination is
done to determine the corresponding egress interface. Packets from the FORWARD and OUTPUT levels
then both reach POSTROUTING, where the skb is finally sent to the driver of the egress interfaces
obtained via the FIB lookups.

This process has been extended in Linux 4.10 to add the support for SRH processing. When an
IPv6 packet with SRH reaches an endpoint node, the DA is set to a local address belonging to
the node. Following the routing decision process, the skb will reach the INPUT stage. If SL > O,
the packet must be forwarded to the next segment. This is done by decrementing SL, and copying

9
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Segments[SL] to the IPv6 DA. This is iteratively repeated until the current segment is a remote
segment, and not a local one. The skb is then sent back to the routing process, and a new routing
decision is made based on the updated IPv6 header.

If SL = 0 and the header following the SRH is also an IPv6 header, i.e. an inner IPv6 packet is
encapsulated, the outer IPv6 header is decapsulated, and the process restarts at the PREROUTING
stage, as if the packet came directly from a network interface. If there is no encapsulated IPv6
header, the skb is treated like a regular IPv6 packet and goes to the local processing of the next
header, usually of a transport protocol.

However, this extension is only capable of executing the End function. Adding the support for other
SRv6 network functions required another infrastructure to be implemented. Moreover, the IPv6
layer by itself does not enable to possibility to inject SRHs in existing traffic. The seg6 lightweight
tunnel has been designed to this end.

2.3.2 Insertion and encapsulation of SRHs

The T.Insert and T.Encaps transit behaviors have been implemented in the kernel using a lightweight
tunnel (LWT). LWTs are a generic infrastructure in the networking subsystem that allows to imple-
ment interfaceless network tunnels (the first use of LWTs was to implement MPLS-over-IP tunnels).

All implementations of protocols in the network stack have an input and output function, which
are called respectively in the INPUT and OUTPUT stages of the generic routing process. Each route
installed in the kernel, whatever its protocol, contains two pointers towards an input and an output
function. Usually, these pointers are associated to the functions of the corresponding network layer,
e.g. ip6_input, ip6_output or ip6_forward for IPv6 routes.” The input and output functions of
a route are used to continue the routing process of a skb after the FIB lookup. LWTs leverage the
idea that these functions can be replaced by custom ones. This allows to tweak the INPUT, FORWARD
and OUTPUT stages of any protocol.

The seg6 LWT has been designed with the goal to implement SRv6 transit behaviors [12]. When
creating an IPv6 route using rtnet1ink®, one can specify to use the segé LWT. This LWT replaces
the input and output functions by seg6_do_srh, which adds a SRH to the packets. Once the
SRH is appended to the skb, the original ip6_forward and ip6_output functions are subsequently
called by seg6_do_srh.

Additional state needs to be specified when installing a seg6 route, i.e. the type of transit behavior
to execute for this route, and the parameters required by the transit function (e.g. the segment
list). T.Insert and T.Encaps are available in seg6. Two examples of their setup using iproute?2
are provided in listings 2 and 3.

Finally, a user interface using the setsockopt syscall is available, using the option IPV6_RTHDR.

7. Local IPv6 routes that deliver packets to further local processing have an input pointer towards ip6_input.
Non-local IPv6 routes that redirect packets to an egress interface have an input pointer towards ip6_forward.

8. rtnetlink allows to read and modify routing tables. It is based on the netlink protocol which enables commu-
nication between kernel and user spaces. Several implementations of rtnetlink exist, iproute2 is the standard CLI
tool to configure routing tables and other network parameters in modern Linux distributions.
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Listing 2 Setup of an IPv6 route with the T.Insert behavior using iproute?2.

ip -6 route add dead:beef::/48 encap seg6 mode inline segs fc00::1,fc00::2,fc00::3
dev ethO

Listing 3 Setup of an IPv6 route with the T.Encaps behavior using iproute2.

ip -6 route add fd00:1234::/64 encap seg6 mode encap segs 2001::1,2001::2 dev eth2

This allows a user space application to inject SRHs in all the packets originating from a socket.

2.3.3 SRv6 network programming via seg6local

A second LWT infrastructure, named seg6local [13] has been implemented to support the SRv6
network programming functions defined in [8]. This infrastructure has been released with Linux
4.14.

seg6local allows to install SRv6 SIDs mapped to specific functions. Whereas the SRH processing
inside the IPv6 layer described in 2.3.1 is only capable of executing the End function, seg6local
allows to use, as of Linux 4.17, nine different SRv6 network functions. seg6local behaves similarly
to seg6. The creation of a seg6local route requires two additional arguments: the action? to
execute, and the parameter required by the action. An example is provided in listing with the
End.X instruction.

Listing 4 Setup of a SRv6 End.X SID using iproute2.

ip -6 route add dead:beef::/48 encap seg6local action End.X nh fc00::42 dev ethO

When installing a seg6local route, the LWT modifies the input function, such as it points to the
segb_local_input function. seg6_local_input is responsible for calling the action mapped to the
SID, along with its specified parameter.

2.4 Work related to SRv6 network functions

This thesis focuses on implementing an interface for programmable SRv6 network functions in the
Linux kernel. SRv6 is an emerging technology, and research on this topic is still in its infancy. We
hereby provide a survey of the scientific literature on SRv6 network functions.

Another open-source implementation of SRv6 is available in the fd.io VPP project [14]. Like the
segb6local LWT, it supports nine SRv6 network functions, but provides a LocalSID development
framework which can be used to implement new SRv6 network functions. [15] suggests a new

9. In the segblocal infrastructure, network functions are named actions. Both terms will be used in this thesis,
but they refer to the same concept.
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transit behavior to design network load-balancers for the application layer. A HTTP load-balancer
is implemented as a VPP plugin, steering requests through a chain of candidate servers using SRv6.

[7] and [16] propose two different architectures for SFC SRv6 functions on top of the Linux SRv6
implementation. The former rely on a custom kernel module acting as a netfilter hook to intercept
SRv6 traffic and redirect it to virtual containers implementing the specific network function. The
latter leverages the seg6local LWT and adds a new network function End.VNF to direct the traffic
to a user space TCP proxy performing the specific network function.

12
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BPF, for Berkeley Packet Filter, originated in 1992 from the need for an efficient packet filter
architecture [17]. The Unix versions of the time provided networking monitoring tools with packet
capture facilities. Yet, these tools ran in user space. This required all packets to be copied from
kernel space to user space first, and only then could the filtering take place. BPF had been suggested
as a pseudo-machine language to allow the filtering to directly take place in the kernel, avoiding
useless packet copies.

The original BPF architecture comprised a simple instruction set, a compiler translating high-level
filtering policies to bytecode and an interpreter running directly in the kernel. It was first designed
for BSD, and then ported to Linux a few years later. Most implementations of BPF provided also a
Just-in-Time (JIT) compiler, translating the BPF bytecode to native machine code at the execution,
which yields better performance than an interpreter.

In 2014, the BPF implementation in Linux has been completely revamped and considerably im-
proved, leading to the inception of extended BPF (eBPF). [18] Although the original cBPF (classic
BPF) was initially designed as a packet filter facility only, eBPF is a more powerful and general-
purpose virtual machine. Its objective is to provide a programmable interface to adapt at runtime
kernel components to user-specific behaviors. Several different kernel subsystems adopted eBPF
interfaces throughout the last years. It is primarily used in components of the network stack, such
as Linux’s traffic classifier (tc) [19] or the eXpress DataPath (XDP) [20], but its usage is emerging
in other parts of the kernel as well, e.g. the tracing subsystem.

eBPF has become the universal virtual machine inside the Linux kernel, and it is expected that
more kernel subsystems will start relying on eBPF in the future. This chapter gives an overview of
the BPF! ecosystem. Its architecture is first described, along with the development process of BPF
programs. The mechanisms allowing the virtual machine to interact with the kernel and user spaces
applications are then explained. Finally, we introduce the BPF lightweight tunnel infrastructure
and the BPF compiler collection.

3.1 The eBPF infrastructure

Designed in 1992, the infrastructure of ¢cBPF, implementing a 32-bit RISC instruction set archi-
tecture (ISA), did not keep up with the evolution of CPU design. Modern processors now embed
several cores, rely on 64-bit registers, and use complex ISAs with many more instructions, such as
atomic operations. Since the original BPF pseudo-machine could not leverage these new features,
the eBPF infrastructure has been introduced in 2014 with Linux 3.15.

1. Starting from now on, we use the term "BPF” to refer specifically to eBPF.
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This new architecture extends cBPF by moving to 64-bit registers, increasing the number of available
registers from 2 to 10 and adding the possibility to call kernel functions, among others. [21] In
general, the eBPF architecture has been designed to be close as possible to native 64-bit ISAs (x64,
ARMSG64, ...). This notably enabled the LLVM project [22] to implement a BPF backend, allowing
C programs to be compiled to BPF bytecode.

prog_bpf.c prog_bpf.o

Csource | LLVM/Clang | ELF-compiled !

. code 5 | BPF object \

User space
bpf .
——————— P ()” Fmm e e e e e e e rtnetlink e
sysca Kernel space
F BPF code 1
. (interpreted or JITed) !
L /
BPF
verifier ' Network stack
tc
/ cls_bpf ‘\
Net E : i Network pipeline E ' E Net
device i ingress | PP | egress | device

Figure 3.1: Hlustration of the BPF infrastructure, used with the tc cls_bpf interface.

An illustration of the BPF infrastructure is provided in figure 3.1. BPF programs are attached to
a specific code path in the kernel. The choice of the datapath is dependent on the feature being
implemented, the example of figure 3.1 focuses on cls_bpf, the tc interface allowing to develop
traffic classifiers in BPF. BPF bytecode is loaded into the kernel using the bpf () syscall. Each BPF
interface in the kernel defines a program type, identifying in which datapath the program will be
inserted, e.g. BPF_PROG_TYPE_SCHED_CLS for cls_bpf. When loading a BPF program, bpf () is
called with the program type and the BPF bytecode. The kernel then inspects this code using the
BPF wverifier.

Running user-specific code poses inherent security and stability risks. The goal of the BPF verifier
is to determine if a BPF program could threaten the kernel. A number of checks are performed by
the verifier. If a BPF program does not pass them, it is rejected and its loading in the kernel is
interrupted. The verifier primarily ensures that the BPF program always terminates, i.e. that no
loops could lock up the kernel. A rigorous analysis is also performed on the memory accesses done
by the program, i.e. that the stack state is always valid, that no uninitialized registers are read, and
that the programs only reads or writes to memory regions it has been given access to. The verifier
actually imposes severe restrictions on the BPF code that can be loaded. As a consequence, only a
subset of the C language is capable of being compiled to BPF bytecode and being allowed by the
kernel. Notably, C constructions such as loops or function calls are prohibited.
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3.2. INTERACTING WITH THE KERNEL USING HELPERS

BPF programs are loaded by user space applications. In the case of our illustration, the loading
is performed by the user space tool tc. Once the BPF program is loaded in the kernel, bpf ()
returns a file descriptor associated to the program. This file descriptor must then be passed to the
subsystem capable of executing the BPF code. In the case of traffic control, a new classifier c1s_bpf
is created using rtnetlink, and the file descriptor is given as parameter of this classifier. For each
packet entering the cls_bpf classifier, instead of calling a hardcoded function in the kernel, the
subsystem executes the associated BPF program. BPF instructions are by default executed using
an interpreter.

eBPF JIT compilers are available for several machine architectures. The JIT compilation can be
activated by running sysctl net.core.bpf_jit_enable=1. This forces an additional step in the
loading of BPF programs, as detailed in figure 3.1. Instead of directly storing the BPF bytecode
instructions, the kernel executes the compiler and stores the native "JITed” instructions instead.
Since the eBPF architecture is very close to the modern 64-bit ISAs, the JIT compilers usually
produce efficient native code [18].

3.1.0.1 Example of a c1s_bpf BPF program

Listing 5 Example of BPF program written in C for the cls_bpf classifier.

__section ("my_cls”) int cls_main(struct __sk_buff =xskb)
{ uint32_t mark = skb-—>mark;
if (mark = 10)
return TC_ACT_SHOT;
return TC_ACT_OK;
}

An example of program is provided in listing 5. This is a simple BPF traffic classifier dropping
all skb’s with the mark 10. Every BPF program written in C is made of a single function, that
returns an integer. This function is called for each packet going through the classifier. The function

takes as parameter a structure struct __sk_buff, which is a proxy structure to the true struct

sk_buff. Using a proxy structure allows to hide from the BPF program some fields of the skb, and
to add other fields only relevant for BPF programs. A single BPF object file may contain several
functions, the __section macro is then used to discern the different programs. If the code of listing
5 is compiled into the object file my_bpf .o, the BPF classifier can be inserted into the kernel by

running tc filter add dev ethO parent 1: bpf obj my_bpf.o sec my_cls flowid 1:1.

3.2 Interacting with the kernel using helpers

Although calling user functions is prohibited, BPF code can call helper functions, or helpers. Helper
functions are functions implemented in the kernel. They act as proxies between kernel space and the
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BPF program. Using helpers, BPF programs can retrieve and push data from or to the kernel. The
set of helpers that can be called depends on the BPF program type, i.e. the datapath the program
is injected into. Some helpers are specific to some program types, whereas others are generic. Two
helpers are presented in listing 6. The first helper simply returns a value stored in kernel space. The
second one allows to push a VLAN tag into a skb. This helper is useful when the BPF interface
does not give a write access to the skb.

Listing 6 Examples of BPF helpers.

u64 bpf_ktime_get_ns(void)

int bpf_skb_vlan_push(struct __sk_buff xskb, __bel6 vlan_proto, ul6 vlan_tci)

3.3 Communicating with user space: maps and perf events

Maps are data structures that reside in kernel space. They allow data to be kept persistent between
multiple BPF program invocations, and to be shared with user space applications. From user space,
they can be accessed using the bpf () syscall.

They are implemented in the kernel as key / value stores [20]. Each map is defined by four
values: a type, a maximum number of elements, a value size in bytes, and a key size in bytes.
The function helpers bpf_map_lookup_elem and bpf_map_update_elem can be used to lookup
and modify a value associated to a key. Several types of maps are provided, some are generic,
others are specific to BPF interfaces and must be used along with their helpers. Generic types in-
clude e.g. BPF_MAP_TYPE_ARRAY, a simple array implementation, BPF_MAP_TYPE_HASH, a hashmap,
BPF_MAP_TYPE_LPM_TRIE a trie allowing to perform longest prefix match, etc.

Even though helpers are particularly helpful, they are not well suited for event-oriented asynchronous
communication between kernel space and user space. Some BPF use-cases may require to send the
content of a packet to user space, e.g. for debugging or monitoring purposes. In these situations,
it is recommended to use perf events [23]. Perf events originate from Linux’s performance profiler
perf. In a networking context, they can be used to pass custom structures from the BPF program
to the perf event ring buffer along with the packet being processed. The events collected in the
ring buffer can then be retrieved in user space. BPF programs can send perf events using the
bpf_perf_event_output helper.

3.4 The BPF lightweight tunnel

A lightweight tunnel allowing to execute BPF programs in the routing process of network layers has
been added to the kernel in 2016 [24]. This infrastructure is generic and is available for the IPv4,
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IPv6 and MPLS layers. When inserting a LWT BPF route, three different BPF programs may be
supplied, e.g. using iproute2:
ip -6 route add fc00::/16 encap bpf in obj bpf_tun.o section hook_in

out obj bpf_tun.o section hook_out

xmit obj bpf_tun.o section hook_xmit
dev ethO

In the case of the IPv6 data plane, the BPF programs in and out are called before, respectively,
the ip6_input or ip6_forward, and ip6_output functions. The xmit program is called just before
yielding the IPv6 packet to the datalink layer (e.g. Ethernet).

Each BPF program of the LWT belongs to another BPF program type, e.g. BPF_PROG_TYPE_LWT_IN.
The BPF verifier is configured such as each of those program types has different verification rules.
Although all programs have the permission to read the skb, only the xmit BPF program is given
a write access (e.g. to insert a L2 header). This restriction is due to stability concerns. When a
packet enters the IPv6 layer, its header is parsed and verified. If it is deemed invalid, the packet
is dropped. Hence, the subsequent functions ip6_input, ip6_forward and ip6_output all expect
a valid IPv6 packet, and do not specify their behavior if called with an invalid packet. Allowing a
direct write access to the skb’s from the in and out BPF programs could lead to instability, such
as system crashes, if these programs corrupt the packets. Since the BPF verifier is not powerful
enough to analyze which BPF programs could potentially corrupt IPv6 packets, write accesses are
prohibited for these two program types.

3.5 ©bcc: the BPF Compiler Collection

bee [25], as in BPF Compiler Collection, is a toolkit for creating efficient features relying on BPF.
bce makes BPF programs easier to write. It provides a C wrapper and directly handles the LLVM
compilation process, by taking care of all the miscellaneous details required to compile a BPF
program (header files, compilation options, ...).

Moreover, bcc includes two front-ends in Python and lua. They allow BPF code to directly be
injected into the kernel from these two languages, and provide user friendly interfaces for accessing
maps and perf events from user space.

This toolkit is mostly known for performance tracing and monitoring applications, but it can also
be used to develop networking features relying on BPF. The daemon architecture that we developed
for our SRv6 network functions heavily leverages bce (see 5.3).
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Unleashing the capabilities of
SRv6 through BPF

The network programming capabilities of SRv6 defined in [8] and Linux’s corresponding seg6local
infrastructure are a first step towards giving operators more control on traffic in an IPv6 data plane.
Yet, most of the actions of [8] have been designed to meet requirements encountered in already
deployed networks, such as MPLS networks connecting different sites of an enterprise through a
VPN running on IPv4!, but do not allow to leverage the new network programming opportunities
enabled by SRv6.

It is worth noting that [8] also describes new functionalities relying on SRv6 such as SFC or improved
OAM mechanisms, but their definitions in this draft are rather vague. Since such features are very
dependent on the underlying technologies, on the devices already deployed in the network and
on the actual needs of the operators. Also, no implementations of such new actions have been
demonstrated.

Furthermore, at the time of writing (Linux 4.17), all the seg6local actions are very rigid. As seen
earlier, each seg6local route is a relation joining a SID, a specific network programming action
and a static parameter associated to this action (e.g. an End.X action forwarding all packets going
through the SID 2001:db8::2000 to the nexthop 2001:db8: :bal). This is problematic when one
wants to deploy more complex network programming policies, e.g. using the lower 16 bits of the SID
as parameter to an End.T action. Using the current End.T action for this setup requires installing a
specific seg6local route for each possible parameter value, using many entries in the routing table.

Another mechanism that is cumbersome to implement in the initial seg6local infrastructure are
actions whose parameters, or even the function to apply, depend on the content of the packet. One
could imagine a dynamic T.Insert action encapsulating a SRH if the packet matches some criteria,
and leaving the packet as-is otherwise, enabling to steer specific traffic flows on different paths (e.g.
a VoIP connection would follow a low-latency path, bulk data traffic is forwarded to BGP peers
instead of providers, ...). Such setup can already be installed by using multiple iptables rules,
seg6local routes and routing tables, but this method does not scale well in terms of maintenance
and performance [26].

Implementing network programming policies which depend in real-time on some state of the system
or on the network (e.g. the congestion level of a link could influence the output interface to use in
an End.X action) is also delicate. A naive solution is to let a daemon replace the seg6local routes
whenever the state changes and requires a policy update, but this can become very costly when the
frequency of updates gets high. A more fine-grain mechanism is needed in these situations.

All of these mechanisms require a more flexible interface to the SRv6 network programming capa-

1. The decapsulation actions (End.DX2, End.DX4, End.DT6, ...) have particularly been designed and advertised in
this spirit.
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bilities. We only cited here some examples related to actions already implemented in seg6local,
but many other emerging concepts of network functions leveraging SRv6 cannot be to implemented
using the current SRv6 infrastructure inside the Linux kernel: OAM operations using SRH TLVs
[27], smart load-balancing of TCP connections to servers [15], advanced Software Defined Network
policies [28], Fast ReRoute mechanisms [29], ...

Since it is expected that the interest for more complex SRv6 network functions will grow and because
the current seg6local framework is not capable of meeting the requirements of such functions, we
looked for other solutions up to the task. This problem can be stripped down as a quest for a
very flexible programming interface that allows a large range of SRv6 features to be implemented
efficiently and in a very accessible way. Ideally, this must be feasible without having to modify the
kernel itself, which is a time-consuming, non trivial task that can lead to system instabilities if not
carefully executed.

Such technical solution, by its essence, corresponds exactly to what the eBPF virtual machine can
provide, i.e. adding at runtime a user-specific feature in some part of the kernel. Custom helpers
can then allow BPF programs to interact with any part of the kernel, offering all the flexibility and
features needed, while the verifier ensures that the system stability is never compromised. Moreover,
the recent developments in the BPF ecosystem, with solutions like bcc, enables BPF programs to be
quickly developed in C. The BPF JIT compilers also guarantees, for a broad range of architectures,
that the BPF code will be executed with native performances. With all these assets, BPF appears
to be a perfect solution to our quest.

In the frame of this thesis, we designed and submitted to the Linux kernel maintainers a patchset
adding a new BPF interface tailored for IPv6 Segment Routing. This chapter retraces how the spec-
ifications of this system were designed, bridging the gap between kernel stability requirements and
the need for the most flexible and powerful interface possible. These specifications were then trans-
lated into an implementation inside the kernel. Its performances are assessed via micro-benchmarks,
followed by a discussion about the functionalities enabled by this interface, and its current limita-
tions. The patchset has been merged in the mainline Linux kernel, and will be available starting
from Linux 4.18.

4.1 Design and specifications of a BPF interface for SRv6

Prior to our work, the only BPF interface operating at the network layer was the BPF LWT
infrastructure. The in and out functions allow to process in BPF any IPv6 packet, but they only
give a read-only access and no helpers enabling IPv6 functionalities were provided. The xmit is called
after the routing process and cannot influence the routing decisions. Although this infrastructure
offers a framework to possibly implement transit actions in BPF, only firewall and monitoring
actions could be implemented due to the lack of helpers.

On the other hand, endpoint functions cannot be implemented using the BPF LW because they
require processing specific to SRv6 (principally ensuring the presence of a valid SRH, and advancing
this SRH to the next segment before forwarding the packet). This processing is however already
implemented in seg6local. With the goal in mind to provide the richest BPF interface possible
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for implementing SRv6 network functions, we decided to take the best of both infrastructures and
to add in seg6local a generic endpoint action executing BPF programs, hence allowing to call
user-specific code directly in the IPv6 layer, much like BPF LW'T.

Finally, even with the BPF LWT infrastructure and a BPF action in seg6local, for implementing,
respectively transit and endpoint functions, these interfaces do not provide much functionalities
without SRv6 helpers. To provide enough flexibility and functionalities to these interfaces, we also
had to design and implement a set of SRv6-specific helpers, allowing BPF network functions e.g. to
encapsulate SRHs, modify TLVs or apply basic actions such as End.X or End.T.

4.1.1 Specifications of End.BPF, a BPF interface for seg6local

We call our endpoint BPF action End.BPF. Like any endpoint function, it can only take place when
the current IPv6 DA corresponds to the SID bound to the action. It is also responsible to decrement
the Segments Left field and to update the IPv6 DA to the next segment in the SRH. Since this
processing must be done whatever the goal of the underlying BPF program, it must be performed
by the seg6local infrastructure itself before executing the BPF code. The BPF program must also
have the possibility to indicate that a packet must be dropped instead of being forwarded to the
next segment.

When executing the BPF program associated to the action, End.BPF must also guarantee, like any
other BPF hook, that the stability of the kernel can never be compromised. Since End.BPF and
LWT BPF share the same architecture, the same security rules that apply to LWT BPF, which have
already been described in 3.4, must also be enforced in End.BPF. First and foremost, this implies
that End.BPF can only allow a read-only access to non-sensitive fields of the packet. The BPF
program hence needs to resort to specific SRv6 helpers for modifying packets, since only helpers
can ensure that the packet integrity is not jeopardised by an invalid writing. If a BPF program
corrupts this integrity, the packet must be dropped by End.BPF.

Finally, this new action is also responsible for forwarding the packet to the nexthop after the
execution of the BPF code. As it will soon be explained, End.BPF programs have the possibility
to directly influence the forwarding of the packet, e.g. to forward it to a specific next hop or to
indicate that the lookup for the next segment must be done in a specific routing table. In these
situations, End.BPF must respect the indications of the program, otherwise regular forwarding to
the next segment is assumed.

4.1.2 BPF helpers for rich SRv6 network functions

Due to the lack of write access to the packet, End.BPF only offers a basic interface to the seg6local
datapath, and it is up to specific helpers tailored for SRv6 to extend the functionalities of our
interface. After some thinking about potential use-cases and which features they would require, we

considered that the following functionalities should be accessible within the End.BPF action: 2

2. This list only summarizes the possibilities enabled by the helpers in our implementation. More features could be
merged in the future.
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e Write access to non-sensitive fields of the SRH

e Add, modify or delete TLVs

e Encapsulating a SRH (equivalent of the End.B6 and End.B6.Encap actions)
e Layer-3 cross-connect (equivalent of the End.X action)

e Specific IPv6 table lookup (equivalent of the End.T action)

e Decapsulating a SRH with SL=0 (equivalent of the End.DT6 action)

Table 4.1: Basic features that should be available within End.BPF.

Furthermore, since the End.B6 and End.B6.Encap actions are similar to, respectively, T.Insert
and T.Encaps (i.e. they do execute the same operations but not in the same datapath), we will also
provide a helper to allow the LWT BPF in and out hooks to perform these two transit functions.
Obviously, most of the classic BPF helpers (access to maps, timestamps, CPU 1D, ...) should also
be accessible.

The features of table 4.1 have been distributed among several helpers, their specifications have been
here summarised below. The full specifications shipped with the Linux kernel are available in the
appendix C.

bpf_lwt_segb_store_bytes: write access to non-sensitive fields of the SRH

Despite the fact that BPF programs cannot directly modify packets, some use-cases still require to
edit some parts of the SRH. bpf_lwt_seg6_store_bytes allows to indirectly store bytes in specific
sections of the SRH, which are deemed to be non-critical for the rest of the IPv6 processing if
modified to erroneous values. We studied which fields of the SRH should not be editable:

e Next Header: must remain constant as its value depends on the structure of the packet.

e Hdr Ext Len: must correspond to the actual length of the SRH, its value must remain constant
or follow the evolution of the SRH if it has grown or shrunk.

e Routing Type: with IPv6 Segment Routing, is always equals to 4.

e Segments (and Last Entry): for semantic and transparency® reasons, the BPF code should
not be able to directly edit the list of segments.

e Segments Left: the same reasoning as for Segments applies here.

Thus, bpf_lwt_segb_store_bytes only allows to modify the remaining fields: Flags, Tag and the
possible TLVs. This is deemed safe, both from Segment Routing’s semantic aspects, and from the
kernel stability viewpoint (these fields are not critical afterwards in the IPv6 and SRv6 datapaths).
On the contrary, write access to these fields could be useful and leveraged by several use-cases (e.g.
an OAM SRv6 function indicating the next segment that one of its link is congested by adding a

3. That is, having packets with a constantly changing SRH could be hard to follow for system administrators when
troubleshooting their network. Allowing this would also go against the source routing philosophy, where the source
defines the hops to go through.
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TLV and setting the O and A flags).

This helper is defined very similarly to the well-known memcpy, as both do indirect write accesses
in memory. bpf_lwt_segb_store_bytes expects an offset corresponding to a byte in the packet
(offset 0 indicates the beginning of the packet, i.e. the first byte of the outermost IPv6 header), a
pointer to a buffer and its length, and then copies this buffer to the zone in the packet starting by
the given offset, while ensuring that this write access is only done on the non-critical parts of the
SRH.

bpf_lwt_seg6_adjust_srh: grow or shrink a SRH

Even if bpf_lwt_seg6_store_bytes allows to modify the content of a TLV, it does not enable the
ability to add or delete TLVs by itself. A specific helper is needed to grow or shrink the bottom
part of the SRH. It takes two parameters, an offset telling where to grow/shrink the SRH, and
the number of bytes that need to be allocated or removed (a negative number of bytes indicates a
shrink). This helper must also update the Hdr Len field, so that the BPF program does not have
to care about this value.

bpf_lwt_seg6_adjust_srh is to be used conjointly with bpf _lwt_seg6_store_bytes when growing
the SRH, since once the room has been allocated for one TLV, it must be filled with its content.
Notably, the Length field of the TLV must correspond to the size that it actually occupies in
memory. It is worth noting that these two helpers could compromise the integrity of the packet if
used with incorrect parameters. Whenever they are used, End.BPF must afterwards verify that the
SRH is still valid. This helper cannot be used to grow or shrink other parts of the SRH, such as the
segments list.

bpf_lwt_segb_action: apply generic network programming actions

The remaining features from table 4.1 are all functions from [8] which have already been statically
implemented in seg6local as actions: End.X, End.T, End.B6, End.B6.Encap and End.DT6. They
all take only one parameter (e.g. the IPv6 nexthop for End.X, a SRH for End.B6, ...). To avoid
having to add a helper for each action separately, we designed instead a unique helper. This helper
takes two main arguments, the type of action to apply (e.g. SEG6_LOCAL_ACTION_END_B6) and a
pointer to a buffer containing the value of the parameter required by the action.

bpf_lwt_seg6_action can be called several times inside a single BPF program execution. It is
the last valid call to this helper that defines where the packet will be forwarded once the program
finishes.

bpf_lwt_push_encap: SRH encapsulation for transit functions

Finally, as we previously explained, the BPF LWT in hook is the de facto mechanism to implement
transit functions in BPF. Yet, prior to this work, no specific IPv6 helpers had been designed for
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this hook, making it almost useless. We hence introduce bpf_lwt_push_encap, which enables to
dynamically insert or encapsulate a SRH (with an outer IPv6 header) in a IPv6 packet.

Much like bpf_lwt_seg6_action, two arguments must be provided when called: the type of en-
capsulation to apply (e.g. BPF_LWT_ENCAP_SEG6_INLINE), and a pointer to a buffer containing the
header to encapsulate (in our case, the SRH). Moreover, bpf_lwt_push_encap is designed such as
encapsulation for other protocols could be added in the future.

4.2 Implementation and integrity protections

Although the aforementioned specifications are quite brief and not intrinsically complex, we still
faced some challenges while implementing End.BPF and the helpers in the kernel. Particularly, one
of the major issues was to design a mechanism that allows End.BPF to detect when the BPF program
corrupted the SRH. This section gives an overview of our implementation and also emphasizes on
our solution to this integrity obstacle.

4.2.1 Keeping track of the packet integrity between End.BPF and the helpers

Since yielding a packet with a corrupted SRH back to the IPv6 layer could be a source of instability
in the kernel, End.BPF must ensure that the integrity of the packet is maintained after execution
of the BPF program. If this is not the case, the packet must be dropped. Following the above
specifications, loss of integrity can only arise when the user forges incorrect TLVs. The Tag and
Flags fields can be modified to any value, this does not pose concern with respect to integrity.* We
hence have to analyze how a BPF program could possibly compromise the validity of the SRH by
inserting, editing or deleting TLVs.

First off, the Segment Routing Header is built with the underlying property that Hdr Len =
(Nsegments * 16+ZI;ITL" TILV[i].Length)/8. Since the Hdr Len field is automatically updated by
bpf_lwt_segb6_adjust_srh, the BPF program must ensure that the former relation is always veri-
fied by correctly setting the Length fields of the TLVs. If not, the TLVs become indistinguishable
from one another.

A second source of concern originates from the design of the Hdr Len field, which contains the extra
length (i.e. the sum of the sizes of the segments and TLVs) of the SRH rounded to 8 bytes. As
mentioned earlier, this implies that the total length of all TLVs must be a multiple of 8 bytes. If
this property is not respected, a padding TLV must be inserted at the bottom of the SRH. With
the specifications of bpf_lwt_segb_store_bytes and bpf_lwt_segb_adjust_srh, when a BPF
program wants to add or delete a TLV, it is also responsible for managing the Padding TLV (either
by adding one, updating its size, or deleting it). If it fails to do so correctly, the SRH becomes
invalid.

Furthermore, one must also observe that when adding or deleting TLVs within the BPF program,

4. Actually, if the user sets the H flag without inserting a valid HMAC TLV, the packet will be dropped by the
next receiver, but this does not endanger the kernel itself with the current seg6local implementation.
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the SRH might temporary be in an invalid state where its length cannot be rounded to 8 bytes
without remainder (e.g. starting from a SRH without TLVs, adding a TLV of 20 bytes is invalid
until a padding TLV of 4 bytes is appended). In these situations, the true length of the SRH cannot
be computed using Hdr Len since it is not a multiple of 8 bytes. The End.BPF action must hence
keep track of the total length of the SRH in bytes separately from Hdr Len, as it needs to ensure
that the final length is a multiple of 8 bytes, once the BPF code has finished its execution.

This extra state containing the true length of the SRH must be editable within
bpf_lwt_seg6_adjust_srh and readable from the function calling the BPF program. Yet, in the
current BPF implementation, the caller of a program is completely separated from the helpers. The
only variable which is shared between both parties is the skb, but adding a field to this structure
would be an overhead for the entire network stack, even if End.BPF is not used on the system.
Another naive solution would be to use a global variable to store this state, but several instances
of the same BPF program relying on this variable could be executed concurrently in multi-CPUs
systems, possibly leading to race conditions. Instead, we use a feature called per-CPU wvariables
[30], which instantiates global variables on each CPU, cancelling the risk of race conditions. The
structure defined in listing 7 is then stored per-CPU. It can freely be accessed by the program caller
and the SRv6 helpers.

Listing 7 Definition of the seg6_bpf_srh_state structure.

struct seg6_bpf_srh_state {
bool verified;
ul6 hdrlen;

}s

Moreover, there is also no point in re-validating a SRH which has not been modified by the
helpers. This implies that another bit of state must be allocated to know if the BPF program
used a helper that could violate the integrity of the SRH. Any call to bpf_lwt_seg6_adjust_srh or
bpf_lwt_segb_store_bytes sets verified to 0, and the former also updates the value of hdrlen
when it has grown or shrink the SRH.

Using this state, the End.BPF implementation can re-validate the SRH after the execution of the
BPF program if needed (i.e. if verified is set to 0). It first ensures that hdrlen is a multiple of 8,
and then uses the kernel function seg6_validate_srh to determine if the sum of the TLVs Length
fields equals hdrlen, minus the space taken by the segments.

Finally, this validation is also done before executing any action through bpf_lwt_seg6_action, as
some actions require a stable SRH (e.g. End.B6, otherwise a correct SRH could be stacked on an
invalid one). The validation will then not be performed again by End.BPF if the SRH is not altered
anymore after calling the action.

4.2.2 Overview of the implementation

Having discussed the required mechanisms needed to track the integrity of SRHs, we now introduce
a global overview of the End.BPF implementation, and how these mechanisms have been conciliated
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with the specifications of End.BPF.

The End.BPF action is implemented in a new function input_action_end_bpf, located in the same
source file as the other seg6local actions. Similarly to them, an End.BPF action can be set through
the rtnetlink protocol, e.g. via iproute2: °

ip =6 route add fd00::2 encap segb6local action End.BPF obj oam_ecmp_bpf.o sec
OAMECMP dev ethl

Besides the integrity mechanisms, per the specifications, input_action_end_bpf must also behave
like a regular endpoint function (especially advancing the SRH and forwarding the packet to the
next segment notably, cf. listing 1), and dropping the packet if the BPF program requested it.
Another situation worthy of note is when the BPF program called bpf_lwt_seg6_action, e.g.
with SEG6_LOCAL_ACTION_END_X. In this case, the special FIB lookup from the End.X action has
already been executed by the helper and its result is stored in the skb. Whenever this happens,
it is important that End.BPF does not execute the default lookup to the next segment afterwards,
otherwise the destination set by bpf_lwt_seg6_action would be overwritten.

To properly manage these situations, the BPF program hence needs to communicate with its caller.
This