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ABSTRACT

This thesis presents a systematic literature review that examines essential software design prin-
ciples for Mars missions, with a focus on modularity, fault tolerance, communication protocols,
security measures, and the integration of artificial intelligence. A meticulous selection of 32
studies reveals the crucial role these principles play in ensuring the scalability, maintainability,
and reliability of software systems in challenging space exploration environments. The research
emphasizes the potential of machine learning and predictive analytics to enhance mission effi-
ciency and safety, fostering increased autonomy in space operations. Moreover, this study dis-
cusses critical limitations, including selection and reporting biases, time and access constraints,
and a concentration on certain mission phases, which may influence the generalizability of the
findings. Despite the exhaustive approach, the limited sample size and the student’s singular
perspective highlight the need for a cautious interpretation of the results. The thesis advocates
for continuous innovation and adaptation in software design to meet the evolving demands of
Mars exploration, laying the groundwork for future research to expand upon these findings with
broader methodologies and access to diverse resources.
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Chapter 1

Introduction

1.1 Context And Background Of Mars Missions Software

Since the dawn of the space age, humanity has been captivated by the allure of the Red Planet,
Mars [1]. Mars is the fourth planet from the Sun and the second smallest planet in the solar
system after Mercury [1]. Interestingly, Mars shares many similarities with Earth, such as po-
lar ice caps, seasonal changes, and evidence of ancient rivers and lakes [2]. These similarities
have raised the possibility of past or present life on Mars, making it a focal point for scientific
exploration and potential colonization efforts [3]. Mars presents unique challenges and oppor-
tunities that can provide valuable insights into Earth’s history and prospects for interplanetary
exploration [4].

Over the decades, numerous missions have been launched by space agencies around the world
with the ambitious goal of exploring and understanding Earth’s neighbouring planet [5]. From
the early days of simple flybys to sophisticated rovers traversing its surface, each mission has
contributed to our growing knowledge of Mars and its potential for past or present habitability
[5]. These missions require sophisticated software systems to control spacecraft, rovers, and
various instruments [6]. To contribute to the advancement of software development for Mars
exploration, it is crucial to conduct a systematic literature review to examine and analyze the
existing software used for Mars missions [7].

A systematic literature review allows researchers to gather and analyze all relevant studies on a
particular topic in a methodical and structured manner [8]. In the case of Mars missions, this
approach can provide insights into the types of software being used, current trends in software
development for Mars missions, and potential areas for improvement or further research. More-
over, a systematic literature review can help identify gaps in current knowledge and highlight
areas where future research is needed [9]. This thesis aims to conduct a systematic literature
review on the software used, currently in use, or planned to be used for Mars missions.

It is worth mentioning that a systematic literature review of software for Mars missions has
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not been previously conducted, making this study the first of its kind. The completion of this
research will provide a comprehensive overview of the software landscape for Mars missions,
allowing for better understanding and potential improvements in software development for fu-
ture Mars missions.

1.2 Research Question

The purpose of this thesis is to conduct a systematic literature review of software currently
in use, planned to be used or used for Mars missions in order to gain practical knowledge of
best practices for Mars software development. Consequently, the research question for this
systematic literature review is:

What are the key design principles that contribute to the successful implementation of appli-
cations/software in Mars mission environments?

Throughout this systematic literature review, we will explore and analyze the existing literature
to address this research question and gain a comprehensive understanding of the software used
for Mars missions.

1.3 Research Method

This section provides a brief overview of the research method used for this systematic litera-
ture review. The research method used in this systematic literature review is a meta-narrative
approach, which includes the process of identifying, analyzing, and recognizing patterns and
themes from various research results relevant to the topic [10]. All the different points men-
tioned here are going to be seen in more detail in the next chapters.

• Query: form a query to use in the literature databases to identify relevant studies on
software used for Mars missions.

• Inclusion and exclusion criteria: determine which study is relevant to the systematic lit-
erature review on criteria related to the form and content of each paper.

• Study selection: using the inclusion and exclusion criteria to select studies that meet the
research objectives and are relevant to the topic of software used for Mars missions.

• Data extraction: collecting information and data from the selected studies, which includes
details about the software used in Mars missions, its functionalities, limitations, and im-
pact.

• Classification schemes: organizing the extracted data into categories or classification
schemes to facilitate analysis and comparison across studies.

• Analysis: analyze the collected data to identify patterns, themes, and trends related to



3.

software used for Mars missions, as well as potential areas for improvement and future
research.

• Synthesis: Synthesis of the findings from the analysis to provide a comprehensive overview
of the software landscape for Mars missions, highlighting key findings and implications
for future missions.
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Chapter 2

Methodology

In conducting research for any academic endeavour, a robust and systematic search strategy is
paramount to ensure the thoroughness, relevance, and reliability of findings [11]. This section
delineates the methodological approach employed to identify pertinent literature, laying the
foundation for the subsequent analysis and discussion within this thesis.

By articulating the rationale behind database selection and delineating the precise terms and
syntax employed in the search process, this section aims to provide transparency and repro-
ducibility in the research methodology.

2.1 Databases

In pursuit of a comprehensive understanding of the research landscape, an array of reputable
scholarly databases was meticulously selected to facilitate the identification and retrieval of
relevant literature. The chosen databases were deemed to offer a rich reservoir of peer-reviewed
articles, conference proceedings, and scholarly publications pertinent to the research objectives
[12].

The following databases were utilized:

1. ACM Digital Library: renowned for its extensive collection of research articles, con-
ference proceedings, and technical literature spanning various subfields within computer
science, the ACM Digital Library served as a primary repository for sourcing scholarly
content [13].

2. IEEE Xplore: esteemed for its comprehensive coverage of electrical engineering, com-
puter science, and related disciplines, IEEE Xplore provides access to peer-reviewed jour-
nals, conference proceedings, and standards publications [14].

3. ScienceDirect: leveraging the expansive repository of scientific and technical research
hosted by Elsevier, ScienceDirect offered access to a diverse range of journals, articles,
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and book chapters across numerous disciplines, including computer science [15].

4. SpringerLink: renowned for its extensive collection of scholarly publications, Springer-
Link facilitated access to a wide array of peer-reviewed journals, books, conference pro-
ceedings, and reference works within the field of computer science [16].

5. Google Scholar: widely utilized for its comprehensive coverage of scholarly literature,
Google Scholar served as a supplementary resource for identifying potentially relevant
articles and publications beyond traditional academic databases [17].

6. Elicit: a specialized AI platform tailored to the needs of researchers, Elicit provided ac-
cess to curated content, enabling targeted exploration of academic literature within spe-
cific domains of interest, further enriching the search process [18]

7. Jenni AI: an AI assistant for scientific literature research and scientific paper writing.

To ensure inclusivity and comprehensiveness, the initial search process involved retrieving the
first 100 papers from each selected database. Subsequently, a rigorous screening process, guided
by predefined inclusion and exclusion criteria, was undertaken to narrow down the initial pool
of 600 papers to a refined selection of 32 papers. Details regarding the criteria utilized for
this selection process will be expounded upon in a subsequent section, elucidating the rationale
behind the final composition of the literature review.

2.2 Search Query

The search query used for this literature review encompassed a combination of keywords and
Boolean operators to find the relevant literature on software for Mars missions. However, before
arriving at the final query used for retrieving relevant literature, a series of iterative queries were
tested and refined to optimize search results. These iterations were essential to identify the
most effective combination of keywords, Boolean operators, and search strings that yielded the
highest proportion of relevant results in the titles and abstracts of retrieved documents.

Formerly, these iterations included the following queries:

Q1= ”Mars” OR ”red planet” AND ”software” OR ”application” OR ”device” OR ”user inter-
face”

For example purposes, the results of the first query are shown in figure 2.1, 2.2 and 2.3. The
results are taken from the ACM digital library, SpringerLink library, and Google Scholar. As
presented, this query aimed to encompass a broad range of relevant software topics, but as
demonstrated in the figures, it resulted in articles primarily focused on user interfaces and soft-
ware applications unrelated to Mars missions. The retrieved results included articles about
generic user interfaces, space-related technologies, and applications that, while potentially rel-
evant to broader space exploration, did not specifically address the context of Mars missions.
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This highlights the difficulty in constructing search queries that balance breadth and specificity
and underscores the necessity of refining search terms.

Figure 2.1: Google Scholar search results for the first query
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Figure 2.2: ACM search results for the first query
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Figure 2.3: SpringerLink search results for the first query

Q2= ”Mars” or ”red planet” AND ”exploration technology” OR ”space missions” OR ”space
technology”

Furthermore, similar to our previous experience, the second query resulted in articles address-
ing broader topics within computer science for space exploration or general computer science,
rather than focusing specifically on software for Mars missions. While the intent was to capture
a wide array of relevant technological advancements, the results predominantly included stud-
ies on space exploration technologies and missions in general, without the necessary specificity
to Mars missions. Examples are shown in Figure 2.4 and Figure 2.5. They are retrieved from
the ACM digital library and the IEEE Library. This reiterates the challenge of crafting precise
search queries that effectively filter for the exact niche of software applications pertinent to Mars
mission objectives, necessitating further refinement to enhance the relevance of our literature
review findings.
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Figure 2.4: ACM search results for the second query

Figure 2.5: IEEE search results for the second query

Q3= ”Mars” AND ”Exploration” AND ”Software” OR ”Application” OR ”user interface” OR
”interaction” OR ”user experience”

Finally, the third query, Q3= ”Mars” AND ”Exploration” AND ”Software” OR ”Application”



10.

OR ”user interface” OR ”interaction” OR ”user experience,” was utilized. As with the previous
queries, the results did not align with our criteria. Instead, the search yielded articles centred
around user interface applications and user experiences in various contexts, with no specific
relevance to Mars missions. Some results are shown in Figure 2.6 and Figure 2.7.

Figure 2.6: IEEE search results for the third query
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Figure 2.7: ACM search results for the third query

Although none of these iterations were satisfactory in yielding a comprehensive set of relevant
articles, they were essential to building up the right search query. Consequently, a final search
query was formulated as follows:

Chosen Query = ”Mars” AND ”Mission” OR ”Exploration” AND ”Software” OR ”Applica-
tion” AND ”Interactive”

This query was the most satisfying one. The ratio of relevancy was greater compared to others.
The results are shown in Figures 2.8, 2.9 and 2.10.
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Figure 2.8: Google Scholar results for the chosen query
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Figure 2.9: IEEE results for the chosen query
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Figure 2.10: Springer Link results for the chosen query

2.3 Inclusion And Exclusion Criteria

We distinguish criteria related to form and content:

Form

Inclusion: all English-language publications that have undergone a competitive, peer-review
process with full text available. This encompasses short and full research papers published
in peer-reviewed journals, as well as technical reports, and works presented at conferences,
symposia, or workshops.

Exclusion: all sources that did not undergo a competitive peer-review process or are not purely
research contributions. This includes books, PhD and master theses, patent descriptions, stan-
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dards and recommendations, book or thesis summaries, white papers, invited talks, demo pa-
pers, tutorial papers, poster publications, posters, editorials, prefaces, articles or columns in
non-peer-reviewed magazines, newsletters, encyclopedia entries, and blog posts. Additionally,
sources where the full text is not published, such as abstracts, extended abstracts, and presenta-
tions, are excluded.

Content

Inclusion: all publications conforming with the previous criteria, and satisfy at least one of the
following two conditions:

1.a It tackles one or several research topics directly relevant to the development of software or
applications for Mars missions.

1.b The abstract or the introduction explicitly mentions a software or application that was de-
ployed, has been deployed, or is planned to be deployed for Mars missions.

1.c The abstract or the introduction explicitly uses computer-related terms as intended synonyms
for a software/hardware or application (e.g. Middleware, user interface, user experience, real-
time program, dynamic front-end, etc.) that was deployed, has been deployed or planned to be
deployed for Mars missions.

Furthermore, the following mandatory conditions must be met:

2. It can be deduced from the abstract or the introduction that the research is explicitly per-
formed within the context of any software/hardware for a computer-based system intended to
be used for Mars missions.

2.4 Data Extraction And Synthesis

In this study, a meticulous and systematic approach was undertaken to extract relevant data from
the extensive pool of scholarly literature retrieved from various databases. The methodology
employed can be delineated into several distinct stages:

1. Content Analysis of Abstracts: the initial phase involved a thorough examination of
the abstracts of 600 papers obtained from reputable scholarly databases such as ACM
Digital Library, IEEE Xplore, ScienceDirect, SpringerLink, Google Scholar, and Elicit.
This content analysis focused on identifying key themes, concepts, methodologies, and
findings elucidated within the abstracts.

2. Initial Screening and Pre-selection: based on the content analysis of abstracts, an initial
screening was conducted to pre-select 112 papers that demonstrated alignment with the
research objectives. This screening process aimed to identify papers that appeared to
address themes or topics of interest as indicated by the information gleaned from their
abstracts.
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3. Further Investigation and In-depth Reading: the pre-selected papers underwent further
investigation through in-depth reading and comprehensive evaluation. Each paper was
scrutinized to assess its relevance, depth of analysis, and contribution to the research
inquiry. This phase involved a detailed examination of the full-text articles to ascertain
the suitability of each paper for inclusion in the study.

4. Final Selection: following the thorough screening process, a final selection of 32 papers
was made based on their demonstrated alignment with the research objectives and the
robustness of their content. These papers were deemed to offer the most valuable insights
and evidence pertinent to the study’s objectives, thereby forming the foundational basis
for the subsequent literature review and analysis.

Figure 2.11: PRISMA Diagram

2.5 AI Tools: usefulness and limitations

2.5.1 Elicit

Elicit employs semantic similarity to find papers related to the research question, even when
they don’t use the exact keywords. For instance, when the question ”What are the software or
applications we use for Mars missions?” was queried, Elicit retrieved papers that mentioned
synonymous terms like ”red planet” instead of ”Mars.” This semantic approach ensured a com-
prehensive capture of relevant literature. Additionally, Elicit’s ability to provide abstracts and
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generate custom summaries of the studies was a huge gain of time as it allowed for a quick
inclusion criteria evaluation of the articles. An example of the articles suggested by Elicit can
be seen in Figure 2.12

Despite its advanced semantic similarity capabilities, which helped identify relevant papers even
when they did not use exact keywords, Elicit is based on early-stage language models that have
inherent limitations[19]. These models, around since only 2019, are not explicitly trained to be
faithful to a body of text by default. Consequently, Elicit sometimes produced summaries that
missed the nuances of the papers or misunderstood specific details, a phenomenon known as
”hallucination”[19]. For example, it occasionally misinterpreted numerical data or the context
of certain findings, leading to inaccuracies[19]. Additionally, as an early-stage tool, Elicit’s
content is around 80-90 per cent accurate, but not entirely reliable[19]. Some of the papers
lacked clear information, reflecting the tool’s limitation in discerning the quality of underly-
ing research[19]. Elicit cannot yet evaluate the trustworthiness of papers effectively, except by
using imperfect heuristics like citation count and journal reputation. This can result in sum-
marizing findings from studies with questionable methodologies on par with well-conducted
research[19]. Moreover, Elicit’s current focus on empirical research in social sciences and
bio-medicine means it may not perform as well in other domains, including software for Mars
missions, which can limit its overall usefulness in my specific area of study[19].

2.5.2 Jenni AI

Jenni AI, also, played a crucial role in both expanding the literature base and enhancing the
writing quality of this thesis. Unlike Elicit, Jenni AI facilitated the discovery of papers through
an interactive writing process, where I could write about the topic and request citations that
aligned closely with the content. This feature was particularly useful for integrating relevant
literature seamlessly into the thesis. Moreover, the AI suggestion tool for text generation pro-
vided by Jenni AI, though sometimes generic, offered valuable inspiration and helped refine
the writing. This dual functionality of finding relevant literature and enhancing text quality
significantly contributed to the thoroughness and coherence of this systematic literature review.

In terms of limitations, the AI text generator, though helpful for finding inspiration, often pro-
duced sentences that lacked clear meaning or thorough explanations. This limitation necessi-
tated additional revisions and refinements to ensure the generated text met academic standards
and alignment with the research topic. Similar to Elicit, Jenni AI is based on large language
models that, while refined for research purposes, can still experience hallucinations, leading to
occasional inaccuracies or misleading information in the generated content.

Additionally, the citation tool, despite being a valuable feature, did not always provide relevant
papers and sometimes offered repetitive results. This required cross-checking and verifying the
citations to ensure their relevance and uniqueness to the research topic.
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Figure 2.12: An example of Elicit’s research results

In Figure 2.13 the citation search window pops up after initiating a citation search by clicking
on the cite button in the menu bar at the bottom of the page.
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Figure 2.13: An example of the citation tool in Jenni AI
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Chapter 3

Classification Schemes

3.1 Presentation Of The Classification Schemes

Missions on Mars have different goals and objectives. Flybys, Orbiters, Atmospheric, Lan-
ders, Penetrators, Rovers, Observatories, and Communications Navigation spacecraft, all serve
a different purpose and require different software systems for their operations [20]. Moreover,
non-spacecraft software are also massively utilized in Mars Missions to support data analysis,
simulation, and communication tasks [21]. These software also matter for the overall success
and efficiency of Mars missions [22]. In this literature review, rather than analyzing software
for a specific mission, we focused on drawing generalities from the literature. To achieve this,
seven classification schemes that are highly relevant for software development in the case of
Mars missions were considered [23] [24] [25] [26] [27] [28]. These classification schemes
included:

1) Architecture Type: the architecture type refers to the overall design and structure of the
software system used in Mars missions.

• Monolithic: systems with a single, integrated structure.

• Modular: systems composed of independent modules that can be combined or replaced.

• Distributed: systems with components spread across multiple physical locations.

• Cloud-based: systems utilizing remote servers for processing and storage.

2) Communication Protocol: the communication protocol refers to the method or set of rules
used for exchanging information between different components or systems in Mars missions
[29].

• Point-to-point: direct communication between specific components.

• Broadcast: communication sent to multiple recipients simultaneously.

• Mesh: interconnected network where each node can communicate with every other node.
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• Store-and-forward: data is collected, stored, and forwarded to its destination when appro-
priate.

3) Redundancy Level: redundancy is the intentional duplication of critical components or func-
tions of a system with the goal of increasing the reliability of the system

• Single point of failure: systems with critical components prone to failure.

• Redundant components: systems with duplicate components to ensure reliability.

• Fault-tolerant: systems designed to continue operating despite component failures.

• Fail-safe: systems designed to enter a safe state in case of failure.

4) Data Processing Approach:

• Batch processing: processing data in groups at scheduled intervals.

• Real-time processing: processing data immediately as it becomes available.

• Stream processing: continuous processing of data as it flows through the system.

• Edge processing: processing data locally near its source rather than sending it to a central
server.

5) Security Measures:

• Encryption: data is encoded to prevent unauthorized access.

• Authentication: verification of the identity of users or systems.

• Access control: limiting access to certain resources based on predefined rules.

• Intrusion detection/prevention: monitoring and preventing unauthorized access or mali-
cious activity.

6) Mission Phase:

• Pre-launch: software used in mission planning, simulation, and design.

• Transit: software used during spacecraft transit from Earth to Mars.

• Entry, Descent, and Landing (EDL): software for the critical phase of landing on Mars.

• Surface Operations: software for rover control, data collection, and analysis on the Mar-
tian surface.

• Return or Extended Operations: software for sample return missions or extended surface
operations.

7) Software Development and Validation:

• Verification and Validation: processes for ensuring software correctness and reliability.

• Simulation and Testing: techniques for simulating mission scenarios and testing software
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performance.

• Iterative Development: approaches to agile software development and incremental im-
provement.

3.2 Results from the Literature Review

Architecture type

Figure 3.1: Architecture Type

Based on the literature review, the most commonly used architecture types for software in Mars
missions are modular architectures.

Modular architectures have become the cornerstone of software systems utilized in Mars mis-
sions and space exploration endeavours, primarily due to their multifaceted advantages [30].

These systems offer unparalleled flexibility, allowing for swift adaptation to evolving mission
requirements [31]. By virtue of their reconfigurability, modular designs enable spacecraft to
efficiently fulfil diverse roles over extended durations, ensuring optimal resource utilization
[32]. Moreover, the scalability inherent in modular architectures permits seamless adjustments
to mission complexities without necessitating comprehensive system overhauls [33]. This ap-
proach significantly streamlines integration and testing processes, as individual modules can
be developed and validated independently before integration into the larger system [33] [34]
[32]. Beyond operational benefits, modular systems boast economic advantages, reducing costs
associated with design, manufacturing, and testing through mass-produced modules [33]. Fur-
thermore, the ease of upgrades and maintenance afforded by modular architectures ensures that
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spacecraft remain at the forefront of technological innovation without substantial redesign ef-
forts [33] [32]. Ultimately, the resilience of modular systems to component failures, coupled
with their capacity for graceful degradation, underscores their indispensability in the demanding
and unpredictable environment of space exploration [31] [35] [33] [34] [32].

Redundancy Level

Figure 3.2: Redundancy Level

Any good software is comprised of a redundancy infrastructure to ensure smooth and continu-
ous operation, and software used in Mars missions is no exception [36]. The literature review
revealed that software used in Mars missions typically includes redundant components or in-
corporates fault-tolerant mechanisms. These redundancy measures are implemented to increase
mission success rates and ensure the reliability of critical systems [37] [38].

More importantly, these measures are justified by the challenging space environment, where
risks like single-event upsets and communication delays pose constant threats to mission suc-
cess [39] [40] [41] [42]. The need for fault tolerance and redundant components is accentuated
by the unique constraints of space, including limitations on power, space, and weight, which
restrict the use of redundancy and diversity [40] [39] [41] [42].

For instance, the Mars Science Laboratory’s flight software, renowned for its nearly flawless
performance, owes its success to robust redundancy and fault tolerance mechanisms [43]. Sim-
ilarly, the Mars Reconnaissance Orbiter (MRO) exemplifies the necessity for fault-tolerant sys-
tems in orbiters [44] [45] [46]. The NASA Jet Propulsion Laboratory, an important information
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hub for space missions, elucidates the MRO’s architecture, which incorporates extensive redun-
dancy and semi-autonomous fault-tolerant software to address time-critical failures, ensuring
mission continuity despite communication delays with Earth [42]. Moreover, the reliability re-
quirements extend to rovers like the Curiosity rover, which relies on fault-tolerant systems to
navigate and conduct scientific experiments on the Martian surface [47] [48] [49].

Software Development And Validation

Figure 3.3: Software Development And Validation

Software development and validation processes are essential in spacecraft software engineering
to ensure that the software operates correctly and safely under all nominal and off-nominal
conditions [50]. In the context of Mars missions, the software must be able to handle complex
interactions with the hardware, as well as unexpected environmental factors. [51]

The data collected through the systematic literature review shows that the majority of software
for Mars missions undergo rigorous simulation and testing processes as well as verification and
validation processes [52] [50] [53]. Moreover, some studies also mention the use of iterative
development [54] [55] [56]

For instance, the importance of Verification Validation can be demonstrated through the devel-
opment and testing of the Mars Science Laboratory Curiosity Rover. The Verification Validation
process for this mission involved an incremental test program that verified individual functions
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and then validated system capabilities in mission-like scenarios to ensure complex behavioural
interactions could be trusted [53].

3.3 Cross-Classification Schemes And Results

Crossing classification schemes together allows for a more comprehensive understanding of the
software used in Mars missions. More importantly, it helps identify common patterns and trends
in software development and usage across different mission types.

For this systematic literature review of software for Mars missions, Two cross-classification
schemes were built:

• Data Processing Approach and Mission Phase: combining these two schemes is prag-
matic as the data processing approach is typically aligned with the phase of the mission
[57] [58]. By understanding how different data processing approaches perform across
various mission phases, researchers can identify optimal strategies to efficiently operate
software throughout the mission lifecycle, ensuring high-quality data collection and reli-
able decision-making in the harsh and dynamic Martian environment [57] [58].

• Communications Protocol and Security Measure: understanding how different commu-
nication protocols interact with security measures allows for the identification of optimal
strategies to protect sensitive information, mitigate cyber threats, and maintain communi-
cation resilience in the challenging Martian environment [59] [60].

Additionally, these cross-classification schemes made sense in terms of relevancy and applica-
bility to Mars missions [61] [25] [62] [63] [43] [64] [49] [44] [65]

Data Processing Approach And Mission Phase

The data processing approach and mission phase cross-classification scheme aims to understand
how different data processing approaches are applied in different phases of a Mars mission.

From Figure 3.4, it can be observed that approximately 60 per cent of the literature mentioned
real-time processing as the data processing approach during surface operations (31.3 per cent)
and Entry, Descent, and Landing (28.1 per cent) phases.

There are several reasons why real-time processing is widely used during surface operations
and Entry, Descent, and Landing (EDL). First of all, the distance between Mars and Earth
which varies from about 54.6 kilometres to 401 kilometres depending on their relative positions
in their orbits leads to significant communication delays [30] [66] [43]. Therefore, real-time
processing is essential for immediate decision-making and response during critical phases of a
Mars mission without waiting for commands from Earth [63] [67].

Moreover, the Martian surface and atmosphere are unpredictable and can present dynamic and
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Figure 3.4: Data Processing Approach And Mission Phase

hazardous conditions for landing and surface operations [44] [25] [64]. Real-time processing
allows the spacecraft to react quickly to changes in its environment, such as adjusting its tra-
jectory during EDL to avoid obstacles or landing safely in a different location than originally
planned [64] [68].

Additionally, real-time processing provides redundancy and reliability by allowing the space-
craft to continue operating even if communication with Earth is temporarily lost or disrupted
[69] [70] [71]. This capability is essential for ensuring mission success and maximizing scien-
tific return, especially during critical phases such as EDL [68] [64] [67].

Continuing with the analysis, it can be observed that a smaller percentage (around 20 per cent)
of the literature mentioned batch processing as the data processing approach during surface
operations (6.3 per cent) and Pre-launch phase (12.5 per cent). The use of batch processing
during surface operations and pre-launch phases is attributed to the need for processing large
volumes of data offline, such as scientific analyses [72] [73]. This type of processing is not
time-critical, allowing for more comprehensive analysis and optimization of resource usage.
Moreover, batch processing can also be beneficial for tasks that require extensive computations
and data analysis, such as generating high-resolution maps or conducting complex simulations
[74] [65] [62].
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Furthermore, the rest of the data reveals that a combination of real-time processing and batch
processing (12.5 per cent) is often utilized in surface operations. Typically, this combination in
surface operations is used for analyzing the data collected through the rovers’ missions (batch)
and providing real-time updates and control for mission-critical activities (real-time) [49] [75]
[68].

Finally, a small proportion of the literature (3.1 per cent) also revealed the use of stream pro-
cessing as a data processing approach solely during surface operations. Stream processing is
essential during surface operations because it enables the continuous and real-time analysis of
data streaming in from sensors and instruments [48] [44].

Communication Protocol And Security Measure

Figure 3.5: Communication Protocol And Security Measure

The communication protocol and security measure cross-classification scheme aims to identify
the different communication protocols that are used with the different security measures in the
context of Mars missions.

As in the previous cross-classification scheme, a stacked bar chart was used to analyze the
frequency of communication protocols and security measures mentioned in the literature. The
data are rendered in Figure 3.5.
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The results of the analysis show that point-to-point communication protocols are the most com-
monly mentioned communication protocol in the context of Mars missions with a frequency
of nearly 46 per cent, in combination with security measures such as encryption access control
(15.6 per cent), encryption authentication (12.5 per cent), intrusion detection/prevention (12.5
per cent), and both authentication access control (3.1 per cent) and encryption, access control
authentication (3.1 per cent).

Point-to-point communication protocols are often favoured in Mars missions for several rea-
sons. First of all, reliability is paramount in space missions. Point-to-point communication
protocols establish a direct connection between two communicating nodes, reducing the likeli-
hood of interference or data loss compared to broadcast or multi-node protocols [76] [77]. This
reliability is crucial when transmitting critical commands, telemetry data, and scientific findings
over vast distances [78] [77]. Additionally, point-to-point communication protocols are often
more efficient in terms of bandwidth usage and power consumption compared to broadcast or
multicast protocols [79] [80]. In space missions where resources like bandwidth and power are
limited, efficiency is key to maximizing the effectiveness of communication systems [44].

Even though the most common security measure combined with point-to-point protocols found
in the literature review is encryption and access control, other security measures are also men-
tioned. The reason why one would choose encryption and access control as a security measure
or any other method mentioned lies in the level of protection required to secure the transmission
of sensitive data, the decision-making of humans, or the nature of the mission [81] [59] [82].

The second most used communication protocol found in the literature review is store-and-
forward with approximately 28 per cent frequency, in combination with security measures such
as encryption access control (12.5 per cent), authentication access control (12.5 per cent) and
encryption, access control authentication (3.1 per cent).

The use of store-and-forward communication protocols in Mars missions is prevalent for sev-
eral reasons. Mars missions often face challenges with intermittent connectivity due to factors
such as planetary rotations, terrain obstructions, and limited visibility to Earth-based communi-
cation antennas [83] [46]. Store-and-forward protocols allow spacecraft, landers, and rovers to
store data locally and transmit it when a communication link becomes available [84] [77]. This
helps overcome interruptions in communication and ensures that important data is eventually
delivered to Earth. Moreover, by storing data locally before transmission, store-and-forward
protocols provide redundancy in the communication system. [85] [86] [77] Even if a transmis-
sion fails or is incomplete, the data can be retransmitted from the local storage, reducing the
risk of data loss.

Similar to the point-to-point communication protocol, store-and-forward protocols often come
with security measures such as encryption and access control. However, the reason why a de-
veloping team would choose other security measures as we can see in the stacked bar chart (just
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name the figure number) depends on the specific requirements and constraints of the mission,
as well as the level of protection needed for the transmitted data [87] [88] [77].

To finish the analysis, I shall mention the other types of communication protocols found in the
literature review though in smaller proportions: mesh, broadcast, and a combination of point-
to-point and broadcast. These communication protocols also used security measures such as
encryption access control, encryption authentication, authentication access control, or a combi-
nation of encryption, authentication, and access control.
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Chapter 4

Conclusion

4.1 Discussion

In this section, key findings regarding the software used for Mars missions and their implications
are discussed in order to answer the research question. Moreover, the broader implications for
the field of Mars exploration and future missions are also considered.

4.1.1 Interpretation Of The Data Analysis In Relation To The Research
Question

In the research question section of this work, the following research question was posed:

What are the key design principles that contribute to the successful implementation of appli-
cations/software in Mars mission environments?

To begin with, the software architecture often needs to be modular, as expressed in Figure 1,
allowing for independent components that can be developed, tested, and deployed separately.
This enhances maintainability and allows for scalability as mission requirements evolve [33]
[35]. An iterative approach to software development is suggested, allowing the system to evolve
through repeated cycles of refinement based on stakeholder requirements and testing feedback
[89] [90].

Moreover, the use of fault-tolerant and redundant components is crucial for ensuring reliability
and mission success. Space missions often have backup systems in place to ensure continuous
operations in the event of a component failure [41] [42]. In terms of security, encryption and
access control are fundamental security measures that are integrated into the software to protect
against unauthorized access and ensure the integrity of mission data [43].

Furthermore, point-to-point communication protocols are emphasized for their reliability in es-
tablishing direct connections between nodes, which is critical when transmitting essential com-
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mands and data over vast distances [77]. The implementation of store-and-forward protocols
helps manage intermittent connectivity issues. Data can be stored locally and transmitted when
communication with Earth or other spacecraft is available, accommodating long signal delays
due to the vast distance between Mars and Earth [83] [91] [63]. In terms of data handling,
real-time processing and batch processing are both necessary for Mars missions, as real-time
processing allows for immediate control and reactions, while batch processing enables less
time-critical data analysis [69] [73].

Lastly, verification and validation are integral to the software development and validation pro-
cess, ensuring that every aspect of the software’s functionality and reliability meets the mis-
sion’s stringent demands [50] [53] [54].

4.1.2 Implications For Future Mars Explorations

The systematic literature review has demonstrated key software design principles and techno-
logical considerations that bear significant implications for the future of Mars explorations.
While some of these findings reinforce aspects discussed in the interpretation of the data anal-
ysis, they also offer novel insights and directions for future missions.

One critical insight from the analysis is the indispensable need for modular software architecture
[92]. By enabling independent development and testing of system components, modularity
paves the way for scalable and maintainable systems that can adapt to evolving mission demands
[35]. This architectural approach should be embraced as a standard in developing software for
long-duration space missions, ensuring flexibility and resilience in the face of dynamic mission
requirements [93].

In addition to modularity, fault tolerance emerges as another crucial design principle highlighted
by our review. The longevity of missions to Mars necessitates systems that can autonomously
identify and overcome failures to maintain mission integrity [41]. As future explorations push
the boundaries of human presence in space, investment in fault-tolerant computing technologies
becomes imperative [42].

Furthermore, our review underscores the effectiveness of point-to-point and store-and-forward
communication protocols in interplanetary data transmission. These protocols, coupled with ro-
bust security measures like encryption and access control, have proven reliable for transmitting
critical commands and data over vast distances [43] [90]. Future missions should continue to
refine these protocols and integrate advanced security measures to mitigate the risks posed by
evolving cyber threats [94].

Moreover, as technology advances, the integration of artificial intelligence stands to revolution-
ize Mars exploration [95] [96]. Autonomous software capable of identifying scientifically inter-
esting features or navigating challenging terrain without human intervention could significantly
enhance the efficiency and safety of future missions [95] [96]. Building on past successes like
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the Mars Exploration Rovers, the integration of AI technologies holds promise for increasing
the scientific return and autonomy of planetary exploration [95] [96].

Finally, the growing role of software in decision-making processes for Mars missions points
toward a future where adaptive and learning algorithms play a critical role [97] [98]. Machine
learning and predictive analytics can optimize missions in real-time, enhancing scientific dis-
covery and ensuring crew safety [99]. By evolving software systems to become more intelligent
and self-reliant, future missions can tackle complex tasks with minimal human intervention,
pushing the boundaries of exploration further than ever before [99] [97].

4.2 Limitations

4.2.1 Internal Validity

This research, while comprehensive, encountered several limitations that could potentially af-
fect the internal validity of the systematic literature review. More importantly, the internal va-
lidity of this systematic literature review may be compromised by selection and reporting biases
inherent in the reviewed studies. Not all relevant studies may have been accessible, potentially
resulting in the omission of key literature. The search strategy, inclusion criteria, and data
extraction processes could have introduced selection bias, limiting the breadth of the findings
presented. Positive or significant results might be disproportionately published, overshadowing
null or negative findings, which could skew the representation of software effectiveness and
reliability.

4.2.2 External Validity

The external validity of this review is limited due to the concentration of studies on specific
mission phases, such as surface operations and Entry, Descent, and Landing (EDL) instruments.
Each Mars mission may have distinct goals, environments, and constraints, which can make it
challenging to apply conclusions from studies focused on one type of mission to others. This
narrow focus may limit the generalizability of the findings to other phases of Mars missions.

Moreover, the external validity of this review is further constrained by the inherent complexity
and specificity of Mars missions. The unique and highly specialized requirements of each mis-
sion make it difficult to generalize findings across different missions or to emulate the conditions
accurately in the reviewed studies.

Additionally, rapid technological advancements present another challenge to external validity.
Software and systems used in past missions may differ significantly from those planned for fu-
ture missions, affecting the applicability of historical findings to current or upcoming missions.

Finally, many studies included in this review are based on simulations or controlled environ-
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ments, which may not fully capture the complexities and unpredictability of actual Mars mis-
sion conditions. This limitation can affect the relevance and applicability of the findings to
real-world scenarios.

4.2.3 Construct Validity

Construct validity in this systematic literature review may be affected by individual cognitive
biases and the student’s lack of domain expertise. These factors could influence the accuracy,
interpretation and measurement of the data extracted from the reviewed studies.

4.2.4 Ecological Validity

Ecological validity is constrained by the limited accessibility to the software systems discussed
in the reviewed literature. The inability to directly examine or test these highly protected and
complex systems restricts the applicability of the findings to real-world Mars mission scenarios.

Moreover, Studies conducted in simulated environments on Earth may not fully capture the
challenges and conditions of actual Mars missions. The sensory inputs, physical objects, and
tasks experienced in these studies might not reflect the complexities of real missions. Differ-
ences in how software is used during actual missions versus controlled study conditions can
affect the applicability of the findings.

4.3 Short and Medium-To-Long Term Perspectives

4.3.1 Short Term Perspective

Addressing the limitations of this work in the short term involves immediate and practical mea-
sures to enhance the robustness, applicability, and reliability of software for Mars missions.
Several key strategies can be implemented within a relatively short time frame, focusing on
overcoming current constraints and paving the way for more effective future research and de-
velopment.

One of the primary limitations identified in this review is the reliance on simulations or con-
trolled environments that may not fully capture the complexities and unpredictability of actual
Mars mission conditions. To address this, the development of more sophisticated simulation en-
vironments is essential. These environments should incorporate advanced modelling of Mars’
terrain, atmospheric conditions, and potential anomalies that might be encountered during mis-
sions. By doing so, the simulation results will better reflect real-world scenarios, thereby im-
proving the reliability and relevance of the findings.

Moreover, the review highlighted the need for a broader methodology that includes Grey’s
literature. In the short term, expanding the scope of literature searches to encompass a wider
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array of sources will provide a more comprehensive understanding of the software landscape
for Mars missions. This approach will help identify more diverse and potentially overlooked
research, thereby mitigating selection and reporting biases.

Furthermore, strengthening partnerships between industry, academia, and space agencies can
accelerate the development and testing of mission-critical software. Collaborative efforts should
focus on sharing knowledge, resources, and best practices to enhance the quality and applica-
bility of software solutions. These partnerships can also facilitate access to proprietary data and
systems that are otherwise restricted, improving the ecological validity of the research.

Finally, while the potential of AI to improve mission efficiency and safety has been acknowl-
edged, there is a need for more incremental and systematic integration of AI technologies into
mission software[100] In the short term, this can be achieved by implementing AI modules that
handle specific tasks such as anomaly detection, data analysis, and autonomous navigation in
controlled test environments. These initial implementations will provide valuable insights.

4.3.2 Medium-To-Long Term Perspective

In the middle to long term, the integration of advanced artificial intelligence (AI) and machine
learning (ML) systems will be pivotal in overcoming the current limitations of software for
Mars missions[101][102]. As missions become more complex and autonomous, AI can en-
hance decision-making processes, enabling spacecraft to operate independently in unforeseen
circumstances. Future AI systems should be capable of autonomously navigating the Martian
terrain, identifying scientific points of interest, and making real-time decisions without waiting
for instructions from Earth will be crucial[103]. This level of autonomy will significantly reduce
the communication delay impact and increase the efficiency of scientific operations[102].

Moreover, the implementation of AI-driven predictive maintenance will preemptively identify
potential system failures and perform necessary repairs autonomously. This approach will min-
imize downtime and extend the operational lifespan of mission-critical hardware[102].

Furthermore, the incorporation of AI and ML which can process vast amounts of data generated
by Mars missions more efficiently than traditional methods will help tremendously improve the
overall quality and speed of scientific discoveries [104][105]. These technologies can identify
patterns and anomalies in data that might be overlooked by human analysts.

On the other side of the coin, energy efficiency and sustainability will also play a crucial role in
future Mars endeavors[106][107]. Future software should aim to optimize energy consumption
through energy-efficient algorithms and processes. Additionally, implementing software solu-
tions that support sustainable resource management, including the recycling and efficient use of
onboard resources, will be essential for the sustainability of long-term missions[106][107].
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4.3.3 Biology-based Technology To Enhance Mars missions

To increase our knowledge of Mars, sending humans to the planet will eventually become
paramount. Integrating biology-based technologies into software for Mars missions offers in-
novative solutions to several challenges, significantly enhancing the safety, efficiency, and well-
being of astronauts [108]. These technologies, discussed in the Report of the Workshop on
Biology-based Technology to Enhance Human Well-being and Function in Extended Space
Exploration[108], provide essential insights into improving mission outcomes.

One significant challenge is the design and functionality of space suits. Current suits often com-
promise comfort and dexterity, which is particularly problematic in high-pressure environments.
Integrating bio-mechanical data into space suit software can enhance their design[108]. For
instance, sensors that monitor the astronaut’s movements and physiological conditions can pro-
vide data to software that adjusts the suit’s settings[108]. Algorithms can dynamically modify
wrist angles and other joints to maintain optimal ergonomics, reducing fatigue and improving
dexterity[108]. Additionally, software can monitor vital signs such as heart rate and body tem-
perature, adjusting the suit’s environment to maintain optimal conditions for the astronaut[108].

Managing advanced life support systems that incorporate biological elements is another area
where software is crucial. Software can control bioreactors and other systems that recycle air,
water, and waste, continuously monitoring efficiency and optimizing resource recovery[108].
Additionally, software managing plant growth systems for food production can adjust light-
ing, water, and nutrient delivery based on real-time data, ensuring optimal conditions for plant
health and productivity. These systems are essential for creating a sustainable environment for
astronauts on long-duration missions.

Software applications can also enhance habitat functionality and sustainability on Mars by inte-
grating biology-based solutions[108]. Continuous monitoring of habitat structures made from
bio-inspired materials by software can detect wear, potential breaches, and microbial contami-
nation[108].

In conclusion, integrating biology-based technologies into software for Mars missions addresses
many challenges of space exploration. By enhancing space suit functionality, managing regen-
erative life support systems, and optimizing habitat environments, software systems leveraging
biological insights can significantly improve the safety, efficiency, and overall success of Mars
missions. This approach not only addresses current limitations but also facilitates innovative
and sustainable solutions for future missions.
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4.4 Conclusion

This thesis has explored the critical software design principles and technological considerations
that will play a pivotal role in the advancement of Mars explorations. Through a systematic lit-
erature review, this research has highlighted the indispensability of modular software architec-
tures, emphasizing its value in creating scalable and maintainable systems capable of adapting
to the evolving demands of long-duration space missions. Moreover, the importance of fault tol-
erance has been underscored as integral to the longevity and integrity of missions, particularly
as they venture further into space.

The findings also demonstrate the role of communication protocols and security measures in
ensuring reliable transference of mission-critical commands and data. Additionally, This thesis
also acknowledges that artificial intelligence could greatly improve Mars missions’ efficiency
and safety. The predictive powers of machine learning and analytics promise to optimize mis-
sions in real time, empowering software systems to become more intelligent and self-reliant.

However, it is important to address the numerous limitations that were encountered in the con-
duct of this research. The selection and availability of sources, the potential for selection and
reporting biases, and challenges in the generalizability of the results are among the chief lim-
itations that temper the reach and applicability of the findings presented. These constraints
highlight the need for cautious interpretation of the research conclusions and their practical
implications.

Future research is called upon to embrace a broader methodology, one that includes the latest
studies and Grey literature to bolster the robustness of systematic reviews in the field. The swift
pace of technological advancement accentuates the necessity for the persistent reassessment of
established software paradigms, encouraging ongoing innovation and adaptation in the design
of Mars mission software.

In conclusion, this thesis has offered a critical examination of the factors influencing software
design for Mars missions, shedding light on the path forward. As missions become more au-
tonomous and the quest for scientific discovery expands, our software must evolve in synchrony,
ensuring the success and safety of interplanetary exploration. The insights provided here serve
as a guiding beacon for future endeavours.
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This systematic literature review examines the critical software design principles required for
Mars missions, focusing on modularity, fault tolerance, communication protocols, security mea-
sures, and the integration of artificial intelligence. By analyzing 32 studies, the research under-
scores the importance of these principles in ensuring the scalability, maintainability, and relia-
bility of software systems in the harsh environment of space exploration. The review highlights
the potential of machine learning and predictive analytics to improve mission efficiency and
safety, advocating for increased autonomy in space operations. However, the study also ac-
knowledges significant limitations, such as selection and reporting biases, time constraints, and
a focus on specific mission phases, which may affect the generalizability of the findings. Despite
these limitations, the research emphasizes the need for continuous innovation and adaptation in
software design to meet the evolving challenges of Mars exploration, laying a foundation for
future research with broader methodologies and diverse resources.

Cette revue systématique de la littérature porte sur les logiciels utilisés pour les missions sur
la planète Mars. Elle met l’accent sur la modularité des systèmes, la tolérance aux pannes,
les protocoles de communication, les mesures de sécurité et l’intégration de l’intelligence ar-
tificielle. Une analyse de 32 études souligne l’importance de ces principes pour assurer le
développement, la maintenance et la fiabilité des systèmes logiciels dans l’environnement diffi-
cile de l’exploration spatiale. De plus, cette analyse met en évidence le potentiel de l’apprentissage
automatique et de l’analyse prédictive pour améliorer l’efficacité et la sécurité des missions,
préconisant une autonomie accrue des opérations spatiales. Cependant, des limites significa-
tives telles que les biais de sélection et de rapport, les contraintes de temps et une concentration
sur certaines phases de mission peuvent affecter la généralisation des résultats. Malgré ces
limites, l’analyse souligne la nécessité d’une innovation et d’une adaptation continues dans la
conception de logiciels avec des méthodologies plus larges et des ressources diversifiées afin de
répondre aux défis de l’exploration de Mars.
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