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Chapter 1

Introduction

More and more processes in industries are automated. The industrial vision, that can be defined
as all the technologies and the methods used for inspection of industrial processes, is a part of it.
This lets the industry to get some advantages. In a presence of well developed algorithms, the
industry can avoid the human errors and becomes more performing, in terms of errors, but also
in term of speed and financial profitability.

The purpose of this master thesis is trying to contribute to the automating of the industry in the
context of the computer vision. So this work will explain some improvements on a pre-existent
algorithm that can be brought.

In a general way, the production of an industry is inspected by a camera, that sends the
images to a computer. Then specific algorithms on this computer analyze the images, and must
warn the workers in the company if the objects are defective. If this is the case, the production
line or a worker can decide to put it in the trash.

The purpose of these algorithms is being able to highlight the anomalies in the production. It
is easy to understand this job is very specific : the computation must be fast and accurate, in
order to follow the production in live and to not waste correct materials or keep defective ones.

In order to save time, the task may require using unsupervised learning. Indeed, the task
of saying to the computer if the image is defective or not can be very laborious for thousand
of objects, because a human must take the images one by one and identify if the image has a
problem or not. So instead of getting an algorithm that must be fed with some well-known
examples, i.e in knowing if the images are defective or not, we want to have an algorithm that can
understand alone the global representation of a normal object, and that is able to separate them
from the objects that it judges as defective. We will see during this work that this assumption is
very strong, and it drastically reduces the performance of well-known algorithms. The final goal is
then to produce an algorithm that is able to get closer to the performance of a supervised method.

For this purpose, we need some data set in order to test, train and validate our methods.
Some real data sets are provided. The opportunity to work on real ones allows to be faced with
concrete anomalies and to bring some new ideas of improvement. In particular, the data sets
used to develop the algorithm is composed of several pharmaceutic pills. As we will see on the
chapter dedicated to the presentation of the data sets, the several sets presents very different
kinds of structures, which is important in order to test our method in multiple types of contexts.
This allows us to find algorithms which work on a very large number of different data sets.

The procedure will be to start with a quite well-known algorithm and we will try to improve
it in order to get better performance of separation between good and defective objects. With



these specifications, a good starting point can be the random ferns. These ones are based on
assumptions that make them very fast, and offer good results in supervised learning and in the
context of classification ([13]). It will be seen that anomaly detection in unsupervised learning
gives bad results with this method, and this highlights some possibilities of improvement.

After that, we will see that the feature that is used in the basic algorithm is not suitable
for anomaly detection. Then, some new ones will be introduced in order to try to improve the
performance of the classification. In particular, we will notice that a test can work better on a
certain type of data.

Then an important point is the choice of which feature the algorithm must apply with re-
gard to the data that we propose to it. This question is a try of making the detection algorithm
adaptive. The difficulty of this part is the unsupervised assumption : which test must be used if
we do not know its performance during the training phase?

This question has a big impact on the usage of the program, since it allows the user to not be an
expert in anomaly detection in order to use the good test.

The final purpose of this master thesis is to develop an algorithm based on the random ferns, but
that can be applied to the anomaly detection. This extended algorithm allows us to work well
with very different type of data sets, and has the big advantage of being independent, i.e there is
no need of expertise to use this algorithm in the best way. We will see that the unsupervised
adaptation gets closer the the supervised case in terms of performance.

From a more practical point of view, the programming language during the whole work is C++
with the library OpenCV. This library provides powerful and pre-programmed tools that will be
very useful. The documentation on this library comes from [1].



Chapter 2

Data Set

As explained in the introduction, the used data set is composed of three kinds of pharmaceutic
pills : magnesium, ginseng and mint. There are three sub-types of states per pill : good ones,
contaminated ones and cracked ones. All the development of the algorithm is based on these
ones, because as it can be seen in the figures from 2.1 to 2.9, the data sets hold very different
kinds of anomalies, and it can be considered as sufficient to succeed on these ones, in order to
hope good results in other data sets.

Through the whole report, images are considered as intensity images, i.e. in the grey-scale
form because of several reasons. The first one is the fact that all the industrial vision does not
have 3-colours vision system as X-rays detection, for example. The second one is the fact that
the algorithm in grey-scale mode is easily switched for coloured images, it is sufficient to take the
intensities of the 3 colours independently and running the algorithm on each colour, for example.

The first thing to do before the running of the detection algorithm is the creation of the
sub-data set. By the way, the program changes the coloured image to a grey-scale image.

Figure 2.1 Figure 2.2

2.1 Construction of the labels

In order to know when the detection method fails or succeeds, we need to point out the anomalies
manually in the images. A possible and simple way to achieve this is creating label images. A
label of an image is an image of the same dimension, in which each pixel is equal to 1 if this
pixel corresponds to a pixel of a anomaly, and 0 otherwise. We can see the transformation from
the figure 2.10 to 2.11. We will see in the next chapter how these label images are used in order
to compute the performance of our algorithm.
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Chapter 3

Preliminaries of anomaly detection

In this chapter, we get to the heart of the subject, which is the anomaly detection. In this part,
we will define mathematically the intuition of the state "anomaly" and show how the performance
of a detection anomaly algorithm can be quantified.

3.1 Classification function

From a mathematical point of view, we want a function that is able to map an image x inside
a set of possible images X to a binary output b, which is equal to 1 if # is an anomaly, and 0
otherwise. In practice, this function is decomposed in two steps. The first step is to define a
feature, a function that turns an image x into an integer which is the output y, or the realization
y of the feature, from a probabilistic point of view. We can see the visual representation in
the figure 3.1. The second step is computing the frequency of the encountered realizations. If
the probability of the given realization is under a threshold 7, then the image x is probably an
anomaly.

3.2 Computation of the performance

During the whole report, the performance of a method is analyzed thanks to its ROC curve.
As it was said just above, an event is considered as anomaly if the probability of this event is
less than a fixed probability, let’s say 7. The behaviour of a method highly depends of this fixed
value, and a method 1 can have better results than method 2 for small 7, and it can be the other
way around for big 7. So no single value must be considered for the comparison of results, but
several 7’s.

Good criteria in order to compare anomaly detection algorithms are false positive rate (FPR)
and true positive rate (TPR). A false positive is an non-defective object that is considered as
anomaly for the the algorithm, and a true positive is a defective object that is detected as an
anomaly by the method. On the other hand, A false negative is an defective object that is not
considered as anomaly for the the algorithm, and a true negative is a non-defective object that is
not detected as an anomaly by the method. So the ROC curve is the parametric curve for the
parameter 7, of the true positive rate as a function of the false positive rate. From [2], the true
and false positive rates can be computed as :

FP
FPR= ———
R FP+ TN
TP
TPR= ———
R TP+ FN

where each acronym is made of two letters, the first one describes if it is true of false, and the
second one says if it is negative or positive. Therefore, the FPR can be seen as the proportion



Figure 3.1

of the non-defective images that is detected as anomalies, and the TPR is the proportion of
defective objects which is detected as defective by the algorithm. In order to have a single
number of comparison, we can consider the AUC criterion (area under the curve) which is the
computation of the integral of the ROC curve. In our case, we do not pay attention to this AUC
criterion for two reasons. The first one is that it is useless in practice when we have the chart
of the performance. Secondly, the AUC criterion does not take into account the evolution of
the curve. As we will see later, some methods can have a really good TPR for very small FPR,
but the TPR can remain constant when the FPR increases. For other methods, it can be the
other way around. The method can be very poor for small FPR, but we can get quickly a TPR
close to 1 with a very low FPR. The result of this is the methods will not be chosen for the same
purpose. This is why we prefer to plot the roc-curve rather than computing the AUC, because it
gives much more information on the performance.

Typically, for big 7, the method will be very strict : the real anomalies will be detected,
but also the non-defective objects. So the FPR will be very high, and the TPR will also be very
high, since almost all the defective objects will be detected. Especially, the point (1,1) belongs
to the curve.

For small 7, the method is very lax, so few good objects will be detected as anomalies, but the
relaxation can make the algorithm forgets some errors. This is why for small values of 7, both
the FPR and the TPR will be low. Especially the point (0,0) belongs to the curve.

Indeed, a perfect method has a curve like a step function : the point (0,0) belongs to the
chart, then when we decrease the value of 7, the number of detected anomalies increases, so the
TPR increases, but the perfect method does not increase the number of false positives, so the
ideal method keeps the FPR to 0. So the perfect algorithm increases the TPR to 1 while the
FPR stays to 0, so the point (0,1) belongs to the chart too. An example can be seen in the figure
3.2. In practice, this never happens as well.

The figure 3.3 shows a common roc-curve that we can expect.

10
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3.3 The computation in practice

In order to compute the different rates and then the roc-curve, we need to know where are the
anomalies in the images. In order to do that, we can use the label images that we introduced in
the previous chapter.

The decision of the algorithm is compared with presence or not of a white pixel in the label image.
The practical computation of the 4 quantities is explained below. We define two boolean values :
sayError which is equal to 1 if the algorithm decided to classify the image as an anomaly and 0
otherwise, and isError which is equal to 1 if there is at least a white pixel for the current image.
This can be efficiently computed with the openCV method minMaxLoc. We start with the 4
values FP, TN, TP, TN at 0. Then, for each testing image, we increment these 4 values such that :

FP += sayError & & lisError
TP += sayError & & isError
FN += !sayError & & isError
TN += IsayError & & lisError

Then, the FPR and the TPR are computed as described at the beginning of this section.

11



Chapter 4

Basic Random Ferns

In this section the basic principle of the random ferns will be explained. The assumptions that
we need for the construction of this method are explained. We also notice the limitations of the
random ferns and the possible explanation of these phenomena. This chapter is mainly inspired
from [13], [7] and [9].

As said in the paper [13], the random ferns are a very useful alternative to some other more well-
known algorithms, as random trees. Its particularity is their reliability to environment variation,
as such as a change of brightness during the capture of the image, for example. With most of
other tools, these types of variation must be handled with pre-processing. This pre-processing
must not only be applied during the training, but also during the classification of new images, i.e.
in live. For our case, this is a very important point. Now, we will introduce the mathematical
background of the random ferns’ algorithm.

4.1 Basic Principle

Firstly we must describe the main component of them : the tests. A test is a random variable T'
in order to characterize an image. A test is a probabilistic realization of a feature. Here we speak
about random variables, because each value of a test in an image can be seen as a realization
for this random variable. In our case, these tests are binary, because any test depends on a
comparison of 2 pixels of the image, such that each realization of a test is either 0 or 1, according
to the result of the comparison. More precisely, one can write the test in this way :

. 1 if [ <1
= { 0 otherwise (4.1)

Where I; and I are the intensities of the 2 compared pixels. Typically the choice of which pixel
to choose is totally random, during a phase before the training phase, which is called initialization
phase in this work. It is important to emphasize that this phase is completely independent from
the training phase and the test phase.

Then, we can describe what a fern is. A fern is simply a set of these binary tests. The
number of tests in a fern will be denoted as the number S in this work. So one can see the
realization of a fern as a sequence of S binary numbers : F' = {0,1}°. However, in this report F
will be expressed in the decimal base instead of the binary base.

The bijection is performed by a simple computation :

S—1 ‘
F=> fli] x 25717
1=0

12



where f is the value of the fern in the decimal base, f3[i] is the value of the binary sequence f;
at the O-based index i. Moreover it can be easily verified that f € {0,...2% —1}.

K can be defined as the number of different realizations that F' can take, i.e K = 2%. The benefit
of the integer representation is mostly practical and algorithmic : firstly it is more suitable to
write an integer that a sequence of binary, and secondly the value of a fern is used as index
of an array in the code. One can observe that F'is also a random variable for the same reasons as 7.

During the learning phase, the random variable F' is realized once per image, thanks to the
tests inside this fern. So, each test in the fern will be evaluated for each couple of pixels at each
image and the fern F' is assigned a value between 0 and K — 1, which is represented by f as the
realization of the fern.

Then, at each image, the value of F' is put in a frequency histogram h of size K, such that each
entry is incremented of +1 at each time the value of the histogram is realized. We can emphasize
that the value of the i entry of histogram h is denoted as h[i], in the O-indexed base. So, when
the realization f is encountered, we do h[f]+ = 1.

As we will see later, the shape of the histogram is a key indication of the behaviour of the
performance, and it is often the better way to improve or to justify the behaviour of the algorithm.

When the training phase is done and the histogram is complete, a new image (a testing image)
can be presented to the algorithm and it will compute the realization of the same fern that in
the training phase. Intuitively, if the algorithm does not see the value of the realization very
often during the training phase, there is a high probability of being an anomaly. Rigorously, the
algorithm computes the probability of appearance of that realizations as :

A h(f]
PoaveF' = f] = 4.2
a; e[ f] N ( )
where h[f] is the value of the histogram at that realization and N is total number of training

images.

However, this approximation can be very problematic. Indeed, if we imagine the case where few
training images are presented for example, the probability can be 0 very often. It is therefore
more appropriate to slightly add a bias to this estimation like this :

hlf]+1

PIE=f=Nix

It can be observed that it slightly changes the value of the probability, but no probability is put
at 0 in this way. The interest will be very clear after the following lines.

In theory, the precision can be improved by increasing S : more tests are used, and more
pixels are compared. However, there are 2 big problems which come from that the number of
possible realizations is exponential compared to S, since K = 2. The first one is due to the curse
of dimensionality : the number of possible values can overpass the number of training images (or
simply be to big compared to it) and the histogram can become very non-representative. The
second problem is the data complexity : the number of values to store is therefore exponential
compared to the number of tests and it can be a problem for a system which can be limited, for
example.

The idea to fix the problem is to take several ferns of S tests. This number will be denoted as
M. So instead of generating S tests, M x S tests are created at random, and we independently
apply the tests of each fern on the images. So each fern will give a vote, which is the decision of
the fern to say that an image is an anomaly or not. Finally, we combine the different votes of
the M ferns in order to give a global decision D.

13
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Figure 4.1

We can extend the definition of the random test in the equation (4.1) with 7", which is the test
i in the fern m. We can see the representation of the M ferns in the figure 4.1, where D is the
jointed decision of the M ferns.

Now, the current question is the way to combine the M votes. The idea is to consider the
assumption that the ferns are completely independent, that which is not really true in practice.
So, instead of constructing one big histogram, M small histograms h,, are computed indepen-
dently. F}, can be defined as the random variable for the m!”* fern. Therefore we can express the
probability for each fern :

R .
PFy = 5} = "I

Where f is the realization of the m® fern.

Then, each probability of realization of each fern is computed, and thanks to the naive bayesian
rule, the estimator of the probability of an image is the product of the estimators of each
probability on each fern, such that :

Pr(Fy = fi,...,Fa = fur) = T P[Fy, = fin]

Now we can see why the added bias is very important. If we define the joint probability like this,
only one fern can make the global probability at 0 without bias. This is very bad, because it is
the same that giving an infinite weight to this fern, and the decision D is not global anymore
over the M ferns.

Having several ferns involves the decrease of the data complexity from 2M*5 to M x 25.

We can see the random ferns as a relaxed version of random tree. The big difference here

is the type of the used structure : in the first case, the features are organized as a tree while in
our case, the features are considered as non-hierarchical way.

14



As explained in [13], the ferns have a local behaviour, i.e the frequency histograms must refer to
a small region of an image. A sub-image is called a local area, and each sample of the image at
a local area is defined as a patch. In practice, the images are therefore split into patches, it is
more interesting to make them overlapping, in order to have patches which are as independent as
possible compared to the cutting of the image. In practice, the splitting is done for each of the
two dimensions of an image. The number of patches is noted P. The algorithm is summarized
below. So, we do not have M frequency histograms h,,, but M x P frequency histograms h?, for
the local area j and for the fern m.

Now, we are able to write the computation of the estimation of the probability for each local

area : ' ' ' . ‘ .
PT[Flj:ff""’F]j\J:f]j\/[]:H%:IP[Frgzzfrjn}
Where :
- R, [f] +1
PIFI = — _miJl =

Then, when we encountered a new image, its patch j is detected as an anomaly if :
PriF{ =f,....,Fi,=f] <7

We can summarize the different notations that we saw until now, in order to make it more clear
for the next chapters.

Abbreviation signification

S Number of test per fern
M Number of ferns

K =2% Number of possible realizations for a fern
P Number of patches in an image
N Number of training images
" Random variable of the test ¢ for the fern m
F, Random variable of the fern m for the zone j
hi Frequency histogram of the m!” fern for the j* zone
T Probability threshold of being an anomaly

4.2 Performance of basic Random Ferns

In this section the performance of the very basic algorithm is analyzed. This chart can be drawn
for the basic random ferns, and the behaviour of the methods can be discussed compared to its
parameters : number of ferns, number of tests per fern. The basic parameters are :

e S=6
e M =10
o P=25

15



Algorithm 4.1 Basic Random Ferns : Summary
Require: M, S, 7, P, N
Generate randomly M ferns of S tests

Learning Phase :
for (j =1;j < P;j++) do
for (m=1;m < M;m+ +) do
Construct h?,
end for
end for

Testing Phase :
FJ the fern variable for the new image for the fern m and the zone j
for (j =1;5 < P;j++) do
PriFI =i, Fl = fl] 1
for (m=1m < M;m+ +) do
Compute f such that FJ, = f
Compute Pr[FJ, = f] with hJ, A A ’ ‘
Pr{FY = fl,..  Fly = flj) © PrlF) = fl,..., Fy = i) x PrlFs, = f
end for A A A
if PriF} = f],...,F{; = fi;] <7 then
patch j < anomaly
end if
end for

4.2.1 Analysis of §

As reminder, S is the parameter that corresponds to the number of tests that a patch contains.
In the three figures below, we can see the roc-curves for each pill, and for three different values
of S. The conclusion that we can draw for the parameter S is that the bigger is the parameters
S, the better is the anomaly detection. However, this improvement is quite small, and there
is quickly a saturation phenomenon, as we see it in the figures from 4.2 to 4.4. In fact, this
phenomenon is quite intuitive. The number of tests directly refers to the accuracy of the binary
representation of an event, i.e it is the number of bits that an event can use to be represented.
So, in a data set of quite good quality, i.e the non-defective data set has more or less the same
binary representation, taking a big number of tests is useless, because we add non-used possible
binary representation. In fact, this can even become really dangerous for not really good data
set, as very noisy one, for example. The reason is that each patch through the images can have a
different binary representation, and making the distribution of the histogram flat, such that in a
uniform distribution. So, one must have a S big enough to characterize correctly each patch, but
the number must not be too big in order to not erase the quantization of the tests. We can see
the consequences on the increasing of S on the frequency histograms in the figures 4.5 and 4.6.

4.2.2 Analysis of M

The conclusion of the change in M is quite similar than for S. There is a slightly improvement
when M is increasing for the 3 data sets, but the performance saturates for big values of M
as we can see in the figure 4.7 to 4.9. This is due to the randomness of the tests : since the
tests are selected in a uniform way in the space, after a certain M, adding votes, i.e ferns, is not
interesting anymore, because the gain of information is minimal.

16
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In order to compare the methods and test them, it is necessary to keep the same S and M during

the whole report. The choice is S = 8 and M = 16.



Basic Ferns with parameter M for the Magnesium
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We can see the figure 4.10 of the roc-curve for basic ferns, and for each data set. These roc-curves
will then be used to compare the initial algorithm with new methods.

As a conclusion of this first analysis of the performance for the basic ferns, one saw that the
bigger are the number of tests and the number of ferns, the better is the performance of the
ferns. However, this improvement saturates quite quickly and it is not sufficient to increase them
in order to have satisfying performance. Moreover, increasing S and M increases also the data
complexity. The next chapter speaks about the solution that can be brought.
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Chapter 5

Improved Tests

As it can be observed in the previous chapter, the basic algorithm of random ferns does not give
very good results, mostly for the third type of data set : the mint. The reason was explained
and very clear : the small purple clusters, which are randomly distributed in the pill, completely
break the underlying statistics of the object. In fact, this is exactly what defines a good or a bad
feature for a data set. Therefore, the goal of this chapter is introducing alternative tests, which
are already well-known as the histogram of oriented gradients, or constructed in the context of
this work as the cut test. Though some tests are already used for a long time, we need to slightly
modify them in order to include them in the context of the randoms ferns.

The reason of investigating other tests is to find tests that can discriminate in a efficient way the
anomalies from the good objects.

We will see that some tests seem to be efficient and other tests no more useful than the
basic comparison test, in certain contexts. It stays important to keep them, because they can be
an example of bad test, and some characteristics of these tests can be highlighted.

The data set for the mint must not be token lightly, because it can be the behaviour of
many multi-component objects. The purpose of this chapter is then generalizing the principle of
random fern, in order to look for improvements of the basic algorithm. Moreover, we will see
that it is especially the kind of features that is guilty, and we will try to find better features in
order to improve the roc-curve of the random ferns.

Moreover, some features can be interesting or not according to the data that is used. We
will try to capture the specificities of the data set. After introducing a generalization of the
random ferns to make them compatible with other tests, we introduce new tests and the specificity
of their behaviour.

5.1 Generalization of the principle

In order to summarize what are random ferns, we can see them as independent votes based on
frequency histograms of several random binary tests on the image. However, instead of taking
the binary test for the comparison of the intensities, one can think about some other tests, that
may be more useful, i.e. in order to improve the accuracy of the algorithm.

Therefore, instead of using one ultimate test which is supposed to detect anomalies in ev-
ery kind of data set, one can try to combine several light and specified tests.

A key observation on the anomalies of the data set is the isolation of different kind of problems.
In our data set, two types of anomalies can happened : the cracked ones and the contaminated
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ones. These two anomalies are essentially very different. The first type refers to anomalies which
are very spread, but the difference of the intensities between the anomaly and its neighbourhood
is not very high. So the criterion of detection here is the size of the supposed anomaly.

In the case of contamination, the problem is very different. the anomalies are only spread over
few pixels, but the difference of the intensities between the anomaly and its neighbourhood is
very high. In this case, the criterion of the detection will only be this difference of intensities,
whatever the size of problem. Indeed, even if one pair of pixels fulfills the propriety, this local
area will be detected as anomaly.

It is easily understood that this separation of anomalies is very important and almost "per
essence'. Indeed, there is no overlap between the two "anomaly subspaces", because the small
and obvious anomalies are considered as too small to fulfill the spread propriety of the first type
of anomaly, and the spread anomaly has a too low threshold compared to the second type of
anomaly to be detected.

Moreover, as we will see later, the performance of a particular test really depends on the
data set.

Therefore, we will present 3 alternative features that can be turned into binary tests. We will see
their behaviour and their performance.

5.2 Gradient Test

This is the feature that is supposed to detect the discrete but spread defaults, in order to point
out the cracks in our case. The gradient test is in fact based on the well-known histogram
of oriented gradients. This HOG is a construction of a histogram from the orientation of the
gradients encountered in the image. All the development below concerning the HOG comes from
3].

First, let’s define the gradient in an image. Let’s consider an image as a 2-D domain, with the
orthonormal basis (1,0) and (0,1). The value of the function in each pixel of the image is equal
to the intensity at this pixel. Therefore, the gradient of a pixel is the gradient of the function
intensity at this pixel. With openCV, the two derivatives are computed separately thanks to the
pre-programmed function sobel. This function returns the two matrices of derivatives for the 2
directions in the images : G and G|,.

After that, we need to transform the two cartesian matrices G, and G, into polar matrices ©
and G, which are defined as :

O(z,y) = arctanigy(x’y)

«(z,y)
G,y) =\/Gy(2,9)” + Galw,y)?

The dedicated function in openCV cartToPolar is used to apply this transformation.

Let’s define the number of bins b that we want for the HOG, which is a divisor of 180. We
can compute the increment d as d = 1—20, which is the quantity to go from one bin to the next
one in the histogram of oriented gradients. Then, each encountered angle in the matrix © is
decomposed into the lower and the upper bound such that :

r(z,y) = @(9;, y) L(a(fcrlw)J

The number 1 — 7 is then the proportion of the angle which corresponds to the lower bin and r
the proportion to the upper bin. Then, we can decompose G(z,y) into 2 quantities to increment
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in the lower bin b_; and upper by such that :

b_1: (I—T)XG
b+1: rx G

Finally, we increment the both previous values in their respective bins of the histogram.

Let’s give the example of the figure. Imagine we have an angle of 165 degrees and a magnitude of
85. We made the choice of taking 9 bins, so b =9 and d = 20. Then r = 132 — [133] = 0.25. So
we put the quantity 0.25 x 85 = 21.5 in the bin 180 (0 in this case) and (1 — 0.25) x 85 = 63.75

in 160. The example and the related figure 5.1 come from [3].

The number of bins is completely a choice. We see on the 3 following figures 5.3 to 5.5
that the bigger is the b, the higher is the performance. However, it is preferable to not go down
under d = 10, in order to keep robust the histograms of gradients.

Now the goal is to compare these histograms, and then highlighting some trends of normality. In
the case of ferns, we need to create binary tests from the HOG. A possible way to achieve it is to
create binary tests that compare the bins of the HOG. Instead of choosing random pixels in the
basic ferns, we can choose random pair of bins in the HOG for each fern, and make a simple
binary comparison such that

T - 1 if hogli] < hoglj]
97 )1 0 otherwise

We can see a representation of this test, for the HOG in figure 5.2. The 3 tests make a fern,
which can be seen as a realization for each fern. Then we can as before compute frequency
histograms of the realizations of T,. The figures 5.3 to 5.5 gives the performances of the gradient
test for the three data sets, and for 3 values of b. As we see, the bigger is b, the higher is the
performance for this test.
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Figure 5.2

Moreover, we can observe a good improvement for the magnesium, a quite good improve-
ment for the ginseng and no improvement for the mint. As we can see, the performance of this
test is very dependent of the data set. The reason is simple: it is due to the complexity of the
object. The magnesium pills are very smooth and this is exactly the test that is perfect for this
type of data set. But when we use data set with granular objects, the gradients begin to become

uncertain and more spread.
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5.3 Cut Test

This is the feature that is supposed to detect the straight cutting of an image, in order to point
out the contamination. As reminder, we define this type of anomalies as a big difference of the
intensities of two pixels in a local area. So the basic test of comparison is just slightly modified
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in order to get the new one as :

T — 1 if L[l — ]é‘ >C
€7 )1 0 otherwise

The cut-test is then 1 if the difference of the intensities of the pair of randomly selected pixels is
bigger than C, where the last one is a parameter that needs to be fixed in an clever way. In the
following figures 5.6 to 5.8, we see the roc curves for the 3 data sets, where each curve represents
the performance for one C.

First we can observe that there is a really big difference of performance when C' varies, and this
optimal value is potentially different for the different data sets. There is then a huge benefit to
try to get automatically the best value of C. We see how to fix this problem later in this work.
The cut test seems anyway an improvement, because the best cuts gives better results than the
basic ferns.

The second remark is that, though the mint data set is "harder" to deal with, the performance
seems better than for the 2 other ones. It can be explain by the kind of anomalies in the mint.
In fact, whatever the crack or the contamination, the anomalies are always well visible, i.e. there
is always a big difference of intensities for this one, which is not the case for the two other sets.
So, though the data set is more complicated, the anomalies are much simpler.

We can observe that this test is very stable compared to the data set, even if this feature is a
little bit less good than the gradient test for the magnesium.

Cut Fems for different C for the Magnesium Cut Fems for different C for the Ginseng
1 s s 1
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C=20
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——C=100
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g 05 =
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o
o 0.1 0.2 0.3 0.4 0.5 0.6 0.7 08 09 1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
FPR FPR
Figure 5.6 Figure 5.7

In order to try to explain why the value C that gives the best performances is dependent of
the data set, the next section will focus on the distributions of the all absolutes values |I; — I3].
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5.4 Distribution of the absolute values

The first thing to do is getting a first preview of the behaviour of the histograms as a function of
the value of C'. When C is very small, i.e close to zero, all the tests return 1, so the test is not
discriminating anymore. If the C is too big i.e close to 255, the tests return almost always 0,
and the tests are also not discriminating anymore.

For the values between these limits, the shape of the frequency histograms varies with the change
of C. As we will see, these variations are due to the global distributions of the quantities |I; — Ia|.
I, and I are the intensities of pixels in the images, chosen at random. For each data set, we
show these distribution in figures 5.9,5.10 and 5.11.

In each case, we observe two peaks : one around 0 and another one around 130. The first one
represents the slight variability between quite same pixels. The other peak is due to edges : the
pair of tested pixels has a point inside the object and the other one outside it. However we also
notice some differences between data sets, and this is the reason why we need an optimization of
this parameter.

Though we have two peaks in the same position, the spread of these two peaks between the data
sets are really different. We can see that the peak at 0 of the magnesium are less spread than
the ones of the mint, for example. This is exactly the reason why we need some optimization.
As a reminder, this test is very interesting in order to have a great robustness compared to the
non-significant variability of image. The best C is then the one that split the distribution in 2
parts : the part which is associated to quite same intensities and the significant part. So the less
is the spread of the peak around 0, the smaller must be the value of the best C'. In summary,
the goal of C' is to split the peak around 0 from the rest of the distribution.

Therefore, a first attempt would be to look for this cut, when the first peak ends. Unfortunately,
this seems quite complicated in practice because this intuition is not easily quantifiable, because
we need some stopping rules and regularization. An attempt would be for example :

C* = argmax [N(C) — \C]

with C* the value of C' which gives the best performances, N(C') the number of quantities |I; — I5]
such that I} — Iz| < C and with A that penalizes a choice of big C'. However, this model does
not bring good results, and other more global approaches may be investigated.

5.5 Histogram Test

Another important aspect from an anomaly detection point of view could be the global distribution
of the intensity of the pixels. This test will be called the histogram of intensities test, or HI
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test. Though we have already considered features for straight cuts and abnormal shapes, the
intensities of the pixels in a patch can be a good criterion of comparison in certain case. For the
data set of mint for example, it may be interesting to investigate this feature, it may allow us
to find area in the image where there are more or less small spots, for example. We can easily
predict that this feature can be useful.

In a practical way, we choose as parameter a number of bins b in the histogram. For each pixel
in a patch, we increment the bin of the histogram which corresponds to the intensity of the
considered pixel. An example is shown at the figure 5.12. Then, each test will be composed of
two bins, selected at random. The realization of the test will be then the simple comparaison of
these 2 bins, as for the HOG. We get :

T — 1 if hili] < hi[j]
=3 0 otherwise

The openCV function calcHist performed the computation of the histogram of the intensities.

We can observe in the figures 5.13 to 5.15 that this feature has difficulties to capture the
anomalies because the test does not bring better results that the basic test. As it was already
said, it can be interesting to keep it for two reasons. Firstly, this test can suit for other type of
data or in other context, as we will see in the next chapter. Secondly, it stays interesting to have
a counter-example of bad test, in order to compare some proprieties of the tests as we will see in
the next chapters.
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Chapter 6

Mathematical Morphology

In the previous chapter, we saw that the initial test in the random ferns is not optimal for
anomaly detection. We also find new tests that can be useful to highlight anomalies in several
types of data sets. However, we also notice that the database with the mint does not respond as
well to tests as the other data sets for some features, as for the gradient test, for example. This
obviously comes from the high variability of the small ingredients in the pill. So the question of
this chapter will be how to confirm the behaviour of this data set compared to the tests, and
possibly improve the response to these tests with this type of data.

A way to do it is using the mathematical morphology. The idea behind this theory is not to find
new tests, but to find a way to transform this high variable kind of data in order to be able to
make the previous tests relevant.

The mathematical morphology is the general theory which studies the geometrical structures
inside an image. This theory is initially applied to binary images, but can be extended to
gray-scale images in our case. In order to get deep knowledge in the behaviour of the tool, we
can define the operation in a strict way.

6.1 Binary Morphology

This part comes from the references [11].

The binary morphology is the mathematical morphology applied to binary images, in which each
pixel is equal to 0 (black) or 1 (white). In this work, the two concerned image operators are the
binary dilatation and binary erosion.

For the dilation, we must define a structuring element B, which is a smaller binary image
than A. B is then sliding across the image A and if a 1’ of A meets a ’1’ of B, then the concerned
pixel of A® B is '1’, and ’0’ otherwise. It can be seen as taking the maximum of the multiplication
of the pixels of A and B, one to one. The figure 6.1 shows the application of the dilation and
the figure 6.2 shows the result of this operator from the source at the left to the output at the right.

For the erosion, B is still sliding across the image A but if all 1’ of A meet all ’1’ of B,
then the concerned pixel of A© B is '1’, and ’0’ otherwise. It can be seen as taking the minimum

of the multiplication of the pixels of A and B, one to one. The figure 6.3 shows the result of an
erosion.

It is easily understandable that the shape of the structuring element, i.e the position of the
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1’ in the matrix B, is determinant for the resulting matrix. These operators let us to highlight
the sub-images of A which are similar to B. Therefore, some structures in the image A can
disappear or stay according to its similarity with B.

Moreover, we can see the non-linearity propriety of these two operators, which comes from the
fact that we take the maximum and minimum functions.

Combinations of these two operators can be created : the binary opening operator > o ” and the

binary closing operator ’ e . and can be defined as :

AeB=(A®B)oB

We can observe an example of the two operators in the figures 6.4.

6.2 Gray-scale Morphology

This part comes from the references [10] and [8].

Now, we will extend these notions to the gray-scale case. For the dilation, the structuring element
(which stays binary) is still sliding along the image, but it is now the maximum of the image
where the entry of the structuring element is 1. For the erosion, it is the same, but we have
the min function instead of the the max one. As for the binary morphology, we can define the
opening and the closure as before. We can see the application of a closure at the 6.5 to 6.8, with
different sizes and different forms of structuring elements. The figures 6.5 to 6.7 show a closure

for a structuring element of type ellipsoid for different sizes. The figure 6.8 shows a MM with a
rectangular structure.

6.3 MM before tests

Now we will see if the mathematical morphology is suitable with all tests and the gain of
performance. In the figures from 6.9 to 6.11, each figure represents one test, and on each figure
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Figure 6.5 Figure 6.6

Figure 6.7 Figure 6.8

we have the basic test of random ferns, the test without mathematical morphology and the test
with it.
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We can observe that the improvement of the performance for the mint is not systematic.
There is a big improvement for the tests HOG and HI, but the MM deteriorates the performance
for the cut test in the last part of the line chart.

The intuition that we have on the reason why the gradient test does not work as well for
the mint as for the magnesium is confirmed with the mathematical morphology. The action of
smoothing the image makes the gradient test more relevant for these types of data. However,
The application of the MM means the lost of the interest of the random ferns : the benefit to
not have to apply a pre-processing before the evaluation of an image. So, the mathematical mor-
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phology seems an efficient way to improve the performance of several tests, but we will prefer to
use the cut test in this case for example, which gives as good results as the gradient test with MM.

So, we can see emerging a kind of specification for each test, to a certain type of data set.

The next chapter will introduce a method in order to choose the best decisions to take for the
algorithm in order to get the best performance.
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Chapter 7

Optimization method for the
adaptive random ferns

Until now, we have seen several kind of tests that can be useful in order to capture some types
of problems in images and in specific data sets.

The question is now : which test do we apply and with which parameters? The purpose is to try
to develop an algorithm which is able to discover which parameter and which test it must use in
order to get the best performance of detection. Each choice of this adaptive algorithm can be
seen as a decision to take.

Thus this chapter presents a method to do a clever decision, in order to do the best classification
as possible. However, this part seems more complicated than it looks due to the unsupervised
assumption. In supervised cases, we can imagine that the best parameters are the ones that
can minimize some errors over the classification, according to the given labels. In our case, it
is impossible to choose the parameters like that, since we do not have these labels during the
training phase. Therefore, this chapter develops an alternative way to find the optimal parameters.

We can define the general decision 6, which is the considered decision that the algorithm
must take, and 6* the output of the optimization method, which is the best value of 6 that the
algorithm must choose. This decision variable can be a binary variable in order to decide to
apply the mathematical morphology or not, or the best value of a parameter, or the best kind of
test that the algorithm can apply on the data set, for example.

In particular, we will try to solve an optimization problem, which can be expressed as :

0* = argmax, Q(6)

Then the purpose of this chapter is to find a good representation of what we want to optimize,
i.e the function Q(6).

Before that, a very important concept is used in the following lines, which deserves some
particular attention. This concept is the discriminating capacity of a test. This can be defined
as the characteristic of a test to be unstable compared to a bunch of images. In other words,
this is the capacity of a test to give different outputs. We will see how this characteristics can be
used for our purpose.

7.1 Spreading of a frequency histogram and the discriminating
capacity

The discriminating capacity of a test can easily be connected to the frequency histograms of
the test. A test which is discriminating is a test whose the frequency histogram is very spread,
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and the other way around is also true. So how this discriminating capacity can be used for our
optimization problem?

As we said in the previous chapters, a "good" fern, i.e a fern with a "good" histogram, is the one
that is able to capture the underlying structure of an object, i.e deeply understands what make
this object normal or defective. As a reminder, the important assumption that we made is the
following : the defective objects are negligible in probability compared to the normal ones.

Hence, the following question appears : How can we connect the quality of the histograms
with the information that we have ?

In order to get a deeper feeling on the frequency histograms and to try to develop a method
in order to make the algorithm adaptive, we can show a fern of the accumulated frequency
histograms over all the patches in the figures 7.1 to 7.3, for the three kinds of test that we
presented earlier. The figures are shown for the magnesium, and each colour represent the
frequency histogram of a single patch. In fact, these three images are very useful in order to
deeply understand the specific working of each test, and understand how their performance comes
from. There are two key observations in this section. The first thing to notice is the higher

Cumulative frequency histogram of 1 fern for each patch for the cut Cumulative frequency histogram of 1 fern for each patch for the HOG
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Figure 7.1 Figure 7.2

spreading of the cut test. Indeed, 109 entries of the frequency histograms over 256 total possible
bins are used, while only 37 and 11 are used for the gradient test and the HI test, respectively. In
order to get a good test, this test must fill the realization space as much as possible. Indeed, in
order to have discriminating tests, it must be the more sensitive as possible over multiple types
of images. So it is possible to explain the poor performance of the HI and test by the fact that
they do not discriminate enough the images, so the resulting probabilities are not so relevant,
since there is only a part of the realization space that is used. However, this is not the only
variable that we need to deal with, because though the HOG test has only 37 used bins, it has as
good performance as the cut-test for the magnesium. So, another variable must be kept in mind.
Secondly, a second aspect must be considered : the spreading of a local area. Indeed, we can
imagine that if the spreading in one colour is very high, the underlying structure of the patch
is not caught. In order to be able to draw good approximations for the probabilities of the
realizations, each colour in the chart must have a sub-histogram as less spread as possible. This
is the reason why the HOG test is so performing while it has so low diversities : the gradient
test is more efficient in each local fern.

Thanks to these figures, we have identified two important criteria for the quality of the frequency
histogram.
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On one hand, a good test make the histograms gathering the normal objects in the same
binary representation. The reason follows. In the presence of good tests, the ideal scenario would
be the histogram with a high frequency for the normal images in the same binary representation
(in order to give a very high probability for a new normal image) and with the most uniform
distribution for the encountered binary representations of the failed objects. In other words, we
want to keep the test as redundant as possible for normal images.

On the other hand, this condition is not sufficient and we also want to keep the tests discriminat-
ing enough. Some really bad tests can generate few spreading on the histogram. Imagine the
cut-test with the value C' = 0. All the images will have the same binary representation while this
test is completely useless in order to do a classification. We also need to check the information
contained in the tests. With regard to the previous discussion on what make a good histogram
or not, it allows us to express what we want. We need a compromise between the information of
the test and its redundancy for the normal images.

In fact, the information and the redundancy of a test can be seen as opposite concepts. A
redundant test tends to gather the images in the same binary representation, while an informative
one tends to split the images in a lot of different bins. Then, we can directly see the straight
relation between the information of a test and the spreading of a frequency histogram. So, our
information index of a test would be based on the spreading of the generated frequency histogram.
We will define the function of narrowness g, which will be defined mathematically later in several
way, and represents the contrary concept of the spreading. Then, the more the histogram is
spread, the less will be the narrowness function of this histogram.

7.2 Optimization problem

In this section we will see the procedure that can be used in order to choose the best decision 6*
in using the function of narrowness g.

Firstly, let’s remind the definition of the fern FJ, that is the random variable of the fern m for
the local area j. In the same way, we can define hJ, () as the histogram of the fern FJ,, for the
parameter . More simply, any frequency histogram is called h if neither the belonging to the
fern nor the local area are needed.

We also need an union operator " U " on the histograms, defined as the agglomeration of the
considered histograms, i.e where each entry of each histogram are added one to one, respectively.
As a reminder, we also need the function g(h) of a frequency histogram h, which gives the index
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of the narrowness of the histogram. For the moment, we let g abstract because it does not affect
the general concept of the optimization method. Therefore, we will see later which particular
function can be used.

Now, we are able to express exactly what we want with the above definitions. As a reminder,
we want to highlight underlying structures in an image, while keeping relevant tests. These two
objectives seems to be absolutely opposed, because having a very tight frequency histogram
means that the tests contains few information, and the other way around is also true.

The idea of the optimization follows. Firstly let’s reduce the problem to a single local area of the
image j. As a reminder, we want the best 6 such that the binary representations with regard to
the tests of M ferns F, gives the frequency histograms of this local area as less spread as possible.

However, we need to counteract the fact that the histograms of the local area become very tight
with non-relevant tests, with C' equal to 0 in the cut test, for example. So we also need to take
into account the relevance of the tests in another context, in order to not interfere with the
optimization of the current local area. It seems reasonable to take the other local zones as this
external context, since the other zones are supposed to be independent compared to the current
patch. So, the need of getting relevant tests may be requested as getting very spread histograms
in the other patches.

Finally, we are able to write down the complete objective function as the compromise be-
tween a small spreading for the M histograms of the current patch, and a big spreading for the M
combined histograms of the other patches. The combination of the histograms refers to the global
discrimination of the tests among all the other patches. In practice, this is achieved by feeding
the same frequency histogram with the realizations of all the other patches, without clearing
it. It is important to take several ferns, in order to optimize the value of the cut independently
from the position of the test in the patches. In taking M ferns, we reduce the probability to
get the trivial case of having bad or good tests for all values of all the decision 6. In practice,
taking M ferns into account can be done in averaging their narrowness, i.e. their evaluation of g(h).

An important remark can be done for the choice of the mean on the different ferns. It is
important to keep in mind that the final performance of several ferns are not exactly correlated
with the mean of the performance of each fern. Indeed, we have seen that in presence of a
good test (i.e informative enough) a fern can never bring bad information on the object, it
brings no information in the baddest case, where the frequency histogram tends to the uniform
distribution. Therefore, even if the mean of several ferns is not very high, they can contain
few ones which are excellent, and these ones are strong enough to be sufficient, whatever the
performance of the other bad ferns. So, this computation of the mean can be token, but we must
pay attention to the fact that it is a very specific kind of global performance and other ones could
be considered, as few of the best performances, for example. However, we will see that the consid-
eration of the mean is sufficient to get very good results, and it will be kept for the rest of this work.

We can see an example of the method for a single patch j in blue and for a single fern, in
the figure 7.4. The patches in red are the complementary patches of j. We can observe the
construction of the histogram k7 () in blue, and the agglomerate histogram hJ, () in red.

Now, we can define the quantity Q}(G), which represents the global narrowness of the test
for the area j and is computed as :

m=1 (1, (9))

Qi) = Zm=1
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Q]l (0) is then the average of the narrowness on the M frequency histograms of the area j.

Then, we compute a second set of histograms, which are the agglomerative histograms of
the application of these same ferns, to all the other local zones. So we can define :

hi,(0) = Upy;hk,(0)

After that, We can describe the quantity Q?(Q) which is the global narrowness on the M
agglomerative histograms of all the patches, without the patch j. This quantity is computed as :

M g(hi,(0

Now, what we want is catching the best value of the cut 6* that making the h?, as less spread as
possible (because it can highlights a good split between the good and defective images), while
making the ﬁf’n the more spread as possible (because we want informative tests), for each patch.
Therefore, for each patch j, we can define Q;(6, A) the compromise that we want to have as :

Qi(0,)) = Q;(8) — A x Q3(0)

Where A is a weight in order to give more or less importance of the second term compared to the
first one. The goal is thus to maximize the quantity Q;(#,\), in order to have a good test in
the local area j. Of course, the value of A has a determinant role in the optimization problem.
Typically, we will see that the choice of 8* can be highly dependent of the value A, so it will be
denoted as 0*(\). Now we have the P quantities ;(¢) and we must find the best decision with
these quantities. Two options are possible. The first one is to define a global decision for the
whole space of the image. The other one is the optimization of the decision for each local area.
We will define the both approaches in the following sections.

7.2.1 Global optimization

A possible way to do it is the search of only one best decision value for the whole space. The best
6*(\) will be choose as the # that maximizes the mean over all the local area j of the quantity
Q;(#,)). The maximization problem becomes :

S Qi(0.))

6*(\) = argmax, e

We recall that P is the number of patch that we use per image.

7.2.2 Local optimization

A second way to solve the problem is to define P decisions 0%, which is the best decision in the
local area j. Therefore, there will be P independent optimization problems such that :

0(\) = argmaxyQ; (6, \)

Though not necessary in our case, the main benefit of this approach is the processing of multi-
components object, with different parts and with different natures for example. In this case, we
can imagine better results with this approach. The main drawback of this method is the lack of
the capacity of robustness compared to one main decision. Indeed if one local area is very poorly
organized, the local optimization would also be very inefficient. So in this case, we can loose the
benefit of the mean.
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Figure 7.4

7.3 Function of narrowness

In this section we will see how to define the function g, which was left besides until now. We
introduce mathematically three possible functions. For each function g, we explain the way to
transform the intuition behind the concept of narrowness into a mathematical concept, which
seems to be useful for our purpose. Three functions catch our attention : the opposite of the
entropy, the maximum bin and the first difference of bins. In this part, we use the notation A for
the frequency histograms as the belonging to the fern or the patch is not needed, in order to
make the notation lighter.

7.3.1 The entropy of the histogram

The first function that we will introduce is the notion of entropy. We can define it as a func-
tion applied on a histogram h. As reminder, the entropy of a distribution is a measure of its
uncertainty. More rigorously, let’s remind the random variable F, and its possible realization
fi €1]0: K —1]. The total number of possible realizations is K, but not all the realizations
are non-zero. Then we must only take into account the realizations whose the entry in the
frequency histogram are non-zero. Here, we do not need to take a bias in the computation of the
probabilities, because the non-zero entries play a very important role in the computation of the
entropy. So, we can compute the estimations of the probability in extending the definition of
Ppaive in the equation (4.2).

So, we get :
pnai hj [f] . L= pnai .
e < Ml Y P = 1 v
f=0
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Therefore, the entropy of a random variable H(F},) can be approximated thanks to its frequency
histogram h?, such that :

K-1
HOG) == 3 P < len(PI)
F=0. Py A0

It can be proved that this entropy function achieved its maximum value when all the 15;‘?7;"]‘3’8 are
the same and are equal to %, for all m and for all j. Then it is easily to see that the maximum
value is loga(K) or in our case S, the number of tests considered in a fern. Thus it allows us to

draw a the function g as :
g(h) = —H(h)

The sign minus is here in order to keep the maximization problem. Therefore, the more is the
value of g(h), the less is the value of the entropy, and this coherent with the definition of the
spreading of a frequency histogram.

7.3.2 The value of the maximum bin

A possible way to express the narrowness of a frequency histogram is observing the maximum
bin of the histogram, which is called byax. We can define it rigorously as :

bmax(h) = maXfE[O:K—l]h[f]

Indeed, the more is the value of byax(h), the more the histogram tends to have a high peak,
which can be expected as the binary representation of the normal objects. On the contrary, the
less is the value of byax(h), the more spread is the histogram. We can then define g as :

9(h) = bmax(h)

7.3.3 The first difference of bins

Another type of narrowness function can be to target more precisely the need of narrowness
in order to take into account the maximum bin by,,y, but also the second one with the second
highest value b*. The idea would be to express the notion of spreading in computing the value of
bmax(h) — b*(h). The higher is this difference, the less must be the spreading. The function g
becomes :

g(h) = (bmax(h) - b*(h))

Though the entropy is well known to express the capacity of a frequency histogram to be spread,
it is slightly deviated from the idea of spreading in the context of anomaly detection.
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Chapter 8

Validation of the method

Until now, we have seen different tests that can be useful according to the type of data set, and
we have proposed an unsupervised method in order to let the algorithm find the best feature
and parameters to apply. In this chapter, we will make a validation of the method, i.e we will
test our algorithm on the different data sets and compare the decision of the algorithm with the
parameters and the tests that we manually identify as optimal.

In the first part, we will see the optimization of the parameter C of the cut-test with the
3 spreading functions that we proposed in the previous chapter. Then the decision of doing
mathematical morphology or not will be analyzed. After that, the different tests will be compared
with our method.

Another experiment that is interesting is to compare the performance between the unsupervised
method, with the supervised version of our algorithm. This will let us to give a degree of quality
for our method.

8.1 Parameters

According to the previous chapter, we will apply our optimization method to the parameter C,
for the 3 spreading functions. We will also see the application of the multi-cut optimization.

8.1.1 Single cut optimization

In this section, we are going to develop the method above in order to choose only one C* for all
the patches. The best C* will be selected as the C' that maximizes the mean over all the patches
j of the quantity Q;(C). The maximization problem becomes :

f:l Qj (07 )‘)
P

We will see that this approach is highly sufficient, and only one C* gives good results for the cut
test, and lets us to find the best parameter.

C*(\) = argmaxg

8.1.2 Choice of ¢

For each function g, we will show two charts for each data set. The first one is the variation of
the quantity Q' and Q? with regard to )\, i.e the evolution of the local spreading and the global
spreading when we make changing the weight of the compromise. The second one is the selected
C* compared to the given value of A\. The cost functions for the max bin and first difference are
normalized.
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The entropy of the histogram

We can observe the results at the figures 8.1 to 8.6. For each data set, we can observe a high value
of Q'(C) at the value of C' = 0 and C' = 130. As expected, the entropy of the complementary
image (in orange) is much more entropic than the blue one, which is due to the non-local
agglomeration of the frequency histograms. We can observe the choice of the C* compared to
the choice of A in the figures 8.2, 8.4 and 8.6. We can observe that for the two first data sets,
the optimal parameters can be obtained for a specific value of A, and can be approximated in
the case of the mint. However, we can observe that the choice of the parameter is very unstable
compared to the value of \. Moreover, the value of A that reached the best C' is quite dependent
of the data set. For the magnesium, the A that reaches the optimum are the value from 1 to 1.5.
For the second data set, the value are from 0.75 to 1 and for the third set, the approximation of
C™ is obtained for the A close to 1. The second problem is that the robustness of the selected C*
is quite poor : a small range of A\ reaches the optimal parameter. Then it might be interesting to
find a more stable way in order to express the spreading of the frequency histograms.
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Costs functions with the entropy for Mint C* as a function of A with the entropy for Mint
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The value of the maximum bin

We can see the results for each data set in the figures 8.7 to 8.12. We can observe that the
quantities Q1(C) is low at the values for C of 0 and 130, which correspond to the frequent
absolutes values encountered. We see that the right value of X is found for the data set magnesium
and ginseng for big A : after 2. However, the right value of C* for the mint is not find for big A,
but it is closed to the optimal value for A = 2. We can observe a better behaviour in the search
of the best parameter, because the choice compared to A is more stable, and some values of A
work for all the data set at the same time.
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The good question to ask is the reason why the entropy, which is a common criterion for
the spreading of a frequency histogram, does not work as well as the current criterion. In fact,
the entropy is not always related to the maximum value of the bins. If we compare the values
of Q?(10) for the magnesium, between the entropy and the max bin, we see that there is a big
decreasing for the entropy while the max bin stays stable. So, this phenomenon can highlight
some possible difference between these two spreading functions. Indeed, the max bin can stay
the same, but the other bins are less spread.

If we take back the figure 3.1, we recall that the perfect test collects all the normal images in
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Costs functions with the max bin for Ginseng. C* compared to lambda with the max bin for Ginseng
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one realization and the defective ones are split in the other realizations. The problem with the
entropy function is that it does not capture what we really want to point out, i.e. the gathering
of the normal images.

This remark goes further for the definition of a perfect test : a perfect test gathers as possible
the normal images and splits as possible the abnormal ones. Although this is really difficult
to verify, this can be the explanation of the better behaviour between the stability of the two
spreading functions.

The first difference of bins

As we see, the max bin highlights the characteristic of the spreading. However, we can try a
more advanced function, which can be more precise in order to underline the narrowness of the
histogram. Therefore, we try the third function that we introduce in the previous chapter. We
can see the results at the figures 8.13 to 8.18. We can observe that the charts are very similar to
the preceding spreading function. This can be explained by the high dependency between the
first bin and the first difference. Since there is no improvement of the method, we will keep the
max value of bin for the optimization of the other decision and see if it works as well for these
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ones.
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As a conclusion of this chapter, we have seen a method that can find the best parameter C*,
thanks to a compromise between the spreading of the frequency histograms and the information
they contains. Three definitions of spreading were seen, and we notice that the entropy function
does not well represents what the spreading is in our case. Thus we will prefer the definition of
the bmax-

8.1.3 Multi-cuts optimization

Now, instead of choosing only one C*, we can choose one optimal value of C' for each local zone,
that we denote C'J*. Therefore, there will be P independent optimization problems such that :

CF(\) = argmaxcQ;(C, A)

The results are observable in the figures 8.19 to 8.24 for the magnesium. Only the patch number
0, 12 and 16 over 25 are shown. We can see the different behaviour of the 3 functions Q*(C) :
the patches 0 and 16 contain edges of the object, then there is a drop in the chart for a value of
C close to 130, which is not the case for function in the patch number 12.
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Costs functions with the first difference for Mint C*.compared to lambda with the first difference for Mint
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Though not necessary in our case, This approach can be very interesting in the case of multi-
components object, with different parts and with different natures for example. We can observe
that we obtain quite the same values for each patch, which is quite the same as the single value
that we obtained for the global optimization.
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8.2 Decision of mathematical morphology

As we saw in the chapter dedicated to the presentation of the mathematical morphology, the
application of these tools is not systematic, and even forbidden for several data sets, since it can
drastically reduces the performance of the test. So the question that comes up is when do we
must apply the tools of morphology or not. Then, the variable 0 is a binary variable, it can be
equal to 1 if we apply the morphology and 0 otherwise. We see that the most powerful function
of narrowness that we saw for the optimization of C' is the max bin, so this is the one that we
will try for the other following decisions.

We can see the results in the 3 figures from 8.25 to 8.27 for the HOG test in the 3 data sets. The
blue line is the value of the objective functions @Q(0, A) and the red one is Q(1, \), as a function
of the weight A\. We can observe that the proposed method in the previous chapter works for the
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Cost functions for the patch no 12 of Magnesium compared to C
1
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3 data sets, and the decision is very few dependent of the value of A. Indeed, the magnesium and
the ginseng does not need MM, and their lines are very close one to each other. We can observe a
normal phenomenon for the two first data sets : for the small values of A, we would better do not
apply the MM and the other way around for big value of A. This behaviour is normal, since the
MM tends to smooth the images, so all the frequency histograms tend to become more narrow.
Thus for small values of A, we give more weight to the narrowness of the local histograms, so we
would prefer the application of the MM in order to make the histograms less spread.

However, if we look at the chart for the mint, we can observe that the red line is always above
the blue one, and the difference is significant.

8.3 Decision of the test

Now we will see if we can predict the performance of a test on a specific data base with the
method described above with the function bya.x. We can see the application of the method with
the function g as by,q, in the 4 figures 8.28 to 8.31.

Firstly, these charts confirm the difference between the behaviour of the cut test against the 2
other tests. The cut test has globally more spreading in its frequency histograms. These charts
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Objective function of the HOG for the Ginseng

Objective function of the HOG for the Magnesium
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Figure 8.27

can give a piece of information for the behaviour of the 3 tests. We can see that, we cannot
globally recover the general order of performances for the three tests with only one range of
values for . The HI test is always the worst test to apply for these data sets. However, the
relation between the HOG test and the cut test, which have quite the same performances, is
more indeterminate. The objective function tends to overestimate the difference between the two
tests.

We can also observe that when the application of the MM is performed on the data set of
the mint, the HOG test has performances close to the ones of the cut test, this is exactly what
we observed in the figure 6.10.

However, we can notice that the choice of the test is quite stable with regard to the value of A,
as long as this one is big enough. Moreover, we can highlight the bigger importance that we
need to give to the global spreading of the test.

We can try to take back the function entropy and see if there is an improvement in the
selection of the best test. We can see the results in the figures 8.32 to 8.34. We can observe
that the entropy function is much more realistic in order to compare the different tests. The
HI test has always the worst performance, but the performances of the HOG and the cut tests
are really close for the magnesium and the ginseng, and the cut test is the best test as depicted
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in the figure 8.34. We can even find a range of values for A which gives exactly the good order
of performance : A € [0.3 :0.4]. For the 2 data sets where the hog test and the cut test have
quite similar performances, there is an intersection between the two curves. We can observe that
the intersection appears earlier in the case of the magnesium compared to the ginseng. It is the
characteristics that the HOG test is better in the case of the first data set than for the second
one, since the cut test is always advantaged by big A.

8.4 Opening on the supervised case

Our initial problem was to find an unsupervised method to do an anomaly detection. A good
question can be the following one : what does it happen if we apply the same adaptive algo-
rithm to the supervised case? In other words, we can try to compare the performance of the
unsupervised optimization method that we developed above, with the case where we have the
labels anomaly or clean for the training, in order to find the best decision for each test. We will
try to do it for the example of the search of the best value C* for the new cut test. For sure,
this can be applied to the whole adaptive algorithm, i.e we could also do the same work for the
comparison between the different tests.
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The idea is, for each value of the value «, finding the best parameters of the test and the
best threshold 7 which give the best performance, i.e. the best compromise between the true
positive rate and the false positive rate for the training image. The idea is then to express this
compromise between the two variables as :

(0" (), 7" () = argmaxy , TPR(0,7) — aFPR(0,7) (8.1)

Where 6* is the best decision 6 that can be taken, based on the training with the labels. Then,
we can recover these trained values in order to apply them in new examples, and evaluating
its performance. So we define two new sets, a set of training where for each value of 8 and the
threshold 7 are iterated, and a second set in order to test the performance on new data. This
performance will be compared to the one in the unsupervised case.

8.4.1 Defective and non-defective data available

In this section, we will apply the optimization problem to the data set with defective and
non-defective objects. We can see the results in the figures 8.35 to 8.39. In the figure 8.35 and
8.36, we can see the cut and the threshold respectively, that are chosen in the supervised case.
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We can observe that the magnitude of the chosen C* is kept : the cut for the mint is bigger
than the cut of the ginseng, which is itself bigger than the cut of the magnesium. We can also
notice that the optimal value of C' for each data set is closed to the value obtained with our
unsupervised method. We can observe that the more the data set is difficult to handle with,
the more the selected parameters are dependent of the value of a. We can also observe that
the global evolution of the optimal cut is an increase and the global evolution of the optimal
threshold is a decrease, with the increase of . This is coherent with the intuition behind the
parameter o : when we increase it, we give more importance to the FFPR. In order to decrease
the number of false positives, we must increase the value of the cut (because it decreases the
discrimination of the test) and decrease the threshold (in order to make the detection more lax).

In the figures from 8.37 to 8.39, we plot the roc-curve with parameters a. So each point
of the roc-curve is the optimal point find by the supervised search for a fixed «. These roc-curves
are then considered as the best performance that our algorithm can hope reaching. The 3 figures
represent the 3 data sets, the blue line is the performance on the learning set, and the red one the
performance on the test set, so with new images. We can observe that the red curve is globally
under the blue curve. It is normal because the optimal parameters are computed on the learning
set. We can also noticed a bad behaviour of the testing roc for the mint. This can be explained
with the poor improvement of the training, because of the high variability of the images.
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8.4.2 Artificial Defective and non-defective data available

Another experiment that we can performed is the same as the previous one, but where the real
defective objects are replaced by synthetic defective objects. The synthetic defaults are added to
the normal images. The added defaults are simply white rectangles of the same dimensions as
the real defaults.

We can make the same figures as for the previous experiment. These figures are shown at
the figures from 8.40 to 8.44. For the selected best parameters, we can see that the choice is
much less organized. Indeed, the choice of the optimal parameters is very unstable compared to
the value of a. Though the good order of magnitude is kept for the choice of C* according to
the data sets, the value of the cuts is globally higher for this experiment.

If we take a look at the figures 8.42 to 8.44, we can observe very different behaviours than for the
first experiment. The first remark is that the learning curve is much better in this case than for
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the real supervised case. We can explained it by the fact that the synthetic defaults are much
more simple to handle with than the real ones. This is especially true for the cut test, since the
abnormal borders are easily found because of the high difference of the intensities between the
object and the white colour. Obviously, this simplicity is a lure, because this training looses its
interest in using simpler defaults. Therefore the roc for the testing set of images is much worse
than for the first experiment.

We can see here the need of exploring as much different types of anomalies as possible during the
training phase. This is true even if we get the supervised training.
8.4.3 Comparison with unsupervised performance

Now, we can compare the unsupervised performance with the supervised one computed in the
experiment 1. We can observe the results in the figures 8.45 to 8.47, for the three data sets. We
can observe, for the three data sets, that the method, for quite same value of A ~ 2, the roc
curves are almost the same as the curve in the supervised case.

A remark can be done on these results. The testing roc curves is in fact a lower limit of
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the real one. Indeed, our assumption from the beginning is that only few defaults are observable.
So for the training, only few defaults cases can be used. So, from a machine learning point of
view, the class of anomalies is less represented in the training than in the testing phase. However,
even if we used the learning roc curve, the unsupervised method gets close to it, and this is a

really good clue of optimality.
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Chapter 9

Groups optimization

In this chapter, we will introduce a theoretical suggestion for further improvements. Until now,
we have created the tests and grouped them in a random way. The randomness of the tests
is very interesting, since it allows the tests to be spread quickly over the whole space of the
image. However, we have seen in the first chapters that the principle of the ferns is based on the
following assumption : the ferns are independent, one from each other. As it has been already
said, this is absolutely not the case, but this works quite well in practice.

The purpose of this chapter is then to introduce a way to make this assumption as true as
possible, i.e to make the ferns as independent one from each other as possible. The author of
[13] claimed that the mutual information could be interesting, but this search is not pursued in
practice. Therefore, this side of the problem was not studied in the article.

Nevertheless, this improvement could be interesting to investigate. In presence of a good test,
quite good or bad ferns can be created from the generated tests. Some tests are not as useful as
other ones, but the way to group them can also be a point to precise. Firstly, we remind the
concept of mutual information and why this concept is useful in our case. Then we see how to
express the problem and a possible way to solve it in practice.

9.1 Mutual information

We introduce the proprieties of the mutual information thanks to [6].

The mutual information M1I(T;;T;) measures the global (linear and non-linear) dependence
between the random variables T; and T}, which are the variables associated to 2 tests. The
mutual information can also be written in this form : MI(T};T;) = H(T;) — H(1;|T;). Intuitively,
the mutual information is the remaining quantity of information given by 7; when we know T}.
Some important proprieties can be drawn from the formula :

o MI is symmetrical : MI(T;;T;) = MI(T};T;)

e T} does not bring more information on 7T; than T; contains : MI(T;;T;) < H(T;)

e The information that T; brings on T; is the information in T; : MI(T;;T;) = H(T;)
o If T; and Tj are independent, MI(T;;T;) =0

Since we have a good quality criterion for the dependence of two random variables, we can now
describe our optimization problem.

The last thing to pointed out is the evaluation of the mutual information. Since we do not
have the exact distribution of the realizations of the test, we need to approximate it with the
realizations that we have. In order to stay consistent with the principle of the random ferns, the
frequency histograms will be used in order to approximate the distribution of the probabilities.
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So, when we evaluate the M1 between the tests T; and T}, we must construct the frequency
histograms of the single test T;, the test T; and of the joint frequency histograms of T; and T}.

We can take back the definition of the h; which is the frequency histogram of the test i.
We can define the probability of the test i of being equal to 0 or 1 :
50 _ hal0]

Pl =— and Plzhi—m

f N g NV@

We must also define the joint histogram h; ; as the histogram with 4 entries, where each entry
corresponds to the probability for T; to be 0 or 1, and for T; to be 0 or 1. So we can define the
associated probability :

N h; :12f; i S A
R S D 3D O (LB R)
fi=0 f;=0

The approximation of the mutual information can be written as :

fisfi

f’uf] j
I(T;1y) Z Z F; loypfzpfj
fi=0 f;= 7 J

In the last equation, we must forget the probabilities which are equal to 0. Indeed, we consider
that the realizations that are not encountered during the construction of the frequency histograms
are impossible.

9.2 Combinatorial optimization problem

In this section we will see how the optimization problem could be formulated. As a reminder, the
goal is to make the best M combinations of S tests, such that M x S tests have been randomly
generated. Let’s define the test T; for i € [1 : M x S] and the fern Fj for j € [1: M]. We can
define a combinatorial problem in defining the variable x;; such that :

Y77 ) 0 otherwise

Some constraints on x;; must be set. First, we need taking one and only one time each test :
Z Tij = 1,Vi
J
Secondly, each fern must contain exactly S tests, so we get the following constraint :
> @i =5,Vj
i

Now we must define the objective function. A possible approach would be to minimize the
mutual information between each pair of tests that do not belong to the same fern. We can
express the complete problem like :

min ), ngNi MI(Ti?Tj)
YTy =S, Vj

s.t. Zj ;= 1,Vi
Tij € {07 1},V(l,])
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Where N; is the fern containing the test <.

We can observe that the problem above combines the difficulties of the non-linear objective
function due to the logarithm and the binary variables x;;. Therefore it seems very complicated
to find an analytic way to solve this optimization problem. However, trying all the possibilities is
completely intractable, due to exponential complexity of a binary optimization problem. Indeed,
if we tried all the possible permutations of the S tests for each of the M ferns, the number of
evaluations of the objective function will be % Since the objective function requires
(M —1) xS x (M x S) evaluations of the M I, the total number of MI evaluations is :

(MS)!

LOMLS) = MOM = )8 x gty

The numerator comes from the permutation of all the tests in all the ferns. The second term in
the denominator comes from the permutation of the S tests inside the M ferns. The first term
in the denominator comes from the possible permutation of all the entire ferns. For example, if
we use the half of the number of ferns and test per fern that we usually use (S =4 and M = 8),
the number of evaluated objective function is 5.9 x 10, which is totally unrealistic.

9.3 Greedy local search

Therefore, we would better to search an approximation algorithm, that simplifies the initial
problem. A possible way to do it is the greedy local search. The principle of this approximation
comes from [14]. The idea of this method is to begin with an empty set, and constructing
gradually the ferns with the M x S pre-computed tests. In our case, the greedy algorithm can
be expressed like this.

We begin with M empty sets. At each step, we pick up at random one test. Then, we compute
the M means of the mutual information between the new test and the tests already picked up in
each fern. A local optimal solution can be found in this way, we add the current test to the fern
that have the maximum mean of mutual information between this test and all the ones which
are inside this fern. Since in this way, we minimize the mean of mutual information between
this test and the tests in the other ferns. Obviously, while the iteration is under the number of
available ferns, we can add the current test to the empty set. We change the sum into the mean
for the computation of the M1, in order to not penalize the fern which are more filled than the
other. Therefore we can express the number of M1 that is computed. For each test, we need to
compute the mutual information between this test and each test that is already chosen. So the
total number of evaluation of the M1 is

M5 S—1

L'(M,S)= > k= (M+—5—)x5
k=M

We can observe that the complexity is not exponential anymore though the price to pay is a
search of a sub-optimal solution.

We can summarize the idea in the algorithm 9.1. The following algorithm shows the pro-
cedure of the greedy local search. A particular remark can be noticed. The approximation of the
M1 has obviously a big impact on the performance of the local search. In practice, as explained
n [12], the approximation of the MI thanks to the frequency histograms are not the best way to
evaluate it. A better way to approximate it can be the estimation of the mutual information
developed by Kraskov [5].
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Algorithm 9.1 Greedy local search

Require: S, M
Create M empty sets I}
Compute h;, Vi
foriec[l: M x S] do
Compute h; ;,Vj

Compute j* = argmax; 7]
Sj* — Sj* UT;
end for

2per;, MI(TiT)
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Chapter 10

Conclusion

As a reminder, the initial problem was to find a way to detect anomalies in a bunch of images.
The required specifications of the algorithm are the unsupervised case and the basic algorithm
that comes to mind firstly is the random ferns. Although this method works well in a supervised
classification case, this method suffers from a lack of performance in the unsupervised context of
the anomaly detection.

The first question to be asked is the relevance of the initial test. We saw that a more specific
description of test to the data set and the anomalies that we are facing, gives best performance.
Indeed, some tests gives better results on some data sets and for some type of anomalies. We
have so described three binary tests developed from well-known features as HOG, but also from
the new cut test.

The following question appeared : how do we choose the best test for our data set? We
have proposed an unsupervised method in order to identify it, that we validated for some deci-
sions as the optimal parameter C' of the cut-test, for the application or not of the mathematical
morphology and for the optimal test. We see that the optimization gives very close results
from the manual tuning of the parameters and tests. However, we see that the choice of the
best decision is really dependent of which definition we give to the spreading of the histograms.
Though the choice of the best test was introduced, the general decision stays complicated in
practice. The choice of the representation of the spreading and the good gap to give to the
weight A stay complicated to catch.

However, the choice of the parameter of the cut test in the unsupervised way are very close
compared to the value that we obtain in using a supervised training.

Finally, the last chapter was dedicated to the optimization of the assemblage of the ferns.
A possible way to do it is using the mutual information in order to make the ferns as independent
as possible, which makes the naive Bayesian assumption more accurate.

Some further improvement can be brought. The first one is the adding of tests. The three
presented tests are sufficient in order to analyze correctly the 3 data sets that we used. However,
some other features can be useful for other typical data, as textures. Some features are dedicated
to these types of data as the co-occurrence matrix. Then this feature must be turned into a
binary test in order to be inserted in the algorithm.

However we must still pay attention to the cost of adding a new test. Indeed, the time of the
learning and optimization phase(i.e the time needed to compute the frequency histograms and
choose the best one) is proportional to the number of features. So a good idea could be a
compromise between the number of tests and their specificity.
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During this work, some general remarks can be done. The first one is the special difficulty of the
handling of the anomaly detection. This part of machine learning has very difficult assumptions to
counteract. For example, the classification cannot be handled as usually with the same methods,
since there is a too small proportion for the class of anomalies, and because the similarities
between the defective and the non-defective objects are too high. Moreover, the unsupervised
assumption makes the problem even more difficult, since we cannot "wait and see" if the decisions
that we took are the best ones.
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