W UCLouvain

Louvain School of Management

Authors : Gilles De Buijst & Guillaume Delande
Supervisor(s) : Jean Vanderdonckt
Academic year 2019-2020

&V

e
LOUVAIN

School of Management

177




FOREWORD

Writing this thesis in such a particular context was a real experience that forced us to
adapt quickly to the changing health situation of the country. This challenge taught us a lot
and could not have been overcome without the help and support of the people we would like

to thank before diving into our work.

First of all, we would like to thank our promoter, Mr. Jean Vanderdonckt, for his trust
alongside the great degree of freedom he has given us for our work and for giving us the
opportunity to write on such an exciting subject. His references and advices were of great
help to us. We would also like to thank our friends and families for the unwavering support
they provided us throughout this journey and allowing us to write this work in the best
possible conditions. Finally, we would like to express our gratitude to all the people having

responded to our survey and everyone who was willing to be interviewed.

Gilles De Buijst & Guillaume Delande

Louvain-la-Neuve, August 2020



ABSTRACT

As the world moves towards digitization, the connectivity of the world as we know it today
is growing and will continue to grow in the years to come. A concrete and current example of
this growing connectivity in the world around us is undoubtedly the emergence of loT
(Internet of Things) based smart devices in our home environment, bringing with them a new
market as innovative as it is complex, which is important to understand for companies wishing
to invest in it. In order to achieve this, we have created a Framework based on tools such as
a user acceptance model, an online survey and semi-directive interviews, to present the best
practices that companies should follow in order to optimize their chances of success in the

loT market and more specifically in the smart home market.

RESUME

A mesure que le monde avance vers la numérisation, la connectivité du monde tel que
nous le connaissons aujourd’hui s'accroit et continuera a s’accroitre dans les années a venir.
Un exemple concret et actuel de cette connectivité croissante dans le monde qui nous
entoure est sans aucun doute I'émergence des dispositifs intelligents basés sur I'ldO (Internet
des Objets) dans notre environnement domestique, apportant avec eux un nouveau marché
aussi innovant que complexe qu'il est important de comprendre pour les entreprises qui
souhaitent y investir. Afin d’y arriver, nous avons créé un Framework sur base d’outils tels
gu’un « user acceptance model », une enquéte en ligne et des interviews semi-directives, afin
de présenter les bonnes pratiques que les entreprises devraient suivre afin d’optimiser leur
chance de réussite sur le marché de L'ldO et plus spécifiquement celui de la maison

intelligente.
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INTRODUCTION

CONTEXT OF THE PROBLEM

As you will be able to see throughout this work, the Internet of Things (loT) sector and
more precisely the ‘smart home’ trend is in full swing. Following this trend, numerous articles
written by experts have been published. These articles often describe the challenges faced by
the technology as well as the potential adoption barriers it might be facing. They also highlight

the potential that the technology has to disrupt whole industries (e.g. the housing industry).

The reason behind the choice of the topic is very straightforward. Both the loT and the
smart home fields have seen an increase in popularity in recent years. The developments
achieved in both fields allow to combine them in order to enhance the quality of services they
offer. For instance, a well-designed home automation system, enhanced by loT technology,
can offer multiple advantages such as: automated lighting control, reduced power
consumption, improved gardening management, improved home safety and security, better

HVAC monitoring, better assistance of disabled and elderly people, and more.

CENTRAL OBJECTIVE

The objectives pursued in this work are multiple. The main objective is to take advantage
of the literature, interviews, a user acceptance model and an online survey in order to
highlight managerial implications corporate managers should be aware of when wishing to
maximize their chance of success. The market is still young and full of innovations, which
requires the ability to adapt quickly to changes. It is therefore important to be aware of the
different challenges that the market is and will be facing in the future as well as the different
solutions companies can already provide and the ones they will be able to provide in the

future.

A secondary objective of this work is to see if the different theoretical elements captured
through a literature review (e.g. challenges present on the market, early adopter profile, ...)
merge with the insights captured through other means (i.e. interviews, acceptance model and

a survey).
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Furthermore, it was observed that existing literature on managerial implications linked to
the loT-enabled smart home is lacking. Therefore, this work not only aims at gathering the

limited existing knowledge but also to close the identified knowledge gap.

As this work aims at providing managerial implications, a final objective of this work is to

structure these implications in a framework that can easily be used for practical application.

ASSUMPTIONS MADE IN THIS WORK

In this work, we assume that the reader has already developed some interest in the field
of the Internet of Things and more specifically in the smart home sector. We also assume that
from this interest some knowledge already flows. As a result, some generic terms may not be
defined within this work. However, we do not necessarily assume the reader to be a domain
expert. To that regard, the literature review has been structured and written in a manner that
should allow the reader to progressively build knowledge on the field. Hence, we believe the
literature review to be relatively easy to understand and sufficiently explanatory for anyone

to be able to understand the future parts of this work.

SCOPE OF THE WORK AND INITIAL LIMITATIONS

The scope of this work is mainly managerial. Our scope is also quite broad. Indeed, we
believe it is interesting to have an understanding of the global loT market before focusing
more specifically on the smart home market. In addition, we acknowledge that the field of
DIY loT devices without commercial intent exist, but we will nevertheless not cover it for
several reasons. First due to the vastness of that field and secondly because we believe the
managerial implications that can be drawn out of it are rather limited and might not be

meaningful at the corporate level.

Throughout this work, we will not go into in-depth technical explanations first because we
think that this would not bring much to our goal and could even be detrimental to the reader’s
understanding and, second, because our knowledge in the fields of IT and Computer Science

is rather limited.

AUDIENCE
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This work is mainly aimed at managers of companies that have embarked on the loT
adventure and, more particularly, the smart home, or who wish to enter this market and are
willing to know more about the good practices and areas of interest of customers. However,
we also believe that our work can have a more general scope and be of interest to people
curious about the future of the home and new connected technologies and who want to be
aware of, among other things, the history, the market conditions, the challenges and other
implications surrounding the innovative field that is the loT-enabled smart home. Moreover,
several parts in the literature review can be used separately as foundation for other works
related to the loT and/or smart home. For instance, we provide very general definitions for

respectively the loT and smart home, that might be used in other works.

RESEARCH METHODOLOGY

For our research method, we opted for a Traditional Literature Review (TLR) also known as
Narrative Literature Review which is a comprehensive, critical and objective analysis of the
current knowledge that can be found on a particular topic ("Literature Review: Traditional or

narrative literature reviews", 2020).

Onwuegbuzie and Frels (2016) divide TLR in four main categories: the general literature
review, the theoretical literature review, the methodological literature review and the
Historical literature review. Among the latter, we have opted for the general literature review
which aims at providing, among other things, a review of the most meaningful, critical and

important aspects of the current knowledge over the topic of interest.

Now that our literature review has been defined, it is also interesting to mention the
criteria on the basis of which we have selected our sources. First of all, as we will discuss at
the end of the work, in the personal limitation section, since physical libraries were difficult
to access, we had to mainly rely on online research and internet sources. To do so, we have

favored some platforms namely: Libellule, Google Scholar, Researchgate, |IEEE Xplore and

ACM Digital Library.

In order to select articles that were interesting and as reliable as possible, we paid
particular attention to the following elements. First, the number of citations of the paper

when the latter was available. Second, the background of the author(s) both academic and


https://bib.uclouvain.be/opac/ucl/
https://scholar.google.com/
https://www.researchgate.net/
https://ieeexplore.ieee.org/Xplore/home.jsp
https://dl.acm.org/
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professional coupled with their past work(s) as well. Third, we also paid attention to the
methodology used to write the article. Finally, we also paid attention to the purpose of the

research and its expected outcomes.

In order to identify managerial implications, this work relies on an extensive literature
review that aims to provide a very broad view of the field. This is done because managerial
implications can be drawn from a variety of inputs (e.g. context, challenges, enabling
technologies, and more). Then, in order to provide managerial implications that would be in
line with the demand side (i.e. users), several means were used to gather insights from a
demand side perspective. More specifically, an online survey was conducted with users and
non-users of a smart home. Additionally, in order to study users’ intention to adopt an loT-
enabled smart home, a smart home-adapted version of the Technology Acceptance Model
(TAM) was developed and tested. In addition, qualitative interviews were led in a semi-
directive way with smart home users and potential users. More precise information specific

to the research methodology is presented after the literature review.

STRUCTURE OF THE THESIS

The structure of this work is divided into two main parts, which are themselves subdivided

into several sub-chapters.

The first part consists of an analysis of theoretical elements in the form of a literature

review.

This section is composed of four main chapters. The first chapter aims at defining terms
that will often come up in the rest of our work. These definitions are our own and have been
designed on the basis of popular definitions found in the literature. Once the main terms
have been defined, a second chapter will take a look at the context of the emergence of loT
and smart homes. This chapter will allow the reader to learn more about the development of
these technologies, discover their origins and understand how they are currently shaping a
new context for industries, companies, and people to evolve in. The third chapter of this first
part is itself composed of multiple parts. Its aim is to give the reader insights into the loT and
smart home market, to make him/her aware of the complexity of the sector while presenting

the various managerial implications related to the development of an loT-enabled smart
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home. In addition, this chapter also covers the main enabling technologies that have forged
the identity of the loT and the smart home so far as well as the many challenges they are
facing and will probably continue to face in the coming years. This chapter will ultimately
present the most popular solutions to these challenges that are currently promoted in the
literature. The fourth and last chapter of this section takes a closer look at user adoption by
analyzing traditional models such as the TAM already mentioned above. It will help us identify

the different determinants influencing the adoption of the technology.

The second part of this work is the more practical one and is composed of five chapters.
We will first explain our research goals. Afterwards, we will go through the description of the
multiple tools we used, explain the methodology used, their advantages and disadvantages.
The third chapter will highlight our observations and explain how data have been collected
and present the first step of the modelling. In the fourth chapter we will highlight the insights
we have drawn from both our online survey and our interviews. Finally, we will present our
framework that aims at helping corporate managers take meaningful actions to be successful

on the loT-enabled smart home market.
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SECTION | - LITERATURE REVIEW

CHAPTER | — DEFINITIONS

A lot of the terms that will be used in this paper have seen various authors trying to define
them before, leading to a wide amount of definitions for a same term. Each definition that
can be found in the literature has been influenced by the author’s specific view, and the
article’s context and end goals. For instance, the Building Performance Institute Europe (De
Groote, Volt & Bean, 2017) defines ‘smart homes’ as “smart buildings that are flexibly
connected and interacting with the energy system, being able to produce, store and/or
consume energy efficiently.” It can be observed that the scope of this definition is very narrow
as it is building- and system-focused and neglects other user needs and services that can be
provided by smart homes (e.g. enhanced healthcare at home, more comfort, better security).
As with most definitions we’ve come across in the literature, we consider this definition
correct but incomplete. Consequently, it appears sound to propose definitions that take

different perspectives into account.

First, we will highlight some of the main definitions declared in the literature, based on the
most relevant research and review papers. Then, based on the relevant definitions, we will

propose our own definition of the main terms used in this paper.

1.1.  loT

By browsing the literature, an interested reader might encounter a plethora of definitions
about the Internet of Things, each bringing multiple novel and different elements. In addition,
there is no well-recognized and globally established definition of the IoT yet. Therefore, we
decided to synthesize the different elements found in the literature and propose our own

definition of Internet of Things.



15.

According to Ashton himself (2009), the phrase ‘Internet of Things’ was used for the first
time in 1999 as a title for one presentation he made at Procter & Gamble (P&G). Ashton
observed that computers are heavily dependent on human beings for what concerns
information. Indeed, humans capture and create information that is then used by the
computer as input. However, humans lack time, attention and accuracy and are therefore not
optimal at capturing data about things in the real world. Our environment is based on physical
things, not bytes and it is thus crucial to “empower computers with their own means of
gathering information about the world.” One such example is RFID, that allows “computers
to observe, identify and understand the world by themselves, without the limitations of
human-entered data.” (Ashton, 2009). Rouse (2016) also builds on that idea of limited human
intervention and defines the loT as a system of interrelated components (i.e. computing
devices, mechanical and digital machines, objects, animals or people) that have an unique
identifier (UID) and that do not require human-to-human or human-to-computer interaction
in order to transfer data over a network. Gubbi et al. (2013) denote the requirement to have
a unified framework in order to share information across platforms and see the loT as an
“interconnection of sensing and actuating devices”. Haller, Karnouskos & Schroth (2009) take
a broader view and consider the loT as “a world where physical objects are seamlessly
integrated into the information network.” Zhang et al. (2014) help define the meaning of the
term ‘thing’ by associating it with a “physical or virtual object which connects to the Internet

and has the ability to communicate with human users or other objects”.

The IEEE loT Initiative (Minerva, Biru & Rotondi, 2015) has also tried to bring up a
universally recognized definition of the loT. This definition is, to our knowledge, the most
successful try at defining the loT. The loT is defined as “a self-configuring, adaptive, complex
network that interconnects ’‘things’ to the Internet through the use of standard
communication protocols. The interconnected things have physical or virtual representation
in the digital world, sensing/actuation capability, a programmability feature and are uniquely
identifiable. The representation contains information including the thing’s identity, status,
location or any other business, social or privately relevant information. The things offer
services, with or without human intervention, through the exploitation of unique
identification, data capture, communication, and actuation capability. The service is exploited

through the use of intelligent interfaces and is made available anywhere, anytime, and for
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anything taking security into consideration” (Minerva, Biru & Rotondi, 2015). While this
definition is very complete, it mainly focuses on defining “things” and less on the global
picture of a network. In that sense, it does not consider certain aspects of the aforementioned

definitions.

While other definitions exist, these ones are the most cited ones, hence common, and offer
enough information about the characteristics and components that constitute the loT.
Therefore, we will base our own definition of |oT on a combination of the elements mentioned

in these definitions. A summary can be found in the table below.
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Heppelmann, 2014
Gubbi et al., 2013 X X X X
Rouse, 2016 | X X X X
Ashton, 2009 X X X

Table 1 - Summary of the different characteristics and elements composing the loT mentioned in
the literature.

Based on these properties, we propose the following definition for the loT:

The IoT is an information network of interconnected “things”. It is based on the Internet,
hence “things” communicate with each other through the Internet, by using standard

communication protocols. Those “things” capture and/or process data and exchange them
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with the network. “Things” can belong to different management/administrative domains and
therefore, an unified framework and standards are required to allow to share information
across different platforms. The interrelated “things” can be computing devices, mechanical
and digital machines, objects, animals or people, and can be physical or virtual. Those “things”
have sensing and/or actuation capabilities, as their goal is to interact with the physical
environment. Because humans lack time, attention and accuracy when creating or collecting
data on the environment, non-human “things” can be more efficient at those tasks. They
empower computers (with their own means) to observe, identify and understand the world.
Hence, human intervention (i.e. human-to-human and human-to-computer interaction) is
made redundant in the IoT. The loT creates hereby a need for ubiquitous sensing and actuation
devices, data processing and analytics capabilities. Besides sensing and actuation capabilities,
“things” also have programmability features and are uniquely identifiable (UID). A “thing” is
also versatile as it provides services that are made available anywhere, anytime, and for
anything. Most “things” are made of three types of components: smart components (e.g.
sensors, microprocessors, data storage, storage), physical components (e.g. electrical and

mechanical parts), and connectivity components (e.g. protocols, antennae).

The loT, because of its limited human intervention and capability to connect a wide
number of ubiquitous devices together, creates opportunities for automation, and more
specifically home automation in the case of a smart home environment which brings us to our

next definition.

1.2. SMART HOME

As for the loT, multiple definitions of the ‘smart home’ exist in the literature. They vary in
terms of scope and perspective, most of them being more focused on the technological part
of a smart home. In this paper we gather the main definitions in the field in order to build our
own definition of a smart home, taking into account three main perspectives: technology,

services, and user needs.
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In terms of the technology perspective, Balta-Ozkan et al. (2013) define the smart home as
“a residence equipped with a high-tech network, linking sensors and domestic devices,
appliances, features that can be remotely monitored, accessed or controlled, and provide
services that respond to the needs of its inhabitants.” These specific connected devices,
appliances, sensors and actuators are often referred to as ‘smart objects’ or ‘smart devices’
in the literature. Galinina et al. (2015) define the loT-based smart homes as “automated
buildings with installed detection and control devices, such as air conditioning and heating,
ventilation, lighting, hardware, and security systems. These modern systems, which include
switches and sensors that communicate with a central axis, are sometimes called ‘gateways.’
These ‘gateways’ are control systems with a user interface that interacts with a tablet, mobile
phone, or computer; the network connectivity of these systems is managed by loT.” This
second definition puts the emphasis on the notion of interaction between the different
components of a smart home system (e.g. devices, sensors, central axis, tablets) and network
connectivity. Diegel et al. (2005) describe the smart home as a system, enhanced with smart
appliances, smart control, smart management, and smart sensors. These four levels of
smartness need to collaborate in order to create a smart environment in the house. This
definition takes a broader view on the smart home, identifies the main elements constituting

a smart home, and introduces the notion of smart environment.

Besides the technological perspective, it is also relevant to take into account the users’
needs as well as the services provided to answer those needs. A substantial part of the
literature has been focusing on energy management. Reinisch et al. already noted in 2011 an
“awareness and motivation to save energy were existent among homeowners, but that
adequate technological support for the users was lacking.” Kastner et al. (2005), on their part,
noted that building automation systems (BAS) were an almost mandatory condition when
building a sustainable (low energy, low emission) home or building. Reinisch et al. (2011)
proposed the ThinkHome, a building automation system designed to ensure energy efficiency
and comfort optimization. Comfort optimization is important as it “motivates homeowners
to employ expensive building automation technology.” (Reinisch et al., 2011). Besides
increased comfort, more efficient energy management and sustainability, a smart home also
allows for peace of mind and reduced operational costs (Reinisch et al., 2011). According to

Stojkoska & Trivodaliev (2017), the smart home refers to “the use of ICT in home control,



19.

ranging from controlling appliances to automation of home features (windows, lighting, etc.).
A key element of the smart home is the usage of intelligent power scheduling algorithms,
which will provide residents with the ability to make optimal, a priori choices about how to
spend electricity in order to decrease energy consumption.” As already mentioned, the
Building Performance Institute Europe (De Groote, Volt & Bean, 2017) requires smart homes
to be flexibly connected and with the energy system, for the purpose of more efficient energy

production, storing and/or consumption.

Another domain of services of the smart home that has seen abundant research emerge
over the years is the one of healthcare services, especially for elderly and disabled people.
Demiris et al. (2008) define a smart home as “a residence equipped with technology that
enhances safety of residents and monitors their health conditions.” The smart home can also
be perceived as a means for promoting independent living for seniors (McLean, 2011;
Ehrenhard et al., 2014). In that way, McLean (2011) considers smart homes as living spaces
that have been deliberately designed to accommodate a variety of interactive technologies,
where smart technologies can unobtrusively promote independence. Chan et al. (2008), on
their side, define the smart home as “a house, which promises to provide cost effective home

care for the ageing population and vulnerable users”.

The most complete definition of smart homes from a user needs and services perspective
might be the one from Alam, Reaz and Ali (2012). Smart homes are defined as a branch of
ubiquitous computing where smartness is integrated into homes for comfort, healthcare,
safety, security, and energy conservation. Improved quality of life is made possible by
automated appliance control and assistive services. In that sense, context awareness
combined with predefined constraints based on the conditions of the home environment, as
well as remote control of devices and appliances, allow to improve user comfort. Intelligent
monitoring and access control enhance security and safety, and ambient intelligence systems
may optimize the household’s energy consumption (Alam, Reaz & Ali, 2012). Besides
optimizing electricity usage, a smart home can also lead to a better use of the available
resources such as water and even result in a reduction of the wastage (Dey, Roy & Das, 2016;
Schurgot, Shinberg & Greenwald, 2015). A smart home can also allow to reduce human
involvement thanks to its improved monitoring, management, control and automation of the

devices connected to the network (Atzori, lera & Morabito, 2010; Pirbhulal et al., 2016). Yang,
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Lee and Lee (2018) denote automation, remote controllability, interconnectedness, and

reliability as crucial factors for smart home services.
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al., 2013
Galinina et al.,
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Diegel et al.,
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Reinsich et al., X
2011 X X
Kastner et al., X
2005
Stojkoska & X
Trivodaliev, X X X * X
2017
(BPIE) X
De Groote,
Volt & Bean,
2017
Demiris et al.,
2008 X | X X
Alam, Reaz & X
Ali, 2012 X XX | X X X X X X | X
Yang, Lee &
Lee, 2018 X X X

Table 2 - Summary of the different characteristics and elements composing the Smart Home
mentioned in the literature.
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After reviewing the main definitions and characteristics of a smart home in the existing
literature (see Table above), we propose a definition that groups all those characteristics
together and takes into account different perspectives. Hence, we propose the following

definition:

A smart home relies on a network that allows sensors, actuators, devices and appliances to
interact with each other by communicating with a central axis (sometimes called ‘gateway’)
through a specific mode of transmission (i.e. wired or wireless). The central axis’ user interface
makes it possible for users to interact with it by using their own device, such as a smartphone,
tablet, or computer. Smart management and control of these interactions allows to create a
smart environment. A smart home environment relies on enabling services and technologies
such as remote monitoring, access and control, smart management and intelligent algorithmes,
ubiquitous computing and ambient intelligence, context awareness, access control,
automation, interconnectedness and integrated systems. Together, they allow to: enhance
energy management and sustainability, provide better anticipation and response to context,
provide better support and assistance to the user’s needs, cost efficiency, comfort, safety and

security, healthcare, quality of life, and reduced human involvement.

It is also to consider that the existing literature provides different definitions of a ‘smart
home’, depending on the scope given to these two terms. Indeed, both the terms ‘smart’ and
‘home’ can be given a different scope. As denoted by Darby (2017), a first category of
definitions focuses on the ‘home’ as “a home, and what it can do for its occupants” while the
second category provides a more generic definition of ‘home’ that includes non-domestic
buildings, and focuses on “the building itself — not mentioning occupants at all — and on its
connection with energy systems.” Hence, some definitions are more home- and user-centric

while others are more building- and system-centric.

1.3. HOME AUTOMATION

Very closely related to the notion of smart home is the one of home automation, also called
domotics. Home automation refers to the capability to control and automate multiple

systems, such as appliances, devices, sensors, and actuators, in the home environment
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(Lucero & Burden, 2010). Miori & Russo (2014) define home automation as “the controlling
and monitoring of home appliances in a unified system”. Hence, where the smart home rather
refers to the environment, home automation refers to the automation of the home network

(and its appliances). Home automation is therefore one of the main features of a smart home.

With the emergence of the loT and more specifically loT-enabled smart homes, it is easier
than ever for devices to communicate with each other. In addition, with the development of
other enabling technologies (e.g. sensing technologies, machine learning, Big Data, cloud
computing), more opportunities for automation arise. Hence, home automation supports the
smart home to deliver value. It is also to note that the level of automation is strongly and
inversely correlated to human intervention. Indeed, the more automation in the home
environment, the less human intervention is required. That is because home automation

services mainly rely on Machine-to-Machine (M2M) communications.

1.4.  WIRELESS SENSOR NETWORK (WSN)

Wireless Sensor Networks were not meant to be connected to other systems when
originally conceived. However, with the evolution towards the |oT and the opportunities that
are created when several devices and systems interact with each other, they have evolved to
become more connected. In some way, they can be considered as the predecessors of the

loT-enabled smart home environment and are still part of it.

Based on the literature, we have identified the main elements constituting a Wireless
Sensor Network (see Table 3 below). Not all definitions were complete, we therefore propose

our own definition of a WSN by gathering the different elements from different sources.
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Wang et al., 2008 X X

Table 3 - Summary of the different characteristics and elements composing Wireless Sensor
Networks mentioned in the literature.

Following is our proposed definition of a Wireless Sensor Network:

A Wireless Sensor Network (WSN) is a unified network of devices where each device
represents a sensor node in the local network. The devices communicate wirelessly with each
other. Those devices capture data about the physical world and forward it to a central station
(also called home sink, home hub, or central gateway), that will collect and store the data as
well as perform local processing. The home sink communicates with all the (internal) nodes of
the WSN. The home sink also has a unique IP address, which allows it to connect to the
Internet. Hence, it serves as a connection point to the Internet for the local WSN, which allows
the WSN to communicate with devices outside the local WSN (i.e. other environments). Since
the home sink is the only device of the WSN that requires an IP address (other devices of the
WSN can have one but it is not mandatory), the assigned IP address identifies the entire WSN,
and not a single device. To that regard, a proper software manager application needs to be

developed on top of the home sink to locate the devices and activate their functions within the
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WSN. Connecting the WSN to the Internet allows it to be managed remotely, using a computer,

smartphone, or tablet, as well as interact with other devices and systems external to the WSN.

CHAPTER Il = CONTEXT OF EMERGENCE

This part will focus on the emergence of loT-based services and products as well as the
recent evolution of smart homes. In order to better understand how and why both the loT and
smart home technologies have emerged over the recent years, it is important to have a look

and a global understanding of the context in which they evolved.

2.1 GLOBAL CONTEXT OF THE lOT

The rise of 10T is radically reshaping competition and strategy. However, it is not the first-
time information technology (IT) is reshaping these two aspects. Indeed, Porter and
Heppelmann (2014) identify loT as the third IT-driven transformation over the past 50
years. The first wave of IT transformation occurred during the 1960s and 1970s and allowed
individual activities of the value chain to be automated. Examples of those automated tasks
include order processing, bill paying, manufacturing resource planning and computer-aided
design. The second wave of IT transformation corresponds to the rise of the internet. During
the 1980 and 1990s the internet allowed for an inexpensive and ubiquitous connectivity,
which then led to better coordination and integration across individual activities, geography
and with external stakeholders such as suppliers and customers. These two waves fostered
productivity and growth by improving the value chain while the product itself remained

untouched.

In this third wave, symbolized by the rise of loT, IT isimplemented directly into the product,
leading to even greater productivity gains. Small computers are being implemented into
products, which enhances interconnectivity. The interconnectivity with other devices and the
product allows to collect, store and analyze product data. The data is then used to both
improve elements of the value chain such as product design, marketing, manufacturing and

after-sale service, and add new elements to the value chain such as security and product data
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analytics. In short, the loT allows to collect product data that is then used to dramatically

improve productivity and, in addition, totally reshape the value chain.

1.1. GLOBAL CONTEXT OF THE SMART HOME

Until recently, most smart home systems relied on closed purpose-built Wireless Sensor
Networks based on industry-specific standards and that performed their functions
independently, without the ability to communicate with other networks (Manrique, Rueda-
Rueda & Portocarrero, 2016). While those networks on their own allow for more efficiency
and automation inside the home, the overall automation level of the whole environment
could be enhanced if those networks and devices were interconnected and interoperable.
Challenges related to interconnection and interoperability are assessed in a future part of this
work. With the emergence of 10T and the removal of some of its technical barriers, it will is
possible to connect a WSN to external devices and networks. Indeed, a WSN’s central gateway
(or ‘sink’) can offer a connection point to the Internet. Hence, with the adequate technology,
the gateway would be capable of linking the local WSN with other networks and/or devices
over the Internet (Miori & Russo, 2014) and the WSN would then become an integral part of
the loT. The bottom line is that, although the WSN was originally conceived as a local, closed,
purpose-built network relying on industry-specific standards, WSN applications are now
starting to take advantage of the Internet and the WSN is becoming treated as a technology
integrated into the loT ecosystem (Manrique, Rueda-Rueda & Portocarrero, 2016). Adoption
of more recent protocols such as the Internet Protocol version 6 (IPv6) should also be

favorable to the development of loT-enabled smart homes.

The smart home is currently shifting towards a more open and interconnected
environment - following a holistic l1oT paradigm - where devices from different systems are
able to interact with each other, leading to an increased level of automation and therefore
also reducing human involvement. The loT is a key driver for that as it allows the multiple

devices to connect and exchange data with each other through the Internet.

In the future, it is expected that the smart home environment will rely on more intelligent

devices, where predictive technology (i.e. based on machine learning) will be embedded
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inside the loT devices and/or platform and allow the smart home system to be more proactive
and anticipate user needs. This will be possible due to the large amounts of data collected
and exchanged over the network. Instead of relying only on programmed rules, home
automation will then become “smarter” and will also allow for more personalization, as more

data will be collected, exchanged and processed.

1.2. REASONS FOR EMERGENCE

Several reasons, mainly technical, may be the cause for the emergence of loT. Many
different reasons have been identified in the literature. However, we will only mention the

ones we consider as the main ones.

First, both new and existing technologies supporting the loT have seen considerable
advances in the recent years. Amongst those enabling technologies, advancements in
Machine Learning, Data Analytics and Big Data, Cloud Computing and M2M communications
can be underlined. Those enabling technologies will be assessed more specifically in a future

part of this work.

Second, more and more smart, connected products are being acquired by households. This
leads to home environments where sensors are becoming ubiquitous. Therefore, more

opportunities for automation are created.

Third, devices need to be able to communicate with each other. Several advances have
been made, such as: the emergence of (ubiquitous) wireless connectivity; decreasing rates
for data traffic, allowing for high-capacity data traffic; creation of interfaces between network
types (middleware), allowing to accommodate multiple standards and formats and leading to
seamless connectivity (Saarikko et al., 2017); the development of better protocols such as the
more recent Internet Protocol (IPv6). These advances enhance communication and reduce
the barriers related to a lack of interconnection and interoperability between objects. Those

advances will be analyzed in depth in a later part of this work.
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Fourth, components such as sensors, actuators and computers are becoming increasingly
smaller in size over time, while improving in terms of processing power and power efficiency
(Saarikko et al., 2017; Porter and Heppelmann, 2014). This miniaturization of components

leads to smaller, more discrete, and more performant devices in the home environment.

Fifth, since the production of the first hard drive, costs of storing data have considerably
decreased. This has led to a constantly increasing volume of data stored (Reinsel, Gantz &
Rydning, 2018). In addition, business intelligence tools allow to leverage and extract insights
from data much faster than before, as they are increasingly allowing to deal with real-time
data. Lastly, new methods have made possible the capture of insights from a variety of types
of data (i.e. structured, semi-structured, and unstructured) and from various sources, not only

internally but also externally to the company (Gantz & Reinsel, 2011).

Several barriers to adoption of smart homes, different from the aforementioned ones, are
being or have already been removed. Please refer to the part concerning the challenges of an

loT-enabled smart home, further in this work.

CHAPTER 111 - 10T IN HOME AUTOMATION, WHEN OBJECTS START INTERACTING

3.1. MARKET OVERVIEW & OPPORTUNITIES

The objective of this section is to provide some meaningful figures and statistics to better

understand the current and future state of the loT and smart home market.

In this part, we will adopt a funnel approach. We will first take a look at some key figures
about the loT industry itself and its different areas of application. Afterwards, we will dig
deeper into the application we are interested in, namely, the smart home. Finally, from the
data we retrieved, we will try to extract a customer profile in order to determine the target

audience that is most susceptible to adopt the technology and drive its future.

Before going into the market analysis here are some preliminary remarks about the
methodology adopted. The statistics and data provided in this section comes mainly from
reports published online by Growthenablers for 1oT data and from Statista for smart home

data. When possible, these data have been cross-checked with other sources to ensure their
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accuracy. Finally, to ensure consistency, data in USD had to be converted into EUR. For this

purpose, the average exchange rate for the year concerned was used.

3.1.1. INTERNET OF THINGS

In a report published in 2017, Growthenabler first points out that the loT market is
growing. Indeed, this market represented €141.91 billion back in 2016 and could be worth
more than €406.75 billion by the end of 2020. This development would therefore obviously
also have an impact on loT connections, which are meant to increase at a CAGR! of 16%, from

€5.42 billion in 2015 to €24.4 billion by 2025.

Moreover, in terms of investments, the 0T is still the vector of many hopes. Indeed in
2016, the global 10T industry attracted €4.03bn in funding. Looking ahead, the worldwide
fundings are still expected to grow at a healthy rate of 5% each year. In addition, in a report
published in 2013, Cisco highlights that only 0.06% of the objects that could be connected to

the internet currently are, leaving plenty of room for innovation (Cisco Systems, 2013, p.2).

The loT market can be broken down into several sub-categories that are sharing the
market. The sectors sharing the largest share of the loT cake (projection made in 2017 for

2020) are presented in the following table:

Global loT Market Share by Sub-Sector

9 2%
3% 4%

I SmartCities
7% Industrial loT
Connected Health
B Smart Homes
24% Connected Cars
20% Wearables

B Smart Utilities

B Others

[Source: GrowthEnabler Analysis]

Fig. 1 - Global IoT Market share by Sub-Sector (GrowthEnabler, 2017).

1 compound Annual Growth Rate
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A last, worth mentioning, information is the spendings on loT security as we will analyse it
more carefully later on. According to a study conducted by Gartner in 2018, the spendings on
loT security reached €1.27 billion in 2018 and are expected to amount to €2.63 billion in 2021
as scientific often predicts security to be the main obstacle for mass loT adoption (Gartner,

2018).

3.1.2. SMART HOME

Let’s now narrow down on the smart home sub-category.

Let’s first go through the scope of the data selected for this part. Considered are devices
that are connected directly or indirectly via a gateway to the Internet. Their purposes are
mainly the monitoring, control and regulation of the environment of a private household.
Devices whose primary function is not the automation or remote control of household
equipment are not included. Similarly, devices that relate to household connection and
remote control only to a limited extent, such as smart TVs, are not included either (Statista,

2019).

According to a report published by Statista, the revenue generated by the smart home
industry amounts to €80,563 million in 2020. With a projected CAGR between 2020-2024 of
15%, the market volume is expected to skyrocket and exceed the €140.000 million mark by
2024. In september of 2019, the revenue was mainly generated in the United States of

America (€24,486 million) followed by China (€18,500 million) and Germany (€4,272 million).

When taking a look at the household penetration of the technology, another trend is
emerging. In fact, the countries where the penetration is the highest are the United States of
America (32,4%), Norway (30,5%), Sweden (28,5%), Denmark (27,4%) and South Korea

(26,5%). Northern Europe thus seems to be a cluster of early adopters of the technology.

Another meaningful data to take a look at is the revenue generated in each sub-sector of
the smart home and their revenue growth both currently and in the future. The smart home

is usually divided into six main market segments.
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1. Smart Appliances with 23,65% of the total market share and a growth rate of 26,79%
in 2020.

2. Control & Connectivity 23,24% of the total market share and a growth rate of 23,32%
in 2020.

3. Security with 21,38% of the total market share and a growth rate of 22.22% in 2020.

4. Home entertainment with 13,49% of the total market share and a growth rate of

17,24% in 2020.

5. Comfort & Lighting with 10,17% of the total market share and a growth rate of 26,18%
in 2020.

6. Energy Management with 7,99% of the total market share and a growth rate of 24,51%
in 2020.

According to projections, this ranking is about to change. In 2024, the revenue generated
by security applications will reach second place with a market share of 22,40%. In addition,
the comfort and lighting applications are expected to take sole position of fourth place thanks

to a market share of 12,28%.

3.1.3. EARLY ADOPTER AND CUSTOMER PROFILE

According to data from Statista, the typical customer who would be most likely to adopt a
smart home would be a man (57%) living in the US (32.4%) or Northern Europe (28.8%) aged
25 to 34 (33%) and living on a low? (42.4%) or medium3 (31.3%) income.

This constitutes a great news for the loT sector and particularly for the smart home
industry because, according to a study conducted by Ritholtz (2018), the fastest growing age

group of new homeowners are millennials. In addition, millennials have grown up surrounded

20 - 1270€ after taxes in 2017 according to Insee ("Pauvres, moyens et riches ? Les revenus par type de
ménage", 2020)

3 1271€ - 2297¢€ after taxes in 2017 according to Insee ("Pauvres, moyens et riches ? Les revenus par type de
ménage", 2020)
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by new technologies and value connectivity sometimes more than other "house features"

(Ritholtz, 2018).

3.2. FUNCTIONING OF A TYPICAL |OT DEVICE IN A SMART HOME ENVIRONMENT

3.2.1. OVERVIEW

Before going further and take an in-depth view on elements of the loT and home
automation, it is important to take a more holistic view and identify the different elements
constituting the loT landscape. Minerva, Biru, & Rotondi (2015) have identified the following

elements related to the technological and social aspects of the loT:

* Impacts and Acceptance of Users

Social + Change in the societal organization
impacts of + Democratization and control of the
loT infrastructure

*  New Business Models

: *  New Value Chains
Business Models and *  Creation of new Ecosystems

ecosystems +  Application domains

+  Trials

Services and . Spgciﬁ: Se_rvices (e.g., Smart
Cities, Social laT)

Applications +  Applications
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Adeald pue Ajlundag

¢ Operating Systems
+  Middleware .
* Cloud Solutions

Software Architecture -  APIs and Interfaces
* Data Management and Big Data
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*
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-
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*  Sensors
*  Gateways and MicroSystems
Enabling Technologies Protocols
and System Architecture* Energy Management
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Fig. 2 - Technological and social aspects related to IoT. (Minerva, Biru, & Rotondi, 2015).

3.3. ENABLING TECHNOLOGIES
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As already mentioned earlier, the loT and its application in home automation cannot be
considered as "standalone" technology. Many breakthroughs and advances in various fields
such as telecommunications, informatics, electronics and even social science have allowed
the emergence of loT and home automation as we know it today (Atzori, lera & Morabito,
2010). These enabling technologies continue to be developed and may continue to further
impact the development of smart homes and the IoT in general. It is therefore important to
have them in mind when thinking about the future of home automation. Therefore, we felt it

was essential to devote a part of our work to it.

The following list is non-exhaustive, we have tried to include the main technologies that
have, have had and will have a real impact on the loT paradigm and more precisely on the

smart home sector.

3.3.1. IDENTIFICATION, TRACKING AND SENSING TECHNOLOGIES

Important advances in nanotechnologies and miniaturization have enabled the reduction
in size, weight, energy consumption and cost of the various sensors and actuators (van Dijk &
Teuben, 2015). These advancements have played an important role in the development of
connected objects. Indeed, these advances have made it possible to integrate sensors and
actuators into almost all devices that can be found in a house, regardless of their size and

energy consumption (Atzori, lera & Morabito, 2010).

In terms of identification and tracking, the Radio-Frequency IDentification technology
(RFID), invented in 1948 by Harry Stockman, has been a real pillar for the loT and has

contributed to create the loT paradigm (Advanced Mobile Group, 2015).
RFID is a technology-based identification system which helps identifying objects just
through the tags attached to them, without requiring any light of sight between the tags

(microchip attached to a small antenna) and the tag reader (scanner with antennas). All that
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is needed is radio communication between the tag and the reader and a processor/controller

which receives the reader input and process the data (Elprocus, 2020).

Another technology that forged the IoT are Wireless Sensor Networks (WSNs). Wireless
Sensor Networks have already been defined in the first chapter of this part, please refer to it

for more information.

In the future, the field of biometrics holds a lot of promises for the loT and the connected
home. The Merriam-webster dictionary defines the field of biometrics as "everything related
to the measurement and analysis of unique physical or behavioral characteristics (such as
fingerprint or voice patterns) especially as a means of verifying personal identity" (Merriam-

Webster, 2020).

As we will see in more detail in the "Challenges" section, the security of connected objects
within a smart house is a crucial element for mass adoption of the technology. As a result,
many biometric applications could come to meet this craving need for security and more
particularly the need for identification and access control. They could ensure the integrity of
the data managed by the objects. This would be an important step towards mass adoption by

solving a major challenge.

3.3.2. SMARTPHONES AND MOBILE COMMUNICATION TECHNOLOGIES

As we have seen it in our loT definition, An important promise of the loT paradigm is the
following: “Granting people and things to be connected any-time, anyplace, with anyone,

ideally using any network and any service” (Gunge & Yalagi, 2016).

To keep that promise alive, the Internet of Things relies on the advancement made in the

smartphone industry and in the field of mobile communication technologies.

On the one hand, the smartphone has enabled us to be connected to the internet and its
functionalities anywhere, at any time (Dey, Roy & Das, 2016). On the other hand, the mobile
communication technologies and protocols such as Bluetooth, IEEE 802.11 (Wifi), Zigbee,

5G... have enabled objects to communicate and share data with each other (Dey, Roy & Das,
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2016). When put together, these two enabling technologies are at the basis of the loT

paradigm and allows it to meet its objective.

3.3.3. CLOUD COMPUTING, DATA ANALYTICS AND BIG DATA

Big data and cloud computing are two terms that are often confused. Let's start by looking

up the definition in the Oxford dictionary:

The term big data refers to “extremely large data sets that may be analyzed
computationally to reveal patterns, trends, and associations, especially relating to human

behavior and interactions” (Lexico, 2020).

Whereas cloud computing refers to “the practice of using a network of remote servers
hosted on the Internet to store, manage, and process data, rather than a local server or a

personal computer” (Lexico, 2020).

The utilization of smart devices and sensors are generating enormous amounts of data,
often exceeding the capacity of a local server (4.4 trillion GB projected by the end of 2020)
(Oracle, 2015). With the generation of this enormous amount of data, cloud computing is
playing a significant role in the storage and management of that data. Cloud computing
service providers such as Microsoft (Azure), Amazon (AWS) or Google (Cloud platform) are
providing adequate performance and scalability to store and operate such a huge volume of
data and also facilitate its navigation through the use of the internet (Dey, Roy & Das, 2016).
In addition, according to whizlabs, “loT devices which utilize common APIs and back-end
infrastructure can receive important security updates instantly through the Cloud as soon as
any security breach happens in the infrastructure” (Verma, 2018). This loT and Cloud
computing combined feature is a vital parameter for user security and privacy. Moreover, the
International Data Corporation (IDC) projects that in 2023, “more than 90% of all lIoT data will
be hosted on service provider platforms as cloud computing” (Banafa, 2018), which highlights

the importance of cloud computing in the field of the Internet of Things.
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Once the data is stored, the advancements made in the field of big data enables the device
and sensor-generated data to be fed to a big data system for analysis that produces final

reports out of it.

The convergence of the loT, big data and cloud computing can provide new opportunities

and applications in many different sectors including home automation and smart buildings.

To sum it all up, “recent advancements in cloud computing and data analytics allow
intelligent systems to store, process and analyze the data in a more efficient manner.” (Dey,

Roy & Das, 2016).

3.3.4. GESTURE-BASED CONTROL

During this last decade, the research in the gesture-based control and Human-to-Machine
communication (H2M) fields has been flourishing. These advancements in research have been
partly due to the widespread of loT devices coupled with the trend towards smart housing.
Some devices such as Microsoft’s Kinect have even inspired novel ways of interacting

between humans and machines (Mohammed et al., 2016).

In recent years, the way humans and machines are interacting has changed drastically. The
relationship we have with our home devices and appliances has greatly changed due to their
growing connectivity, communication capabilities and interactions. At the same time, many
advances have been made in human-machine communications, making it even more pleasant
to share moments of our lives together. These advances in gesture-based control could make
the use of connected objects even more straightforward and convenient (Dey, Roy & Das,

2016).

A striking example was the creation of the Myo armband back in 2014. The objective was
to create a new type of human-computer interface through the use of a connected armband
that lets you control practically any electronic devices through hand gestures and motion

(Bloomberg, 2014). Unfortunately, its production has stopped in 2018 (Myo Team, 2018).
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3.3.5. VOICE-BASED CONTROL

Like most of the technologies developed in this section, the field of voice-based control
has undergone lots of major innovations and upgrades in recent years. Several large
multinationals have embraced the voice-based control hype by creating their own virtual
assistant allowing customers to remotely control more and more objects thanks to their voice.
Some worth mentioning companies are Google with its Google Home, Amazon with Alexa or
Samsung with Bixby. As the performance and accuracy of speech recognition continues to
increase, its applications in the connected home are likely to explode in the coming years

(Serrenho & Bertoldi, 2019).

3.3.6. MACHINE LEARNING

In recent years the field of machine learning has developed enormously mainly due to the
strong willingness of many companies to adopt this trendy technology, even though more

traditional data analysis, could in many times do the job.

Nevertheless, in the field of loT, it's often “necessary to identify correlations between
dozens of sensor inputs and external factors that are rapidly producing millions of data points”
and this is where machine learning excels at. Moreover, the predictive capability provided by

this technology can also have a crucial impact on connected objects (McClelland, 2017).

Indeed, as we are already witnessing today, thanks to companies such as Netflix and
Amazon, machine learning is being used to learn more about our preferences. The application
of machine learning in the loT field can therefore be extremely valuable in order to adapt our

environment to our preferences and maximize our comfort (Smith & Linden, 2017).

A striking example of the application of machine learning in the Internet of Things and,
more specifically, in home automation is the Google Nest Thermostat. That smart device uses
machine learning to determine the heating preferences of the inhabitants and adapts the

inhouse temperature accordingly throughout the day (McClelland, 2017).
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The union between loT and machine learning is still in its infancy, but there is undeniable
evidence that many applications will emerge thanks to the union of these two technologies,

the possibilities are infinite.

3.3.7. GAMIFICATION

As we already witnessed in the “Market Overview & Opportunities” part, growth
projections in the loT and smart home fields are expected to be very important. As a result,
significant competition in these sectors is already present and will certainly be even stronger

in the future.

In such context, it is important for companies to differentiate themselves from others. One
way to differentiate themselves is to provide customers with unique, meaningful and
rewarding experiences as mentioned in the twelfth managerial implication. These
experiences result in increased consumer engagement, conversion and loyalty (Fuhriman,

2015).

Gamification is one of the preferred means of providing this experience. Gamification can
be defined as "the process of using game mechanics and game thinking in non-gaming
contexts to engage users and to solve problems. Gamification leverages game design, loyalty
program design and behavioral economics to create the optimal context for behavior change

and successful outcomes." (Engagement Alliance, 2020).

According to Jeff Fuhriman, former senior manager in digital marketing at Adobe,
gamification can increase consumer loyalty and engagement through the use of three unique
gamification-specific abilities. The ability to encourage real-time interactions, the ability to
enrich the social engagement, and finally, the ability to rewarding loyalty in an entertaining

way (Fuhriman, 2015).

All these elements are showing that gamification is worth keeping an eye on when thinking
about the future of the Internet of Things and the smart home particularly because it is a way

for companies to get ahead of competition.
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3.4.  CHALLENGES (CONCERNS, POTENTIAL IMPACTS AND SOLUTIONS)

As we have seen in the previous sections, the loT seems to be strongly growing and the
statistics for its adoption seem to be encouraging, as are the new connected objects that are
being created every year. Whilst the predictions seems to predict a flourishing future,
everyone agrees that the |oT in the smart home environment is still subject to many different
challenges that, if not overcome, could suddenly impact this great development perspective

(e.g. Atzori, lera & Morabito, 2010; Pirbhulal et al., 2016; Wurm et al., 2016).

The objective of this section is to present the main different challenges that the loT is
currently facing, present their potential impacts and propose some solutions that we have

been able to find in the literature.

3.4.1. SECURITY

Numerous studies agree that security is one of the most, if not the most, important
challenge for mass adoption that the loT and its application in the smart home are currently
facing. All loT devices with computation and communication capabilities should be considered
asinteresting and as accessible gateways for hackers to compromise the security of the entire
household network and all objects that are connected to it (e.g. PCs, mobile phones, smart

objects,...) (Atzori, lera & Morabito, 2010).

We will first analyze and explain the different types of security requirements that the loT
must meet to reach mass adoption and decrease concerns. This will help us understand what
is at stake and witness the complexity of the challenge. We will then explain why loT devices
are particularly prone to attacks, review some of the most popular types of attacks that are
actually possible to be carried out on loT devices, explain what they consist of and finally,

depict their effects.

3.4.1.1. Security Requirements

According to an article published by Pirbhulal et al. ( 2016), the different security factors

that the loT needs to meet can be fractionated into two distinct categories: on the one hand,
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everything that is related to data security and, on the other hand, everything related to the

network security. Let’s first take a look at the data security elements:

- The first data security requirement is confidentiality which is also highly linked to the
concept of privacy that we will discuss in more details later. The principle of confidentiality is
based on the idea that the information transmitted must be protected from disclosure. In the
field of loT as well as in the smart home context, the data transmitted are numerous and it is
essential that they are not captured by neighboring or external networks that could seek to

use them for malicious purposes.

- Another requirement is data integrity. This means that in a secure system, it is important
to be able to check whether the transmitted data has not been modified during its journey

from the source node to the destination node.

- The last security requirement related to data security is data freshness. This principle
aims at protecting the user from attackers that may want to capture the data transmitted by
the connected devices inside a network and replay it later on, on the same network. It thus
implies that the data received by the destination node is novel and not just a replica of a

previous data exchange.
Moving on to the network security section:

- The first requirement is authentication which, as its name suggests, deals with issues
such as identity theft. The presence of multiple smart devices communicating remotely with
each other within a network is often an excellent entry point for attackers. The principle of
authentication is fundamental and ensures that the information transmitted to the
destination node actually comes from a system identified source node and not from an ill-

disposed or malicious third party standing outside of the system.

- The second element, closely linked to authentication, is (third party) trustworthiness
which consist of ascertaining trust to a third party that has been identified beforehand. As
explained by Pirbhulal et al. (2016), a third-party trust is a situation in which the source and
destination nodes have not established communication path for data transmission before but
are nevertheless able to implicitly trust each other. An example of third-party trust is provided

by Truong et al.: “entity A trusts entity B because B is trusted by entity C. In this example,
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entity A derives trust of B from C, and A also trusts entity C does not lie to him.” (Truong et

al., 2016, p.2).

- “Secured Localization” is the third network requirement. Knowing the exact location of
the source of data transmission in a vast network composed of multiple sensor nodes is key.
If secure localization of the data source is not ensured, the attacker could transmit incorrect

information about the source locat