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Abstract

This master thesis presents a standards-compliant, proof-of-concept, preservation
service relying on Evidence Records in the context of electronic signatures. It
studies the Evidence Records approach to preservation, compared to the classical
single-document approach. This service provides non-repudiable proof of existence
of general data based on the XML Evidence Record Syntax from RFC6283 and
it aims to comply with the ETSI framework of standards. The ETSI framework
itself aims to fulfil the legal requirements set by the European eIDAS regulation on
electronic signatures, giving them legal value.

Digital signatures rely on time-sensitive mechanisms, leading to signatures
becoming invalid with time and the evolution of technology. General preservation,
including signature preservation, is achieved using trusted timestamps. However
such timestamps rely on the same mechanisms as digital signatures, meaning they
shall also be preserved. Evidence Records aims to improve preservation efficiency
by covering multiple unrelated data objects with a single timestamp using Merkle
Trees. Evidence Record Syntax standardizes the format of such proofs. The
service is implemented in Java using the Spring framework, relies on a PostgreSQL
database and uses the DSS library developed by Nowina.
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Chapter 1

Introduction

For the last two decades the world has seen a drastic increase in the digitalisation
of common human processes. Numerous situations requires a user to prove his data
existed at a certain point in time. One such process is document signing, creating
so-called digital signatures. Those signatures received attention and have been
given legal value by the European eIDAS regulation in 2016, leading to the legal
term of electronic signatures. As for handwritten signatures, digital signatures can
provide non-repudiation as well as signatory and data authenticity.

Digital signatures rely on time-sensitive mechanisms, leading signatures being
valid only for a finite period of time, usually a few years but not more. In addition
to a determined expiration, those mechanisms rely on cryptographic primitives
subject to sudden deprecation due to a newfound weakness. This leads to issues for
contracts whose signature should last more than ’a few years’. Similarly, notarial ser-
vices often have the legal obligation to preserve some documents for at least 50 years.

Preservation is often achieved using proofs-of-existence based on timestamps
described in RFC3161. Yet, this does not solve the problem. Those timestamps rely
on the same mechanisms that digital signatures rely on, meaning the problem of
preserving the timestamp also exists. This is commonly done by using a timestamp
to cover the timestamp, repeatedly. The current classical approach is to perform
this on a per document basis, meaning one timestamp covers a single document.
This becomes an issue when trusted timestamps take up a lot of space and usually
have to be paid for.

Evidence Record Syntax aims to provide a more efficient approach using Merkle
Trees [35][34] and a standardised format for this approach. They allow for a single
timestamp to cover multiple documents, greatly reducing the amount of timestamps
used. Two standard Syntaxes exist, one for CMS described in RFC4998 and one



for XML described in RFC6283.

1.1 Objectives

This thesis aims to provide a proof-of-concept preservation service relying on evi-
dence records. One of the thesis’ objectives is to implement a preservation service.
A wuser can send general data to such a service, and the sent data will then be
preserved for as long as specified. The user will then be able to request the proof
of existence of his data. The service aims to be as compliant as possible with the
technical standards from ETSI’s framework, especially ETSI TS 119-512 Annex
F.2, while remaining a proof-of-concept. It shall be open-source and generate
RFC6283-compliant XML ERS proofs.The service should be implemented in Java
to leverage the open-source DSS library. The objective being to put the standards
to the test to further improve them. According to Nowina’s industry knowledge,
no open-source implementation based on XML Evidence Records of such a service
exists. A second objective is to assert the practical advantages of ERs compared to
the classical approach.

The implementation can be found at:
https://github.com/dhamersbelinda/lt-pres-ers

1.2 Structure

Chapter 2: Background

This chapter introduces the legal context around electronic signatures and trust
service providers (e.g. a preservation service). It also introduces the necessary
cryptographic background especially on digital signatures and public-key infras-
tructures, allowing to fulfil the eIDAS regulation requirements.

Chapter 3: Signature Preservation

This chapter explains the problem of digital signature preservation in the ETSI
ESI framework covering the actual ’classical’ approach. The concept of Evidence
Records is then explained in details along with a theoretical comparison with the
classic approach to preservation. It ends with preservation service specifications in
the ETSI ESI framework.

Chapter 4: System
This chapter presents and explains the implemented proof-of-concept service using


https://github.com/dhamersbelinda/lt-pres-ers

Evidence Records. It starts by describing the system’s exact functionality, followed
by its inner workings and the design choices made during development.

Chapter 5: Experimentation

This chapter presents the different experiments and their results. Experiments
were done regarding three topics: Timestamp consumption, storage requirements
and proof sizes.

Chapter 6: Conclusion
This chapter concludes this master thesis with a summary of the results and the
system’s areas of improvement.



Chapter 2

Background

2.1 Legal context

In order to establish a new system for safer electronic transactions across the EU
and to promote trust in the online environment, the Electronic Identification and
Trust Services (eIDAS) Regulation establishes a legal framework for electronic
transactions and electronic identification [39]. By defining "trust services' and
"trust service providers', it aims to achieve electronic signature and identification
interoperability between EU Member States. It is an EU-level legislation that
imposes the conditions under which Member States can recognise electronic iden-
tification from another Member State, place rules for trust services and define a
legal framework for electronic signatures, electronic seals, electronic timestamps
and electronic documents.

In the context of this thesis, recital number 61 [39] in the preamble is of
particular interest:

This Regulation should ensure the long-term preservation of information,
in order to ensure the legal validity of electronic signatures and electronic
seals over extended periods of time and guarantee that they can be
validated irrespective of future technological changes.

It implicitly specifies the precise goal of counteracting the invalidity of digital
signatures due to the expiration of the algorithms used in its creation or other
factors such as the revocation of a certificate.

Since the goal of this thesis is to implement a preservation service, it is important
to be aware of the legal background of the technical aspects that are dealt with as
part of its development.

The legal framework provides motivation for the correctness and security of ser-
vices with electronic transactions. It therefore serves as a legal basis for technical

4



specifications of services that can be recognised as trustworthy at the EU level,
ensuring their transparency and accountability.

The following subsections aim to illustrate the legal definition and impact of
relevant concepts that have an existing technical background.

2.1.1 Trust Service Providers

"Trust Services" and "Trust Service Providers" are the most critical concepts de-
scribed by the Regulation, as they define the legal obligations of such services to
comply with conformity, security and liability requirements.

They are defined in the Regulation as follows [39]:

‘trust service’ means an electronic service normally provided for remu-
neration which consists of:

a) the creation, verification, and validation of electronic signatures,
electronic seals or electronic time stamps, electronic registered
delivery services and certificates related to those services, or

b) the creation, verification and validation of certificates for website
authentication; or

c) the preservation of electronic signatures, seals or certificates related
to those services;

‘trust service provider’ means a natural or a legal person who provides
one or more trust services either as a qualified or as a non-qualified
trust service provider;

Different types of trust service providers (T'SPs) exist, and they can combine
one or more possibilities given in the definition. In this thesis, the most relevant
ones are certificate issuers (CAs), explained in 2.2.5, time-stamp authorities (TSAs),
explained in 2.2.6 and preservation services, presented in 3.3.

All trust service providers need to comply with a minimal set of requirements
laid down by the Regulation. However, the "qualified" status can be granted to a
TSP. A qualified trust service provider (QTSP) needs to fulfil additional conditions
regarding conformity and security, such as undergoing regular audits, being actively
supervised and maintaining sufficient security levels. To be granted the "qualified"
status, a "conformity assessment body" carries out an assessment to verify that
these requirements are met. A "supervisory body" examines the report of this



assessment to grant or maintain the qualified status of the TSP. It is designated by
the relevant Member State.

QTSPs and their qualified trust services are listed in Trusted Lists, along with
information relevant to their qualified status and history. These Trusted Lists need
to be established, maintained and published by each Member state in a secure way.
They are electronically signed or sealed, and play a role in improving trust in the
online environment, especially regarding electronic transactions.

2.1.2 Electronic Signature

Definitions of "electronic signatures' are given as follows in the Regulation [39]:

‘electronic signature’ means data in electronic form which is attached
to or logically associated with other data in electronic form and which
is used by the signatory to sign;,

‘advanced electronic signature’ means an electronic signature which
meets the requirements set out in Article 26;

‘qualified electronic signature’ means an advanced electronic signature
that is created by a qualified electronic signature creation device, and
which is based on a qualified certificate for electronic signatures,

This illustrates that there are several levels to an electronic signature. An
electronic signature in its simple form does not require the use of any legally
approved infrastructure or technology for its creation. However, it does hold a legal
value described as follows [39]:

This Regulation should establish the principle that an electronic signature
should not be denied legal effect on the grounds that it is in an electronic
form or that it does not meet the requirements of the qualified electronic
stgnature. Howewver, it is for national law to define the legal effect of
electronic signatures, except for the requirements provided for in this
Regulation according to which a qualified electronic signature should
have the equivalent legal effect of a handwritten signature.

An advanced electronic signature needs to abide by the following conditions
from Article 26 [39]:

a) it is uniquely linked to the signatory;

b) it is capable of identifying the signatory;
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c) it is created using electronic signature creation data that the signa-
tory can, with a high level of confidence, use under his sole control;
and

d) it is linked to the data signed therewith in such a way that any
subsequent change in the data is detectable.

"Electronic signature creation data" is defined as follows [39]:

‘electronic signature creation data’ means unique data which is used by
the signatory to create an electronic signature;

It is important to note that an electronic signature is a legal concept, whereas
a digital signature is a potential technical implementation of it.
Digital signatures, such as explained in section 2.2.4, comply with the technology-
agnostic requirements stated by the Regulation for "advanced electronic signatures'.
Indeed, thanks to digital certificates and public key infrastructures, a unique link
can be created from the key pair to the signatory. The electronic signature creation
data refers to the private key, and the signature generation process ensures a way
of checking that the signed message has not been modified since the signing time.

For a qualified electronic signature, the following definitions are required
[39]:

‘electronic signature creation device’ means configured software or hard-
ware used to create an electronic signature;

‘qualified electronic signature creation device’ means an electronic sig-
nature creation device that meets the requirements laid down in Annex
II;

Requirements in Annex II of the Regulation for qualified electronic signature
creation devices (QSCDs) include [39]:

Qualified electronic signature creation devices shall ensure, by appropri-
ate technical and procedural means, that at least:

a) the confidentiality of the electronic signature creation data used for
electronic signature creation is reasonably assured;

b) the electronic signature creation data used for electronic signature
creation can practically occur only once;

c) the electronic signature creation data used for electronic signature
creation cannot, with reasonable assurance, be derived and the elec-
tronic signature is reliably protected against forgery using currently
available technology;



d) the electronic signature creation data used for electronic signature
creation can be reliably protected by the legitimate signatory against
use by others.

To provide an example of a QSCD, one might consider some specific types of
ID cards. Some ID cards allow their subject to create an electronic signature. The
electronic signature creation data consists of a private key from a digital signature
scheme 2.2.4.1t is confidential because one requires both the smartcard and the
corresponding password to access the electronic signature creation data !.
A qualified electronic signature requires a qualified certificate for electronic signa-
tures, which is discussed in section 2.1.2.
As previously mentioned, a qualified electronic signature has the equivalent legal
effect of a handwritten signature. The following legal aspect is added [39]:

A qualified electronic signature based on a qualified certificate issued in
one Member State shall be recognised as a qualified electronic signature
in all other Member States.

The requirements of the different levels of signatures are summarised in figure 2.1:

created by

QscD qualified
Based on qualified
certificate
data change detectahle
uniquely linked to signatory
advanced

capable of identifying signatory

created using electronic signature creation
data (under sole control of signatory)

Simple electronic signature

Figure 2.1: Requirements of different levels of electronic signatures

Certificates
Regarding certificates for electronic signatures, their definitions are the following
[39]:

‘certificate for electronic signature’ means an electronic attestation
which links electronic signature validation data to a natural person and
confirms at least the name or the pseudonym of that person;

Thttps://ec.europa.eu/digital-building-blocks/wikis/display /DIGITAL /eSignature+FAQ




‘qualified certificate for electronic signature’ means a certificate for
electronic signatures, that is issued by a qualified trust service provider
and meets the requirements laid down in Annex I;

To fully understand these definitions, the following specifications are necessary
[39]:

‘validation data’ means data that is used to validate an electronic sig-
nature or an electronic seal;

‘validation’ means the process of verifying and confirming that an elec-
tronic signature or a seal is valid.

Continuing the example of smartcards to create electronic signatures based on
public key cryptography, the validation data refers to the public key used to verify
the digital signature.

Annex I of the Regulation includes, among others, the following requirements for
qualified certificates for electronic signatures [39]:

(b) a set of data unambiguously representing the qualified trust service
provider issuing the qualified certificates including at least, the
Member State in which that provider is established and:

- for a legal person: the name and, where applicable, registration
number as stated in the official records,
- for a natural person: the person’s name;

(c) at least the name of the signatory, or a pseudonym, if a pseudonym
is used, it shall be clearly indicated;

(d) electronic signature validation data that corresponds to the elec-
tronic signature creation data;

(e) details of the beginning and end of the certificate’s period of validity;

(g9) the advanced electronic signature or advanced electronic seal of the
issuing qualified trust service provider;

(i) the location of the services that can be used to enquire about the
validity status of the qualified certificate;

(j) where the electronic signature creation data related to the electronic
signature validation data is located in a qualified electronic signature
creation device, an appropriate indication of this, at least in a form
suitable for automated processing.



Such certificates are implemented in practice by digital certificates, which es-
tablish a bond between an entity and a cryptographic public key, as explained
in section 2.2.5. Digital certificates (explained in section 2.2.5) such as X.509
certificates can provide a technical implementation for electronic signatures that
meet the requirements of a qualified electronic signature.

One should note that in the Regulation no further details are given regarding
the validation of these certificates, the regulation aiming to be technology agnostic.
However, the concepts of validity status and validity period are still mentioned for
certificates. These concepts are further explained in section 2.2.5.

As for the validation of qualified electronic signatures, some of the requirements
given by the Regulation are the following [39]:

(a) the certificate that supports the signature was, at the time of signing,
a qualified certificate for electronic signature complying with Annex
I;

(b) the qualified certificate was issued by a qualified trust service
provider and was valid at the time of signing;

(d) the unique set of data representing the signatory in the certificate
is correctly provided to the relying party;

(f) the electronic signature was created by a qualified electronic signa-
ture creation device;

(g) the integrity of the signed data has not been compromised;

(h) the requirements provided for in Article 26 were met at the time
of signing.

Points (a) and (b) refer to the certificates, whereas points (d), (f), (g) and
(h) refer to requirements for advanced and qualified electronic signatures. More
technical descriptions of the validation procedures for digital signatures and digital
certificates are given in section 3.1.

All the legal concepts related to electronic signatures have an equivalent for
electronic seals.
Its definition is as follows [39]:

‘electronic seal’ means data in electronic form, which is attached to
or logically associated with other data in electronic form to ensure the
latter’s origin and integrity;
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One difference with electronic signatures is that electronic seals are created by legal
persons such as a business or an organisation, and not by a natural person.
However, they also have different levels and may require certificates.

2.1.3 Preservation

The Regulation expresses the following requirement [39]:

This Regulation should ensure the long-term preservation of information,
in order to ensure the legal validity of electronic signatures and electronic
seals over extended periods of time and guarantee that they can be
validated irrespective of future technological changes.

As explained in section 3.1, digital signatures suffer from time-imposed con-
straints such as the validity period of their certificates or the weaknesses of the
digital signature scheme or of its cryptographic algorithms. Therefore, qualified
preservation services are necessary to make sure that one can still validate a qualified
electronic signature in the long run. They are described as follows [39]:

A qualified preservation service for qualified electronic signatures may
only be provided by a qualified trust service provider that uses procedures
and technologies capable of extending the trustworthiness of the qualified
electronic signature beyond the technological validity period.

To achieve this goal, different technical methods can be used, such as timestamping
(explained in section 3.1.2). Timestamps also have a legal definition, see section
2.1.4. The standardisation framework provided by ETSI ESI aims to support the
Regulation which is technology agnostic. They establish technical standards that
describe a way for any TSP to comply with legal standards. This includes TSPs
providing preservation services.

2.1.4 Electronic Timestamps

Electronic time stamps are defined by the Regulation as such [39]:

‘electronic time stamp’ means data in electronic form which binds other
data in electronic form to a particular time establishing evidence that
the latter data existed at that time;

‘qualified electronic time stamp’ means an electronic time stamp which
meets the requirements laid down in Article }2;

Some of the requirements are the following [39]:
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a) it binds the date and time to data in such a manner as to reasonably
preclude the possibility of the data being changed undetectably;

b) it is based on an accurate time source linked to Coordinated Uni-
versal Time; and

c) it is signed using an advanced electronic signature or sealed with
an advanced electronic seal of the qualified trust service provider,
or by some equivalent method.

Their goal is to provide a proof of existence of the timestamped data. Technical
aspects are explained in section 3.1.3.

In order to provide a global overview of the presented legal concepts, figure 2.2
shows how they are linked to each other.

Electronic signature creation data

protects

attached to [ — — | creates
@ ‘ Qualified electronic signature |

is based on

Natural person
- - . links
Qualified certificate for electronic signature .

issued by

Electronic signature validation data
QTsP

Figure 2.2: Schema visualising links between different legal concepts related to
qualified electronic signatures

The eIDAS Regulation strives to be technology-neutral, in order to be im-
plementable by different technologies. However, the Regulation states that the
European Commission should consider the standards and technical specifications
proposed by European and international standardisation organisations and bodies,
among which there is the European Telecommunications Standards Institute (ETSI).

The standards produced by ETSI are those that are studied and implemented as
part of this thesis.
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2.2 Cryptography

This section introduces cryptographic tools and concepts used in this paper. Most
of those will belong to the two most important categories of cryptographic systems:
private key (or symmetric) cryptography and public key (or asymmetric) cryptog-
raphy. In the private key setting the systems use a single (private) key as a secret
that is not accessible to the adversary. In the public key setting they rely on a pair
of keys, one being private and the other public. The public key is meant to be
publicly shared and is thus accessible to the adversary, the private key is as in the
previous setting.

One of the main goals of cryptography is message secrecy. This corresponds to
preventing a passive eavesdropper from reading messages sent between two parties.
This goal is addressed by encryption schemes. Encryption in the private and public
key systems are introduced in sections 2.2.2 and 2.2.3 respectively.

Another main goal of cryptography is message and entity integrity or authentic-
ity. It is ensuring that a message has not been tampered with and has been sent by
the legitimate sender, in the context of an active adversary. In general, encryption
does not provide integrity, so different tools and techniques are used to achieve this.
Digital signatures address this goal in the public key setting, they are introduced
in section 2.2.4. In the private key setting this problem is addressed by Message
Authentication Codes (MAC).

In the public key setting, distributing and managing public keys securely is a
challenge. This is addressed by public key infrastructures and certificates. This
section will start with hash functions, which are used extensively in signatures and
Merkle trees.

2.2.1 Hash Functions

A hash function is a deterministic function that maps a bit string of any length
to a fixed length bit string often named digest.

h:{0,1}* — {0,1}"

Three main notions of security of hash functions are defined, those were first
introduced by Merkle [35], informally those three notions are:

o collision resistance: It is hard to find a pair (z,z’) for which h(z) = h(z’).

o second-preimage resistance: Given x, it is hard to find 2’ # x such that
h(x) = h(x').
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« preimage resistance: Given Y, it is hard to find = such that h(z) =Y. A
function with the preimage resistance property can be referred to as a one-way
function.

The term "hard’ refers to being a computationally infeasible probabilistic polynomial-
time algorithm (adversary). Implications between each of those notions requires
more formal definitions and are left to the interested reader [36][32].

A cryptographic hash function is a hash function with the additional
requirement that it has the above three security notions. In practice such hash
functions are certified by standards agencies and used until proven weak against
some attack, examples include the SHA2 and SHA3 families, Whirlpool, RIPEMD-160.
Their resistance to attacks (collision, preimage, ...) is usually quantified in bits
relative to the function’s output size. Such functions are most often used to verify
the integrity of data. Depending on the application only some properties may
be required, e.g. a timestamp defined in RFC3161 requires a one-way collision
resistant hash function [40], a Merkle tree however only requires a one-way function
(34].

In this document when the term "hash function’ is used we refer to a cryptographic
hash function.

2.2.2 Symmetric-key Encryption

Symmetric- or private-key encryption aims to provide private information exchange
using a shared secret between parties. The information exchanged is thus not the
original message but a ciphertext. Private means that if an eavesdropper could
see the ciphertext of one or more messages he would not be able to extract any
information about the original message. The eavesdropper does not have access to
unlimited computing power and must run in polynomial time.

The shared secret is called a private key, it is required for both encryption and
decryption of the ciphertext. As both parties must have the private key, it must be
exchanged in a secure manner beforehand. This constitutes the main drawback of
Symmetric-key Cryptography [32][31].

2.2.3 Public-Key Encryption

Asymmetric- or public-key encryption also aims to provide private information
exchange without using a shared secret. Instead, the recipient will generate a pair
of keys, one named private key and the other public key. The public key can be
publicly disclosed as it is used to encrypt messages, it is thus sent in clear (without
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being encrypted) to the sender. The private key is used to decrypt messages
encrypted by the associated public key.

The main drawback of asymmetric encryption is that it is slower than symmetric
encryption. Another issue is that public keys must be distributed securely. Indeed,
so far the adversary (eavesdropper) could only read messages but could not tamper
with them. The problem of securely distributing keys between parties thus remains.

This problem is addressed by the public key infrastructure, introduced in Section
2.2.5. [32][31].

2.2.4 Digital Signatures

Digital signatures aim to provide authenticity. As for asymmetric encryption,
digital signatures use a pair of keys, one called private and the other public. The
objective is to have a signature that can be sent along with the message such that
this signature proves that the message has not been tampered with and is sent from
the legitimate party. This objective is comparable with a handwritten signature’s
objective. The keys are generated by the signer. A digital signature scheme allows
to compute a signature given a message and a private key. This signature can then
be transmitted along with the message. The signature can be verified using the
private key’s corresponding public key. This allows anyone who has the public key
to verify the authenticity.

More formally a digital signature scheme is defined as [32]:

A digital signature scheme consists of three probabilistic polynomial-time
algorithms (GEN, SIGN, VRFY) such that:

1. The key-generation algorithm Gen takes as input a security parameter 1™ and
oulputs a pair of keys (pk, sk). These are called the public key and the private
key, respectively. We assume that pk and sk each has length at least n, and
that n can be determined from pk or sk.

2. The signing algorithm Sign takes as input a private key sk and a message m
from some message space (that may depend on pk). It outputs a signature o,
and we write this as o <— SIGNg,(m).

3. The deterministic verification algorithm VRFY takes as input a public key pk,
a message m, and a signature o. It outputs a bit b, with b =1 meaning valid
and b =0 meaning invalid. We write this as b = VRFY,(m, o).

It is required that except with negligible probability over (pk;sk) output by GEN(1"),
it holds that VRFY,k(m, SIGN;k(m)) =1 for every (legal) message m. If there is
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a function € such that for every (pk, sk) output by GEN(1") the message space is
{0, 1} then we say that (GEN, SIGN, VRFY) is a signature scheme for messages
of length {(n).

Digital signature schemes are not the same as asymmetric encryption schemes
and vice-versa, these are two different kinds of schemes that serve different purposes.
Also, digital signatures are not provided by pure asymmetric encryption schemes.
However, some basis used for asymmetric encryption can be used as a starting
point to build digital signature schemes. Common digital signatures schemes are
often based on the prime number factoring problem (e.g. RSA-based schemes) or
the discrete-logarithm problem (e.g. the Digital Signature Algorithm (DSA)).

For performance reasons, digital signature schemes are used in conjunction
with a cryptographic hash function. The document to sign is first hashed by the
hash function, the resulting digest will then be signed. Combinations of signature
scheme and hash function are given a unique identifier (OID), e.g. (EC)DSA with
SHA2 function family [18].

2.2.5 PKI

A Public-Key Infrastructure (PKI) solves the problem of securely distributing and
managing public keys. Indeed, for asymmetric encryption and digital signatures it
is assumed that the public key is the correct one. In the real world parties have
to exchange public keys beforehand. This is easy when parties can have some
form of secure contact (e.g. meet in person). This would correspond to the direct
trust model. However, this does not scale to the internet or when many keys have
to be exchanged. Thanks to public-key cryptography this problem only has to
be solved once. Indeed, as soon as a single key from a trusted party is securely
distributed, all other keys can be distributed as well using this single key. This first
distributed public key is called a trust anchor. Distributing other keys using this
first distributed key corresponds to a hierarchical trust model. Indeed, all other
key holders must then trust the owner of the first distributed key. Another trust
model is the web of trust used by PGP, but it is not discussed in this thesis.

Another issue is the management of the key pairs during their life-cycle. A
pair of keys is first generated, then used, finally the life-cycle ends when the key
pair is invalidated. A PKI may comprise certificates, certificate repositories and
revocation lists, and a method to verify certificate chains.
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Digital Certificates

A digital certificate is a signed bond between an entity and a public key, this bond
represents the ownership of the public key. It usually is signed by a third party,
except for certificates whose public key is a trust anchor. In this case the certificate
may be self-signed, and is called a root certificate. To distribute public keys, the
trust anchor can thus assert trustworthiness of other public keys by signing them.
The public key and its owner are the subject of the certificate, the third party
that signs the key along with the name is the issuer. The most common digital
certificate format is the X.509 PKI certificate described in [17].

As an example, Belgium is the trust anchor and thus has a pair of keys for a digital
signature scheme. A Belgian citizen, Adam, owns a public key. Belgium can sign
Adam’s public key along with Adam’s identity, if Belgium knows that the public
key belongs to Adam. This signature will thus be a certificate for Adam’s public
key, and is given to Adam. Adam can now share his public key with others by
sending it along with the certificate. Other Belgian citizens can then verify Adam’s
key using Belgium’s trusted public key. As Belgium issues certificates it is called a
Certificate authority (CA).

There are many parties in Belgium that will need a certificate for one or more
key pair, Belgium may not want to handle all of them. Belgium can select some
trusted parties and authorize them to issue certificates. It will then issue a special
certificate stating that its owner can generate certificates. This is a CA certificate,
other certificates are end-entity certificates such as the one received by Adam.
Belgium is called the root C'A. Trust is established by the certification path or
certificate chain between the certificate and the trust anchor. The certificate path is
such that for all certificates, except the last one, the subject is the issuer of the sub-
sequent certificate. The first certificate of the path is the trust anchor. The subject
of the last certificate of the path is the entity we want to verify the certificate for [31].

Continuing with the example, there are other countries than Belgium that
will be the trust anchor for their citizen’s keys. In addition, the citizens of other
countries may not trust Belgium to be their trust anchor. Imagine Adam wants
to authenticate a French citizen, Pierre. However, Pierre’s certificate has France
as trust anchor and Adam only knows Belgium as anchor. Several options are
possible in this situation. Adam can decide to trust France as another trust anchor,
effectively creating what is called a trust store. That is a list of directly trusted
public key certificates (trust anchors). Another option would be to have Pierre get
a certificate from Belgium, this way Adam will not have to do anything. However
Pierre may not be able to do so, and the effect would be that his security would
be as good as the least secure of both CAs. A common root between France
and Belgium could be introduced, however they would have to trust an external
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CA. More common solutions are cross-certification between CAs of each PKI (not
specifically the trust anchors), or introducing a bridge CA between the two PKIs.

Certificate Validity Period

A digital certificate often has an expiration date (or 'valid until’) set by the
issuer (CA). It is a date after which the certificate is considered invalid and should
not be used anymore. This expiry date has multiple reasons to be. Firstly the more
time passes by the more an adversary had time to try to find the key or break the
digital signature scheme. Also, as technology evolves so do the security standards
and cryptographic algorithms may become weak. A non-technical reason would be
that CAs may want to charge multiple times for a certificate (as a new one would
have to be bought to replace the expired one).

Digital certificates also often have a "walid from’ field, also set by the issuer. This
field’s value usually is the delivery time and date of the certificate. The certificate
is then not valid before such date, as it did not exist. The expiration date should
be after this 'valid from’ field.

The combination of those two values defines the validity period of the certificate.
This period typically ranges from a few months to a few years.

Validity models

In the context of digital signatures a validity model dictates how to evaluate a
certificate’s validity in the hierarchical trust model. A digital signature may be
mathematically valid, yet the certificate has to be proven trustworthy for the
signature to be valid. This implies verifying the certificate and its certification
path. Three validity models are common in the literature [1][31]:

e The Shell Model: This is the most common model, it is used in the X.509
PKI [17]. A signature is valid if all the certificates in the certification path
are valid at verification time. The signature is invalid as soon as a certificate
in the path is invalid.

o The Chain Model: The chain model is used in Germany [24]. In this model
the signing certificate shall be valid at signing time. All other certificates (CA
certificates) in the chain shall be valid at the issuance time of the subordinate
certificate (i.e. the certificate the CA signed) in the chain. In this model the
verification time does not affect the validity of the signature.

o The Modified Shell Model: To be valid in the Modified Shell model, all
certificates must have been valid at signing time.
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Revocation

Certificates have a validity period that ends with the expiration date. Revocation
is making a certificate invalid before this expiration date. Such a situation could
occur when, for example, a party loses control of its private key (e.g. it is stolen
or made public). The revocation status of certificates must be distributed and
available to all other parties. A common way to make this information available is
to publish Certificate Revocation Lists (CRL). Such a list contains all non-expired,
revoked certificates. The list is published periodically, with a period in hours or
days. From a security point of view it is better to publish the list as often as possible
to distribute the revocation status quicker. To avoid having users download a full
list every time it is published, delta CRL can be used. A delta CRL contains the
certificates revoked since the last full CRL. The full CRL can then be published less
often and delta CRLs are published more often to provide better security. CRLs
require the user to store the entire list, which may be very large. They are even
larger if the status of revoked certificates must be stored even after the certificates
expired (e.g. in the eIDAS framework Qualified TSPs issuing qualified certificates
have to do this eIDAS Art.24(4)). Another way to get the revocation status would
then be to ask an online server. This is done using the Online Certificate Status
Protocol (OCSP) [37]. Other revocation mechanisms exist but are not as common
as the two presented here [32][31][38][17].

2.2.6 Timestamps

A general timestamp is a time value associated with some data. The objective is
to prove that the data existed at or before the timestamp’s time value. Therefore,
the time value must come from a trusted party called a Time Stamping Authority
(TSA). The data along with the time value are signed by the TSA, this signature
becomes a proof of existence of the data. For performance reasons the data is
usually a hash value sent to the TSA. RFC3161 [40] specifies requirements for
TSAs along with a protocol to communicate with them in the Internet X.509 PKI.
It also defines the most common timestamp format: time-stamp tokens.
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Chapter 3

Signature Preservation

This chapter addresses the thesis’ core subject, long-term preservation of digital
signatures. Informally, digital signature preservation is ensuring the validity and
the ability to validate a digital signature over extended periods of time. In case
of general data, preservation is about maintaining proofs of existence of the data
over extended periods of time. This chapter has three parts, the first depicts
the challenges associated with preservation and its current most used solution,
the second is the studied solution: Evidence Records. Finally the third is about
preservation services in the ETSI ESI framework, preparing the field for the next
chapter on the implemented system.

3.1 Signature Validity

A signature’s validity status depends on two verification steps:

» Verifying the digital signature value based on the data to sign. The data to
sign is often hashed using a cryptographic hash function.

o Verifying the validity of the signing certificate and the certificate chain.

Both steps may become increasingly hard as time passes. The digital signature
scheme and/or hash function used may become weak. How to consider a signature
that relies on weak cryptographic algorithms? The signature could be legitimate
as it could have been created when the cryptographic algorithms were considered
secure. But, a malicious individual could also have forged the signature leveraging
their weakness. The signing certificate has a validity period or may be revoked at
some point. Again, how to consider a signature that uses an expired or revoked
certificate? The signature could have been created when the certificate was still
valid and /or not revoked yet. Or, it was created afterwards using the expired and/or
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revoked certificate. Digital signatures often have a signed attribute representing the
claimed signing time. However, this attribute cannot be trusted as it a claim set
by the signer. How to handle such situations depends on the signature validation
algorithm.

3.1.1 AdES Digital Signatures

This thesis intends to be in the ETSI ESI framework. In this framework, Advanced
Electronic Signatures (AdES) creation, validation and classes are specified by ETSI
EN 319-102-1 [24]. Those signature standards aim to meet the requirements set
by the eIDAS regulation. The standard defines the general structure of a digital
signature as well as four classes for those signatures. The first 'Basic’ class is
presented here, the other classes are presented in section 3.1.3. All other classes
are built on top of the basic signature class.

The standard’s signatures classes are based on the same structure. The structure
consists of so-called signed attributes, the signature value and optionally unsigned
attributes and the document to be signed or a representation of this document.
All of this data is in a data structure called the Signed Data Object, and more
specifically:

o The signed attributes are composed of the signer’s document as well as
attributes that will be taken into account when computing the signature
value.

o The signature value will be the output of the cryptographic digital signature
scheme SIGN function.

o The unsigned attributes, that is data not protected by the signature but
supporting the signature.

o Finally the signer’s document or a representation of the document, e.g. a
hash value of it.

Basic Signature

Signer's Signed attributes _ : ,
Document or Signature |[: Unsigned :
SD Signing Certificate Value : attributes |
representation ' ;

Figure 3.1: Basic signature structure [24]
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The Basic Signature, shown in Figure 3.1, ’is a signature that can be validated
as long as the corresponding certificates are neither revoked nor expired’ [24].
Indeed, signature classes exist because of the influence some events and time may
have on a signature. In the basic signature, it is required to have a reference to
or a copy of the signing certificate as a signed attribute. The certificate is signed
to prevent simple substitution or reissuing of a certificate for the same key pair.
Any optional signed or unsigned attribute may also be present, e.g. a content
timestamp (signed). Specific AdES signature formats such as CAdES [25], PAJES
[21] or XAdES [29] may have mandatory format-specific attributes.

Basic Signature Creation

This is a high level description of how is an AdES signature created. To create an
AdES Basic Signature the signer shall at least provide the documents or data he
wants to sign and the signing certificate. The data to be signed by the cryptographic
signature scheme will then be assembled based on the specific format (e.g. XAdES).
It will be composed of the document, a reference to the signing certificate or the
certificate itself and any other signed attribute (e.g. an optional content timestamp).
The signature value can then be computed on the data to be signed based on the
signer’s key pair cryptographic algorithm. The signature data object (SDO) is
then created, according to the required format, given the data to be signed and
the signature value. Other unsigned attributes can be provided to be included in
the SDO.

Signature Validation

In the validation procedure a signature is validated against constraints, those are
specific technical requirements the signature must fulfil to be considered valid.
Three types of constraints exist, and those can be found in more detail in ETSI
EN 319-102-1 [24] and ETSI TS 119 172-1 [28]:

o X.509 validation constraints: Those constraints are requirements specific
to the validation of the certificate and certificate validation path, e.g. the
maximum certificate path length or the qualified status of certificates.The
constraints specification depends on the used validity model for the certificate
chain. In case of the shell model those are defined in RFC5280 [17], in case
of the chain model those are defined in the common PKI v2.0 [19], details
are in ETSI EN 319-102-1 [24].

o Cryptographic constraints: Those are requirements on the cryptographic
algorithms and the parameters used for the digital signature. Examples
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include algorithms identifier, the minimum signature key size or the minimum
hash value length for each object that relies on digital signatures. Such
objects could be the signature itself, end-entity or CA certificates, time-stamp
tokens and more.

» Signature elements constraints: Those constraints are requirements for the
data to be signed. As an example, whether the whole data has to be signed
or only parts of it.

The validation always uses the validation time as reference. It does not use
the signing time as it is unknown, and if the signature contains such a value it
cannot be trusted as it would simply be an unverified claim from the signer. The
standard allows a validation procedure to have three outputs: valid, indeterminate
and invalid. An invalid result signifies that a signature has an invalid format,
cryptographic checks failed or that there is proof that the signature has been
generated when the certificate was invalid. An indeterminate result means that
information is lacking to assert that the signature is valid or invalid. A valid result
requires three conditions [24]:

o The cryptographic and format checks of the signature succeeded.

« Any constraints applicable to the signer’s identity certification have been
positively validated (i.e. the signing certificate consequently has been found
trustworthy).

o The signature has been positively validated against the validation constraints
and hence is considered conformant to these constraints.

The indeterminate status has many reasons to be, e.g. the lack of revocation data
due to an offline validation. Many of those reasons exist because of revocation,
cryptographic obsolescence or expiry of certificates.

Revocation & cryptographic obsolescence

If a certificate in the signature’s certificate chain has been revoked then the status
will be indeterminate. However, if there’s proof that the signature has been created
after the certificate’s revocation time, the status will be invalid. On the contrary, if
there’s proof that the signature has been created before the certificate’s revocation
time (and still in the certificate’s validity period), the status will be valid.

The same reasoning can be done for cryptographic obsolescence.

Certificate expiration

If one tries to verify a signature that has an expired certificate in its path, then
its status will be indeterminate. However if there’s proof that the signature was
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done when the certificate was still in its validity period (and not revoked), then
its status will be valid. If there’s proof that the signature was created before the
beginning of the certificate’s validity period the status will also be invalid. Finally,
if there’s proof that the certificate was expired when the signature was created the
status will be invalid.

In those situations, the signature’s validity status could have been established
to walid given that a proof of existence of the signature when it was evaluated as
valid is provided. In the presence of proofs of existence, the verification algorithm
could then shift the considered validation time to the past [1]. When validating in
the past, special considerations have to be made on revocation data. One has to
make sure not to use revocation data forged in the 'future’. Proving the existence
of revocation data is thus also a concern. These proofs of existence will be the
enabler of long-term preservation of digital signatures.

3.1.2 Preservation

A glimpse of preservation was given in this chapter’s introduction, in the ETSI ESI
framework preservation has the following definitions [22]:

e Long-term: Time period during which technological changes may be a
concern.

o Long-term preservation: Extension of the validity status of a digital
signature over long periods of time and/or extension of provision of proofs of
existence of data over long periods of time, in spite of obsolescence of cryp-
tographic technology such as crypto algorithms, key sizes or hash functions,
key compromises or of the loss of the ability to check the validity status of
public key certificates.

The technological changes mentioned by the provided definition of long-term
mostly refer to cryptographic obsolescence.
The definition of long-term preservation covers the cases of digital signatures and
general data. Note that the ’extension of validity status of a digital signature’ is
enabled by proofs of existence as explained in the previous section 3.1.1. Both the
preservation of digital signatures and general data rely on proofs of existence of
the data or signature. Such proof of existence can be a time-stamp token or an
Evidence Record. Both proofs rely on the timestamping method, that is requesting
a trusted time-stamp token over some data.

Another method would be to use time marks. Time marks are audit records
kept in a secure audit trail from a trusted party which attaches a date to a signature
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value [23]. Such time marks are managed by a trust service provider (TSP). A
difference with the timestamping method is that the proof of existence is not in
the signature and the time mark is provided by the TSP upon request. In practice
time marks are very rare, timestamping being the most common method. Time
marks are not the subject of this thesis and thus are not discussed.

Trusted time-stamp tokens can prove the existence of data at some time. They
are obtained by sending the data to a Time Stamping Authority, that will sign this
data along with the current trusted time it has access to. This time-stamp token
being a signature, it is exposed to the same preservation challenges that need to be
solved. Timestamps can also be revoked, are subject to cryptographic obsolescence
and have a validity period. This is solved by also using timestamps to preserve
timestamps. It is worth noting that, as time-stamp tokens are provided by a TSP,
each time-stamp token has an economical cost to whoever requested it.

3.1.3 Signature Augmentation

Augmentation is the process of adding data to a digital signature to maintain
the validity of the signature over time. The data can be a proof of existence (e.g.
timestamp or ER) but also validation data (e.g. revocation data as OCSP response
or revocation list). The signature classes are based on augmentation and use the
Basic Signature, presented in section 3.1.1, as starting point. Three other signatures
classes exist, and each class builds on the previous one.

Timestamps

Given the general AdES structure described in 3.1.1, proofs of existence can cover
the entire or only parts of the signature. In this context, the proofs of existence
are timestamps and are categorized based on what they cover. Timestamps can
always be time-stamp tokens. However Evidence Records are only specified for
long-term preservation, and can be only be used istead of of ’Archive timestamps’
(see below). Timestamps compliant with RFC3161 can only cover a single data
object (single hash) whereas an Evidence Record can cover multiple data objects.
A timestamp falls into one of three categories:

o Content timestamp: A content timestamp proves the existence of the doc-
ument to be signed. Those timestamps must be included in the signed
attributes of the signature. Thus it cannot be added after signature creation.
Doing so, such timestamps can assert that the signature did not exist before
the timestamp.
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o Signature timestamp: Such timestamp proves the existence of the signature
value or the entire Signed Data Object (SDO). It is included in signatures as
an unsigned attribute. This kind of timestamp can assert that the signature
existed before the timestamp.

o Archive timestamp: An archive timestamp is used for long-term preservation,
it aims to prove the existence of the validation material or the entirety of a
signature. When computed over the entirety of a signature, the signature
itself contains the necessary validation material, and may also contain the
signer’s original document. They are most often computed over the entire
signature including the signer’s original document to also protect against
cryptographic obsolescence. Such timestamps can be time-stamp tokens [40]
or evidence records [30][16]. An archive timestamp can also cover another
archive timestamp.

Signature with Time

A signature with time, AES-BASELINE-T shown in figure 3.2, has the objective to
prove that the signature already existed at a given point in time. The proof of
existence is a time-stamp token (not an ER) added as an unsigned attribute to
the basic signature. It consists of a Basic Signature augmented with a time-stamp
token.

Signature with Long-Term Validation Material

This signature class AdES-BASELINE-LT, shown in figure 3.2, provides, as unsigned
attributes, the material or references required to validate the signature and its
time-stamp token. This material usually comprises complete certificates (in case
only a reference was provided as signed attribute) and revocation data. This is to
allow the verification of the signature’s validity even when the validation material
is no longer available online.

Signature Providing Long-Term Availability and Integrity of Validation
Material

This final class, AAES-BASELINE-LTA shown in figure 3.2, 'targets long term avail-
ability and integrity of the validation material of digital signatures over long term
and can help to validate the signature beyond many events that limit its validity’
[24]. Such events include cryptographic obsolescence, expiration of not only the
signature’s certificate but also revocation data. This signature adds all the miss-
ing validation material required to validate the signature and previously added
timestamps as unsigned attribute. It then request a timestamp over the entire
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Figure 3.3: Signature structure when augmented from LTA to LTA for preservation
[24]

signed data object including the signer’s documents. This timestamp is an archive
timestamp and can thus be an evidence record. As time passes those steps can be

repeated to achieve preservation of the signature, an example is shown in Figure
3.3.

3.1.4 Classical Approach to Preservation

Preservation can be achieved using time-stamp tokens only, however the problem is
recursive in time. The current most common approach is to request a time-stamp
token every time an augmentation to the AdES-BASELINE-LTA class occurs (see
figure 3.3), whether the signature was already of this class or not. Time-stamp
tokens rely on certificates, meaning they also have a validity period of at most a
few years. The augmentation must then occur every few years, costing a timestamp
for each signature.

To reduce the number of requested time-stamp tokens one may try to cover
multiple signatures with a single token. To do so the concatenation of the hashes of
the signatures to cover could be sent to the TSA instead of a single signature’s hash
value. Verifying that the time-stamp token actually covers a specific signature will
then require the hash value of the other signatures. Developing and standardising
this idea leads to the concept of Evidence Records (ERs), presented in section 3.2.
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3.1.5 The Challenges

Signature preservation and preservation in general is a never-ending challenge,
the proofs themselves having to be preserved as well. In addition, not only the
proofs but all the validation material has to be preserved. It is a task of constant
monitoring, as revocation and cryptographic obsolescence may occur at any time.
As examples, the certificate of the latest timestamp’s issuer can be revoked, or even
the TSA’s trust anchor may become invalid. It took less than ten years for the
SHA-1 hash family to show weaknesses. Forgetting to get a new timestamp before
such events leads to an ineluctable failure of preservation, and the situation cannot
be recovered once it is too late.

Not only does the proof have to be maintained, by adding data such as times-
tamps or validation data, but the proof itself shall be 'future-proof’. This means
that the proof format and concept shall be standardised and allow for future changes
in cryptographic algorithms. The proof format should also provide a standardised
method of verification.

The classical approach to preservation has drawbacks in terms of efficiency. It
requires one time-stamp token per document, meaning that preserving £ documents
or signatures requires storing and maintaining k timestamps. This number never
decreases with time and thus may become impractical. Imagine a notary office that
has to preserve signed document for 50 or more years. Or a bank having to preserve
signed contracts. The classical approach also lacks a unified preservation-specific
format because once a time-stamp token is received it shall be incorporated in the
signature. This process thus depends on the signature format and previous proofs
present in the signature.

One of this thesis’ objectives is to promote and possibly improve the XML ER
Syntax [16] by providing an open-source preservation service relying on this syntax.
The XML ERS standard does not have publicly available implementations, and
there is no public verification procedure. ERS provides a unified proof format
along with proof augmentation’ (two types of renewals, see 3.2.3) and validation
procedures.

3.2 Evidence Records

RFC4998 on the Evidence Record Syntax [30] and RFC6283 on the Extensible
Markup Language Evidence Record Syntax (XMLERS) [16] both provide a concrete
syntax to describe Evidence Records, their construction and their usage. In both
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of these documents, Merkle trees are used to construct an Evidence Record, which
constitutes a proof of existence and integrity for a piece of data that a client
submitted to a preservation service. In the context of these two documents, we
assume that a client submits one or more preservation objects to a preservation
service. The goal of the preservation service is to provide proofs of integrity,
authenticity and non-repudiability for each preservation object.

This section first presents the concept of Merkle trees, their usage and the properties
of these trees. Then Evidence Records themselves are presented, with the procedures
that are applied when cryptographic algorithms used in the Evidence Record expire.
Finally, the impact that Evidence Records have on the size of the proof returned
by the preservation storage, as well as a comparison with the classic augmentation
technique in terms of storage is shown.

3.2.1 Trees, Merkle Trees

Original definition

The concept of Merkle trees has been introduced by Ralph C. Merkle in his
thesis Secret, Authentication, and Public Key Systems from 1979 [35], and patented
three years later [34]. Despite never being mentioned with this name in the original
thesis, it is defined as a structure enabling a digital signature system using any
one-time signature. The goal of the structure was to eliminate bandwidth and
storage overheads, as well as make multiple-user systems more convenient when
authenticating a one-time signature among a set of signatures.

The structure, which represents a tree, is constructed in the following way: The
signer selects a set of signatures that need to be authenticable and agrees with the
authenticator on a one-way function. The tree is built by applying the one-way
function once on each document (to form the leaves of the tree), grouping the
outputs by two and applying the one-way function on the concatenation of each
group. The step of grouping the outputs and applying the one-way function on
them is repeated until only a single value is left, the root R. The resulting tree
structure was named "authentication tree".

Due to the one-way property of the applied function, R can be seen as a "commit-
ment" from the signer for all signatures, assuming that the authenticator received
R prior to the authentication process (called "tree authentication") and that he can
trust that its computation is based on the signatures to be authenticated. Any
change in the value of any signature would be detectable in R.

The "authentication path" for a given signature, consists of only the node values
from the tree that are needed to compute the root. It is extracted by the signer
from the tree and sent to the authenticator as authentication proof. The tree
authentication process performs the computation of the root to verify that it
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corresponds to the previously communicated value of R. This is why it is necessary
for both parties to agree on the one-way function.

Prior to the invention, one-time signatures required the authenticator to store all
authenticable signatures prior to the authentication process. Using Merkle trees,
only R needs to be known beforehand by the authenticator.

One should note that in his thesis, Merkle describes his tree structure with
regard to the improvements it brings to the described use case, namely one-time
signatures. The principles that are inherent to the tree structure are reused in
Evidence Records. However, the use case is different and requires adapting the
version presented by Merkle. This thesis describes Merkle trees the way they are
used in Evidence Records but is based on the original definition and draws parallels
between both versions when relevant.

Merkle’s patent [34] suggests that the tree structure of Merkle can by extension
be used to "authenticate" any item in a list of items. In this sense, "authentication'
would mean proving that the item is part of this set of items, since the value of
the authenticated root is linked to the leaf by several applications of a one-way
function. This thesis describes how this insight enables using Merkle trees for
building Evidence Records.

Merkle trees in Evidence Records

In the context of Evidence Records and long-term preservation, Merkle trees are
built based on the documents (or their hashes) sent to the preservation service.
As explained in the System section 4, in the case of this thesis the data that is
submitted to the service consists of hashes of documents. The preservation service
holds the hashes of the documents of the client and constructs the Merkle hash tree.
It is up to the preservation service to construct and maintain the tree structure
When the client wishes to obtain a proof for a particular hash or a group of hashes,
the preservation service will extract all the necessary reduced hash trees, include
them in the Evidence Record and send it to the client. An Evidence Record
can contain one or more reduced Merkle hash trees. Each of these reduced hash
trees, whose construction is explained below, constitutes a proof analogous to an
'authentication path". The client can then use the Evidence Record to claim the
existence at a point in time and the authenticity of the corresponding document
hash.
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Merkle hash tree construction

The construction of the Merkle hash tree for Evidence Records has similar principles
as in Merkle’s thesis. Both RFC4998 [30] and RFC6283 [16] consider the common
use case to be a client submitting data objects. There are two cases for this: the
client can submit a single data object, or a data object group containing more than
one document. In the first case, choosing a secure hash algorithm and applying
it to the data object forms a leaf of the Merkle tree. In the second case, one has
to hash each document, sort them in binary ascending order, concatenate them
and hash this concatenation to obtain a leaf. This means that in the case of a
data object group, the entire group plays a part in the value of the leaf. It is also
possible for the client to directly send hash values, of single data objects or of each
object in a data group. The preservation service can then skip the first hashing
step in order to obtain the leaves. This is the case for the service implemented as
part of this thesis. Since the tree is constructed using the same hash function as
the one used to obtain the leaves, both the preservation service and the client need
to agree on the hash function to be used. One should note that if the client doesn’t
submit the original documents but only hash values, the preservation service can
only provide proof of the existence of the hashes. It is up to the client to prove
that the Evidence Record provided for a hash value corresponds to a particular
document. Since the one-way function used for building the tree must be agreed
upon, the hash function (such as defined in section 2.2.1) is communicated with the
client through the preservation profile (see section 3.3.3). The one-way function
consists of binary sorting, concatenating and hashing with the designated hash
function. This function is only considered for building the tree with the leaves, not
for obtaining the leaf values in the first place.

There is a discussion to be had about the number of leaves required for building
the tree. In the patent on Merkle trees [34], the constructed tree can have an
arbitrary integer branching factor K. This would require the hash function to be
able to have an input-output ratio of K:1. RFC6283 mentions that for reasons
related to improved processing, each node should have the same number of children.
This also results in a branching factor of K, however, this is not obligatory. If a
constant branching factor is enforced, one can add random dummy hash values
to obtain a multiple of K leaves. In this sense, constant means that each node
has either 0 or K children. If it isn’t, there is no need to add or remove values to
obtain a multiple of K leaves and one can make use of the fact that cryptographic
hash functions take inputs of any length.

To construct the tree, one separates the leaves into groups (potentially of a
fixed order K and potentially adding dummy hash values). Then each group is
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binary sorted, concatenated and hashed. With these newly obtained values, the
steps of optionally adding random values, grouping, sorting, concatenating and
hashing are repeated until only a single digest is left. This digest value is the root
of the Merkle tree. (see figure 3.4) Since the client wishes to preserve the hashes of
the documents that are part of this Merkle tree, this root value is timestamped.
This is analogous to the "commitment" in Merkle’s thesis. The root is a proof of
the presence of each hash in the tree. It is timestamped to create a proof of the fact
that a particular document hash existed and was submitted to the preservation
service at a certain time to be preserved and that it is part of the Merkle tree.
[30][16]

Discussion for improvement on the clarity of this algorithm is given in appendix M.

h3,=H(h3p. | dummy)

Figure 3.4: Merkle hash tree. ds,, d3, and ds. are part of a data object group.
The green node represents a dummy value. The reduced hash tree for dg, is

{[h3as hap, hac], [dummy], [hio] }

Reduced hash trees construction

To prove that a particular document hash belongs to the Merkle tree and is covered
by the timestamp, one doesn’t need all nodes of the tree. A subset of these nodes is
sufficient because node values can be recalculated on the client side (or by the third
party that wishes to verify the client’s Evidence Record). This subset is called the
reduced hash tree. 1t is split up into ordered lists called partial hash trees, which
each correspond to a level in the Merkle hash tree. It contains all node values that
are necessary to recompute the root starting from a particular leaf hash. First, the
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data object is selected and its hash value h is computed. If the hash was submitted
by the client, one can omit this step. The first partial hash tree is formed by h
and all hash values that have the same parent as h, in binary ascending order. If
the data object does not belong to a data object group, the first partial hash tree
contains h and all its sibling leaves. A sibling node is defined as a node that has
the same parent as a particular node. Else, the first partial hash tree contains all
hash values of all documents belonging to the group.

The following partial hash trees are constructed in the same way but on the parent
node and excluding the parent node from the partial hash tree. For instance, if the
parent node of h is p, then the next partial hash tree contains all sibling nodes of
p and does not include p itself. This step is repeated on each parent node of the
obtained partial hash tree until the root hash is reached. The final reduced hash
tree is the list of all partial hash trees, ordered by their construction. [30][16]

For an example, see figure 3.4.

Reduced hash tree verification

A client or any third party in possession of the Evidence Record for a particular
data object can verify the proof in the following way [30][16]:

o Compute the hash value h of the data object using the hash algorithm that
was agreed upon. This hash value should be present in the first partial hash
tree.

o Concatenate all the hash values in the current partial hash tree in binary
ascending order and calculate the hash value h’.

o Add h’ to the following partial hash tree and repeat the previous step until
a single digest value is obtained, which should be the root of the Merkle tree.
This root needs to correspond to the timestamped value contained in the
timestamp that comes with the reduced hash tree in the Evidence Record.

The reduced hash tree effectively makes the link between the hash of a data object
or the hashes of a data object group and the timestamped root value. It constitutes
the proof that the data object (group) is part of the Merkle tree whose root has
been timestamped. By consequence, the timestamp becomes a proof of existence
for this data object (group), because the root hash value unambiguously represents
all its data objects.

In his thesis [35], Merkle describes a scenario where an authentication tree can

be used to authenticate authentication tree roots. The roots become the leaves in
a "higher level" authentication tree. This is analogous to timestamp renewals (see
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section 3.2.3) performed by preservation services. When a timestamp at the root
of a Merkle tree is about to expire, it can be considered a data object that needs
to be preserved. The timestamp can be hashed and becomes a leaf in a Merkle
tree, and is therefore covered by the timestamp of the new Merkle tree.

The intent of the tree structure is to create a "digital signature system whose
security rests solely on the security of a conventional cryptographic function" [35].
This implies that as long as the hash function used for the Merkle hash tree is
secure, the fact that the data is preserved in a Merkle tree structure instead of
being timestamped in its original state does not introduce any security concerns.
This is due to the one-way property of cryptographic hash functions.

To summarise, using Merkle hash trees allows a reduced consumption of times-
tamps (see sections 3.2.4 and 5.1.1), as multiple data objects can be covered by a
single timestamp. Since a timestamp alone only provides a proof of existence of
the root of a Merkle hash tree, the reduced hash trees supplement this proof by
showing that the document/hash value for which the Evidence Record is generated
is part of the covered Merkle hash tree. If the client trusts the TSA that is called by
the preservation service, the Evidence Record provided by the preservation service
can also be trusted as long as its verification proves that it is valid.

Tree properties

The structures obtained by following the previously described construction are trees.
For completeness, relevant definitions related to tree structures are provided in
appendix A. They are taken from the Dictionary of Algorithms and Data Structures
by the National Institute of Standards and Technology [2].

For clarification, a constant branching factor B means that each node has either
0 or B children. With a wariable branching factor of maximum B, each node can
have between 0 and B children.

Regarding the tree construction algorithm, the assumption is made that if
a constant branching factor B is enforced (as recommended by RFC6283 [16]),
dummy values are added until a multiple or a power of the branching factor is
reached at each level. In the system implemented as part of this thesis, the choice
was made to enforce a constant branching factor (an easily modifiable parameter)
and to add dummy values at each level to obtain a multiple of the branching factor.
This is the construction strategy that will be referred to by default when referring
to a Merkle hash tree.
In the case where a variable branching factor is allowed, the assumption is made
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that at each level, nodes are grouped by order of a maximum branching factor
denoted by B. The remaining nodes that are not part of a group of size B lead to
a parent node having fewer than B children. The one-way function is applied to
these nodes, they are not "postponed" as inputs for the level just above.! We also
assume that nodes are as far left as possible, meaning that nodes with fewer than
B children are on the right of the tree. At each level, there can be only one such node.

All of these structures are B-ary trees according to NIST [2].
k-ary tree: A tree with no more than k children for each node. [8]

An important remark needs to be made with regard to the definition of leaf. The
definition by NIST [2] allows leaves to be present at levels other than at a depth
different from the height. Previously in this thesis, a leaf was considered to be the
hash of a data object (group) or a dummy value at the lowest tree level. We do
not consider the order of a data object group when reasoning about the number of
leaves and the tree properties it entails. A data object group only contributes to one
leaf, and this leaf is the "lowest" unit considered when computing tree properties.
In the following discussions, the following distinction is made:

» Leaves resulting from the hash of a data object (group). Their number is
denoted by L.

o Leaves resulting from hashing data objects or data object groups and from
adding additional dummy digest values before the first application of the one-
way function. Their number is denoted by L’. This is the default definition
when referring to leaves in this thesis.

o Leaves as defined by NIST [9]. This definition is not used in this thesis,
except to note that the Merkle tree definition of NIST is incompatible with
the construction of a Merkle tree in this thesis. Indeed, NIST requires all leaf
nodes (such as defined in the Dictionary of Algorithms and Data Structures
[10]) to be at the same level. In the Merkle tree construction implemented
for this thesis, some dummy values are added at levels higher than the level
of data object leaves. Since they don’t have children, they respect NIST’s
definition for a leaf but are not at the same level as data object leaves for
instance.

The data object leaf level is referred to as the lowest level, or the leaf level.

L Appendix M discusses whether it is possible to "postpone" nodes/leafs from one level to a
higher one.
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For studying the properties of Merkle trees, we only consider Merkle hash trees in
the context of Evidence records. Since the one-way function for their construction
is determined by the cryptographic hash function in use, the Merkle tree can have
different properties depending on how the branching factor is determined. Indeed,
hash functions take an input or a concatenation of inputs of any size and return a
fixed-size output.

Certain choices can be made regarding the number of leaves in a tree and the
branching factor of the Merkle hash tree. Both of these properties influence each
other and may have an impact on the performance of the system put in place by
the preservation service.

In all following cases, the tree is considered to have L data object hash leaves, L'
leaves and a branching factor of (maximum) B.

Regarding the branching factor, several options are possible: it can be constant or
not, and it can be limited with regard to a maximum number of children per node.
Let us first consider the case with a constant branching factor B. Two possibilities
arise :

o The tree is a full B-ary tree, a tree where each node has exactly zero or B
children. This definition is not present as such in the Dictionary of Algorithms
and Data Structures, but it is extrapolated from its definition of a full binary
tree [5]. The number of required leaves L is a multiple of B.

o The tree is a perfect B-ary tree, with all leaf nodes at the same depth [13].
This requires a number of leaves L’ equal to an integer power of B. It is a
specialization of the full B-ary tree.

The emphasis is put on expressing the properties as functions of L and B because
L is an external parameter that depends on the calls made to the preservation
service and B is a parameter that can be used to fine-tune performance and storage
requirements (see section 3.2.4).

For a perfect B-ary tree, the number of leaves L’ has to be a power of B. To
achieve this there might be a need to add dummy digest values to attain the
required number of leaves.

The properties of a perfect B-ary tree are given in table 3.1. More details on
how to obtain these values are provided in appendix B

One can note that if this is the strategy adopted for the construction of the
Merkle hash tree, dummy values need only be generated for the leaf level.
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Height A | Number of nodes N | Number of arbitrary digests

logs(L)] % Bllogs(L)] _ [,

Table 3.1: Properties of a perfect B-ary tree

For a full B-ary tree, the number of leaves L’ has to be a multiple of B. At the
leaf level, if L is not a multiple of B, B — (L mod B) dummy values need to be
generated.

The height and the total number of nodes of a general full B-ary cannot be deduced
from the number of leaves at the lowest level because one could randomly add
nodes at higher levels that have no children. The construction strategy adopted
in this thesis (adding dummy values at each level to obtain the smallest possible
multiple of the branching factor) results in a particular case of a full B-ary tree.
This is due to the fact that we only add dummy digests to reach the required
branching factor, not more. Indeed, the worst case for random digest generation is
having to add B — 1 digests at every level except at the root level and B — 2 at
depth 1. We cannot add more than B — 2 at depth 1, because otherwise the tree
could be simplified to have the node already present at depth 1 as root. This worst
case is achieved when L = B* + 1, where k is an integer.

Therefore this construction strategy produces full B-ary trees with an additional
property that there are no more than B — 1 childless nodes at depths greater than
1.

The properties of such a tree are given in table 3.2.

Height h Number of nodes N Number of arbitrary digests

Exact Exact Upper bound Exact Upper bound

[logp(L)]+1 Zz;é(‘Bhfl_d' O((h—l)(B—
[logn(I)] | St || - B+1 | O350 || B~ [gha) +| 1) 5 )

3.5

Table 3.2: Properties of a full B-ary tree

More details on how to obtain these values are given in appendix B, where these
trees are illustrated. The number of nodes N is upper-bounded by the case of a
perfect B-ary tree, and the number of arbitrary values is upper-bounded by the
worst case illustrated previously.

A variable branching factor can be used to avoid generating dummy digest values.

As previously explained, at each level, nodes are divided by groups of B and
the one-way function is applied to each group, even the "incomplete' one. The
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properties of such a tree are given in table 3.3. More details on their computation
are in appendix B.

Height h Number of nodes N ‘
Exact Exact Upper bound

_ [togp (L)T+1 _
[logs(L)] || $ho) [gh] + L | (B2 2=

Table 3.3: Properties of a B-ary tree with a variable branching factor
More details on how to obtain these values are given in appendix B.
The table in appendix C summarises the most important values for each type of tree.

Regarding the size of a reduced hash-tree, one can make the following reasoning;:

» Assuming a constant branching factor B, each partial hash-tree except the
first one contains B — 1 elements.

o Let h be the height of the corresponding Merkle hash tree. Two cases have to
be distinguished depending on whether the item for which the reduced hash
tree was computed is part of a data object group or not.

— If it is not part of a data object group, the first partial hash-tree contains
B elements and there are h partial hash trees in total.

— If it is part of a data object group, the first partial hash-tree contains E
elements, where E is the number of elements in the data object group.
There are h + 1 partial hash trees in total.

For a single data object, the reduced hash tree size is O(B + (h — 1)(B — 1)) =
O(1 4 h(B — 1)) in terms of number of hash values.
For a data object group, it is O(F + h(B — 1)).

For a variable branching factor, these values become O(1 + h(B — 1)) and O(E +
h(B —1)).

3.2.2 Concept

FEvidence Records represent data structures that enable providing non-repudiable
proofs of existence for preservation objects over long periods of time. The proof of
existence also implies a proof of integrity, to show that the data objects have not
been tampered with. The main idea of Evidence records is to cover several objects
with the same timestamp, which leads to a smaller timestamp consumption while
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keeping the possibility to have a separate proof for each object.

Both RFC4998 on the Evidence Record Syntax (ERS) [30] and RFC6283 on
the Extensible Markup Language Evidence Record Syntax (XMLERS) [16] present
a syntax to express evidence records in a standardised way as well as mechanisms
for their construction and verification. They also support the periodic renewal of
timestamps.

The following definitions are necessary to understand this section [30]:

Long-term Archive (LTA) Service: A service responsible for preserving
data for long periods of time, including generation and collection of evidence, storage
of archived data objects and evidence, etc.

Archived data object: A data unit that is archived and has to be preserved
for a long time by the Long-term Archive Service.

Archived data object group: A set of two or more data objects, which for
some reason belong together. For example, a document file and a signature file
could be an archived data object group, which represents signed data.

In the context of this thesis, the LTA corresponds to a preservation service, and an
archived data object corresponds to a data object submitted by a client. The same
goes for an archived data object group.

The basis of an Evidence Record is formed by one or more Archive Timestamps.
Only the Archive Timestamps are included which are necessary for the proof of
existence of the data object (group) for which the Evidence Record is constructed.

As explained in chapter 4, the service implemented for this thesis uses RFC6283
[16] as a reference for the format for the Evidence Records. The entire XSD format
for XMLERS can be found in appendix D, and examples of Evidence Records put
out by the system implemented for this thesis are given in appendix L. Listing 1

presents a very simplistic pseudo-XML snippet to present the basic structure of an
Evidence Record, based on RFC6283 [16].

<EvidenceRecord Version)>
<ArchiveTimeStampSequence>
<ArchiveTimeStampChain POrderp>
<DigestMethod Blgorithm />
<ArchiveTimeStamp (Orderp
<HashTree /> 7
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<TimeStamp>

<TimeStampToken />
<CryptographicInformationList>

<CryptographicInformation /> +
</CryptographicInformationList> ?
</TimeStamp>
</ArchiveTimeStamp> +
</ArchiveTimeStampChain> +
</ArchiveTimeStampSequence>
</EvidenceRecord>

Listing 1: Simplified pseudo-XML Syntax of EvidenceRecord . "?" denotes zero
or one occurrences, and "+" denotes one or more occurrences [16]

The Archive Timestamp Sequence contains one or more Archive Timestamp Chains,
which each comprise one or more Archive Timestamps.

DigestMethod specifies the hash algorithm used for building the reduced hash trees
for all Archive timestamps inside an Archive Timestamp Chain.

An Archive Timestamp can cover a single data object (like a RFC3161-compliant
timestamp) or several (groups of) data objects. In the context of this section, it does
not represent a conceptual timestamp such as defined in 3.1.3, but a data structure
that comprises a timestamp and the optional reduced hash-tree whose root it covers.

The previously specified digest method has to be the same as the one specified in
the Timestamp, which contains a TimeStampToken such as defined by RFC3161.
However, other types of timestamps may be used.
CryptographicInformationList stores data that is useful for the validation of the
timestamps in the Archive Timestamp Sequence, such as trust anchor certificates,
revocation information etc.

The HashTree field contains lists of hash values, each list corresponding to one
"level" of the reduced Merkle hash tree.

An Archive Timestamp is verified if the root value computed from the reduced
hash tree corresponds to the timestamped value and the embedded timestamp
token is valid.

The sequence of Archive Timestamps inside an Archive Timestamp Chain is formed
by timestamp renewals [16]: When the timestamp certificates become invalid or
the cryptographic algorithms used within an Archive Timestamp become weak, a
new Archive Timestamp is created that covers the old one (see 3.2.3).
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The sequence of Archive Timestamp Chains inside the Archive Timestamp
Sequence is formed by hash tree renewals: When the hash algorithm used for
building the Merkle hash trees becomes invalid, a new Merkle tree needs to be
generated which provides a proof for both the data object (group) and its existing
Archive Timestamps (see 3.2.3).

Verifying an Evidence Record involves verifying its Archive Timestamp Sequence
as described in 3.2.3 and making sure its latest Archive Timestamp (the last one
in the last Archive Timestamp Chain) is valid at the time of the verification.

3.2.3 Renewals

Timestamp Renewal

A timestamp renewal takes place before the private key for the generation of
a timestamp has been compromised, or the asymmetric algorithm or the hash
algorithm used in its generation has become weak. It might also occur if the TSA
certificate is about to expire. In this case, the content of the timeStamp field is
hashed and becomes a new leaf in a new Merkle hash tree, which will be covered by
a new Archive Timestamp. In the new Merkle hash tree, the same hash algorithm
has to be used as in the one covered by the old timestamp. This Archive Timestamp
will be added to the current Archive Timestamp Chain and monitored.

To verify an Archive Timestamp Chain (in order to check timestamp renewals
in a chain have been performed correctly), each Archive Timestamp has to be
verified individually. The first partial hash tree of an Archive Timestamp has to
contain the hash value of the timestamp from its preceding Archive Timestamp.
The preceding timestamp had to be valid at the time the covering timestamp was
added. [16]

Hash-tree Renewal

A hash tree renewal occurs when the hash algorithm used for building the Merkle
hash trees is no longer secure. To perform this renewal, it is necessary to choose
a new, secure hash algorithm and obtain new digest values of the data objects
that need to be preserved using this new hash algorithm. This requires a hash
computation on the original data object, which needs to be made and sent by the
client if only hash values are submitted to the service. Alternatively, the original
data object needs to be accessed by the preservation service so that the new hash
value can be computed. In a group, each individual data object needs to be hashed
with the new hash function. Each hash value obtained this way is concatenated
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with the hash of the current Archive Timestamp Sequence, and this concatenation
is hashed. These new hashes become the new leaves for the construction of a new
Merkle hash tree, where hashes that were formed from a given data object group
are treated as the hashes of a same group during the tree construction.

The newly obtained Merkle hash tree is covered by a new Archive Timestamp,
which starts a new Archive Timestamp Chain of the Archive Timestamp Sequence.

To verify an Archive Timestamp Sequence, the first Archive Timestamp of the
first Archive Timestamp Chain has to contain a hash of the data object (or all
hashes of a data object group). Each Archive Timestamp Chain has to be verified
individually, as explained in 3.2.3. At the time of the first Archive Timestamp
of an Archive Timestamp Chain, the hash algorithm of the preceding Archive
Timestamp Chain had to be secure. The first partial hash tree of the first Archive
Timestamp of every Archive Timestamp Chain except the first one has to contain
a hash value of the concatenation of the data object hash and the hash of all older
Archive Timestamp Chains. The last Archive Timestamp of an Archive Timestamp
Chain had to be valid when the first Archive Timestamp of the following Archive
Timestamp Chain was generated. [16]

3.2.4 Impact for Preservation

The purpose of Evidence Records is to cover multiple data objects with a single
timestamp. Timestamps being not free, this could reduce the cost of preserving
signatures. However this advantage is not without drawbacks, the main one being
the increased proof size and possibly increased storage requirements for the Merkle
tree. This section aims to purpose to analyse and compare both approaches. In
this section, the previous’ section symbols will be reused.

Proof size

For now, the renewal of the proofs is ignored. Evidence Records proofs vary in
size depending on the tree’s parameters. The reason being that the proof is the
reduced hash tree. The latter contains the following amount of hash values:

O(h(B —1)) = O([logp(L)[(B — 1))

This upper bound is shown in figure 3.5 for fixed sizes of B. In all cases it
increases logarithmically with L. Higher values of B leads to a larger upper bound,
B acts as a factor on the logarithmic evolution with L.
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Figure 3.5: Evolution of [logz(L)|(B — 1) with L for fixed values of B.

Given a fixed number of documents the reduced hash tree with the lowest
branching factor will have the lowest upper bound on the number of hash values.
This upper bound is always reached when dummy nodes are added to reach a full
tree. However when no dummy nodes are added to the tree the reduced hash tree
may vary in number of hash values (size) depending on the considered leaf node.
Reducing the branching factor reduces the possible imbalance between the reduced
hash trees. This size imbalance depends on the number of dummy nodes the tree
would’ve had if filled to become a full tree. At the first depth level (root’s children)
the tree can have at most B — 2 dummy nodes, at the other depths the tree can
have at most B — 1. Reducing the branching factor thus reduces the possibility for
large size imbalances.

The classical approach to preservation has a proof size equal to the time-stamp
token’s size. Evidence Record based proofs are thus inherently larger in size as
they also contain a time-stamp token but additionally contain the reduced hash tree.

When taking into account renewals, the classical approach’s proof size would be
multiplied by the amount of renewals done. For Evidence Records a new reduced
hash-tree is added which also includes a timestamp. Evidence Records’ proof size
is thus always bigger compared to the classical approach (ignoring trivial cases of
an ER that has a hash tree with a single node).
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Storage

When using evidence records the service has to store the Merkle tree and a single
timestamp. Ignoring timestamp renewals and assuming the number of documents
L is an integer power of B, the tree’s number of nodes is

BL -1
B—-1

The service should also store necessary metadata, to maintain the tree hierarchical
structure. Each tree node is assumed to require M Bytes of such metadata. In
comparison, with the classic method the service would have to store L timestamps
(one for each document). It is assumed that the classic method does not need
metadata compared to Evidence Records. All the timestamps used are expected to
have the same size, 7 Bytes.

Based on those assumptions and taking the worst case for the number of tree nodes
in the case of ER, storage required when using evidence records can be estimated:

BL -1
B-1

M+T (3.1)

Although classic preservation does not usually include storing the preservation
object, it can be interesting to study how much storage space this would require:

LT
This is an approximation because during the augmentation process, unsigned

attributes are added to the signed documents.

Regarding storage, it would be useful to know the Bytes a node can use until it
becomes more efficient storage wise to use the classic technique.

BL —1
71 M+T<LT
(L-1)(B-1)
M < B 1 T
a(B,L)

Given how the proof size increases with B, the evolution of « for small values
of B, i.e. B << L, seems the most interesting. This is shown in figure 3.6.

Based on figure 3.6, when the size required for a single tree node is less than
45% of the size of a timestamp the evidence record approach should require less
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Figure 3.6: Evolution of a(B, L) = ““57=— with L for fixed values of B.

storage space than the classic approach. Increasing the branching factor B leads
to higher values of a. Indeed when B is greater the tree has fewer nodes, leading
to storage savings proportional to M. The balance between proof size and storage
required ultimately depends on the practical values of M and T.

When the proof (time-stamp tokens or ER) has to be renewed with another
proof the situation is in favour of Evidence Records. As an ER has a single
timestamp to protect only a single proof is required. In the classic approach each
time-stamp token will have to be preserved individually. Those gains occur at each
timestamp renewal, making the ER approach much more efficient in this aspect for
long-term preservation.

3.3 Preservation Services

Technical specifications for trust services providing long-term preservation are given
by ETSI TS 119 511 [22] and ETSI TS 119 512 [26]. Both of these documents
aim to support TSPs intending to provide (qualified) preservation services that
are in line with the eIDAS regulation. ETSI TS 119 511 is based on ETSI EN
319 401, which presents General Policy Requirements for Trust Service Providers.
Long term preservation services in the context of those standards go beyond the
preservation services for electronic signatures defined in the Regulation as they
also encompass the "preservation" of general data.

45



The principal goals of a preservation service as defined in ETSI TS 119 511 are
[22]:

1. The preservation over long periods of time, using digital signature techniques,
of the ability to validate a digital signature, of the ability to maintain its
validity status and of the ability to get a proof of existence of the associated
signed data as they were at the time of the submission to the preservation
service even if later the signing key becomes compromised, the certificate
expires, or cryptographic attacks become feasible on the signature algorithm
or the hash algorithm used in the submitted signature.

2. The provision of a proof of existence of digital objects, whether they are signed
or not, using digital signature techniques (digital signatures, time-stamp
tokens, evidence records, etc.).

The following preliminary definitions are useful to understand a preservation service
[22]:

long-term preservation: extension of the validity status of a digital signature
over long periods of time and/or extension of provision of proofs of existence of
data over long periods of time, in spite of obsolescence of cryptographic technology
such as crypto algorithms, key sizes or hash functions, key compromises or of the
loss of the ability to check the validity status of public key certificates
preservation evidence: evidence produced by the preservation service which can
be used to demonstrate that one or more preservation goals are met for a given
preservation object

preservation evidence augmentation: addition of data to an existing preser-
vation evidence to extend the validity period of that evidence

preservation object (PO): typed data object which is submitted to, processed by
or retrieved from a preservation service

preservation service: service capable of extending the validity status of a digital
signature over long periods of time and/or of providing proofs of existence of data
over long periods of time

As illustrated in figure 3.72, the client interacts with a preservation interface
via a preservation protocol. Depending on the request made by the client, a
preservation mechanism is triggered to handle the request of the client. The
preservation mechanism is described by the preservation profile. The specification
given by the preservation profile requires monitoring cryptographic algorithms in
order to produce evidences that are not invalidated by changes in the security of

2figure from https://www.enisa.europa.eu/events/tsforum-caday-2019/
presentations/ca-03-rock
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these algorithms. To produce the evidences, the preservation service might contact
Certificate Status Authorities (CSA), Time-Stamping (TSA), Signature or Seal
creation Service (SigS) or validation services (ValS).
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Figure 3.7: Functional model of a preservation service

3.3.1 Storage Models

As a client sends data to be preserved to the preservation service, it can be handled
according to three different "storage models". The client may wish to obtain a
preservation evidence immediately or at a later point in time, depending on the
model. [22]

With Storage

The With Storage Model allows a client to submit one or more preservation objects,
and the service has the responsibility of storing these documents for a determined
period of time, as well providing evidences when the client requests them. During
this time period, the evidences are augmented if necessary. The evidences are
augmented when necessary, by monitoring cryptographic algorithms. The client
can also ask the service to delete their preservation objects and/or the related
evidences, and they can submit more recent versions of a previously submitted
preservation object.

With Temporary Storage

The With Temporary Storage model temporarily stores the data submitted by
the client. The evidences are produced asynchronously after a certain time period
specified by the profile. This data is deleted after the time that is necessary
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to produce the related preservation evidence. During the preservation evidence
retention period (the period that is determined for the client to retrieve this
evidence), the necessary mechanisms regarding the monitoring of cryptographic
algorithms are established to produce valid and potentially augmented evidences
for when the client requests them. This model allows the client to submit hash
values instead of unaltered documents, which can be an advantage for privacy
concerns. There is no specific "delete" operation, as preservation objects or their
hashes are supposed to be automatically deleted after the evidence is produced.
The preservation service therefore holds less of a responsibility for storing the data
of the client than in a With Storage model, especially so in the case of submitted
hash values.

Without Storage

The submitted data is not stored, nor is the evidence. The evidence is created and
provided to the client synchronously, there is no augmentation.

3.3.2 Functional goals

A preservation service can define different goals regarding the provision of evidences.
They are defined as follows [22]:

[PGD ] Preservation of General Data: The provision of proofs of existence over
long periods of time of general data whether this data is signed or not;

[PDS | Preservation of Digital Signatures: The preservation over long periods
of time of the ability to validate a digital signature, to maintain its validity
status and to get a proof of existence of the associated signed data; and/or

[AUG | Augmentation Goal: The augmentation of preservation evidence submit-
ted to the preservation service
Preservation of General Data

This goal aims to provide proofs of existence and of integrity of submitted data.

Preservation of Digital Signatures

This goal requires collecting, verifying and protecting all needed validation data,
i.e. data needed to validate a signature. Therefore the validation data needs to
be preserved, along with the signature and the signed data. It might need to be
collected if not included in the preservation request. The validation data might
include time-stamps, revocation information and certification paths. Since the
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preservation service only maintains the ability to validate a signature, it does not
represent a signature validation service.
Unlike PGD, not only the signature is preserved, but also its validation data.

Augmentation goal

The augmentation goal requires that the preservation service receive an existing
preservation evidence (which might have been produced by a different preservation
service) and augment it in the course of time.

The augmentation goal is not the same as preservation evidence augmentation,
which is applied to not only submitted evidences.

A preservation service supports at least one preservation goal and exactly one
storage model. For the implementation that is part of this thesis, the With Tem-
porary Storage model and the PGD goal were chosen, as justified in the System
chapter 4. Along with the constraint of using Evidence Records, an additional
choice was to only allow hash values as client submissions, also explained in 4.
Since the implemented system does not support the PDS goal, it does not preserve
the ability to validate a digital signature and doesn’t maintain its validity status
because it does not process any validation data. However, it can provide a proof of
existence of the signature itself and the signed data if it is submitted along with it
(e.g. the signature has been augmented to a signature with long-term validation
material, see 3.1.3). In the context of PGD, if the signed data is submitted by the
client along with its validation data, the preservation service does maintain the
ability to validate the signature but it is the client’s responsibility to provide the
validation data as well as create the link the signature and the validation data.
The goal of this thesis is to study Evidence Records and their performance as a
mathematical concept and understand their contribution to solving the problem of
preserving signatures.

When using Evidence Records in a WTS context, one can say that the pro-
duced preservation evidence corresponds to one or more Merkle hash trees. The
augmentation procedure corresponds to performing a timestamp renewal or a hash
tree renewal. When the client demands a preservation evidence for a particular
data object, the evidence is returned in the form of one or more reduced hash-trees,
containing only the data that is necessary for that data object.

The choice of submitting hash values can be made due to confidentiality, privacy
or performance reasons [22]. In this case, the preservation service can only provide
a proof of existence for the digest value, which constitutes a proof of existence for
the original data only as long as the hash algorithm is not broken. Before the hash
algorithm becomes weak, the proof of existence can be augmented with a hash tree

49



renewal using new hash values from the client. However once again, the proof only
applies to these hash values and there is no way to check that the new hash values
actually match the ones that were originally provided.

Since the data submitted by the client is made up of digest values that are directly
used as such in the evidence that is the Merkle hash tree, it might be difficult to
delete them as is required by the WTS model. Indeed, this might influence the
provability for other digest values, as discussed in this appendix on deleting a PO
(appendix E).

3.3.3 Preservation Schemes and Preservation Profiles

A preservation scheme describes the general outline of how preservation evidences
are created and validated. It specifies at least one preservation goal and exactly
one storage model.

A preservation profile gives more detailed implementation specifications on how
preservation evidences are generated and validated, based on the selected preserva-
tion scheme. A preservation scheme can be supported by one or more preservation
profiles. [22]

Each preservation service supports at least one preservation profile, which
needs to be made known to potential clients. Each profile contains, among other
attributes [22]:

e a unique identifier

« the list of supported operations of the preservation interface and their accepted
input formats (e.g. supported hash function if hashes are submitted)

o the preservation storage model

« the preservation goals

o the validity period of the profile

e in case of a WTS model: the preservation evidence retention period

e in case of a WTS or WOS model: the expected evidence duration, which
estimates (until) how long a preservation evidence can be a proof that a
preservation goal is achieved.

This implies that the evidence still needs to be verifiable and provide pro-
tection against cryptographic weaknesses. This duration is dependent on
several factors such as the validity period of the private key used to generate
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the evidences (such as for timestamps) and the weakness of cryptographic
functions.

For evidence records, the validation of the preservation evidence requires at
least the validation of the latest time-stamp.

« all supported evidence formats (e.g. evidence records)

« a reference to the preservation evidence policy, which among other things
specifies details on the creation, augmentation and the validation of the
preservation evidence, including which cryptographic algorithms are used.

3.3.4 Preservation Protocols

ETSI TS 119 512 [26] defines protocols that can be used between a preservation
client and a preservation service to communicate. It provides an interface with
several operations, which depend on the supported preservation scheme. These
operations require the definition of "objects" representing concepts such as "preser-
vation object" or "preservation profile" in XML and JSON form to standardise the
communication process. Some examples include operations to submit preservation
objects to the service, to retrieve them and/or their related evidences, to delete
them and to validate their evidences.

The document also provides definitions of particular preservation schemes in
its Annex F, two of them making use of Evidence Records. The preservation
scheme chosen for this thesis is the one presented in annex F.2. of the document,
named "Preservation scheme with temporary storage based on evidence records".
Its preservation goals are PGD and optionally AUG. As further elaborated in
the System chapter 4, it specifies the mandatory and optional operations for this
scheme, as well as states the content of the preservation profile.
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Chapter 4

System

This chapter describes the implemented proof-of concept-preservation service,
starting with an overview of the system including its objectives and limitations.
After the overview, the system’s API specification is presented, starting with the
base structure of requests and responses before treating individual operations. The
system logic or 'inner workings’ are then explained, and an overview of the database
is first given. Then, the processing of new preservation objects and roots to be
extended is explained before going over the evidence generation procedure. Finally,
the chapter ends with a rationale for some design choices.

4.1 System Overview

4.1.1 Scope

The system is a preservation service to which a client or user can submit data to
be preserved. It is meant to be part of the ETSI ESI framework and follow the
corresponding specifications on preservation services, most notably the ETSI TS 119
512 technical standard [26]. The generated proofs aim to be RFC6283-compliant
Evidence Records. The system focuses on compliance with those standards. It
does not aim to be a production-ready preservation service, but an addition to the
realm of resources available for the above standards and inherent techniques.

4.1.2 Objectives & Limitations

The objective is to provide a preservation service using Evidence Records to han-
dle continuous, automatic timestamping of data submitted by clients. A client
can submit data to the service, expecting to be able to, at a later point in time,
obtain a non-repudiable Evidence Record. The system’s interface (API) should
implement ETSI TS 119 512 F.2 annex describing a preservation scheme with
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temporary storage and the preservation of general data goal using evidence records
(see section 3.3). The generated proofs shall be Evidence Records compliant with
RFC6283. The system’s main objective is to provide an implementation of ETSI
TS 119 512 F.2 annex and generate RFC6283-compliant ERs. This service shall be
implemented using Java.

This system being a proof-of-concept for validation and improvement of current
standards and techniques, not all the functionalities a preservation service should
provide are implemented. In this area the service does not monitor for cryptographic
algorithm deprecation. Regarding the implemented standards, the system does
not perform hash-tree renewals (related to the augmentation goal) and when a
timestamp renewal is done the revocation data is not included in the timestamp
token, albeit being required in RFC6283. Finally the system does not provide
mechanisms to delete the preservation objects after the preservation period has
ended.

4.1.3 Functional Requirements

The system’s functional requirements mostly rely on ETSI TS 119 512 and its
F.2 annex. It describes a preservation scheme with temporary storage (WTS)
providing the functional goal PGD, and optionally the goal AUG (see section
3.3.2). The scheme uses evidence records. It has two mandatory operations:
PreserveP0 and RetrieveP0O, and two optional operations: RetrieveTrace and
ValidateEvidence.

The implemented system aims to support the PGD goal, only accept digest
lists as preservation object format and produces only RFC6283-compliant ERs. It
also only supports the two mandatory operations, and does not support the two
optional ones as they are out of the scope of this thesis.

The first supported operation is PreserveP0, it is used by a client to submit
a preservation object (P0). The only accepted PO format is DigestList, which
includes a list of digests and a digest algorithm. This operation allows clients to
submit a single PO, in the form of DigestList, to the service. The service will then
generate an evidence for this PO at a later point in time (asynchronous evidence
generation). This evidence is then preserved by the system for some time period
(preservation evidence retention period) and available for retrieval by the client.
At the end of this period the system should delete the preservation evidence.

The second supported operation is RetrieveP0, it allows a client to retrieve
the preservation evidence for a previously submitted PO. The preservation evidence
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is an RFC6283 compliant Evidence Record.

Rationale

The preservation scheme from the ETSI 119 512 F.2 annex was chosen as it allows
for preservation of digest lists. This avoids the privacy concerns occurring when
storing client’s documents in clear. In a WTS scheme the client’s submitted data
objects shall only be stored until the evidence is generated. As the implemented
system only accepts digest lists, there is nothing to delete as the digests are
part of the evidence. ! In a WTS scheme, the system shall preserve the data
only for fixed amount of time called the preservation evidence retention period.
After this period the evidences should no longer be stored by the service, the
implementation always stores the evidences. The augmentation goal (AUG) is
not supported as it is out of this thesis’ scope, but constitutes an improvement track.

PreservePO RetrievePO

@I PO'D‘ perp start POlD’ ER(h)
I |

perp stop

1
r
time

G0 Q Q
@ OO O OO O ‘ perp : preservation evidence retention period ‘
Build Merkle tree TS renewal

Figure 4.1: Overview of the lifecycle of a preservation evidence. During the
preservation evidence retention period, several renewals are performed on the
Merkle hash trees containing hash submission A and its covering timestamps. Using
the POID obtained from the PreserveP0 call, a client can use RetrieveP0 to obtain
the ER for his submitted hash.

4.2 API specification

The service complies with ETSI Technical Specification 119 512 [26]. The present
API specification is only about the system and its supported operations and fields.
It is incomplete and more restrictive compared to ETSI TS 119 512 section 5.

LA discussion about deletion of POs is given in appendix E.
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4.2.1 Request base

The corresponding section in ETSI TS 119 512 is section 5.3.1.1.

All supported requests can have an optional Request Identifier element (referred to
as the reqId in JSON objects). This element is a string and will be returned in
the request’s response if the request’s body correctly embodies its corresponding
JSON syntax.

Note that the system does not support the optional Optional Inputs element.

4.2.2 Response base

The corresponding section in ETSI TS 119 512 is section 5.3.1.2.

If the request’s body correctly implemented its corresponding JSON syntax, the
response body will always have a Result component (result) as defined in sec-
tion 4.2.7 of OASIS DSS-X Core 2.0 [20]. The ResultMajor, and optionally
ResultMinor and ResultMessage are set accordingly in the Result element.

In case the Request Identifier (reqld) element was present in the request and
the request body implemented the operation’s corresponding JSON schema from
ETSI TS 119 512 annex D.1 [26], it will be also present in the response.

The Optional Outputs are never set by the system.

In the case a request’s body does not implement the operation’s corresponding
JSON schema from ETSI TS 119 512 annex D.1, the response’s body is static and
will not contain the reqId and is shown in Listing 2.

{
"result": {
"maj": "urn:oasis:names:tc:dss:1.0:resultmajor:RequesterError",
"msg" . {
"value": "Request body does not implement API specification."
133,

Listing 2: Response body when the corresponding request body did not implement
the JSON schema from ETSI TS 119 512 annex D.1.

4.2.3 Retrievelnfo

The RetrieveInfo POST request is accessible at the /pres/RetrieveInfo end-
point. This operation is used to retrieve the preservation profiles available in the
system. The system only has a single profile.

The corresponding section in ETSI TS 119 512 is section 5.3.2 and the system’s
behavior is as described in the standard.
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4.2.4 PreservePO

The corresponding section in ETSI T'S 119 512 is section 5.3.3.

The PreserveP0 POST request is accessible at the /pres/PreserveP0 endpoint.
This operation allows to submit a single preservation object, that potentially
contains multiple digests in a digest list, to the system (see section 4.3.2). At a
certain time and date (depending on the system’s parameters) the system will
generate a preservation evidence for the preservation object. This preservation
evidence will also be preserved if necessary by means of timestamp renewals. This
is done without client intervention. The system does not monitor digest algorithms
and does not perform hash tree renewals. The only accepted preservation object
format is DigestList.

Request

The request’s body is a JSON object that must implement the JSON syntax shown
in Listing 3.

The mandatory Profile component (pro) indicates which profile will be used for
the preservation.

The mandatory array (po) of PO components shall contain a single element that
implements the JSON syntax from the PO component (Listing 4).

As our system only accepts digest lists as input format the PO component shall
have its binaryData and FormatId sub-components present. The only accepted
FormatId value is http://uri.etsi.org/19512/format/DigestList. The other
sub-components (mimeType, pronomId, id and relObj) are accepted and stored.
However, the system is a proof-of-concept and never returns the PO to the client
but only preservation evidences, making those sub-components irrelevant.

The PO’s binaryData sub-component shall implement the JSON schema from
Listing 5. Its value shall contain the base 64 encoding of a JSON object that
implements the DigestList component’s JSON schema, shown in Listing 6.

The DigestList component (ETSI TS 119 512 section 5.6.1) shall have a DigestMethod
(digAlg) and a DigestValue (digVal) represented by an array of strings. Each
string must be the base 64 encoding of the digest’s binary value. The digAlg
field must contain the OID of a digest algorithm supported by the profile (e.g.
2.16.840.1.101.3.4.2.3 for SHA-512). This digest algorithm will be the one
used to build the Merkle hash trees the digest values will be part of. The algorithm
may be different from the one used by the client to generate the digest values in
the digest list, as the system will not verify this. Doing so is not recommended
however, as it would add another algorithm to monitor for deprecation. It also
leads to a technically invalid association of the evidence record with the original
document. The verification procedure for an Evidence Record states that the (orig-
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inal) document be hashed using the hash function mentioned in the first Archive
Timestamp, and then compared with the reduced hash tree of the ER. [16]

Note that in ETSI TS 119 512 the DigestList component has an additional
Evidence component (ev). However, as stated in section 3.3, the system does not
provide the augmentation preservation goal (see ETSI TS 119 512 annex F.2) and
this component is not supported.

"pres-PreservePOType": {
"type" . "object" ,
"properties": {
"reqId": { "type": "string" 1},
llproll : {
"type": "string"

},
llPoll: {
"type": "array",
"items": {
"$ref": "#\/definitions\/pres-POType"
},
"minItems": 1,
"maxItems": 1
}

3,

"required": ["pro", Ilpoll]

Listing 3: PreserveP0 request body JSON syntax.

"pres-POType": {
"type": "object",
"properties": {
"binaryData": {
"$ref": "#\/definitions\/pres-POType:BinaryData"
}
"formatId": {
"type": "string"

+,

"mimeType": {
"type": "string"

1,

"pronomId": {
"type": "string"
}3
"id": {
"type": "string"
s
"relObj": {
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"type": "array",
"items": {
"type": "string"
}
}
},

"required": ["formatId"]

Listing 4: PO component JSON syntax.

"pres-PO0Type:BinaryData": {
"type": "object",
"properties": {

"value": {
"type": "string"
13

Listing 5: BinaryData component JSON syntax.

"pres-DigestListType": {
"type": "object",
"properties": {
"dighlg": {
"$ref": "#\/definitions\/dsigrw-DigestMethodType"

},
"digVal": {
"type": "array",
"items": {
"type": "string"
}
}
1,
"required": ["digAlg", "digVal"]
1},
Listing 6: DigestList component JSON syntax.
Response

The service response’s JSON body will implement the JSON syntax shown in
Listing 9.

If the request succeeded, meaning that it was valid and that the preservation
object was persisted, the POID element (poId) will be present and contain a random

UUID [33].
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"pres-PreservePOResponseType": {

"type": "object",

"properties": {
"result": { "$ref": "#\/definitions\/dsb-ResultType" 7},
"reqId": { "type": "string" },
"poId": {

"type": "string"

33

Listing 7: PreserveP0 response body JSON syntax.

4.2.5 RetrievePO

The corresponding section in ETSI TS 119 512 is section 5.3.4.

This operation allows, given a preservation object identifier (POID), to retrieve
the preservation evidence for the associated preservation object. The system
uses exclusively XML Evidence Record syntax (see RFC6283 [16]) as preservation
evidences.

Request

The RetrievePO POST request is accessible at the /pres/RetrieveP0 endpoint.
The request’s body is a JSON object that must implement the JSON syntax shown
in Listing 8.

The only mandatory element is the POID (poId). The system will search for the
preservation evidence associated to this identifier.

The optional SubjectOfRetrieval element (sor) is supported but won’t affect the
service’s response. If present, the only accepted values are the strings Evidence
and POWithEmbeddedEvidence.

Finally the optional EvidenceFormat element (evFormat) can only take the value
urn:ietf:rfc:6283, as specified in the profile.

"pres-RetrievePOType": {
"type": "object",
"properties": {

"reqId": { "type": "string" },
"poId": {
"type": "string"
},
"sor": {
"type": "string"
},
"evFormat": {
"type": "string"
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}
3,
"required": ["poId"]

Listing 8: RetrieveP0 request body JSON syntax.

Response

The service response’s JSON body will implement the JSON syntax shown in
Listing 9.

In case the requested POID exists in the system but does not have an evidence
yet, the service will return with a Success ResultMajor code and a warning
requestOnlyPartlySuccessful ResultMinor code. Also, the ResultMessage el-
ement will be present with an appropriate message.

The PO (po) component implements the JSON syntax from Listing 4. Only
its xmlData and FormatId elements will be present. The xmlData value is a
JSON object that implements the JSON syntax from Listing 10, it has a sin-
gle element b64Content. If the request succeeded and the requested POID has
a preservation evidence, the preservation evidence is an XML Evidence Record
according to RFC6283 [16]. The XML evidence record will be canonicalized, using
http://www.w3.org/TR/2001/REC-xml1-c14n-20010315, and base 64 encoded in
the b64Content element of the xm1Data element in the PO element. The FormatId
element will always be set to urn:ietf:rfc:6283:EvidenceRecord.

"pres-RetrievePOResponseType": {
"type": "object",
"properties": {
"result": { "$ref": "#\/definitions\/dsb-ResultType" },
"reqId": { "type": "string" },

"po": {
"type": "array",
"items": {
"$ref": "#\/definitions\/pres-POType"
133

Listing 9: RetrieveP0 response body JSON syntax.

"pres-POType:XmlData": {
"type": "object",
"properties": {

"b64Content": {
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"type": "string"
i 33

Listing 10: xm1Data object JSON syntax.

4.3 System logic

The system must generate preservation evidences for both the new preservation
objects received through preserveP0 (digest lists) operations and for internal
preservation evidences that must be preserved as well (timestamp renewal). As
we use evidence records, the preservation evidences are based on Merkle trees.
Generating an evidence consists of gathering a set of preservation objects as tree
leaves (digests, or tree roots in case of a timestamp renewal). Then building the
tree following the procedure in RFC6283 [16] and finally requesting a timestamp
for the tree’s root hash value.

The generation of evidences for preservation objects is done periodically, for example
every day at a certain time. In case there are multiple service instances for a single
database the generation must be done only once. However this generation is initiated
by the service instances. To synchronize the service instances the Shedlock Spring
module is used.

4.3.1 Database structure overview

The database diagram of our system is attached in annex G of this document. It
shows the structure of the database and the relations between the database objects.
This section presents an overview of the most important tables and their most
relevant columns.

In order to better describe the database structure, the term Evidence Tree is
defined. An FEwvidence Tree is the structure composed by linking several Merkle trees
together, by the process of timestamp renewals. It can be considered to be the union
of all Merkle trees that share the same most recent timestamp. It can therefore be
seen as the recursive extension of a Merkle tree that can have both newly submitted
digest values and the hashes of timestamps that need to be renewed as leaves, the
extension being the inclusion of the Merkle trees corresponding to the renewed
timestamps in the complete structure

The profile table contains all the necessary information that characterizes
the service provided by our system. For instance, it contains columns such
as evidence_format, which specifies that the produced evidences are Evidence
Records according to RFC 6283 [16]. Other columns are preservation_storage_model
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and preservation_goal, which are set such as determined by the F.2. annex. The
profile table is referred to by the profile_id column of the poids table.

The poids table is central to the database and the service, as it can be seen as
the component representing a preservation request made by a client. It is used in
many different mechanisms present in the system.

Its id column is named poid, and gives the value returned to the client after a
PreservePO call. It is therefore used as an "entry point" to the database for a
RetrievePO call. This value is of type uuid and is generated by the database
system. As previously mentioned, it contains a foreign key named profile_id that
refers to the id of the profile table. It also has a client_id column that refers to
the client who made the corresponding PreserveP0 request, and a creation_date
column that indicates at what time the request was processed. The remaining
columns are digest_method, digest_value and node_id. digest_method gives
the digest method used by the client to hash the digest values obtained in the
request. digest_value holds the digest of the concatenation of all binary sorted
digest values that were received. And finally, node_id contains the id of the node
that represents this digest value in the set of Evidence trees of the system. This
node is a leaf in a Merkle tree, and is represented in the nodes table, as are all
other nodes.

When a client makes a PreserveP0 request, a poids entry is inserted, along with
the required po, digestlist, related_object and digest elements. The node_id
is not yet set at this moment. When the Merkle trees for all newly submitted
digest values are about to be built, poids is used to get the pairs of client ids
and digest methods. It is also used to retrieve all digest values that need to be
included in an Evidence tree. When the tree is built, the link between the poids
object and its corresponding node is established, by setting the node_id field.
When a RetrievePO0 call is made, this table is consulted to make the link between
the request made by the client and the set of nodes that need to be retrieved to
construct the Evidence Record. While building the Evidence Record, it is again
used to obtain the digest values that were submitted by the client, via po. In the
case where an archive data object group was submitted, it allows building the
first sequence of individual digest values, because these values are not included
in the nodes table that makes up the Evidence trees, only the digest of their
concatenation is. In the other case, this doesn’t make a difference, as there is a
redundancy between the value stored in the table poids and the table digest.

The po table makes the link between the preservation request made by the

client (stored in poids) and the individual digest values contained in this request.
It has a foreign key column named req_id that refers to the corresponding poids
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entry. The digestlist table holds the used digest method and a foreign key to
the po table. The digest contains the individual digest values sent by the client
as well as a foreign key to po.

The nodes table stores all Evidence tree structures present in the system. Each

node has a unique node_id which is generated by the database system. It has
a tree_id column, which is the identifier of the Merkle tree of the node. This
value constitutes a foreign key to a table tree_id, which contains all unique ids of
all Merkle trees in the system. Inside a Merkle tree, each node has an identifier
that represents its position in the Merkle tree, called in_tree_id. This identifier
starts at 0 at the root of the Merkle and is incremented at each node of the tree
by progressing level by level. The parent-child relationships between nodes are
established with the parent_id field, which is a foreign key referring to node_id
of the same table. One should note that in the system, not only the parent-child
relationships within a Merkle tree are represented with the parent_id column. It
also represents the link between the root of a Merkle tree and the node containing
the hash of the root’s timestamp (details in RFC6283 [16] section 4.2.1) when
performing a timestamp renewal. node_value contains the hash value held in the
node, following the Merkle tree structure. In the case of an archive data object
group leaf, it will contain the hash of the concatenation of all elements in the group,
the individual digests being stored in the po table.
The tree_id and in_tree_id columns are used together for building the Evidence
records in an efficient way. They are used to sort the outputs of the database when
making a call to RetrieveP0, so that the list of nodes that constitute the content
of the Evidence Record can be traversed linearly in a single pass. Indeed, in the
Evidence Record construction algorithm, roots are identified by their in_tree_id of
0. The tree_id value is used to count how many values are present in a Merkle tree,
so as to identify corner cases that affect the algorithm. When sorting by tree_id,
the system relies on the fact that the identifiers of the trees grow incrementally over
time. This is commonly the case for auto-incremented primary keys in relational
databases. One could choose not to store these values in the database, but then it
would be necessary to rely on the order of the outputs when retrieving the nodes
that should be included in the Evidence Record. This order is determined by the
recursive query and the join operations that are performed.

The root table stores information relevant to the root of the Merkle tree. It con-
tains the timestamp associated to the root (root_timestamp) in its binary form and
the end date of the validity of the certificate of the timestamp (cert_valid_until).
It also holds a boolean value indicating whether a timestamp renewal has been
performed on the timestamp of the entry (is_extended). The last two values are
used to determine if the timestamp needs to be renewed. Its id column is a foreign

63



key to nodes. The client_id and digest_method are useful for determining
which pairs of these two values exist among the roots to be extended, so as to group
the roots and the newly submitted POs with the same client_id-digest_method
pair. For a RetrieveP0 call, this table is used to obtain the timestamps that are
necessary for building the Evidence Record.

4.3.2 New Preservation Objects

Preservation objects received through PreservePQ calls are assigned a unique
identifier, POID. It is used by the client to retrieve the preservation evidence for this
specific preservation object. The system also stores the reception date and time of
the preservation object. Those objects are stored and a first preservation evidence
will be generated for them at a certain date and time. In case the client tries
to retrieve the preservation evidence for an object that has no evidences yet, the
service will respond with an appropriate code indicating that the request partially
succeeded.

New preservation objects being digest lists, they can contain multiple digests. In
this case the service only assigns a single POID and the digest list is considered as
a data object group (as in RFC6283 [16]). The system will already compute the
hash of the concatenation of the binary ascending sorted list of digests to be used
as node value in a Merkle tree. If the list contains only a single digest, it is directly
used as the value of the node in the Merkle tree.

4.3.3 Timestamp renewals

As Preservation evidences rely on certified timestamps, which are electronic signa-
tures, they have a validity period and must also be preserved by the service. This
preservation is done by the same periodic task that generates evidences for new
preservation objects. Only preservation evidences that will lose their validity, due to
certificate expiration, in less than a specific duration (e.g. a year) will be extended.
This duration is a system parameter. The system does not automatically monitor
for premature revocation of preservation evidences, which could be a potential
improvement.

When a timestamp renewal occurs, for each timestamp that must be renewed, the
system will create a new node that will serve as a leaf in the Merkle tree. This
leaf’s value will be the hash of the corresponding root node’s associated timestamp,
as described by the detailed procedure in RFC6283.
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4.3.4 Evidence generation

Evidence generation consist of building a tree based on a set of leaves. The system
takes the following parameters for this operation:

e Maximum number of leaves: Maximum number of new preservation
objects and/or evidences in a single Merkle tree. Note that a preservation
object that contains multiple digests in its digest list counts as a single leaf.

o Tree’s branching factor: The exact number of children a node has. This
parameter does not affect the number of digests a digest list can have.

o Leaf mixing flag: A Boolean flag to indicate whether we allow to mix new
preservation objects and existing root leaf types (see leaf types below). In the
current implementation mixing both types may lead to a new preservation
object leaf being the sibling of an existing root leaf, which is not optimal if
we want to support the DeleteP0 operation (as discussed in section E).

Note that, as the tree is a Merkle Tree the service must also use a digest algorithm.
However, this is not a choice as it must be the same algorithm as provided in the
request in case of a new preservation object. In case of a timestamp renewal it
must be the same algorithm for the root’s tree , as specified in RFC6283. For
PreserveP0 requests, the system will not check that the given digest values are
conform with the specified digest algorithm. Providing digest values computed
using another digest algorithm than specified in the request will lead to an ER
that is not RFC6283-compliant. The system will not rehash received digests. The
XML ERS [16] standard expects the document’s digest value to be computed using
the same digest algorithm as for the Merkle Tree.

A tree leaf falls in one of the following three categories:

* A new preservation object submitted by a client and that has not been
preserved yet, which corresponds to a single POID.

« An existing root that must be extended, in this case the root node and
the leaf are two distinct nodes in the system.

e A dummy value to complete a node’s child set.

The mizing flag indicates whether a tree can contain both new preservation objects
and existing roots or if those categories cannot be in the same tree.

To each leaf corresponds a digest algorithm. In the case of a new preservation
evidence it is the digest algorithm used by the client to hash its documents. In the
case of an existing root it is the digest algorithm used to build the root’s tree. The
system will thus collect all pairs (client, digest algorithm) for which a leaf exists.
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For each pair the system will fetch the maximum number of leaves that are new
preservation objects. If there are not enough new preservation objects and the
mixing flag is on, the set will be completed with roots to be extended. If the flag is
not set, trees will be built with the set composed of new preservation objects and
only then will other trees be built for the roots.

Once a tree is built, its root node value is covered by a timestamp. Finally, all
nodes, the root and the changes to the preservation objects (new or root) are
persisted in the database. The system then builds the next trees for the same or a
different pair (client, digest algorithm).

4.4 Design Choices

4.4.1 Programming Language and Frameworks

To remain consistent with the DSS Library created and maintained by Nowina,
the system is written in Java.They also provided a Spring (Boot) framework as
they have expertise in this specific framework. Another option would have been to
use Quarkus.

The Spring framework is made up of multiple frameworks, and the core frame-
work provides Inversion of Control (IoC) by using Dependency Injection. Con-
sequently, the system is implemented with Spring Data and Hibernate ORM
frameworks to bridge the database with Java.

As the system relies on a database we used the TestContainers framework to
run a temporary database in a Docker container to perform integration and system
testing.

4.4.2 Persistence Unit
Database Engine

The system has to persist the received digests and the data required to provide
preservation evidences for those digests. The persistence unit must retain data
when the service and/or the server restarts, meaning that file systems and in-
memory databases are not suitable for our needs. The persistence unit must
not get corrupted in case of a crash and the service must support concurrent
requests. A transactional database engine that supports ACID properties fits these
requirements.

The choice of database management system (DBMS) also depends on the data to
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store. In this system, the database stores the tree structure instead of storing the
evidence record for each preservation object. Two motivations for this choice are:

o Space savings: Assuming L documents, meaning L leaves to the tree, and a
branching factor of B, storing the tree itself requires storing O(%L__ll) nodes.
Storing each path along with each preservation object would require storing

O(L(B — 1) logg(L)) nodes.

e Trees will be immutable: Once a tree has been built it won’t ever be changed.
Timestamp renewals and hash tree renewals do not require changing the tree
but only use its root node’s value. This means that the tree structure doesn’t
have to be maintained.

Consequently, the service stores metadata about the preservation objects submit-
ted by the clients and timestamps for these preservation objects. More importantly,
it stores hierarchical data to represent the tree used to build the evidence records.

DMBS are often split in two categories; SQL and NoSQL. SQL is the most
commonly used and corresponds to a relational DBMS (RDBMS). NoSQL represents
all the other (non-relational) systems. As the system stores hierarchical data, the
chosen DBMS must allow querying such data efficiently. For RDMS this means
that they must support recursive queries and perform them efficiently. MySQL
and PostgreSQL are viable options as they allow to index such recursive queries.
In the NoSQL realm, graph databases are of great interest, especially Neo4j as it
has ACID properties. Since relational database systems are well-known among
developers, the system is implemented using this category of DBMS. The Neo4j
graph database still remains one of the possible improvements to explore, but it
would require changing the ORM framework (JPA specification, implemented by
Hibernate) to Spring Data Neo4j.

Database Models

Storing trees, or hierarchical data, in a relational database can be done in several
ways. Each model comes with its advantages and drawbacks, so the operations that
must be done on the trees need to be considered. In this case, it is important to no-
tice that, once built and persisted, our Merkle trees will be close to immutable. The
only modification is done on the root to extend it in case of a timestamp renewal.
This point depends on how timestamp renewals are modelled in the database. For
example, a renewal could be considered to be a child-parent relationship between
the root of a timestamp and its corresponding ’leaf’ in the new Merkle tree. The
renewal relationship would then not be stored in a different table as the Merkle tree
nodes, but one could consider other models for which that would be the case. Also,
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querying the path from a leaf to the root with all the path node’s siblings is the
only "read" requirement of the database. This query can be seen as either querying
all those nodes at once or querying the path and then getting the siblings or the
children of the nodes on the path. Finally, due to timestamp renewals, the tree’s
root must be 'extendable’ in the sense that the model must allow the root to be a
leaf of some other tree. Querying across those links must be efficient. Ideally, the
model would allow not only to store and query efficiently binary but also k-ary trees.

The system uses the Adjacency List model for simplicity, but another option
to explore is the Nested Sets model. However, the model will not be as intuitive
and the gains may not be worth the added complexity. Using the chosen model,
timestamp renewals are represented as a parent-child link between the existing root
node and its corresponding leaf in the next tree. Getting the path of a document
to the newest root requires an RCTE that will execute a primary key lookup for
every parent-child link starting from the document (leaf). This corresponds to the
document’s depth from the most recent root. Common RDBMS such as PostgreSQL
or MySQL can leverage indices for RCTEs, making this approach efficient. It is also
important to note that the service’s main load will be on PreserveP0 calls, and
the storage model mostly influences RetrieveP0 calls performance. The considered
relational database models are listed in annex F.0.1.

Dummy Nodes

Building a tree without having a full set of initial leaves, without dummy values,
(meaning 3 € N : B' < L < B™!) implies that some nodes will not have a full set
of children. This could be left as-is or nodes with random value can be used to fill
the tree until it is either a full k-ary tree (generalisation of [5]) or a perfect k-ary
tree [13]. Filling the tree until it becomes a perfect k-ary tree is not useful, as some
nodes will never be used in an Evidence Record and storage will be wasted. On
the contrary, leaving it as-is is the best option storage-wise, even though doing
so would leak some information about the tree structure. Also, RFC6283 [16]
recommends having the same number of children for each node. The last option is
to fill the tree with dummy nodes until it becomes a full k-ary tree. This solution
uses minimal storage to hide the tree’s structure and follows the recommendation,
and is the solution implemented in the system.

Other design choices are presented in appendix F.
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Chapter 5

Experimentation

For the experimentations, a mechanism was implemented to easily simulate custom
periods of time and renewal frequencies. The ValidateEvidence endpoint was
used to trigger different system behaviours, by using different reqId values.

If during a certain period, all timestamps from that TSP are signed with the same
certificate, the validity periods of all timestamps that were signed during this
period will end on the same day. This means that augmentations only need to be
performed after periods as long as the validity of the signing certificate of the TSP.
The implemented system requests timestamps from a single TSP and keeps a
"timestamp renewal margin" that is longer or equal to the length of the validity
period of these timestamps. Therefore each non-covered timestamp is always
"eligible" for renewal.

Using the different variants of the ValidateEvidence call, it is possible to simulate
different frequencies at which timestamp renewals are performed with respect to
the frequency of processing preservation objects that are not yet covered by a
timestamp. Note: In this section, When referring to sizes, a kB corresponds to 1000
Bytes. In this section, a preservation providing "classic" preservation is assumed to
have a WST model.

5.1 Timestamp Usage

In this section, the number of timestamps consumed when using Evidence Records is
compared to the number of timestamps consumed with the classic approach, where
each timestamp can cover only one single document. Then, a way to predict the
number of used timestamps is presented and compared to real measured numbers.
For the following tests, the assumed scenario is the following:

e 512 valid PreserveP0 requests are sent per day.
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» Requests are all processed together once a day.
o The validity period of a timestamp is of one year.
o Timestamps are renewed every year.

o The evolution of the number of timestamps is illustrated over a time span of
5 years.

o In the case where Evidence records are used, leaves from newly submitted
document hashes and leaves from timestamp renewals are not mixed in the
same Merkle hash tree.

When describing Evidence Records and their Merkle hash trees, B is the
(constant) branching factor and L is the maximum number of leaves when building
the tree (unlike section on Merkle trees, where L is the number of leaves resulting
from submitted document hashes).

5.1.1 Number of timestamps

Let t denote the t-th day after the beginning of the scenario, and let d denote the
number of days between each renewal (365 in this case). Let r denote the number
of requests per day (512), assuming that new requests are processed every day. The
number of timestamps as a function of ¢ in the classic approach is given as follows:

N(t):(tiz;rli-d-r)-k(t—{;J-d).r

On the left of figure 5.1, a comparison is made between the measured number

of timestamps using ERs and the theoretical number of timestamps in the classic
approach. The classic augmentation uses several orders of magnitude more times-
tamps than the ER approach.
On the right of figure 5.1, a comparison is made between several results that
measure the number of used timestamps with the ER implementation. The number
of timestamps is influenced by L because it impacts the number of Merkle hash
trees that are built given a constant request number per day. Fewer leaves imply
more trees. The branching factor has no influence because it only impacts the
number of nodes in a tree, not the number of trees.

The plots seem linear even across renewals because the number of timestamps
added by renewal is small compared to the linear increase of the number of
documents. This is due to the fact that L is larger than or close to the number of
timestamps added over a renewal period.
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Figure 5.1: Number of timestamps

5.1.2 Timestamp number prediction

To predict the number of timestamps used by the implementation that is part of
this thesis, a slight approximation has been made.
The mechanism for building the Merkle hash trees is greedy, in the sense that as
soon as a tree is built, its timestamp can be immediately renewed as the "renewal
margin" is larger than the time left in the validity period. The algorithm of the
implementation is such that if L or more timestamps need to be renewed, it will
first only take L timestamps, renew them and add this new timestamp to the
database. Since there were at least L timestamps to renew, it will check again for
eligible timestamps and find among them the timestamp that was just created.
This step is repeated as long as there are fewer than L renewable timestamps.
For the prediction model on the number of timestamps with Evidence Records,
the timestamping of new timestamps is omitted for simplicity. This can be done
without much loss of precision because the maximum number of leaves per Merkle
hash tree is large compared to the number of timestamps generated per renewal
procedure.

The number of timestamps when using Evidence Records is given by the follow-
Ing recursive expressions:
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Figure 5.2: Prediction of timestamp number

N(0) = to_monitor(0)

(t) = {N(t -1)+ [ﬂ + to_monitor(t) if (t +1)%d ==

N(t—1)+ { W otherwise

to_monitor(0) = “ﬂ

tomomtmzt—l)ﬁzw if (t+1)%d ==

to_monitor(t) = {
to_monitor(t — 1) + [ﬂ otherwise

1825

to_monitor(t) expresses the number of timestamps that are "eligible" for re-

newal in the sense that they have not been augmented yet. The figure in appendix I
illustrates that in the classic approach requires monitoring a much larger number of
timestamps (as many as there are documents on the system) than using Evidence
Records. One can tune the maximum number of timestamps to monitor over a

long period of time by selecting an appropriate value for the maximum number of

leaves in a Merkle hash tree.

Figure 5.2 proves that the prediction model given by the recursive expressions

matches the measured number of timestamps.
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5.2 Storage

In section 3.2.4 it is shown that the storage efficiency depends on the practical
values of M and 7. M being the number of bytes required to store a tree node
and T the number of bytes to store a time-stamp token. In practice it would be
convenient to have the value of 7 to know the maximum M after which the classic
approach is more efficient storage-wise.

The size of a timestamp-token mostly depends on a parameter that is set when
requesting it: certReq. If this parameter is set to true the TSA must provide
its certificate, and can also provide other certificates related to the latter. The
other certificates may be the TSA’s certification path. To obtain practical values
of T, 19 different RFC3161 compliant timestamp providers were queried, listed in
annexe H. Four of them are from Nowina’s test PKI. The results are shown in figure
5.3; the size is measured as the length of the DER encoding of the time-stamp token.

In practice, a time-stamp token has thus a minimum size of about 750 Bytes.
The certReq parameter has an impact on the timestamp size leading to tokens
of up to seven kB. The two outliers in the 'No certReq’ cases are both from the
same server considering certReq to be true even when not requested. The context
being the preservation of data, the timestamp’s certificate and its certification
path shall also be preserved as validation data. This means that the timestamps
used are always requested using certReq as true. The practical minimal size
thus increases to about 1600 Bytes, but could be a lot more depending on the
certification path. Given those numbers and the values for a from section 3.2.4 a
node can use several hundreds of bytes before making ERs less efficient storage-wise.
For all our experiments, timestamps from Nowina’s testing PKI are used, they
have an average size of 2628.5 Bytes, and their certification chain contains two
certificates (including the signing cert.).

For the following experiments, the same scenario is used as in the previous

section 5.1. B and L are again considered to be the (constant) branching factor
and the maximum number of leaves in the Merkle hash tree, respectively.
First, the influence of the parameters B and L on the storage requirements are
studied, when using Evidence Records. Then, using a theoretical model for classic
augmentation, a comparison is made between the classic approach to augmentation
and the ER approach.
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Figure 5.3: Timestamp sizes for 19 different providers with and without requesting
certificates for two different hash functions. Boxes are from the first to the third
quartile, whiskers are drawn at 1.5/Q) R range from the box.

5.2.1 Influence of B and L on storage

As can be observed in figure 5.4, the database size is mostly influenced by the
branching factor.

B influences the number of nodes in a tree, while L influences the number of built
Merkle hash trees, considering a constant load of requests.

This is reflected in the sizes of tables nodes and root. Although the size of a nodes
record is much smaller than the size of a root record (as seen in subsection 5.2.2),
there are many more nodes records than root records. The impact of an individual
root record is larger than the impact of a nodes record due to the comparatively
large size of a timestamp (see appendix J for a size comparison). However, the
number of nodes records being an order of magnitude higher than the number of
root records, the total database size is more influenced by B than by L.
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Figure 5.4: Measuring the sizes of the database and several tables nodes and root,
with different values for B and L. Only these two tables are measured, as the other
tables are only minimally impacted by B and L.

5.2.2 Comparison with classic augmentation

To make a comparison of the storage requirements when using Evidence Records
and when using classic augmentation, a theoretical model was used for the classic
augmentation. The methodology used to obtain this model is described in appendix

J.

The size comparison only concerns three tables nodes, root and poids of the
implemented system, because the other tables of the system can remain unchanged
when using a classic approach to preservation. The sum of the measured sizes
over time of the three tables is compared to the sum of the estimated sizes of two
tables, named timestamp_table and poids_classic in appendix J. The respective
theoretical row sizes for these tables are given by 5.1.

nodes | root | poids || timestamp_table | poids_classic
89 2676.5 128 2676.5 112

Table 5.1: Theoretical row sizes in bytes for tables in the ER and the classic
approach

The two tables timestamp_table and poids_classic replace nodes, root and
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poids in the theoretical model for classic augmentation. The comparison is made
on the left of figure 5.5.
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Figure 5.5: Table sizes with comparison to classic augmentation. Sum of table sizes
with ERs denotes the sum of measured sizes taken up by tables nodes, root and
poids

With the ER approach the nodes table takes up the most space because of the
large number of nodes, despite the fact that a single root record takes up a much
larger space than a node record. This is illustrated on the right side of figure 5.5.
In classic augmentation, since there is no nodes table and the size and number of the
poids table is the same as for the poids_classic table, most of the space is taken
up by timestamps. For comparison, the sum of sizes of tables timestamp_table
and poids_classic alone takes up one order of magnitude more space than the
entire measured database size of the implementation with Evidence Records.

5.3 Proof Size

In this section the focus is on the size of a single document’s proof. Section 3.2.4
states that an ER’s proof size is greater in size compared to the classic approach. In
this section the practical sizes of RFC6283 compliant ERs is studied depending on
the the hash-tree’s parameters. The ERs size is the length of the XML canonicalised
using http://www.w3.0org/2006/12/xml-c14n11.
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http://www.w3.org/2006/12/xml-c14n11

5.3.1 Single Tree

A first point of interest is the proof size depending on the number of leaves, or
in fine the tree depth. This experiment does not perform timestamp or hash-tree
renewals. The modus operandi is to build a tree given L the number of leaves, and
measure the proof size of one of its leaves.
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Figure 5.6: Evolution of canonicalised XML ERS’ proof size depending on the
number of leaves and branching factor, with dummy nodes, within a single hash-tree
(no renewals).

Figure 5.6 confirms the proof size trend from section 3.2.4. The measured
proof size takes into account the XML structure which includes a base 64 encoded
RFC3161 timestamp. The timestamp’s size when DER-encoded is 2628 Bytes,
when encoding in base 64 the size increases by at least 33% leading to 3504 Bytes.
The proof size is also not dependent on the considered leaf in the tree as dummy
nodes are added. The proof’s size follows a stepping logarithmic trend with the
number of leaves, each step occurring when [logs(L)] changes value. The classic
approach’s proof size would essentially be constant at the timestamp’s size of 2628
Bytes.

In most cases, the lower the branching factor the smaller the proof. However,
sometimes the proof size of the next higher branching factor may be smaller. This
is illustrated by the proof sizes for B = 2 and 3 with L € [65,80], where B = 3
has a smaller proof. This is when the overhead of the XML tags for the extra tree
depths (lower B) is greater than the extra digests (higher B, thus lower depth).
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5.3.2 Renewals

When the proof itself is about to become invalid it must be renewed, which cor-
responds to adding another proof. In the case of ERs the current root value can
be added into another tree as if it was a document (details omitted). Here only
such timestamp renewals are considered, not hash-tree renewals. For the classic
approach a renewal corresponds to having one more timestamp.

Measuring the ER proof size after several renewals leads to figure 5.7. The
theoretical size required for the classic approach is shown as well for comparison.
For this experiment each hash tree has 1024 leaves, including at renewal. ERs
scale linearly with the number of renewals, as does the classic approach. The ER
approach has to add a whole reduced hash-tree in addition to the timestamp, leading
to a greater increase in size at each renewal compared to the classic approach. As
the branching factor increases, so does the reduced hash-tree size at each renewal
leading to larger overall proof. This is shown by the slope increasing with the
branching factor.
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Chapter 6

Conclusion

The main objective of this master’s thesis was to provide a proof-of-concept to a
preservation system using Evidence Records (ER). Throughout the implementation
process, many aspects had to be considered and understood. These ranged from
the legal context and implications of electronic signatures, and their preservation,
to cryptographic technologies like digital signatures along with their conformity to
technical standards. One of the aims of this thesis was to put the used standards,
including RFC6283, to the test of practicality.

This thesis’s contributions can be dissected into the implementation process’s
three stages:

o In-depth analysis of the technical standards used for the implementation.
This raised concerns about their lack of clarity and practicality (see appendix
M)

o First open-source proof-of-concept of a long-term preservation service using
ER (in XML syntax)

» Practical measurements of the timestamp/storage space consumption and
the preservation evidence proof size

These contributions are important to encourage the usage of ER in long-term
preservation services. Providing open-source proof that a long-term preservation
service provider can incorporate ER into its service, paves the way for future
research and development in this field. It is a first and necessary step in dealing
with the severe lack of open-source resources regarding the XMLERS standard.
The work done in this thesis also represents a publicly available stepping stone,
on which future implementations can be built on, whether their aim is to improve
standard compliance or ship their service to production.
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The conducted measurements and theoretical experimentation showcase the
benefits ER can provide, clearly displaying the timestamp consumption difference
with traditional signature preservation methods. Identifying the standards’ ambi-
guities and remediating them renders the implementation of ERs easier, including
for services that aim to preserve electronic signatures. Such results provide a
non-negligible incentive to promote the usage of ERs in preservation services.

This thesis provides many opportunities for future work. The implementation of
the preservation service can be completed to use all of its possible interface calls,
and to support the augmentation goal in addition to providing proofs of existence
of data over long periods of time.

In addition, mechanisms could be added to fetch validation for timestamps, when
performing renewals, and to delete the preservation evidences after the evidence
retention period.
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Appendix A

Definitions of tree properties

This appendix contains definitions from the Dictionary of Algorithms and Data
Structures by the National Institute of Standards and Technology [2]. Tt defines
elementary but precise concepts related to tree structures.

A tree is a data structure accessed beginning at the root node. Fach node is
either a leaf or an internal node. An internal node. An internal node has one or
more child nodes and is called the parent of its child nodes. All children of the same
node are siblings. Contrary to a physical tree, the root is usually depicted at the

top of the structure, and the leaves are depicted at the bottom. [15]

Root: The distinguished initial or fundamental item of a tree. The only item
which has no parent. [15]

Node: A unit of reference in a data structure. [11]
Leaf: A node in a tree without any children. [9]

Internal node: A node of a tree that has one or more child nodes, equivalently,
one that is not a leaf. [7]

Child: A node of a tree referred to by a parent node. Every node, except the
root, is the child of some parent. [3]

Parent: Of a node: the tree node conceptually above or closer to the root than
the node and which has a link to the node. [12]

Sibling: A node in a tree that has the same parent as another node is its sibling.

[14]
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To talk about properties specific to the Merkle hash trees constructed by the
implementation of this thesis, the two following definitions are useful:

Height: The mazimum distance of any node from the root. If a tree has only
one node (the root), the height is zero. The height of an empty tree is not defined. [6]

Depth: Of a node, the distance from the node to the root of the tree. [4]
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Appendix B

Properties of B-ary trees

This appendix aims to support section 3.2.1 on tree properties of Merkle hash trees.
It contains the mathematical development of properties presented in section 3.2.1.
As stated in this section, let L be the number of data object hash leaves, L’ the
total number of leaves and B the (maximum) branching factor of the tree.
Readers may refer to this section for definitions of a full B-ary tree and a perfect
B-ary.

B.1 Perfect B-ary tree

L’ has to be a power of B. If L is not a power of B, Bl*9s(I)l — [, dummy values
need to be added to obtain a number of leaves at the leaf level that is a power of B.
The total number of nodes in the tree is computed as follows:

e Let h be the height of the tree.

« The number of nodes N can be expressed as 1 + B + B2 + ... + B".

Bhtl_1
B-1 -

 Knowing that h = logp(L') = logp(B!"95 M) = [logp(L)], we obtain N =
BL'—1 __ BlleapL)]+1_4

B-1 B-1

o Using the geometric series formula, we obtain N =
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Figure B.1: Perfect B-ary tree. L =3, L' =4 and B = 2. The tree has a full set of
leaves, with green dummy leaves.

B.2 Full B-ary tree

For a full B-ary tree, the number of leaves L’ has to be a multiple of B.

In this section, we consider the additional property that there are no more than
B — 1 childless nodes at depths greater than 1 and no more than B — 2 childless
nodes at depth 1.

This property makes it possible for the height to be computed.
« We know that Blless(l)] < [, < Blleas(L)1 if [, is not a power of B.
o The two values enclosing L are the closest powers of B to L on either side.

e In a perfect tree structure, the height is given for a "maximal" number of
leaves given a branching factor.

o |logp(L)| is therefore the height of a perfect tree with BUe95()] Jeaves, and
[logs(L)] is the height of a perfect tree with B98I Jeaves.

o These two heights are only one integer apart.

« Since a height of [logz(L)]| can only accommodate BU95(E)] leaves and L
is greater than that number but doesn’t exceed Bl°95(1 we have h =

[logs(L)].

The number of total nodes is more intricate to compute because, at every level, the
number of nodes needs to be "adapted" with dummy values to become a multiple
of B. However, if the height is h the following quantities can be expressed:
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e For depths d from 1 to h, the number of nodes at that depth is given by
[#W - B.

« The total number of nodes in the tree is given by N = >/, [%W -B+1.

BflogB(L)-‘+1_1)

It is upper-bounded by the case of a perfect B-ary tree, so O( 51

o For depths d from 0 to A — 1, the number of arbitrary values is

| 2[5

o The total number of arbitrary values is therefore

S| 8- [al) 5] 52

d=0

It is upper-bounded by O((h — 1)(B — 1) + B — 2), as in the worst case
presented in the part on full B-ary trees in section 3.2.1.

At the leaf level, if L is not a multiple of B, B — (L mod B) dummy values need
to be generated.

Q.
000 Oee

Figure B.2: Full B-ary tree. L =4, L' =6 and B = 3. This tree corresponds to

the worst case in terms of number of arbitrary digest values. Dummy digest values
are in green.

B.3 B-ary tree with variable branching factor

At each level, nodes are divided by groups of B and the one-way function is applied
to each group, even the "incomplete' one. The properties of such a tree are the
following:

o The reasoning for the height A is similar to the full k-ary tree, so h =
[logs(L)].
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e For depths d from 0 to A — 1, the number of nodes is [Bf;id]

« The total number of nodes is therefore N = ¥4~/ [ﬁ + L.

Figure B.3: B-ary tree with a variable branching factor. L =4, L' =4 and B = 3.
No dummy digests are required.
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Appendix C
Merkle Hash Tree Properties
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Appendix D
XSD Schema of XML ERS

This section provides the XSD schema of XML ERS, which is copied from RFC6283
for convenience [16]. Example XMLs implementing this XSD schema are provided
in appendix L.

<?zml wversion="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns="urn:ietf:params:xml:ns:ers"
targetNamespace="urn:ietf:params:xml:ns:ers"
elementFormDefault="qualified"
attributeFormDefault="unqualified">
<xs:element name="EvidenceRecord" type="EvidenceRecordType"/>

<!-- TYPE DEFINITIONS-->

<xs:complexType name="EvidenceRecordType">
<xs:sequence>
<xs:element name="EncryptionInformation"
type="EncryptionInfo" minOccurs="0"/>
<xs:element name="SupportingInformationList"
type="SupportingInformationType" minOccurs="0"/>
<xs:element name="ArchiveTimeStampSequence"
type="ArchiveTimeStampSequenceType"/>
</xs:sequence>
<xs:attribute name="Version" type="xs:decimal" use="required"
fixed="1.0"/>
</xs:complexType>

<xs:complexType name="EncryptionInfo">
<xs:sequence>
<xs:element name="EncryptionInformationType"
type="0ObjectIdentifier"/>
<xs:element name="EncryptionInformationValue">
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<xs:complexType mixed="true">
<xs:sequence>
<xs:any minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

<xs:complexType name="ArchiveTimeStampSequenceType">
<xs:sequence>
<xs:element name="ArchiveTimeStampChain" maxOccurs="unbounded">
<xs:complexType>
<Xs:sequence>
<xs:element name="DigestMethod"
type="DigestMethodType"/>
<xs:element name="CanonicalizationMethod"
type="CanonicalizationMethodType"/>
<xs:element name="ArchiveTimeStamp"
type="ArchiveTimeStampType"
maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="Order" type="OrderType"
use="required"/>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

<xs:complexType name="ArchiveTimeStampType">
<xs:sequence>
<xs:element name="HashTree" type="HashTreeType" minOccurs="0"/>
<xs:element name="TimeStamp" type="TimeStampType"/>
<xs:element name="Attributes" type="Attributes" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="Order" type="OrderType" use="required"/>
</xs:complexType>

<xs:complexType name="DigestMethodType" mixed="true">
<xs:sequence>
<xs:any namespace="##other" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="Algorithm" type="xs:anyURI" use="required"/>
</xs:complexType>

<xs:complexType name="CanonicalizationMethodType" mixed="true">
<xs:sequence minOccurs="0">
<xs:any namespace="##any" minOccurs="0"/>
</xs:sequence>
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<xs:attribute name="Algorithm" type="xs:anyURI" use="required"/>

</xs:complexType>

<xs:complexType name="TimeStampType">

<xs:sequence>
<xs:element name="TimeStampToken">
<xs:complexType mixed="true">
<xs:complexContent mixed="true">
<xs:restriction base="xs:anyType">
<xs:sequence>
<xs:any processContents="lax" minOccurs="0"
maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="Type" type="xs:NMTOKEN"
use="required"/>
</xs:restriction>
</xs:complexContent>
</xs:complexType>
</xs:element>
<xs:element name="CryptographicInformationList"
type="CryptographicInformationType" minOccurs="0"/>
</xs:sequence>

</xs:complexType>
<xs:complexType name="HashTreeType">

<Xxs:sequence>
<xs:element name="Sequence" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="DigestValue" type="xs:base64Binary"
maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="Order" type="OrderType"
use="required"/>
</xs:complexType>
</xs:element>
</xs:sequence>

</xs:complexType>

<xs:complexType name="Attributes">

<xs:sequence>
<xs:element name="Attribute" maxOccurs="unbounded">
<xs:complexType mixed="true">
<xs:complexContent mixed="true">
<xs:restriction base="xs:anyType">
<xs:sequence>
<xs:any processContents="lax" minOccurs="0"
maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="Order" type="OrderType"
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use="required"/>
<xs:attribute name="Type" type="xs:string"
use="optional"/>
</xs:restriction>
</xs:complexContent>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
<xs:complexType name="CryptographicInformationType">
<xs:sequence>
<xs:element name="CryptographicInformation"
maxOccurs="unbounded">
<xs:complexType mixed="true">
<xs:complexContent mixed="true">
<xs:restriction base="xs:anyType">
<xs:sequence>
<xs:any processContents="lax" minOccurs="0"
maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="Order" type="OrderType"
use="required"/>
<xs:attribute name="Type" type="xs:NMTOKEN"
use="required"/>
</xs:restriction>
</xs:complexContent>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

<xs:complexType name="SupportingInformationType">
<xs:sequence>
<xs:element name="SupportingInformation"
maxOccurs="unbounded">
<xs:complexType mixed="true">
<xs:complexContent mixed="true">
<xs:restriction base="xs:anyType">
<xs:sequence>
<xs:any processContents="lax" minOccurs="0"
maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="Type" type="xs:string"
use="required"/>
</xs:restriction>
</xs:complexContent>
</xs:complexType>
</xs:element>
</xs:sequence>
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</xs:complexType>

<xs:simpleType name="ObjectIdentifier">
<xs:restriction base="xs:token">
<xs:pattern value="[0-2] (\.[1-3]7[0-9]7(\.\d+t)*)?"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="OrderType">
<xs:restriction base="xs:int">
<xs:minInclusive value="1"/>
</xs:restriction>
</xs:simpleType>
</xs:schema>

Listing 11: XSD Schema for an Evidence Record
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Appendix E

Deletion of PO when using ER

For the following discussion, we call a Merkle tree the hash-tree structure such as
defined in section 3.2.1. This means that Merkle trees cannot reflect renewals, as
they simply constitute a tree structure with a root that can be timestamped and
there is no distinction that is made at the leaf level whether a node is a submitted
digest value or the hash of a timestamp. For Fuvidence tree, the reader may refer to
the definition given in section 4.3.1.

Since the implemted system is supposed to temporarily store the hash values
submitted by the client (according to ETSI T'S 119-511 [22]), there is a discussion
to be had about the necessity of deleting hash values in case the client demands it.
The client may have privacy concerns about their documents and can ask to have
their data deleted. The DeletePQ operation is not suggested by the F.2. annexe,
but by F.1. This is due to the fact that deletion after a specified timeframe is
implicit in the WTS model, whether documents or their hashes are submitted.
Considering a case where the client submits hash values to a WTS system, one
may ask the question of whether it should be required to give the possibility to
delete these values, as they do not reveal the content of the hashed document
and might still be necessary for the construction of the Evidence Records of other
document hashes that are kept in the same Merkle tree. While it is true that
hash values do not reveal any of the content on which their value was calculated
as long as the hash function is ’safe’, their submission still reveals the time at
which the client submitted the hash of a potentially sensitive document, which
can be a cause for privacy concerns. A solution to this would be to not mix the
document hashes of different clients in the same Merkle tree so that if a client
demands their hashes to be removed from the system, this wouldn’t compromise
the construction of Evidence Records for other clients. Each client would have
their own group of tree structures and could ask for the deletion of one or more of
their own structures, without interfering with the proofs of evidence of the hashes
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of other clients. Although the F.2. preservation scheme is partially characterized
by the WTS storage system, the implemented service has no mechanism to delete
the hash values after their foreseen preservation evidence retention period.

One could also consider keeping the hashes but removing the visible proof that
this data has been submitted. In other words, the hashes in the Merkle tree struc-
tures are kept, but any association to a POID, and therefore to a client, is removed.
In this way, one cannot directly link a client to a digest value stored in the preserva-
tion system database. However, in the case of a leak of documents on the client side,
one could identify the hash of a specific document in the database (if the digest
method is known), and through association with other nodes find the timestamps
that would make up the evidence record for this document. Knowing the frequency
at which Merkle trees are generated for a set of newly submitted preservation ob-
jects, one could deduce a timeframe during which the document has been submitted.

When deleting a specific hash value, linked to a POID, there are concerns about
the ability to still construct evidence records for other documents in the same
structure. Deleting a leaf in a Merkle tree makes the construction of Evidence
Records for the direct sibling leaves impossible. This is due to the fact that Evi-
dence Records require the hashes of the siblings of the digest for which the proof of
existence is generated. If among the sibling leaves, there is a hash of a timestamp
that was renewed, all digests covered by that timestamp lose the capability to have
a correct Evidence Record constructed. Deleting a single leaf linked to a POID
could therefore lead to deleting a lot of other nodes, including leaves of previously
submitted digest values because their proof of existence cannot be generated any
more. This would be a concern that would not only affect the coexistence of Merkle
trees of different clients in the same Evidence tree but might also pose a problem
in Evidence trees that would not be shared between clients.

There are several strategies that could be adopted to reduce the effects of
deleting a digest value leaf in a Merkle tree. In the case of a leaf that corresponds
to a single digest value of an archive data object group, one might simply delete all
other digest values of the group while still keeping the group concatenation hash,
and this would not affect any other preservation objects. We therefore consider
a leaf to be a single digest value, that isn’t part of an archive data object group.
A potential strategy would be to separate timestamp renewal hashes from the
digests of newly submitted POs. This can be done at two different levels : we
either separate them in completely different Evidence trees, or we avoid having
both types as siblings. Separating in different trees would mean that all Evidence
trees would have all of their PO digest leaves at the same level. This would require

95



changing the implemented tree construction algorithm to not fetch the timestamp
nodes for renewals when "filling up" to the maximum number of leaves per Merkle
tree. One would simply pad with dummy nodes if required and keep the timestamp
renewal hashes for one or more separate Merkle trees. In the case where both
leaf types in the same Evidence tree can be combined, avoiding both types as
siblings would reduce the risk that deleting a single preservation object digest
value precludes constructing Evidence Records for all digest values covered by
timestamps whose hash values are the siblings of the deleted value. There are
two approaches to this, one implying a fixed branching factor and the other one
allowing a variable branching factor. If the branching factor is fixed, both leaf
types can be kept separate by "padding' the leaf layer with dummy values so
as to obtain a multiple of the branching factor as the number of leaves, without
allowing PO digest values and timestamp hash values to have the same parent
in the constructed Merkle tree. Having a variable branching factor would there-
fore make it possible to not have to use dummy values altogether to achieve this goal.

This deliberation is not only useful for the case where a client would want
to have a specific digest value deleted from the system but also when the digest
values are removed after the preservation retention period. This is why it should
be recommended to not mix digest values from Profiles with preservation retention
periods that end at strongly varying dates in the same Evidence Tree. Doing so
avoids having to keep digest values too long after their retention period to ensure
the possibility of the Evidence Records of the digests with retention periods that
end later to be constructed.
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Appendix F

Other Design Choices

F.0.1 Database Models

In section 4.4.2 it is stated that the chosen DB model for the system was the Adja-
cency List model. This model was chosen from the following considered approaches:

Nested Sets: This model assigns two numbers to each node based on a depth-first
(or preorder) traversal of the tree. It is great for querying sub-trees and direct paths
as it is done without a JOIN. However getting a node’s siblings is more difficult
and dealing with the timestamp renewals would either require modifying a tree or
using another model.

Materialized Paths: This is a common model that stores the path to the
root in each node in a string. As not only the path but also the siblings of the
nodes on the path are required, this model would have to be adapted to store the
siblings as well for each node. This is similar to storing the evidence record for
each node (and not only for each leaf). As for nested sets, this approach would
require another model to deal with timestamp renewals as updating the path for
every node for each new tree would be too expensive.

Adjacency List: Since each node stores its parent, this model is very intu-
itive. Insertion is easy, but getting a path is recursive and requires using RCTE
(Recursive Common Table Expression). Getting a path could still be efficient if
the RCTE can leverage an index, and getting a node’s children is easy. Timestamp
renewals can be expressed in the same table as nodes, by establishing the right
parent-child relationships between nodes.

Full tree in a BLOB: One could store everything in a Binary Large Object.
When retrieving the path and its siblings the whole tree must be fetched and
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processed internally which implies using another model inside the BLOB. This
would also require another model for timestamp renewals.

The system uses the Adjacency List model for simplicity, but another option
to explore is the Nested Sets model. However, the model will not be as intuitive
and the gains may not be worth the added complexity. Using the chosen model,
timestamp renewals are represented as a parent-child link between the existing root
node and its corresponding leaf in the next tree. Getting the path of a document
to the newest root requires an RCTE that will execute a primary key lookup for
every parent-child link starting from the document (leaf). This corresponds to the
document’s depth from the most recent root. Common RDBMS such as PostgreSQL
or MySQL can leverage indices for RCTEs, making this approach efficient. It is
also important to note that the service’s main load will be on PreservePO calls,
and the storage model mostly influences RetrieveP0 calls performance.

F.0.2 Multiple Clients

While the system does not support multiple clients, the structure of our imple-
mentation is organised so as to be able to do so in the future. A table in the
database is foreseen for the client data to be stored, which at the moment only
consists of a single Long value that serves as an ID. Since the system does not have
a mechanism to differentiate requests from different clients, this database contains
a dummy client whose ID value is fixed to 0. At the server level, when receiving
a PreserveP0 request, a clientId integer is simply set to 0, which will be used
to build the PreservePORequestDto. This object is going to be transformed into
a POID object to be inserted into the database. A future improvement would be
to incorporate a JSON Web Token in the header of the requests that are sent to
the service. This token would include data that allows one to uniquely identify
the sending client, and would set the clientId integer. When performing the
mapping between PreservePORequestDto and POID, a clientRepository checks
the client table to verify if the client is registered to the system. If they are not,
an exception is thrown. In the case where the client is signed up to the system, the
POID is successfully constructed and inserted into the system, with a non-nullable
clientId field.

In order to introduce newly submitted POs into the preservation system and
perform timestamp renewals on timestamps that need to be extended, the sys-
tem first performs a query. It obtains all concerned client IDs and the digest
methods associated with these POs and timestamps. With all of these clientID-
digestAlgorithm pairs, an additional check is done to assert that the client is
registered to the preservation service. If this is not the case, that pair is simply
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skipped. Determining these pairs is necessary because it is impossible to use
different pairs for the same Evidence tree if the submitted digest values are not
rehashed and the data structures of different clients should be kept separate. This
could be useful to reduce the impact the data of one client has on the ability to
build Evidence Records for the digests of other clients.

When calling RetrieveP0, the POID returned to the client as a response to
their PreserveP0 call is a randomly generated UUID [33] and cannot be deduced
externally. Without an authentication system for RetrieveP0, a malicious user
might be tempted to bruteforce through POID values and obtain an Evidence. If
authentication was required, there would be no motive to do so, and a database ac-
cess to check the presence of the POID would not be required for each spam request.

What is still required to complete the mechanism to handle several clients is a
system to register a client to the preservation service, which includes inserting client
data into the client table. It is also still necessary to implement a verification of
the JWT header and a way to extract the client ID from it.
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Appendix G

Database Physical Schema
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Appendix H

Queried Timestamp Authorities

To obtain practical values for an RFC3161 time-stamp token’s size samples were
queried at different free TSAs. The URLs queried are the following:

1
2

10.
11.
12.
13.
14.

15.

. http://dss.nowina.lu/pki-factory/tsa/good-tsa

. https:
. https:
. https:
. https:
. https:
. https:
. https:

. https:

//dss.nowina.
//dss.nowina.
//dss.nowina.
//rfc3161.ai.
//rfc3161.ai.
//rfc3161.ai.
//rfc3161.ai.

//rfc3161.ai.

lu/pki-factory/tsa/good-tsa-with-intermediate
lu/pki-factory/tsa/self-signed-tsa
lu/pki-factory/tsa/sha3-good-tsa

moda

moda/adobe

moda/microsoft

moda/apple

moda/any

http://timestamp.digicert.com
http://timestamp.globalsign.com/tsa/r6advancedl
http://rfc3161timestamp.globalsign.com/advanced
http://timestamp.sectigo.com
http://timestamp.apple.com/ts01

http://tsa.mesign.com
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http://dss.nowina.lu/pki-factory/tsa/good-tsa
https://dss.nowina.lu/pki-factory/tsa/good-tsa-with-intermediate
https://dss.nowina.lu/pki-factory/tsa/self-signed-tsa
https://dss.nowina.lu/pki-factory/tsa/sha3-good-tsa
https://rfc3161.ai.moda
https://rfc3161.ai.moda/adobe
https://rfc3161.ai.moda/microsoft
https://rfc3161.ai.moda/apple
https://rfc3161.ai.moda/any
http://timestamp.digicert.com
http://timestamp.globalsign.com/tsa/r6advanced1
http://rfc3161timestamp.globalsign.com/advanced
http://timestamp.sectigo.com
http://timestamp.apple.com/ts01
http://tsa.mesign.com

16.
17.
18.

19.

http://time.certum.pl (which always considers certReq to be true)
http://zeitstempel.dfn.de
https://tsp.iaik.tugraz.at/tsp/TspRequest

http://timestamp.entrust.net/TSS/RFC3161sha2TS
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http://time.certum.pl
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Appendix I

Number of monitored timestamps
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Figure I.1: Number of timestamps that need to be "monitored" for expiration. It is
the number of timestamps that are not covered by another timestamp. On the left,
a comparison is made with classical augmentation. The number of timestamps to
monitor is the number of documents in the system.

On the right, the number of timestamps to monitor when using ERs.
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Appendix J

Theoretical model for storage
consumption with the classical
approach to preservation

This appendix describes the methodology used for developing the storage require-
ment model for classical augmentation, referred to in section 5.2.2. Regarding the
database structure presented in appendix G which is used in the system using Evi-
dence Records, only tables nodes, root and poids would be significantly affected
if modifying it to use classical augmentation. The goal is to compare the space
taken up by these tables to the space that would be taken up in a system with
classical augmentation where different tables would replace these three tables.
First, the theoretical row sizes are computed for these three tables. They are
obtained by querying in the RDBMS (PostGreSQL 15) the size of each value of a
column and adding them, along with 24 additional bytes per row. Indeed, when
querying the total row size, one can observe that 24 bytes are used as row header
metadata. This is also what can be deduced from the PostGreSQL documentation
about table row layout .
The row sizes obtained this way are optimistic, because they do not take into
account any padding. This is due to the fact that in the case of the root table,
adding all column values and 24 bytes yields a value lower than the actual queried
row size.
Tables J.1, J.2 and J.3 show the column composition of each table.

Thus, the theoretical row size for these tables are given by table J.4. One can
observe that a root record is much larger than a node record.

For each of these three tables, the theoretical values are multiplied by the

lhttps://www.postgresql.org/docs/current/storage-page-layout.html#
STORAGE-TUPLE-LAYOUT
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Column name | Type | Size [bytes]
node_id bigint 8
parent_id | bigint 8
tree_id bigint 8
in_tree_id | bigint 8
node_value | bytea 33

Table J.1: Column sizes for node

Column name Type Size [bytes]
node_id bigint 8
cert_valid_until | timestamps with timezone 8
is_extended boolean 1
client_id bigint 8
digest_method varchar 33
root_timestamp bytea 2628.5
Table J.2: Column sizes for root
Column name Type Size [bytes]
poid uuid 15
profile_id bigint 8
client_id bigint 8
digest_method varchar 23
digest_value bytea 33
node_id bigint 8
creation_date | timestamp with timezone 8

Table J.3: Column sizes for poids

nodes

root |p

oids

89

2676.5

128

106

Table J.4: Theoretical row sizes in bytes for nodes, root and poids

measured number of records over time (obtained during the experimentation
described in 5.1 and 5.2). This way, one can estimate the size of a table over time.
When comparing these estimations with the real measured table size over time,
one can observe that both appear to be linear in time (due to the fact that the
request load is constant over time, and renewals only have a small impact on the
number of records). For each table, there is a small factor with low variance over




time between the real table size and the estimation. This factor takes into account
all the metadata and the space taken up by indexes, which were ignored in the
estimation and the theoretical row sizes. When multiplying the estimation with
the theoretical row size by this constant factor, one obtains an approximation of
the real table size. This is illustrated in figure J.1.

x10%

4.0

nodes table size
3.54 = nodes approximation
root table size

3.07 == root approximation
—— poids table size
poids approximation

0 365 730 1095 1460 1825
time in number of days

Figure J.1: Number of timestamps

To construct an estimation of the storage taken by a system with classical
augmentation, one first needs to consider the database tables. This system is
designed with the poids as before, but without creation_date and node_id.
No tree structures are stored when using classical augmentation, so there is no
nodes table. The root table can be replaced by a timestamp table, which replaces
client_id with a date column and node_id by poid. When constructing a proof
of existence in the classical augmentation system, one would query all timestamp
records with a given poid and sort them by timestamp_date.

The two new tables are presented in tables J.5 and J.6.

Their theoretical row sizes are in J.7.

The theoretical model describing the space taken up by timestamp_table and
poids_classic is designed as follows:

o As timestamp_table and poids_classic are similar to root and poids
respectively, their theoretical row sizes can be multiplied by the coefficients
obtained previously for root and poids.

» To obtain a function over time for the space consumed by timestamp_table,
one can multiply the number of timestamps over time for classical aug-

107



Column name Type Size [bytes]
node_id bigint 8
cert _valid until | timestamp with timezone 8
is_extended boolean 1
timestamp_date | timestamp with timezone 8
digest_method varchar 33
timestamp_value bytea 2628.5

Table J.5: Column sizes for timestamp

Column name | Type | Size [bytes]
poid uuid 15
profile_id bigint 8
client_id bigint 8
digest_method | varchar 23
digest_value | bytea 33

Table J.6: Column sizes for poids_classic

timestamp_table | poids_classic
2676.5 112

Table J.7: Theoretical row sizes in bytes for timestamp_table and poids_classic

mentation (presented in section 5.1.1) by the theoretical row size with the
coefficient.

» To obtain a function over time for the space consumed by poids_classic,
one can multiply the number of requests over time for classical augmentation
by the theoretical row size with the coefficient.
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Appendix K

PreservePO Requests Examples

This annexe lists examples of JSON request body to send with PreserveP0. Note
that the OID 2.16.840.1.101.3.4.2.1 corresponds to SHA-256. The below
requests were used to generate the Evidence Records from annexe L.

K.1 Single Digest
The following requests only contain a single digest in their digest list.

K.1.1 Simple Request 1

This request preserves the SHA-256 digest of the UTF-8 bytes of 'Jean-Emmanuel".

{
"pro":
— "https://uclouvain.be/en/faculties/epl/preservation-api/profile/v1.0",
"po": [
{
"binaryData": {
"value": "eyJkaWdBbGciOiTyLjE2LjgOMC4xLjEWMS4zLjQuMidxIiwiZGlnVnFsIjp
— bIjArZ3ptaDNmSERoWi9uWThxckFKaEg4WlVoeGNTeUkvdTAOUitaM1V1YOk9I119"
},
"formatId": "http://uri.etsi.org/19512/format/DigestList"
}
]
}

The request’s value field is the base 64 encoding of the following JSON object:

{"digAlg":"2.16.840.1.101.3.4.2.1","digVal": ["0+gzmh3fHDhZ/nY8qrAJhH8ZUhxcSyI |
— /u04R+Z3UucI="1}

109



The above JSON’s digVal array is obtained by Base 64 encoding each element of
the following array of strings (taking the UTF-8 encoding of strings):
["Jean-Emmanuel"]

K.1.2 Simple Request 2
This request preserves the SHA-256 digest of the UTF-8 bytes of "Yves".

{
"pro":
— "https://uclouvain.be/en/faculties/epl/preservation-api/profile/v1.0",
llpoll: [
{
"binaryData": {
"value": "eyJkaWdBbGciOiTyLjE2LjgOMC4xLjEWMS4zLjQuMidxIiwiZGlnVnFsIjp
—  bInIvVIRIYOlvTXYyTTdwdzRueWkO0ZHhXcitxTnpZR1lo1WmpjWWRpNUZvSO09I119"
1,
"formatId": "http://uri.etsi.org/19512/format/DigestList"
}
]
}

The request’s value field is the base 64 encoding of the following JSON object:

{"digAlg":"2.16.840.1.101.3.4.2.1","digVal": ["r/VTHcIoMv2M7pwinyiddxWr+qNzYFZ
— b5ZjcYdiBbFoKM="1}

The above JSON’s digVal array is obtained by Base 64 encoding each element of
the following array of strings (taking the UTF-8 encoding of strings):

["Yves"]

K.1.3 Simple Request 3

This request preserves the SHA-256 digest of the UTF-8 bytes of "Belinda".

{
"pI’O " .
— "https://uclouvain.be/en/faculties/epl/preservation-api/profile/v1.0",
"po": [
{
"binaryData": {
"value": "eyJkaWdBbGciOiIyLjE2LjgOMC4xLjEwMS4zLjQuMi4xIiwiZGlnVmFsIjp
—  bIjAxVkxGeUFDOHAUAGI3R2Q1le jJkemlFdzBLVExYSkO3bnFVdVdCSktGTOU9I119"
},
"formatId": "http://uri.etsi.org/19512/format/DigestList"
}
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The request’s value field is the base 64 encoding of the following JSON object:

{“digAlg":”2.16.840.1.101.3.4.2.1”,“digVal":["01VLFyAC8thb7Gd522dZiEwOKTLXJMJ
— TnqUuWBJKFOE="1}

The above JSON’s digVal array is obtained by Base 64 encoding each element of
the following array of strings (taking the UTF-8 encoding of strings):
["Belinda"]

K.1.4 Simple Request 4
This request preserves the SHA-256 digest of the UTF-8 bytes of "Sasha’.

{
"pro":
< "https://uclouvain.be/en/faculties/epl/preservation-api/profile/v1.0",
"po": [
{
"binaryData": {
"value": "eyJkaWdBbGciOiIyLjE2LjgOMC4xLjEwMS4zLjQuMidxIiwiZGlnVmFsIjp |
— bIityeXRQeEZFSOpZSENvQ1BXbStteVNuVzlndnhlcmONSVkSMTM3bE1pKzQ9I119"
},
"formatId": "http://uri.etsi.org/19512/format/DigestList"
}
]
3

The request’s value field is the base 64 encoding of the following JSON object:

{"digAlg":"2.16.840.1.101.3.4.2.1","digVal":["+rythFEKJYHCoBPWm+mySnw9gvxeroJ
—  MIY91371Mi+4="13}

The above JSON’s digVal array is obtained by Base 64 encoding each element of
the following array of strings (taking the UTF-8 encoding of strings):
["Sasha"]

K.2 Multiple Digests

The following requests contain more than one digest in their digest list. The digest
list is thus considered as a data object group in the hashtree.
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K.2.1 Request with Two Digests

This request preserves the SHA-256 digest of the UTF-8 bytes of "Sasha' and
"Belinda’.

{
"pro":
— "https://uclouvain.be/en/faculties/epl/preservation-api/profile/v1.0",
llpo" . [
{

"binaryData": {
"value": "eyJkaWdBbGciOiIyLjE2LjgOMC4xLjEwMSAzLjQuMidxIiwiZGlnVoFsIjp |

— bIityeXRQeEZFSOpZSENvQ1BXbStteVNuVz1lndnhlcm9NSVKSMTM3bE1pKzQ9TiwiMDFWTEZS |
— QUM4d1R0YjdHZDVEMmR6aUV3MEtUTFhKTTducVV1VOJKSOZPRTOiXX0="

},

"formatId": "http://uri.etsi.org/19512/format/DigestList"

}
]

}

The request’s value field is the base 64 encoding of the following JSON object:

{“digAlg":”2.16.840.1.101.3.4.2.1",“digVal":[”+rythFEKJYHCoBPWm+mySnW9gvxeroJ
— MIY91371Mi+4=","01VLFyAC8wTtb7Gd5z2dziEwOKTLXJM7nqUuWBJKFOE="]}

The above JSON’s digVal array is obtained by Base 64 encoding each element of
the following array of strings (taking the UTF-8 encoding of strings):
["Sasha","belinda"]

K.2.2 Request with Four Digests

This request preserves the SHA-256 digest of the UTF-8 bytes of 'Jean-Emmanuel’,
"Yves', "Sasha" and "Belinda'.

{
"pro":
— "https://uclouvain.be/en/faculties/epl/preservation-api/profile/v1.0",
llpoll . [
{
"binaryData": {

"value": "eyJkaWdBbGciOilyLjE2LjgOMC4xLjEwMS4zLjQuMidxTiwiZGlnVnFsIjp |
bIjArZ3ptaDNmSERoWi9uWThXCkFKaEg4W1VoeGNTeUkaTAOUitaMlVlYOkQIiwici9WVEhjJ
SW9NdjJNNSBSNG55aTRkedeK3FOellGWjVaamNZZleRmQLTTOiLCIrcnlOUHhGRUtKWUthJ
OJQVZOrleTblC5ZBZ4ZXJVTU1ZOTEZN2XNaSSOPSIstAXVkXGeUFDOHdUdGIBRQQlejJkemJ
1FdzBLVExYSk03bnFVdVdCSktGTOU9I119"

} B
"formatId": "http://uri.etsi.org/19512/format/DigestList"

el
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The request’s value field is the base 64 encoding of the following JSON object:

{"digAlg":"2.16.840.1.101.3.4.2.1","digVal": ["0+gzmh3fHDhZ/nY8qrAJhH8ZUhxcSyT |
— /u04R+Z3UucI=","r/VTHcIoMv2M7pwinyi4dxWr+qNzYFZ5ZjcYdibFoKM="", "+rytPxFEKJ |
— YHCoBPWm+mySnW9gvxeroMIY91371Mi+4=","01VLFyAC8wTtb7Gd5z2dziEwOKTLXJM7nqUu |
— WBJKFOE="13}

The above JSON’s digVal array is obtained by Base 64 encoding each element of
the following array of strings (taking the UTF-8 encoding of strings):
["Jean-Emmanuel","Yves","Sasha", "belinda"]
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Appendix L
XML-ERS Examples

This annexe provides samples of evidence records generated using the implemented
service. ER tree specification and document concerned are in the captions.

Note: The time-stamp tokens have linefeed character manually inserted for them to
fit in a page.

L.1 Without Renewals

<EvidenceRecord xmlns="urn:ietf:params:xml:ns:ers" Version="1.0">

<ArchiveTimeStampSequence>
<ArchiveTimeStampChain Order="1">
<DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"
— ></DigestMethod>
<CanonicalizationMethod
Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-2001031
— 5"></CanonicalizationMethod>
<ArchiveTimeStamp Order="1">
<HashTree>
<Sequence Order="1">
<DigestValue>0+gzmh3fHDhZ/nY8qrAJhH8ZUhxcSyI/u04R+Z3U |
— uclI=</DigestValue>
</Sequence>
<Sequence (Order="2">
<DigestValue>ivWg0al4Jxn1YIADI1IpVF/1nTKbvPxC2BbRbAP3P |
— La0O=</DigestValue>
</Sequence>
<Sequence Order="3">
<DigestValue>IJ6o/2kjZui/Im75YHo783WN1qMoIKOKXUpPGsTUL |
— Lp8=</DigestValue>
</Sequence>
<Sequence Order="4">

114



<DigestValue>VuH5GQEcigbUiQfqX1xyRAd5/4pmgZG6gqEPGWS1 |
— NXo=</DigestValue>

</Sequence>
</HashTree>
<TimeStamp>
<TimeStampToken Type="RFC3161">MIIKQQYJKoZIhvcNAQcCoIIKMj

—

L

CCCi4CAQMxDTALBglghkgBZOMEAgEWCAYLKoZThvcNAQkQAQSgYQR |
fMFOCAQEGAyoDBDAVMAsSGCWCGSAF1AwQCAQQg9uD0aSLw+P25G7qU |
AThF0ZjWx5g402FCGWZtQdIDOTECEQD/m1u9i1kCEkqTOKP1GI1FG |
A8yMDIzMDYwMzIxMTUzN1qgggdSMIIDVzCCAj+gAwIBAgIBATANBg |
kqhkiGOwOBAQOFADBNMRAwWDgYDVQQDDAdyb290LWNhMRkwFwYDVQQ |
KDBBOb3dpbmEgU29sdXRpb25zMREwDwYDVQQLDARQSOktVEVTVDEL |
MAkGA1UEBhMCTFUwHhcNM j IWMTEZMTYwMzM1WhcNMjQwMTEZMTYwWH |
zM1W jBNMRAwDgYDVQQDDAdyb290LWNhMRkwFwYDVQQKDBBOb3dpbm |
EgU29sdXRpb25zMREwDwYDVQQLDAhQSOktVEVTVDELMAKGA1UEBhOM |
CTFUwggEiMAOGCSqGSIb3DREBAQUAA4IBDwAWggEKAOIBAQCRHOEX |
neXmMs+kosfF6axk1fop0aqpGOCIVOoDYO7ThPHOITUKXOWpeHVE1F |
/X0crUWW9xybAONOKHpmRp68v55R4nRLBSf HUu/b0ddi/L/i6RZYr |
ySE/47LfXAUEstbeWSUdzJU+jKKQOTSmenSZQDCBa?U?QWDchTtJ
uNh1c1tu76ffWMx3CNoDDSJkuc0I6vqmjAf0g2yO0bRXN/4umk8wOg |
81eilV6T1pzCWNkuja07BqliOtQcf8P9ZcbgnolrsXZcaRZx4DIUV |
qQDaéWQY81iWqn28rChRF3XG4XRsW5SdeSU+HOhbQmE c1Zn6Xp94rH |
g/dc7ozMo/51n10drf AgMBAAGjQjBAMA4GA1UdDWEB/wQEAWIBBjA |
dBgNVHQ4EFgQUekOzqwFuoxiLJwjVOXDg6RFTKT4wDwYDVROTAQH/ |
BAUwAWEB/zANBgkqhkiGOwOBAQOFAAOCAQEAhV8vxZz1LmW2Fn066 |
0dtQwlVbrpZSIrJY4q8XfY0eJ41lraJ1xV5XtS611TL+PvBB1TRBS1 |
BuNAtHan+qu06foIaGkCcDH62WV/LA9anUprCWD5c4DUK1yaJ
£9JrQksNUYd23HwJnJTRD7tSe2REpOrB2fUH1b6xvVsCZ8xsCt3SA |
nkGuu8120YtBBgfr/vZ2+k8vdhkQIhIyf7/YkYBLXikVItjZ064QO |
oypX£fs0d5xyCnYDkBKnMn j6QgPsayWZ/MAAxH+upmiQkmViMTm2Gb |
LtSLzsAe/cU9Ym+9+CiSpnB+heZ+LoZGszKaYWvalevaVSanJ
uK/QPWTCCA/MwggLboAMCAQICAgHOMAOGCSqGSIb3DQEBCWUAMEOX |
EDAOBgNVBAMMB3Jvb3QtY2EXGTAXBgNVBAOMEESvA21uYSBTb2x1d |
GlvbnMxETAPBgNVBASMCFBLSS1URVNUM(swCQYDVQQGEwJMVTAeFw |
OyMjAyMTMxNjAzNDNaFwOyMzEyMTMxN jAzZNDNaME4xETAPBgNVBAM |
MCGdvb2QtdHNhMR
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kwFwYDVQQKDBBOb3dpbmEgU29sdXRpb25zMREwWDWYDVQQLDADRQSOKtVEV |
< TVDELMAKGA1UEBhMCTFUwggEiMAOGCSqGSIb3DQEBAQUAA4TBDWAW |
ggEKAOIBAQCtvjxV0/435iwy/8WPw+1V3CHwnqIf0hlaPsHzxvza3 |
Nx662RHE gpHWHTTvZrnBf 6QM4nFbwPZN8shguugMwh4NFemaGFQ21 |
aI8CTHYKSDOmLh2E21 cUKULtOEKcUSpt77RZMbnt 7TMOULd2Wsr JGq |
1E5JoO6sxmie/o4BXeYXJGnh17n6CWXvannhBEM7miVXZOApanrJ
e05/Kahy72L2isRxZaCi+ubqUdeFulW67pSTr7hXtRIPFXOp3IsS+
E3gxWvO5SVXAGMuLSANBh2akrnJOAi+LEz7daWpmt34HGdvu4 jKh+q |
evx018ftm8gl jQCiYBF7BPMOaujsvyXkJNAgMBAAGjgdswgdgwDgY |
DVROPAQH/BAQDAgeAMBYGA1UdJQEB/wQMMA0GCCsGAQUFBWMIMEEG |
A1UdHwQEMDgwNqAOoDKGMGhOdHAG6LY 9k c3Mubm93aWbhLmx1L3Bra |
S1mYWNOb3J5L2NybCOyb290LWNhLmNybDBMBggrBgEFBQcBAQRAMD |
4wPAYTKwYBBQUHMAKGMGhOdHA6Ly9kc3Mubm93aWbhLmx1L.3BrasS1 |
mYWNOb3J5L2NydC9yb290LWNhLmNydDAdBgNVHQ4EFgQUo2ha86qa |
cYITw6+RZAtBDv9yr4YwDQYJKoZIhchAQELBQADggEBAEiQ/9vvzJ
WHTrpaVCY9sM63H/H74VyMqzoihQR2EXTXx3ubhTXAONRV2kOAGXP |
b+a0yH3kMmWhrVMr09deumMvAnw5cIb2MRAZY1GFsCRV26d9BIAKT |
Ag7EHoiNelR51wHOzCvRTIKCgr8ysppPBoGc2eMVc4z5bxvdPn3soC |
ShxeZ8DZwluxUzuoy/vChaX3hMRa/LiREbAxa7NELlb/6ytMmDSLsx |
Jer6Ke5TwGyOOLjAOLOOghrXAeFb3Es4Hx1q3P5Gd1pgDPZrm7XpJ |
5/NijjX6PGOystszPx6vRCthgtoVGkSGGHluRVZdXSFUTSUMuJ
P6MytJ90/WblJ2DExgg JQMIICTAIBATBTMEOXEDAOBgNVBAMMB3 v |
b3QtY2EXGTAXBgNVBAOMEESvd21uYSBTb2x1dG1vbnMxETAPBgNVB |
AsMCFBLSS1URVNUMQswCQYDVQQGEwIMVQICAfQwCwYJYIZIAWUDBA |
IBoTHRMBoGCSqGSIb3DQEJAZENBgsqhkiGOwOBCRABBDAcBgkghki |
GOwOBCQUxDxcNMjMwN jAzMjExNTM3WjArBgkghkiGOwOBCTQxHjAc |
MASGCWCGSAF1AwQCAaENBgkqhkiGOwOBAQsFADAvBgkqhkiGOwWOBC |
QQxIgQgalahhFwPp/TIwwlbeegVIglPQ91Djw4AKnEISOWyz+jMulw |
YLKoZTIhvcNAQkQA18xKDAmMCQwIgNgqgKon5xLVykePBAESEZHC K |
TOP4XuO7tKMme1zx+hHMwDQYJKoZIhchAQELBQAEggEALvDLsphPJ
xTvhF56 jDFBOpLNIDheeK1kbnZghPo54pLAHxfpVNCy93MypBau3E |
u3mYiGAHc7s65fh3EVhGEiFbgtpvq6fQ/L+LShHg1Mek jC3JIRFrl |
Vd7q0/KXKmRcQQWjdfA+VVbuS0CJy4dChHhQEf7I0o8bkkWt/MzKzm |
LC+knk6C1zuqalmrzxMqOTGyugMUYVvGgchQNc81HE5QteUvkAVGL |
FDHBs3Bsu7kpnPVZ/MsAmilHjMX+uCIrNpmZHw3trXsJPO0XgImhX |
DjuVY5mJWwr4dpNvPHr/1xSPbAQ8Q9BYFOKcPC1bh15cNhPDEV3PL |
< Vov6NfEnW/CG5tNw==</TimeStampToken>
</TimeStamp>

</ArchiveTimeStamp>

</ArchiveTimeStampChain>

</ArchiveTimeStampSequence>

</EvidenceRecord>

T e

Listing 12: Branching factor of 2, 8 total leaves, document concerned is
"Jean-Emmanuel', hash function is SHA-256.

<EvidenceRecord xmlns="urn:ietf:params:xml:ns:ers" Version="1.0">
<ArchiveTimeStampSequence>
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<ArchiveTimeStampChain Order="1">
<DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"
— ></DigestMethod>
<CanonicalizationMethod
Algorithm="http://www.w3.o0rg/TR/2001/REC-xml-c14n-2001031
< 5"></CanonicalizationMethod>
<ArchiveTimeStamp Order="1">
<HashTree>
<Sequence Order="1">
<DigestValue>r/VTHcIon2M7pw4nyi4der+quYFZSZjchi5FJ
— O0KM=</DigestValue>
</Sequence>
<Sequence (Order="2">
<DigestValue>M6FUjBaCMwTaQZ1WLNSMPzNOr5frwWkkb9i64z1f |
— 1i/Q=</DigestValue>
<DigestVa1ue>7fVNwI/89px3b+XGOg91jZ/tDr?RG430VrOed2p7J
— +Rk=</DigestValue>
</Sequence>
<Sequence (Order="3">
<DigestValue>TpYvqB1rN40UZ5eI4NOI911+2YnwAqOek9COuqIx |
— qH8=</DigestValue>
<DigestValue>o1gkxAJJ/9HyJQE6zSc16e1zDuts3PjLWk17gN4sJ
— HeU=</DigestValue>
</Sequence>
<Sequence Order="4">
<DigestValue>buyyNVVZaM+XAENTycqwJc6wkkRdiLowWIFoezQd |
— q60=</DigestValue>
<DigestValue>js8h0+LPsDU6VEYL+cruzmDSUJxGuMvIYkgbFQp2 |
— 9tY¥Y=</DigestValue>
</Sequence>
<Sequence Order="5">
<DigestVa1ue>WVBulXEQgL11ze1RjIzBMrZ/aCzTeTBdSGGCLVOIJ
— Wp4=</DigestValue>
<DigestValue>u+kGSEUTuWPgICcAE7nbzBI1/RcBpQXDNLEiDyd4 |
— 9go=</DigestValue>
</Sequence>
<Sequence Order="6">
<DigestValue>Y3t8g(ECzz09kCHvFSSupc+alr+olmtXsSNinLZj |
— RMA=</DigestValue>
<DigestValue>/YRg8pr4ggZ08BF7Q1PGp4/jMQqCbFF+ICEJSPT3 |
— 2do=</DigestValue>
</Sequence>
</HashTree>
<TimeStamp>
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<TimeStampToken Type="RFC3161">MIIKQQYJKoZIhvcNAQcCoIIKM]

—

e

CCCi4CAQMxDTALBglghkgBZOMEAgEWCAYLKoZThvcNAQkQAQSgYQR |
fMFOCAQEGAyoDBDAVMAsGCWCGSAF1AwQCAQQgiZpg55bHZuB809gG1 |
B+rIYmMGanKjfQ/pJRDLwIIfiUUCEQDybw+PRCtfOM/6NkbiuAFpG
A8yMDIzMDYwMzIxMjcwM1lqgggdSMIIDVzCCAj+gAwIBAgIBATANBg |
kghkiGOwOBAQOFADBNMRAwWDgYDVQQDDAdyb290LWNhMRkwFwYDVQQ |
KDBBOb3dpbmEgU29sdXRpb25zMREwWDwYDVQQLDAhQSOkt VEVTVDEL |
MAKGA1UEBhMCTFUwHhcNM j IWMTEZMTYwMzM1WhcNMjQwMTEZMTYwWH |
zM1W jBNMRAwDgYDVQQDDAdyb290LWNhMRkwFwYDVQQKDBBOb3dpbm |
EgU29sdXRpb25zMREwDwYDVQQLDAhQSOktVEVTVDELMAKGA1UEBhOM |
CTFUwggEiMAOGCSqGSIb3DREBAQUAA4IBDwAWggEKAOIBAQCRHOEX |
neXmMs+kosfF6axk1fop0aqpGOCIVOoDYO7ThPHOITUKXOWpeHVE1F |
/X0crUWW9xybAONOKHpmRp68v55R4nRLBSf HUu/b0ddi/L/i6RZYr |
ySE/47LfXAUEstbeWSUdzJU+jKKQOTSmenSZQDCSa?U?QWOchTtJ
uNh1c1tu76ffWMx3CNoDDSJkuc0I6vqmjAf0g2yO0bRXN/4umk8wOg |
81eilV6T1pzCWNkuja07BqliOtQcf8P9ZcbgnolrsXZcaRZx4DEUV |
qQDa6WQY81iWqn28rChRF3XG4XRsW5SdeSU+HOhbQmE c1Zn6Xp94rH |
g/dc7ozMo/51n10drf AgMBAAGjQjBAMA4GA1UdDWEB/wQEAWIBBjA |
dBgNVHQ4EFgQUekOzqwFuoxiLJwjVOXDg6RFTKT4wDwYDVROTAQH/ |
BAUWAWEB/ZANngqhkiG9w0BAQOFAAOCAQEAhV8vsz1me2Fn066J
0dtQwlVbrpZSIrJY4q8XfY0eJ41raJ1xV5XtS611TL+PvBB1TRBS1 |
BuNAtHPnq+qxGO6£KfIaGkCcOH62WV/LA9qYnUpWgCW05c4DUKlya |
£9JrQksNUYd23HwInJTRD7tSe2REpOrB2fUH1b6xvVsCZ8xsCt3SA |
nkGuu8120YtBBgfr/vZ2+k8vdhkQIhIyf7/YkYBLXikVItjZ064QO |
oypX£s0d5xyCnYDkBKnMn j6QgPsayWZ/MAAxH+upmiQkmViMTm2Gb |
LtSLzsAe/cUQYm+9+Ci5pnB+heZ+LoZ6szKaYWvalevaVSanJ
uK/QPWTCCA/MwggLboAMCAQICAgHOMAOGCSqGSIb3DAEBCWUAMEOX |
EDAOBgNVBAMMB3Jvb3QtY2EXGTAXBgNVBAOMEESvA21uYSBTb2x1d |
GlvbnMxETAPBgNVBASMCFBLSS1URVNUM(swCQYDVQQGEwJMVTAeFw |
OyMjAyMTMxNjAzNDNaFwOyMzEyMTMxN jAzZNDNaME4xETAPBgNVBAM |
MCGdvb2QtdHNhMRkwF
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wYDVQQKDBBOb3dpbmEgU29sdXRpb25zMREwWDwYDVQQLDAhQSOKtVEVTVD |
< ELMAKGA1UEBhMCTFUwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWEEE |
KAoIBAQCtvjxV0/435iwy/8WPw+1V3CHwnqIfOhlaPsHzxvza3Nx6 |
62RHf qpHWHTTvZrnBf 6QM4nFbwPZN8shguugMwh4NFemaGFQ21als8 |
CTHYKSDOmLh2E21cUKULtOEKcUSpt77RZMbnt 7MOULfd2Wsr JGQ1ES |
Jo06sxmie/o4BXeYXJGnh17n6cWXvannhBEM?miVXZOApanreOSJ
/Kahy72L.2isRxZaCi+ubqUdeFulW67pSTr7hXtRIPFX0p3IsS+E3g |
xWvOSVXAGMuLSANBh2akrnJOAi+LEz7daWpmt34HGdvud jKh+qevx |
018£tm8g1jQCiY8F7BPMOaujsvyXk JNAgMBAAGjgdswgdgwDgYDVR |
OPAQH/BAQDAgeAMBYGA1UdJQEB/wQMMAoGCCsGAQUFBWMIMEEGALU |
dHwQ6MDgwNqAOoDKGMGhOdHA6LY 9k c3Mubm93aWwbhLmx1L3BraSim |
YWNOb3J5L2NybCOyb290LWNhLmNybDBMBggrBgEFBQcBAQWRAMD4WP |
AYTKwYBBQUHMAKGMGhOdHA6Ly9kc3Mubm93aWbhLmx1L.3BraSimYW |
NOb3J5L2NydC9yb290LWNhLmNydDAdBgNVHQ4EFgUo2ha86qacYT |
Tw6+RZAtBDv9yr4YwDQYJKoZIhvcNAQELBQADggEBAEiQ/QVVZWHTJ
rpaVCY93M63H/H74VquzoihQR2EXTXXSuShTXAQNRVQkOA6XPb+aJ
OyH3kMmWhrVMr09deumMvAnw5cIb2MRAZY1GFsCRV26d9BIAKIAGT |
EHoiNelR51wHOzCvRT9KCgr8ysppPBoGc2eMVc4zbxvdPn3soChhx |
eZ8DZwluxUzuoy/vChaX3hMRa/LiR5bAxa7NE1b/6ytMmDSLsxJer |
6Ke5TwGyOOLjAOLOOghrXAeFb3Es4Hx1q3P5Gd1pgDPZrm7XpJ5/N |
Vjyjx6PGOysHzzdEPx6vRCmVtgtoVGkS6GH1uRVZdX5FUT8UMuP6M |
ytJ90/WblJ2DExgg JQMIICTAIBATBTMEOXEDAOBgNVBAMMB3Jvb3Q |
tY2ExGTAXBgNVBAOMEESVA21uYSBTb2x1dG1lvbnMxETAPBgNVBAsH |
CFBLSS1URVNUMQswCQYDVQUGEwJMVQICAfQwCwYJYIZIAWUDBAIBO |
THRMBoGCSqGSIb3DQEJAZENBgsqhkiGOwOBCRABBDAcBgkghkiGOw |
OBCQUxDxcNMjMwNjAzMjEyNzAzWjArBgkghkiGOwOBCTQxHjACMAS |
GCWCGSAF1AwQCAaENBgkqhkiGOwOBAQsFADAvBgkghkiGOWOBCUQx |
IgQgPAIYTLuNVfxzq/H8sRk8kyhnTo+gPRYo1jcDA7+RAvVSWNWYLK |
0ZThvcNAQkQA18xKDAmMCQwIglgqeK5nb5xLVykePBAESEZHC JKTOP |
4Xu07tKMmelzx+hHMwDQYJKoZIhvcNAQELBQAEggEASLquL?adr3J
JR2+Ac2WOCbO6cMkN3uxcn jhdpo82z4gowduwf 4KKH2 /Hut xxKOUY |
YrEcJaCDGcqeG9d35KmL1vIELEoo/ 0 jKNhbg jO/PRnphmov+0jxWM |
UvwZ51BalpYo7T6TTTdkb5zmva2mzALVVEOZgNMIGKYZzVFZ7VVsKy |
FhCOR5004kUXYSE0oXinnN+hUUrshMu6+0zDUYYZP7S jmpPLXnzDgZ |
1RLBqf3IftR0O0vytl/wbnAam77rHb6yses+ebnl/ivewQa2bwBtob |
iQB1zrwzkwW3NAN7d6cFumQxXu2MudofnpMWabec20uL8ApgRDBmy |
< ADJwxuW9lcOaw==</TimeStampToken>
</TimeStamp>

</ArchiveTimeStamp>

</ArchiveTimeStampChain>

</ArchiveTimeStampSequence>

</EvidenceRecord>

L .

Listing 13: Branching factor of 3, 151 total leaves, document concerned is "Yves',
hash function is SHA-256.

<EvidenceRecord xmlns="urn:ietf:params:xml:ns:ers" Version="1.0">
<ArchiveTimeStampSequence>
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<ArchiveTimeStampChain Order="1">
<DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"
— ></DigestMethod>
<CanonicalizationMethod
Algorithm="http://www.w3.o0rg/TR/2001/REC-xml-c14n-2001031
< 5"></CanonicalizationMethod>
<ArchiveTimeStamp Order="1">
<HashTree>
<Sequence Order="1">
<DigestValue>r/VTHcIon2M7pw4nyi4der+quYFZSZjchi5FJ
— O0KM=</DigestValue>
<DigestValue>01VLFyAC8wTtb7Gd522dziEwOKTLXJM7nqUuWBJK |
— FOE=</DigestValue>
<DigestValue>0+gzmh3fHDhZ/nY8qrAJhH8ZUhxcSyI/u04R+Z3U
— ucI=</DigestValue>
<DigestValue>+rytPxFEKJYHCoBPWm+mySnW9gvxeroMIY91371M |
— i+4=</DigestValue>
</Sequence>
<Sequence (Order="2">
<DigestValue>HipcU6PzE63NiI1pPfejOP1tpz8p86IvyqT10Wj4
— pz0=</DigestValue>
<DigestValue>JuOPCs1FVrRKP6YOkX1Fs5YtEVE7+dmUubd2XsdN |
— ojk=</DigestValue>
<DigestValue>cDZxT113Xny+guDjfHCi1DSNCbTakYS6dI2N+PH2 |
— 8xE=</DigestValue>
<DigestValue>ryYkkGulp+IXOwe6doF3CQfccTgUTtFVRSTwP/yK |
— VSw=</DigestValue>
</Sequence>
<Sequence (Order="3">
<DigestValue>Bbm+AN5yd8yk9hGVpYhxVxk3bsucGm+rP2mTI/UB |
— jPY=</DigestValue>
<DigestValue>gouwN6b5AV+WUau/n8nJbeZpRVjh9n89K51uSnvJ
— /XE=</DigestValue>
<DigestValue>sw8SDKLDx06p2mHb4q6Uo4VxrEennY8o7mfvdZ3a |
— 1Ms=</DigestValue>
<DigestValue>8iZBv(CeF6cGepFqtX+pudfRVPeUltX jKkHD6CRmy |
— eIA=</DigestValue>
</Sequence>
<Sequence Order="4">
<DigestValue>UqsJxNui9P/Sa9b2kqWZL1lvnWib+v6aliRvivnEm
— SyY=</DigestValue>
<DigestValue>ohGUsBFPOsHCT7YCbDcNa+Q6N/f/tdPAggwkfccE |
— 1jw=</DigestValue>
<DigestValue>pgvcErz+rWf8gvAegVRNYR4dAuSevwlabhtStvik |
— YOQ=</DigestValue>
<DigestValue>tKyLr35LUes3C6£Baz4CZd5G6Wm+qf5Rv+ckeJe |
— MNO=</DigestValue>
</Sequence>
<Sequence Order="5">
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<DigestValue>EeDIWb+Av+Mi(945N2gz+gHBs+g4iS1leilEqjkte |
— DQO0=</DigestValue>
<DigestValue>ex6ynwiC06x2SJ1bJNWSEqiIMu5/5iDQFhOZ++WD |
— T2U=</DigestValue>
<DigestValue>fos2/IBZoL/uRSg0TzP09Sh/YLUMHMRNefhEnP8Y |
— raY¥Y=</DigestValue>
<DigestValue>757y+E1C19dyEu7sAPEaNTJ61WWkTtgoJcXdJdKu |
— 0AQ=</DigestValue>

</Sequence>
<Sequence Order="6">

<DigestValue>BbiTJbsdeW/vSYzQSs+vyeWsBGa087PvefRTCxTJ
— 118=</DigestValue>
<DigestValue>WUmStO4FXNdcP/pjiyC1D3Fp8IPVzgl4oHMKtCuX |
— 78Y=</DigestValue>
<DigestValue>stuKJSV7PPwUUIdmQr6ZfRvNZcoBgcOreOwcY+K9 |
— 1k0=</DigestValue>
<DigestValue>xcGETwHRzgbamg/r+tWA5v5HX60Y04vsHUGe1S// |
— Gdw=</DigestValue>

</Sequence>
</HashTree>
<TimeStamp>
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<TimeStampToken Type="RFC3161">MIIKQAYJKoZIhvcNAQcCoIIKMT

—

A

CCCi0CAQMxDTALBglghkgBZOMEAgEwWbwYLKoZThvcNAQkQAQSEYAR |
eMFwCAQEGAyoDBDAVMAsGCWCGSAF1AwQCAQQgIH5IsxigbtglGiuR |
Pz/Dm8+geEsOwl1I1R1rxL.qamZDOCEDeTgZ8/E6VDPfpNglzwHaEYD |
zIwMjMwNjAzMjIzNTM3WqCCB1IwggNXMIICP6ADAgECAGEBMAOGCS |
qGSIb3DQEBDQUAMEOXEDAOBgNVBAMMB3Jvb3QtY2EXGTAXBgNVBAO |
MEE5vd21uYSBTb2x1dG1lvbnMxETAPBgNVBAsMCFBLSS1URVNUMQsw |
CQYDVQQGEwJMVTAeFwOyMjAxMTMxN jAzMzVaFwOyNDAXMTMxN jAzM |
zVaMEOXEDAOBgNVBAMMB3Jvb3Qt Y2ExGTAXBgNVBAOMEESvd21uYs |
BTb2x1dG1lvbnMxETAPBgNVBAsMCFBLSS 1URVNUMQswCQYDVQQGEwWJ |
MVTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJEC4Red |
5eYyz6Six8XprGTV+ik5qqkbQI1X2gN jTuE8fSVNIpfRal4e9+UX9 |
fRytRZb3HJsDQ040emZGnry/n1HidEsH18dS79s512L8v+LpFliv] |
IT/jst9cBQSy9Rt7BIR3M1IT6MopASNKZ6dJ1AMLArt TvZY5wKZ024 |
2HVZW27vp99YzHcI2gMNImS5w4 jq+qaMB/SDbIStFc3/i6aTzA6DzZ |
V6ItXpPWnMJYQS6NrTsGoiLS1BX/W/11xuqegiuxdlpranN9RWpJ
ANrpZBjyJaqfbysKFEXdcbhdGxblJ15JT4c6FtCZ9zVmipen3isyD |
91zujMyj/nWfU52t8CAWEAAaNCMEAwDgYDVROPAQH/BAQDAEEGMBO |
GA1UdDgQWBBRETTOrAW6 jGIsnCNUScODpEVMpP jAPBgNVHRMBALSE |
BTADAQH/MAOGCSqGSIb3DQEBDQUAA4IBAQCFXy/FnOUuZbYWc7rrR |
21DCVVuullTisljirxd9g54niWtonXFX1elLrWVMv4+8EGVNEHYUG |
40COc+er6rEbTp8p8hoaQJwdfrZzZX8sD2pidS1aAJY71zgNQqXJp/ |
OmtCSw1Rh3bcfAmc1NEPulJ7ZESk6sHZIQE VvrGOWwInzGwK3dICe |
Qa67yXahiOEGB+v+9nb6Ty92GRAIE]J/vOiRgEteKRUi2NnTrhDS] |
K1d+w53nHIKdgOQEqcyePpCA+xrJZn8wADEL66maJCSZWIx0bYZsu |
1IvOwB79xT1ib734KLmmcH6F5n4uhnqy8Eppha8duXrlut+lXfVeed
r9A9ZMIID8zCCAtugAwIBAgICATQwDQYJKoZIhvcNAQELBQAWTTEQ |
MA4GA1UEAwwHcm9vdC1jYTEZMBCcGAIUECgwQTmO3aWbhIFNvbHVOa |
W9uczERMABGA1UECwwIUEt JLVRFU1QxCzAJBgNVBAYTAkXVMB4XDT |
IyMDIxMzE2MDMOM10XDTIzMTIxMzE2MDMOM1owT jERMASGAIUEAwW |
1Z29vZC10c2ExGTAXBgNVBAOMEESvd21uYSBTb2x1dG1vbnMxETAP |
BgNVBAsMCFBLSS1URVNUMQswCQYDVQQGEwJMVTCCASIwWDQY JKoZIh |
vcNAQEBBQADggEPADCCAQoCggEBAK2+PFXT/ jfmLDL/xY/D6VXcIf |
Ceoh86HVo+wfPG/Nrc3HrrZ
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Ed+qkdYdNO9mucF/pAzicVvA9k3yyGC66AzCHgOV6ZoYVDaVojwLsdgpI |
<  P2YuHYTaVxSRQuO4QpxTmm3vtFkxue3sz1R93ZayskaqUTkmg7qzG |
aJ7+jgFdbhckaeHXufpxZe9mSeeEEQzuaJVdn(CmScit45L8pqHLY |
YvaKxHF10KL65upR14W7Vbrul JOvuFe1Eg8VfSncixL4TeDFa/31V |
cAYy4tTAOGHZqSucnQCL4sTPt1pama3fgcZ2+7iMqH6p6/HSXx+2b |
yDWNAKJ jwXsE8wbq60y/JeQkOCAWEAAaOB2zCB2DA0BgNVHQSBALS |
EBAMCB4AwFgYDVRO1AQH/BAwwCgYIKwYBBQUHAwgwQQYDVROfBDow |
0DA20DSgMoYwaHROcDovL2Rzcy5ub3dpbmEubHUvcGtpLWZhY3RvC |
nkvY3JsL3Jvb3QtY2EuY3JsMEwGCCsGAQUFBWEBBEAWP jA8BggrBg |
EFBQcwAoYwaHROcDovL2Rzcy5ub3dpbmEubHUvcGtpLWZhY3Rvenk |
vY3JOL3Jvb3QtY2EuY3JOMBOGA1UdDgQWBBS jaFrzqppxghPDroFk |
COEQ/3KvhjANBgkqhkiGOwOBAQsFAAOCAQEASJD/2+/NYdOulpUJj |
2wzrcf8fvhXIyrO0iKFBHYRANfHe7mFNcDO1FXaQ4DpcOvbo7IfeQy |
ZaGtUys71166Yy8CED1whvYxF11jUYWwJG/bp30H0AogCDsQeiIlf |
VHmXAfTMKOFPOoKCvzKymk8GgZzZ4xVz jPnGO0+feygLmHF5nwNnD |
W7FT06jL+8KpreEXFr8uJH1sDFrsOSVv/rKOyYNquEl6vop71PAJ
bLQ4uMDAvA6qGtcB4VvcSzgfHWrc/kZ3WmAMOmubteknn81WPKPHo |
8bTKwfPNOQ/Hq9EKZW2C2hUaRLoYeWSFXN1fkVRPxQy4/0zK0n079 |
ZuUnYMTGCAlAwgg JMAgEBMFMwTTEQMA4GA1UEAwwHemOvdC1 JYTEZ |
MBCGA1UECgWQTm93aw5hIFvaHVOaWQuczERMA8GA1UEwaIUEtJLJ
VRFU1QxCzAJBgNVBAYTAkxVAgIBODALBglghkgBZ(MEAgGggdEwGg |
YJKoZIhvcNAQkDMQOGCyqGSIb3DQEJEAEEMBWGCSqGSIb3DAEJIBTE |
PFwOyMzA2MDMyMjM1MzdaMCsGCSqGSIb3DOEJNDEeMBwwCwYJYIZT |
AWUDBAIBoQOGCSqGSIb3DQEBCWUAMC8GCSqGSIb3DAEIJBDELIBCAAV |
/M2+PvN3Gvv1vLDFWWIJRWwgGNSvelHzk8y68LbETA3BgsqhkiGow |
OBCRACLZEOMCYWJDAiBCCqArmantXKR48FOTkdewkaQ/he7TuOJ
0yZ6XPH6EczANBgkqhkiGOwOBAQsFAASCAQBYOfX jUSxOhQ+UHFNC |
HEle0+Zgx13JYDbnkwHCB4w//9XM0Os jdCV7uieb+XgWuFtOL8UyzW |
wAh ju+uqSmpQEVE922H0yWT7s0U89HZIpE jrzKhAXUensh8tXkm80 |
x0xIp+MPtGYeiGrrRPyHKQvNv4POQELOQAAVSL1AkZ11Bs jEttg/R |
05/cTiYH+TqLkwynZGrhSSXOUBO+AgQj1nac/906600x1w40CmkaA |
thPnQB/KQZIqRKljFmKEt4WQHXVZWCcKCLr1PazzPC3Cgm3EpER+J
tSO0M618XHIb61s40ppnTROUQYbHUOEAWYmVk j1ub+tFFIN1iqr72
cQcloD</TimeStampToken>
</TimeStamp>
</ArchiveTimeStamp>
</ArchiveTimeStampChain>
</ArchiveTimeStampSequence>
</EvidenceRecord>

R T )

!

Listing 14: Branching factor of 5, 151 total leaves, document concerned is the group
composed of "Jean-Emmanuel", "Yves", "Sasha" and "Belinda'. Hash function is
SHA-256. This ER is shown after a timestamp renewal in listing 15.
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L.2 With Renewals

<EvidenceRecord xmlns="urn:ietf:params:xml:ns:ers" Version="1.0">
<ArchiveTimeStampSequence>
<ArchiveTimeStampChain Order="1">
<DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"
— ></DigestMethod>
<CanonicalizationMethod
Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-2001031
— 5"></CanonicalizationMethod>
<ArchiveTimeStamp Order="1">
<HashTree>
<Sequence Order="1">
<DigestValue>r/VTHcIon2M7pw4nyi4der+quYFZSZjchi5FJ
— O0KM=</DigestValue>
<DigestValue>01VLFyAC8wTtb7Gd5z2dziEwOKTLXIM7nqUuWBJIK
— FOE=</DigestValue>
<DigestValue>0+gzmh3fHDhZ/nY8qrAJhH8ZUhxcSyI/u04R+Z3U |
— ucI=</DigestValue>
<DigestValue>+rytPxFEKJYHCoBPWm+mySnW9gvxeroMIY91371M |
— i+4=</DigestValue>
</Sequence>
<Sequence Order="2">
<DigestValue>HipcU6PzE63NiI1pPfejOP1tpz8p86IvyqT10Wj4
— pz0=</DigestValue>
<DigestValue>JuOPCs1FVrRKP6YOkX1Fs5YtEVE7+dmUubd2XsdN |
— ojk=</DigestValue>
<DigestValue>cDZxT113Xny+guDjfHCilDSNCbTakYS6dI2N+PH2 |
— 8xE=</DigestValue>
<DigestValue>ryYkkGulp+IXOwe6doF3CQfccTgUTtFVRSTwP/yK |
— VSw=</DigestValue>
</Sequence>
<Sequence (Order="3">
<DigestValue>Bbm+AN5yd8yk9hGVpYhxVxk3bsucGm+rP2mTI/UB |
— jPY=</DigestValue>
<DigestValue>gouwN6b5AV+WUau/n8nJbeZpRVjh9n89K5IuSnvJ
— /XE=</DigestValue>
<DigestValue>sw8SDKLDx06p2mHb4q6Uo4VxrEennY8o7mfvdz3a |
— 1Ms=</DigestValue>
<DigestValue>8iZBv(CeF6cGepFqtX+pudfRVPeUltX jkHD6CRmy |
— eIA=</DigestValue>
</Sequence>
<Sequence Order="4">
<DigestValue>UqsJxNui9P/Sa9b2kqWZL1lvnWib+v6aliRvivnEm |
— SyY=</DigestValue>
<DigestValue>ohGUsBFPOsHCT7YCbDcNa+Q6N/f/tdPAggwkfccE |
— 1jw=</DigestValue>
<DigestValue>pgvcErz+rWi8gvAegVRNYR4dAuSevwlabhtStviWk
— YOQ=</DigestValue>
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<DigestValue>tKyLr35LUes3C6£Baz4CZd5G6Wm+qf(5Rv+ckce |
— MNO=</DigestValue>

</Sequence>

<Sequence Order="5">
<DigestValue>EeDIWb+Av+Mi(945N2gz+gHBs+g4iSleilEqjk+te |
— DQO=</DigestValue>
<DigestValue>ex6ynwiC06x2SJ1bJNWSEqiIMu5/5iDQFhOZ++WD |
— T2U=</DigestValue>
<DigestValue>fos2/IBZoL/uRSg0TzP09Sh/YLUMHMRNefhEnP8Y |
— ra¥=</DigestValue>
<DigestValue>757y+E1C19dyEu7sAPEaNTJ61WWkTtgoJcXdJdKu |
— 0AQ=</DigestValue>

</Sequence>

<Sequence Order="6">
<DigestValue>BbiTJbskdCW/v3Yz9Ss+vyeWsBGac87PvefRTCxT |
— 118=</DigestValue>
<DigestValue>WUmSt0O4FXNdcP/pjiyC1D3Fp8IPVzgl4oHMKtCuX |
— 78Y=</DigestValue>
<DigestValue>stuKJSV7PPwUUIder6ZvaNZcoBchreOch+K9J
— 1k0=</DigestValue>
<DigestValue>xcGETwHRzgbamg/r+tWA5v5HX60Y04vsHUGe1S// |
— Gdw=</DigestValue>

</Sequence>

</HashTree>
<TimeStamp>
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<TimeStampToken Type="RFC3161">MIIKQAYJKoZIhvcNAQcCoIIKMT

—

e

CCCi0CAQMxDTALBglghkgBZOMEAgEwWbwYLKoZThvcNAQkQAQSEYAR |
eMFwCAQEGAyoDBDAVMAsGCWCGSAF1AwQCAQQgIH5IsxigbtglGiuR |
Pz/Dm8+geEsOwl1I1R1rxL.qamZDOCEDeTgZ8/E6VDPfpNglzwHaEYD |
zIwMjMwNjAzMjIzNTM3WqCCB1IwggNXMIICP6ADAgECAGEBMAOGCS |
qGSIb3DQEBDQUAMEOXEDAOBgNVBAMMB3Jvb3QtY2EXGTAXBgNVBAO |
MEE5vd21uYSBTb2x1dG1lvbnMxETAPBgNVBAsMCFBLSS1URVNUMQsw |
CQYDVQQGEwJMVTAeFwOyMjAxMTMxN jAzMzVaFwOyNDAXMTMxN jAzM |
zVaMEOXEDAOBgNVBAMMB3Jvb3Qt Y2ExGTAXBgNVBAOMEESvd21uYs |
BTb2x1dG1lvbnMxETAPBgNVBAsMCFBLSS 1URVNUMQswCQYDVQQGEwWJ |
MVTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJEC4Red |
5eYyz6Six8XprGTV+ik5qqkbQI1X2gN jTuE8fSVNIpfRal4e9+UX9 |
fRytRZb3HJsDQ040emZGnry/n1HidEsH18dS79s512L8v+LpFliv] |
IT/jst9cBQSy9Rt7BIR3M1IT6MopASNKZ6dJ1AMLArt TvZY5wKZ024 |
2HVZW27vp99YzHcI2gMNImS5w4 jq+qaMB/SDbIStFc3/i6aTzA6DzZ |
V6ItXpPWnMJYQS6NrTsGoiLS1BX/W/11xuqegiuxdlpranN9RWpJ
ANrpZBjyJaqfbysKFEXdcbhdGxblJ15JT4c6FtCZ9zVmipen3isyD |
91zujMyj/nWfU52t8CAWEAAaNCMEAwDgYDVROPAQH/BAQDAEEGMBO |
GA1UdDgQWBBRETTOrAW6 jGIsnCNUScODpEVMpP jAPBgNVHRMBALSE |
BTADAQH/MAOGCSqGSIb3DQEBDQUAA4IBAQCFXy/FnOUuZbYWc7rrR |
21DCVVuullTisljirxd9g54niWtonXFX1elLrWVMv4+8EGVNEHYUG |
40COc+er6rEbTp8p8hoaQJwdfrZzZX8sD2pidS1aAJY71zgNQqXJp/ |
OmtCSw1Rh3bcfAmc1NEPulJ7ZESk6sHZIQE VvrGOWwInzGwK3dICe |
Qa67yXahiOEGB+v+9nb6Ty92GRAIE]J/vOiRgEteKRUi2NnTrhDS] |
K1d+w53nHIKdgOQEqcyePpCA+xrJZn8wADEL66maJCSZWIx0bYZsu |
1IvOwB79xT1ib734KLmmcH6F5n4uhnqy8Eppha8duXrlut+lXfVeed
r9A9ZMIID8zCCAtugAwIBAgICATQwDQYJKoZIhvcNAQELBQAWTTEQ |
MA4GA1UEAwwHcm9vdC1jYTEZMBCcGAIUECgwQTmO3aWbhIFNvbHVOa |
W9uczERMABGA1UECwwIUEt JLVRFU1QxCzAJBgNVBAYTAkXVMB4XDT |
IyMDIxMzE2MDMOM10XDTIzMTIxMzE2MDMOM1owT jERMASGAIUEAwW |
I1729vZC10c2ExGTAXBgNVBAo
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MEE5vd21uYSBTb2x1dGlvbnMxETAPBgNVBAsMCFBLSS1URVNUMQswCQYD |

—

L .

—

VQQGEwJMVTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBA |
K2+PFXT/jfmLDL/xY/D6VXcIfCeoh86HVo+wiPG/Nrc3HrrZEd+qk |
dYdNO9mucF/pAzicVvA9k3yyGC66AzCHgOV6ZoYVDaVo juLsdgpIP |
2YuHYTaVxSRQuO4QpxTmm3vtFkxue3sz1R93ZayskaqUTkmg7qzGa |
J7+jgFdbhckaeHXufpxZe9mSeeEEQzuaJVdnQCmScit45L8pgHLVY |
vaKxHF10KL65upR14W7VbrulJOvuFelEg8ViSncixL4TeDFa/31Vc |
AYy4tTAOGHZqSucnQCL4sTPt 1pama3fgcZ2+7iMgH6p6/HSXx+2by |
DWNAKJ jwXsE8w5q60y/JeQkOCAwEAAaOB2zCB2DA0BgNVHQSBALSE |
BAMCB4AngYDVROlAQH/BAwagYIKwYBBQUHAwngQYDVROfBDowOJ
DA20DSgMoYwaHROcDovL2Rzcy5ub3dpbmEubHUvcGtpLWZhY3Rven |
kvY3JsL3Jvb3QtY2EuY3JsMEwGCCsGAQUFBWEBBEAWP jA8BggrBgE |
FBQcwAoYwaHROcDovL2Rzcybub3dpbmEubHUvcGtpLWZhY3Rvenky |
Y3JOL3Jvb3QtY2EuY3JOMBOGA1UdDgQWBBS jaFrzqppxghPDr5FkC |
OEQ/3KvhjANBgkqhkiGOwOBAQsFAAOCAQEASJD/2+/NYdOulpUJj2
wzrcf8fvhXIyrOiKFBHYRANfHe TmFNcDO1FXaQ4DpcOvbo7IfeQyZ |
aGtUys71166Yy8CfD1whvYxF11jUYWwIG/bp30HOAogCDsQeiIlbV |
HmXAfTMKOFPOoKCvzKymk8GgZzZ4xVz jPnGO0+feygLmHFSnwNnDW |
TFT06jL+8KFpfeExFr8uJH1sDFrs0SVv/rKOyYNIuzE16vop71PAb |
LQ4uMDQvQ6thcB4chSzngWrc/kZSWmAMQmubteknn81WPKPH08J
bTKwfPNOQ/HQ9EKZW2C2hUaRLoYeWSFXN1fkVRPxQy4/0zKOn079Z |
uUnYMTGCAlAwgg JMAgEBMFMwTTEQMA4GA1UEAwwHcmOvdC1 JYTEZM |
BcGA1UECgw(Tm93aWbhIFNvbHV0aWOuczERMABGA1UECwwIUEL JLV |
RFU1QxCzAJBgNVBAYTAkxVAgIBODALBglghkgBZOMEAgGggdEWGEY |
JKoZIhvcNAQkDMQOGCyqGSIb3DQEJEAEEMBWGCSqGSIb3DQEJBTEP |
FwOyMzA2MDMyMjM1MzdaMCsGCSqGSIb3DUEINDEeMBwwCwYJYIZIA |
WUDBAIBoQOGCSqGSIb3DQEBCWUAMCBGCSqGSIb3DQEJBDEIBCAaV/ |
M2+PvN3Gvv1vLDFWWIJRWwgGNSvelHzk8y68LbETA3BgsqhkiGOwO |
BCRACLzEoMCYwJDAiBCCqArmfnEtXKR48F0TkRkdwkpPQ/he7Tulo |
YZ6XPH6EczANBgkqhkiGOwOBAQsFAASCAQBYOLX jUSxOhQ+UHFNCH |
EleQ0+Zgxi3JYD5nkwHCB4w//9XM0Os jdCV7uie5+XgWuFtOL8UyzWw |
Ahju+ugSmpQEVE922H0yWT7s0U89HZIpE jrzKhAXUensh8tXkm80x |
oxIp+MPtGYeiGrrRPyHKQvNv4POQELOQdAVSL1AkZ1LBs jEttg/Ro |
5/cTiYH+TqLkwynZGrhSSXOUBO+AgQj1nac/906600x1w40Cmkals |
9hPn2B/KQZIQRK1jFmKEt4wQHxVzWCcKcLr1PazzPC3Cgm3EPER+t |
SO0M618XHIb61s40ppnTROUQYybHUOEAwymVk j1lub+tFFIN1iqr72c |
QcloD</TimeStampToken>

</TimeStamp>
</ArchiveTimeStamp>
<ArchiveTimeStamp Order="2">
<HashTree>
<Sequence Order="1">

<DigestValue>5LuJ6wuGwb4jpPOoGFY5f6VO5qBXnRNS6b2ZyZZ |
— zho=</DigestValue>

</Sequence>
<Sequence Order="2">

<DigestValue>IDoJ24W0yledt91Hy+eK1TORLQWCE/1uMwShJ£PO |
— hgo=</DigestValue>

</Sequence>
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<Sequence Order="3">
<DigestValue>cJHoWA3ZuVXPC7j4TJJwVBpYYnYAX6M]PjcAQWSE |
— 9Ro=</DigestValue>

</Sequence>

<Sequence Order="4">
<DigestValue>J5jsCKn84reXfLJhCUdgmSnzyB5f2quBwTniTthy |
— DnI=</DigestValue>

</Sequence>

<Sequence Order="5">
<DigestValue>crZxsga42ovcrRsyBA2XrxzJczK4c1NKULAQt7os |
— cyI=</DigestValue>

</Sequence>

<Sequence (Order="6">
<DigestValue>dgJczp+ovJSEE6QPQjt+74B2MGX1wiZADNRQJ2q6 |
— KxI=</DigestValue>

</Sequence>

<Sequence Order="7">
<DigestValue>fgAIgP8MeglZCk3pUsUiOGbK7EcCYhXYnW64gNx6J |
— JCo=</DigestValue>

</Sequence>

<Sequence Order="8">
<DigestValue>CAzTJug66mKcaHmEbNEVkZdYCIJHHE6PaFFYENpjDe |
— 9vg=</DigestValue>

</Sequence>

<Sequence Order="9">
<DigestValue>M6hb8gcOjNAOs+7SZFeOvXUM8xRiLqCtKm8dpKNB |
— fHU=</DigestValue>

</Sequence>

<Sequence (Order="10">
<DigestValue>MNVHRcCE5vJPwZdRIJEfULCbBbIzI6wPnJzhMBLky |
— RGw=</DigestValue>

</Sequence>

<Sequence Order="11">
<DigestValue>GOoK5XiMBlgaiAOqbUz9YrRjsESCUPQ8SxARM1dB |
— X/s=</DigestValue>

</Sequence>

</HashTree>
<TimeStamp>
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<TimeStampToken

—

e

Type="RFC3161">MITKQQYJKoZIhvcNAQcCoIIKMjCCCi4CAQMxDT |
ALBglghkgBZQMEAgEwWCAYLKoZThvcNAQkQAQSgYQREMFOCAQEGAyO |
DBDAvMASGCWCGSAF1AwQCAQQgZjEf10Nr jKxODrv2V1Dye2LNaBTQ |
QPbJC1SHEZJ0J+MCEQCE3Zg3jwB1VDDQF501uK1QGA8yMDIzMDYwM |
zIyNDQON1qgggdSMIIDVzCCAj+gAwIBAgIBATANBgkqhkiGOwOBAQ |
OFADBNMRAwDgYDVQQDDAdyb290LWNhMRkwFwYDVQQKDBBOb3dpbmE |
gU29sdXRpb25zMREwDwYDVQQLDAhQSOktVEVTVDELMARGA1UEBhMC |
TFUwHhcNM j IwMTEZMTYwMzM1WhcNMjQwMTEZMTYwMzM1W jBNMRAWD |
gYDVQQDDAdyb290LWNhMRkwFwYDVQQKDBBOb3dpbmEgU29sdXRpb2 |
5zMREwDwYDVQQLDAhQSOktVEVTVDELMAKGA1UEBhMCTFUwggEiMAO |
GCSqGSIb3DUEBANUAA4IBDwAwggEKAOIBAQCRHOEXneXmMs+kostF |
6axk1fop0agpGOCIV90oDYO7ThPHOITUKXOWpeHvE1F/X0crUWWIxyb |
AONOKHpmRp68v55R4AnRLB5fHUu/b0ddi/L/i6RZYrySE/4TLEXAUE |
stbewSUdzJU+jKKQOTSmenSZQDCSa7U72WOchTtuNhlc1tu76ffJ
WMXSCNODDSJku0016vqmjAngQyDbRXN/4umk8wa81eiLV6T1poJ
WNkuja07BqliO0tQcf8P9ZcbgnolrsXZcaRZx4DfUVqDa6WQY8iWq |
n28rChRF3XG4XRsW53deSU+HOhbQmE c1Zn6Xp94rMg/dc7ozMo/51 |
n10drfAgMBAAGjQjBAMA4GA1UADWEB/wQEAwIBBjAdBgNVHQAEFgQ |
UekOzqwFuoxilJwjVOXDg6RFTKT4wDwYDVROTAQH/BAUWAWEB/ZAN |
ngqhkiGQWOBAQOFAADCAQEAhVvaZzleWZFnDGGOdtleVbrpZSJ
IrJY4q8XfY0eJ41raJ1xV5XtS611TL+PvBB1TRB81BuNAtHPng+gx |
GO6fKfIaGkCcOHE2WV/LA9qYnUpWgCW05c4DUK1yaf9JrQksNUYd?2 |
3HwJInJTRD7tSe2REpOrB2fUH1b6xvVsCZ8xsCt3SAnkGuu81l20YtB |
Bgfr/vZ2+k8vdhkQIhIyf7/YkYBLXikVItjZ064Q0oypXfs0d5xyC
nYDkBKnMn j6QgPsayWZ/MAAxH+upmiQkmViMTm2GbLtSLzsAe/cU9 |
Ym+9+Ci5pnB+heZ+LoZ6szKaYWvalevaVB1XnuK/QPWTCCA/MJ
wggLboAMCAQICAgHOMAOGCSqGSIb3DOEBCWUAMEOXEDAOBgNVBAMM |
B3Jvb3QtY2ExGTAXBgNVBAoOMEESvd21uYSBTb2x1dG1lvbnMxETAPB |
gNVBAsMCFBLSS1URVNUMQswCQYDVQQGEwJMVTAeFwOyMjAyMTMxNj |
AzNDNaFwOyMzEyMTMxN jAzNDNaME4xETAPBgNVBAMMCGdvb2QtdHN |
hMRkwFwYDVQQKDBBOb3dpbmEgU29sdXRpb25zMREwDwYDVQQLDARQ |
SOktVEVTVDELMAkGA1UEBhMCTFUwggEiMAOGCSqGSIb3DUEBAQUAA |
4IBDwAwggEKAoIBAQCtvjxV0/435iwy/8WPw+1V3CHwnqIf0hlaPs |
Hzxvza3Nx662RHf qpHWHTTvZrnBf 6QM4nFbwPZN8shguugMwh4N
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FemaGFQ21aI8C7HYKSDImLh2E21cUKULtOEKcUSpt77RZMbnt7MOU |
< fd2WsrJGqlE5Jo06sxmie/04BXeYXJGnh17n6cWXvZknnhBEM |
7miVXZOApknIre0S/Kahy72L2isRxZaCi+ubqUdeFulW67pST |
r7hXtRIPFX0p3IsS+E3gxWvO5VXAGMuLSANBh2akrnJOAL+LE |
z7daWpmt34HGdvu4 jKh+qevx018ftm8gl jQCiY8F7BPMOaujs |
vyXkJNAgMBAAG jgdswgdgwDgYDVROPAQH/BAQDAgeAMBYGALU |
dJQEB/wQMMA0oGCCsGAQUFBWMIMEEGA1UdHWQEMDgwNqAOODKG |
MGhOdHA6Ly9kc3Mubm93aWbhLmx1L.3BraS1mYWNOb3J5L2NybD |
C9yb290LWNhLmNybDBMBggrBgEFBQcBAQRAMDAwPAYIKwYBBQ |
UHMAKGMGhOdHABLy9kc3Mubm93aWbhLmx1L.3BraS1imYWNODb3J |
5L2NydC9yb290LWNhLmNydDAdBgNVHQ4EFgQUo2ha86qacYIT |
w6+RZAtBDvOyr4YwDQYJKoZThvcNAQELBQADggEBAEiQ/9vvz |
WHTrpaVCY9sM63H/H74VyMqzoihQR2EXTXx3ubhTXAONRV2KO |
A6XPb+a0yH3kMmWhrVMr09deumMvAnw5cIb2MRAZY1GFsCRV2 |
6d9B9AKIAg7EH0iNe1R51wHOZCVRTIKCgr8ysppPBoGe2eMVc |
4z5xvdPn3soCbhxeZ8DZwluxUzuoy/vChaX3hMRa/LiR5bAxa |
7NE1b/6ytMmDSLsxJer6Ke5TwGyOOLjAOLOOghrXAeFb3Es4H |
x1q3P5Gd1pgDPZrm7XpJ5/NVjy jx6PGOysHzzdEPx6vRCmVtg |
toVGkS6GH1uRVzdXSFUT8UMuP6Myt J90/Wb1J2DExgg JQMIIC |
TAIBATBTMEOXEDAOBgNVBAMMB3Jvb3QtY2ExGTAXBgNVBAOME |
E5vd21uYSBTb2x1dG1lvbnMxETAPBgNVBAsSMCFBLSS1URVNUMQ |
swCQYDVQQGEwJIMVQICAfQwCwYJYIZIAWUDBAIBoIHRMBOGCSq |
GSIb3DQEJAZENBgsqhkiGOwOBCRABBDAcBgkqhkiGOwOBCQAUX |
DxcNMjMwN jAzMjIONDQ2W jArBgkqhkiGOwOBCTQxHjAcMASGC |
WCGSAF1AwQCAaENBgkqhkiGOwOBAQsFADAvBgkghkiGOwOBCAQ |
QxIgQgweGRV5CMOVxkwH5bHrNI1TUKWLK72z6ddJWuBgmEaOA4 |
wNwYLKoZIhvcNAQkQAi8xKDAmMCQwIgNgqgKon5xLVykePBdE |
SEZHcJKTOP4XuO7tKMmelzx+hHMwDQYJKoZThvcNAQELBQAEg |
gEAOVLAKan/CJNoMKPJO8QMG/njwr0tUT/orE1thIKRSuuIMC |
T4PDtIjWXctNGjOResIt7+tTkru6E+QVEbQKLNGACO1vITubZ |
r2HTLEttgmZELSsU0z6PI3AeSoPf8SR0caoA71NrfxPJYxqtO |
sHb5cXF3+MJfa08J5X/abiv9EURjUXLzthJDFnDcErCWSyZzJ
e2hfS2BkhZ0Tv+PYtot39XDdT4BEhASYipKCXMzOCKRtGI4VN |
JWKAqmlvdU8pg5cOpbDw(De9g1l/Lz+RhMwS j7 j1Hbauy8XKLG |
1doh0g31QeN4JC12KrgoqF7hxQJk0/swNC7W31JNOZNIAJRWO |
< /Q==</TimeStampToken>
</TimeStamp>

</ArchiveTimeStamp>

</ArchiveTimeStampChain>

</ArchiveTimeStampSequence>

</EvidenceRecord>

e

Listing 15: Branching factor of five for the first hash tree and two for the second hash
tree, 1024 total leaves in both trees, document concerned is the group composed
of "Jean-Emmanuel", "Yves", "Sasha' and "Belinda'. Hash function is SHA-256.
Note that the timestamps do not contain the validation data (CRL, ...)
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Appendix M

Improvements of technical
standards

This chapter presents a few aspects on which the technical standards lacked clarity.
The first one on the DigestList component has been improved, while the others
are to be reported to RFC4998 and RFC6283’s authors.

M.1 DigestList

The version of ETSI TS 119-512 [26] used for the implementation of the preservation
service as part of this thesis is v1.1.1.

In May 2023, a few days prior to the submission of this manuscript, v1.2.1 [27] was
published, clearing confusion about what needs to be done when the PreserveP0
call contains several PO components. Previously, since each PO component could
contain a DigestList component, there could be several digest lists. This case
made it ambiguous whether to consider each list to be a different data object group
or to gather all digest values into one data object group, since only one POID can
be returned and there would be no utility for such a separation.

The new version specifies that in the context of annex F.2., the PreserveP0 call may
only contain a single PO component. This is also how the system implementation
of this thesis works (see section 4.2.4).

M.2 Hash tree construction with only a single
data object (group)

Due to the difference between the two hash tree generation algorithms presented by
RFC4998 [30] and RFC6283 [16], the question arose whether or not a Merkle hash
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tree constructed with only a single leaf required that leaf to be hashed again before
the application of the timestamp. Indeed, RFC4998 sets the condition that there
should be more than one hash value before grouping the values and hashing their
concatenation. This is not the case for RFC6283, which doesn’t set this condition.
The answer to this question is given by the fact that Archive Timestamps do not
require a reduced hash tree if the timestamped value is equal to the hash of the
input data object [16]. One could optionally set a reduced hash tree, but to be
consistent with the case where the reduced hash tree is not required the leaf value
should not be hashed again.

M.3 Position of data object hash in Merkle hash
tree

A figure of RFC4998 [30] (figure 1) shows a hash tree where the hash of a document
(h3) is not at "the lowest level" in the Merkle hash tree. Indeed, neither of the hash
tree generation algorithms from RFC4998 and RFC6283 specifies that all document
hashes be used the first time they are grouped, concatenated and hashed. Also, in
figure 1 of RFC6283 [16], the provided example could be more efficient in storage
if not all document hashes had been used at the lowest level. It is important to
note that whether the tree construction puts all leaves at the same level or not,
the hash tree validation will not be affected.

M.4 Erratum Time-Stamp (to be reported)

In section 3.1.2 of RFC6283 [16], the examples given for a Time-Stamp Token
contains a TimeStamp element instead of a TimeStampToken element.
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Appendix N

Service Deployment on AWS

To allow Nowina to access the service easily, an instance was deployed online. It
runs on an AWS EC2 free VM and uses an AWS RDS PostgreSQL instance. The
service is accessible at the following ip and port:

16.170.163.68:8080

To ease the interaction with the service, a Swagger interface is available at:
http://16.170.163.68:8080/swagger-ui/index.html
The Swagger credentials are:

e Username:Jean-Emmanuel

« Password:sangtastiquebabalinda
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