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Abstract

As the amount of users’ private data collected by companies and institutions is in-
creasing, privacy has become an important issue. In particular, data from users’ Internet
activity often contain sensitive information such as their personal interests, health or fi-
nancial situation, and are therefore a threat to the users’ right to privacy. Furthermore,
recent revelations of surveillance programs and of leakages or misuse of users’ private data
have raised the need and demand for anonymous web communication. As of today, Tor is
the only widely deployed anonymity network used for web communications and provides
privacy by routing the user’s requests through network relays such that the actual web
request is made by a computer different to the one used by the user himself. However, it
has been shown that Tor is vulnerable to traffic confirmation by an attacker correlating
the traffic coming in and going out of the network. Synchronous mix networks are another
type of privacy-enhancing networks that provide stronger security than Tor by additionally
forcing the relays along the messages path to wait a fixed amount of time before sending
them as a batch. Even though synchronous mix networks guarantee stronger anonymity
than Tor, their usage so far has been limited due to their increased latency overhead.

In this thesis, the problem of using synchronous mix networks for web communication
between users and high traffic websites with small sized requests is analysed. Current
research generalizes web traffic and does not take into account how specific types of web
traffic might have favourable properties for ensuring anonymity. Our objective is thus to
assess whether focusing on high rate and small-sized traffic can render mix networks usable
for web communication while providing better anonymity than Tor. Our contribution is
fourfold. First, based on the literature of anonymity networks, a definition and metric of
anonymity is proposed and realistic adversaries for web communication are also reviewed.
Second, metrics describing the robustness and anonymity of mix networks are defined and
evaluated according to their potential to improve state of the art systems. Third, a use case
of mix networks for a popular search engine is conducted and the practicality of designing
such a mix network is discussed, and a tool to scale and design such network optimally
depending on available resources is implemented. Fourth, the Panoramix API, which
alms to create and operate asynchronous mix networks for secure messaging, is studied
and contributions to extend its use to the specific traffic considered and for synchronous
networks have been implemented. The resulting analysis of the search engine use case
leads to the conclusion that synchronous mix networks are a viable solution to improve
anonymity for this type of traffic given realistic resources. In further work, real logs of
user queries could be used to make even more accurate anonymity evaluations.
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Introduction

Today more than ever, the exponential growth of the Internet has made it an incomparable
valuable resource to access information. The opportunities the Internet provides to learn
and interact with others and participate in creating meaningful content are enormous.
Along with its huge potential to catalyze the improvement of society, the Internet leads
to a great deal of challenges. Indeed, the digitalization of information, which contributes
to the ease at which content is shared efficiently between users, also enhances one’s ability
to monitor user behavior. The Prism program of the National Security Agency of the
United States and Snowden’s revelation of governments surveillance are examples of such
monitoring capabilities that are huge threats to the privacy of users, with the users often
not being aware of such threats [GM13].

Privacy, anonymity and protection against retaliation of our points of view are how-
ever essential for democracy. Since its early age, the Internet has known the need for
tools guaranteeing the confidentiality, authenticity and integrity of communications and
information sharing between users. Being able to stay private when searching for informa-
tion (through web search engines), reading what is happening around you (through news
sites), or even learning (through encyclopedia sites) is of considerable importance due to
the enormous amount of information inherent to the collected data [Sol07]. Information
like the users’ personal interests, their health or financial situations can often be inferred
from their search history.

Solutions to overcome these privacy threats are needed by everyone, and not only by
the ones having “something to hide” [Sol07], for the very reason that personal data is
often collected without consent and then used for commercial, juridic and political pur-
poses without caring about the users’ privacy [Cam99]. The ideal solution to enhance
the users’ anonymity would be to have a trusted central authority through which users
could have anonymous access to such information. However, such an authority is very un-
likely to exist in a near future when governments themselves are threatening their citizen’s
privacy [Bau+14].

In response to the expansion of data collected about people and the lack of an ideal
solution, privacy solutions in the form of tools and regulations have been developed both
by businesses — on the server side — wanting to guarantee the privacy of their customers,
but also by users — on the client side — concerned about their privacy.



On the server side, companies have recently claimed to be offering a “completely pri-
vate experience” and gained in popularity following recent privacy scandals [Lom18]. In
the web search business, DuckDuckGo and Qwant, for example, are proposing web search
services which aim to be similar to Google while not associating search queries to users.
These search engines promote objective and non-personalized search results, non-targeted
ads as well as no traceability of the users search history. The same is done in the field
of news websites (e.g. Medium), promoting both non-profiling and non-targeting ads to
their users. For competitiveness reasons, these companies often do not make their code
publicly available, and even when they do so they cannot prove that they are actually
not using a different version. Therefore the only provided guarantee for privacy is based
on user experience of not being tracked, on trust regarding their policies, and on audit-
ing from consulting companies, that also need to be trusted of having enough technical
knowledge and of being honest when publishing results. Such guarantees based on trust
have shown to be insufficient. Companies might indeed not follow their policies such
as VPNs providers selling users data [Olal8] or Facebook offering a supposedly private
VPN [Conl9] to its users only to later reveal that the data going through it had been
collected. Furthermore, government agencies may also ask for logs or listen to incoming
traffic of these companies [Bau-+14].

On the client side, the most popular tool for anonymously accessing web content is Tor,
with more than two millions directly connecting users [LMD10]. Tor is an overlay network
which aims to anonymize the traffic of low-latency applications, such as web browsing, by
building encrypted circuits between users in such a way that the web sites are not accessed
directly by the user but from another node in the network [DMS04]. However, despite
its willingness to provide anonymity, Tor is still facing many challenges both considering
its performance [DM09; AG16] and its provided privacy. More precisely, if an attacker
observes or controls nodes in the network by correlating traffic entering and leaving from
these nodes, the attacker is able to infer if some user has been sending requests to some
web site [Lev+04; MDO05; Baull]. This kind of attack is known as traffic confirmation
and is one of the most popular among which Tor is exposed to. Such attack was already
put in place during wars when the military listened to encrypted radio signals in order to
infer the location of the attacker [CDO07]. To prevent such attack, a solution would be to
add latency along the path of data packets and send them in batches. However, because
the inner design of Tor is made to enhance anonymous interactive communications, this
kind of solution is not wished by the designers [DM09].

Multiple other solutions for anonymous communication have been proposed and each
one exhibits a certain tradeoff of performance versus security [Das+18]. Globally, these
solutions can be separated into two categories. The first one includes Tor and focuses
on interactive traffic network by trying to keep low-latency overheads. The second one
includes solutions based on Chaum mix networks in which the nodes of the network, called
mizes, along with routing encrypted messages, also shuffle them in batch and introduce
delays [Cha81]. These solutions are often described as high-latency ones and try to protect



against more global and active adversaries at the cost of longer waiting times.

As it was described above, there is a real need both for users who want to have access
to information on the web without being tracked, and for companies that want to deliver
this information while providing strong and trustable privacy guarantees to their users.
While there is a demand for low-latency systems performing better than Tor, no solution
currently stands out from the rest.

In this thesis, we approach the use of mizr networks for anonymous web communica-
tion on websites having high traffic and small requests sizes. More precisely, we restrict
ourselves to traffic directed towards cooperative news, search and encyclopedic high traffic
web sites. By focusing on such web sites having high traffic, we explore to what extent the
resistance against traffic confirmation of mix networks can be used while trying to keep
the latency overhead acceptable for interactive use.

To approach this problem, we first attempt to define anonymity in Chapter 1. This task
requires to precisely contextualize the adversary faced since anonymity has not the same
meaning for different users. The expected level of anonymity indeed has to be carefully
defined when implementing new solutions. By clarifying multiple concepts related to
privacy and anonymity, we precisely formulate the privacy we want to achieve and it
serves us as a criterion to evaluate the anonymity of the mix networks later on.

Chapter 2 provides a review of the state of the art low-latency anonymous communi-
cation networks. Their strengths and weaknesses against adversaries are also described.
Special attention is given to Tor — by far the most popular of these networks — in order
to use it as baseline for comparison with mixes. Mixes networks, used for high-latency
anonymity networks, are reviewed in Chapter 3. The inner workings of the mix unit and
the different batching strategies are thoroughly analyzed as well as the parameters that
can be chosen when building mix networks.

In Chapter 4 we deal with the first task of quantifying how much anonymity we get
when using synchronous mix networks. This is done by first clarifying the assumptions
regarding the considered web traffic. We then introduce new definitions to characterize
the influence of topology, dummy traffic and latency on the anonymity and robustness
of mix networks. Finally we model an attack on mix networks with a given number of
corrupted nodes to assess the fraction of users which are kept anonymous, depending on
the introduced parameters.

Lastly, Chapter 5 focuses on the second task of evaluating what is needed to deploy
a mix network for popular web search engines. A tool has also been implemented for
getting the optimal scale and design of mix networks when inputs such as the number
of users, available servers and bandwidth are proposed. The same chapter describes the
contributions made to the Panoramix API, which has been developed to build mix network
for electronic voting systems and instant messaging. Further extensions that could be used
in the Panoramix API and in mix networks are then discussed in an attempt to improve
the precision and realism of anonymity evaluation.
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Chapter 1
Defining Anonymity

Let us consider the following scenario: four users A, B, C' and D are speaking through a
telephone. For user A, being anonymous could mean that someone accessing the signals
could not decrypt any word that he said during the conversation. The priority of user B
could be that an eavesdropper would not know to whom he is talking to. Another user C
might as well require that an attacker should not even know that he is communicating, or
that he ever has been. The last user D could have a totally different opinion and insist
that the location from which he emitted the call should not be known to anybody except
himself, not worrying about its actual content. These situations clearly demonstrate that
defining anonymity is far from trivial and that one needs to be precise about the context
and scope of the problem one is trying to solve.

This first chapter focuses on setting the foundation and clarifying the terminology
used in the anonymity literature. Since the focus of this thesis is placed on improving
web privacy, some background to the inner workings of the web are put forward. The
cryptographic primitives that are used by the following chapters are also detailed. In
addition, the capabilities of the adversaries on the Web are evaluated with the objective of
identifying realistic threats. Based on this, a new description what level of anonymity we
consider enough is proposed. This provides a baseline used by further chapters to assess
and compare the protocols capabilities against adversaries. The chapter ends by going
through the attacks against which we wish to provide security.

1.1 Privacy terminology

Privacy can be defined as the “ability one user has to control the dissemination of infor-
mation about himself” [Din00]. Such information can be separated into multiple aspects
depending on the considered context which often relates to either the identity of the user
(who?), some characteristic about himself (what?), or some temporal (when?) or locational
information (where?) about something the user did.
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Let us now define the terms allowing us to precisely quantify those aspects using the
vocabulary introduced by Pfitzmann and Hansen in [PHO8] and summarized by Bauer
in [Baull].

Anonymity set The anonymity of someone can be described as the state of being not
identifiable within a set of subjects, its anonymity set. This notion is introduced by Chaum
in [Cha88|. The notion needs to take place in a certain context, for example when consid-
ering the receiver of some search query, the anonymity set becomes the set of users which
might have received the response. More precisely, for a message m and a set of users U,
we write

Ay = {u; € UJu; might have sent/received m}.

One quickly realizes that the size of this set is of great importance. Sweeney [Swe(2]
revisits the concept by introducing the notion of the k-anonymity set. To use the previous
example, an attacker trying to identify the actual sender uy, of m from the users w; of
the anonymity set A, should not have more than 1/k probability of success

1
Pr[ui = ureallui S Am] = % (1.1)
A user is identifiable when one or more users of the anonymity set have a higher probability
of being the actual sender or receiver. Note that since the communication to be anonymized
happens between two entities, the definition of anonymity can itself be separated into

sender anonymity and receiver anonymity, depending on the goal of the system.

Unlinkability Two or more users of the system are unlinkable if an attacker is not able
to distinguish sufficiently whether these users are communicating with each other. The
definition also applies for unlinkability of messages. Messages entering a system are said
to be unlinkable if after being transformed into ciphertexts by some system, no adversary
is able to trace back which message corresponds to a given ciphertext.

Unobservability The two previous properties supposed that the adversary knew that
some user was actually communicating during the time they used the communication
system. More restrictively speaking, some user of a system is said to be unobservable if an
attacker cannot detect whether the user is using the system to communicate or not. For
example, the user might be connected to the system and only be sending dummy traffic
so that when the user actually sends a real message, an adversary would not be able to
tell the difference.

The need for plausible deniability Even when we have defined anonymity metrics, it
is not obvious what one needs to practically achieve to ensure a certain level of privacy.
Taking the anonymity set metric, if the set size is two, it is obvious that in most anonymous
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communications context, the users hopes to be hidden in larger set sizes. On the other
hand, having a set size larger than ten billion would almost guarantee perfect anonymity.
The latter is practically infeasible and one thus needs a number in between which balances
privacy and utility. However, many values are possible in between these two extremes. It
is here where the idea of plausible deniability comes into play.

In the context of anonymous communications, plausible deniability can be understood
as one’s ability to deny its “relationship” to some communication by providing sufficient
facts to prove one’s innocence, or by producing a false account consistent with what wished
to be denied, It ensures that some user can not be linked with the communication with a
high enough level of certainty. Roe [Roel0] proposes to understand plausible deniability as
the complementary property of non-repudiation, which means that one is able to provide
“irrefutable evidence concerning the occurrence or non-occurrence of an event or action”.

1.2 How the Web works

This work focuses on trying to improve the anonymity of Internet users, particularly those
making queries on dense traffic websites. Because of this, it is important to understand
what happens when a user submits an Uniform Resource Locator (URL) into a browser
until the moment the webpage successfully loads in front of the user. Based on this, the
kind of attacker we consider is someone with the ability to spy on some steps of this
process. Please note that we do not consider the person sitting behind you at the local
cafe — watching either what you type in or the page you visit — as being a meaningful
adversary. The following section will describe the different building blocks that constitute
the Internet.

The Internet stands for Interconnected Network of computers. These computers can
generally be divided in two categories. The first one are the clients which are the typical
user devices accessing the web, and the second one are the web servers, which are com-
puters storing the web pages you visit. When connected to the Internet, the computers
are uniquely identified in the network using an Internet Protocol (IP) address, which are
currently 128-bit long addresses with IPv6 and 32-bit with IPv4.

When a URL is typed in the web browser, you browser needs to find the corresponding
IP address. For this it queries the Domain Name Service (DNS) which is a distributed
database keeping track of the computer’s name and their IP. Once the computer knows
where to send the query, the different protocol layers will transform the actual message
content into data packets that will be sent throughout the network cables. The protocol
stack of the Internet is composed of the following four main components:

1. The application protocol layer makes the link between the user interface (the web
browser in our case) and the protocol responsible for the transport of the data
packets. The Hypertext Transfer Protocol (HTTP) and Hypertext Transfer Protocol

13



Secure (HTTPS) are example of application protocols and they allow to use the World
Wide Web (WWW), which is basically is collection of documents (and resources like
images) linked by hyperlinks.

2. The Transmission Control Protocol (TCP) is responsible for dividing the data received
from the application protocol into data packets, adding a TCP header to each of them
which contains the port number of the application to which the packet has to be
sent. This ensures that these packets will be received unmodified and in the same
order as they were sent. On the other hand, when the data packets arrive to one’s
computer, the TCP strips off the header and makes sure the reassembled data is
received by the correct application.

3. The IP layer finally has the role of sending and routing the data packets from one
computer to another. In the same fashion as the TCP, it adds an IP header, this
time containing the IP address of the sending and receiving computers. Unlike TCP,
note that this protocol does not check whether a packet did reach its destination,
nor that it was modified along the way.

When a data packet is finally transformed by the IP, it will be go from the user’s
computer to the Internet Service Provider (ISP), through a phone line for example. The
ISP router will then get the intended receiver of the packet by analyzing the header and
finally sending it to the corresponding location, hoping by multiple routers on its way
before making it the final computer.

Having described the inner workings of the Internet, we are now better able to under-
stand the range of potential threats it is exposed to. Since web servers can see the author
of some HTTP request, one is better off having someone send requests in your name, if
you wish to remain anonymous. In addition, because all the traffic going out of your
computer has to pass through the ISPs routers, someone spying on their servers will have
access to the history of who sent which packet and at what time. Even if the content of
the data packets is not accessible when they are encrypted, the metadata associated with
them — their size, time of arrival, destination address — are all useful information for the
attacker. Some governments even have programs requiring the ISPs to give them access to
the communication patterns [Mas13] for the purpose of surveillance. Moreover, a compe-
tent attacker compromising both the web server by getting access to the communication
logs, like the NSA did in their Prism program [GM13], and the ISPs to get the traffic
metadata, could lead to the re-identification of web pages queried by millions of users.

As explained earlier the main architectural component of the Internet is the TCP/IP
protocol suite, which is not designed for anonymous communication. Indeed, the headers
of the data packets containing the receiver IP address makes it inherently difficult to hide
the fact that two parties are communicating. This design allows the whole routing protocol
to be efficient but is not fundamentally made to allow controlling one’s own privacy. All
solutions designed to hide one’s identity rely both on altering the data packet metadata
and on modifying the true sender and receiver.

14



1.3 Cryptographic primitives

In this section we describe briefly the cryptographic primitives that are used extensively
in this work. The first requirement of an anonymous communication system that uses
non-private communication lines is that the content of the communication itself has to be
encrypted. We write Ency(m) the encryption of message m with key k and Decy(c) the
decryption of ciphertext ¢ with key k. We thus detail the two main types of encryption:
private and public; as they are both used in low- and high-latency networks.

In symmetric-key encryption, two users A and B possess the same cryptographic key sk,
called the private or secret key. User A encrypts a plaintext message m with its private
key sk, which we write as ¢ = Encg(m). User B then can then get the message back
from m = Decg(c). The encryption performed by symmetric-key encryption uses stream
ciphers or block ciphers. The Advanced Encryption Standard (AES) is one of the most
popular algorithms for symmetric-key encrypting as well as the one used in Tor.

In the context of anonymous communication, if we want a set of users to communicate
with other nodes, a solution could be to have a private key pair between each pair of users.
However, this leads to O(n?) as the number of users n grows which makes it unviable in
practice.

In asymmetric-key encryption, both a public key pk and a private key sk are generated.
Any user which has been given pk can encrypt its messages, which can then only be
decrypted by the user possessing sk. This solves the above mentioned problem because
the user now only needs to share its public key to whoever wants to communicate with
him. The Rivest-Shamir-Adleman (RSA) encryption scheme is an example of a widely used
public-key encryption scheme. It is based on the difficulty of factoring two large prime
numbers and is used by Tor.

1.4 Threat model and adversary capabilities

In the section detailing the inner working of the Web, we mentioned where on the Internet
adversaries could corrupt users anonymity. In this section we formalize the threat model
and the different categories of attackers, as well as evaluate their realistic capabilities.

A passive adversary is able to eavesdrop the data exchanged between the nodes of the
network. An active adversary on top of this also has the ability to influence the traffic by
inserting, deleting or modifying data packets on the network. Each of these two categories
of attackers can then be global or local, depending on the proportion of nodes of the
network that they can observe. The global one can act on all, or almost all, nodes of the
network. Furthermore, nodes in the network can also be compromised, meaning that the
adversary can see everything happening inside it, and that he can also modify the packets
going through them.
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When considering plausible threats models, it is often accepted [KKEB98] that a powerful
adversary is a global passive one, which can observe all the traffic but can only compromise
some fraction of nodes but not a large majority (less than 90%). This model is realistic
and is often associated to national entities such as governments agencies [Cam99]. Large
corporations sometimes also have enormous resources like national ones but they lack the
legal authority to observe the network globally (like being granted access to the logs of
the ISPs) [Dan04].

1.5 Anonymity metrics and objective

Ideal world Following the example of cryptographic protocols [HL10], a good path to
follow when setting objectives for an anonymous communication system is to consider
how an ideal system would behave.

For an ideal anonymous web communication system, we expect to have a central trusted
authority such that when a user makes a query to get a certain webpage, neither the server,
nor any eavesdropper in the network should be able to infer its identity — that is, any
form of identification (e.g. its computer or its name). This ideal system should also
keep attackers from knowing that the user communicated with that website, even though
they don’t know what was communicated. This linkability feature might seem way less
important than the content at first sight, but in case of any leakage, oppression, or event
that would lead the attacker to have access to the history logs of the server which sent
the page (or an illegal copy of in case the good server would have deleted it), combining
those metadata to the actual content that was communicated would destroy any privacy
the user had.

We thus say that a web communication system provides full anonymity when the
transcripts produced by all nodes participating in the network are indistinguishable from
transcripts where the user would not have communicated.

Qualitative anonymity degrees When introducing anonymity metrics in [RR98], Reiter
and Rubin propose characterizing anonymity as a spectrum of six anonymity degrees.
These degrees are defined following the value of the probability p that a user has sent
some message. In decreasing order of anonymity, we have the following degrees

1. Absolute privacy (p = 0)
. Beyond suspicion (p = 0.2)
. Probable innocence (p = 0.4)

2
3
4. Possible innocence (p = 0.6)
5. Exposed (p = 0.8)

6

. Provably exposed (p = 1)

16



Using these degrees, anonymity is measured as 1 — p.

This first description of anonymity is convenient in the sense that it gives a qualita-
tive metric regarding the attacker’s confidence in identifying a user. However, it lacks

the capacity to describe how indistinguishable users are within the anonymity set as a
whole [Baull].

Information theoretic approach Danezis proposes to measure anonymity using the ef-
fective anonymity set size [Dan04] Sy, for some message m, which is defined as the entropy
over the probability distribution of sending m

Sm = — Z Pu; 1085(Pu;)
u; €U

where p,, is the probability that user u; is the sender (or receiver depending on the context)
of message m. The interpretation behind this measure is an adversary would need 5, bits
to identify the true sender or receiver.

However, this metric first fails in describing the anonymity of a system as a whole, since
it only focuses on a particular message. Moreover, when an attack is deployed against a
system to identify the sender of some message, the attack either fails or succeeds (in
which case the entropy is reduced to zero) [Baull] and nothing in this metric captures
this probability of succeeding since it only considers “average” anonymity overs the users.

Withstand a court challenge The previous metrics, even though they allowed to capture
to some extent the anonymity of a communication network, failed in their capacity to
quantify one’s absolute anonymity. Consider the situation in which a government agency
wishes to identify the initiator of some Web request. They managed with various attacks
to get an anonymity set containing users Alice and Bob, and each of them has the same
probability (i.e. 1/2) of being the true sender. From the information theoretics point of
view, the anonymity set, even though it is small, is uniformly distributed and thus provides
anonymity. Using the anonymity degrees introduced here above [RR98], we lie between
possible innocence and probable innocence since p = 0.5. However, in this scenario, the
government agency would be able to go to a court law and ask the judge for warrants to
investigate the computers of the users.

We might then ask ourselves how many users are needed for the judge to refuse such
a demand. It seems established in the community that 30 warrants are enough for the
demand to be refused. We will therefore refer to this value as 30-anon when later on
evaluating the anonymity provided by our solution.
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1.6 Attacks on anonymous communication systems

Let us now describe some general attack models. By general we mean that some usual
attack schemes can be applied to various types of anonymous communication systems
and that the goal and pattern of the attack stays similar. However, note that in most
cases attacks are system-specific, since one system tries to improve security in a particular
dimension, it will often be making concessions on some other aspects and thus be more
vulnerable to new types of attacks.

1.6.1 Brute force search attack

Brute force search attacks, introduced in [Ray01], happen when an attacker follows a
certain message sent from a sender to a node in the network, then keeps track of every
possible path for this message by keeping a list of the next nodes to which the previous
one sent a message to, repeating this until it finally has a list of possible recipients. In the
best case, the list contains all possible users of the network and in the worst case the list
contains only one element — the true recipient.

In the same paper, Raymond proposes using paths of random length so that the ad-
versary does not know the size of path to follow and thus the number of possible paths
is increased. However, since the length of the paths have to be taken from some random
distribution, an adversary could have a good chance getting confidence intervals around
the average size of paths and thus it only adds a limited amount of security.

1.6.2 Intersection attacks

Intersection attacks use the fact that when a user sends many messages over a short period
of time, the same path is used over multiple rounds, since many data packets have to be
sent over this period of time. The attack proceeds as follows: when a certain user sends
a message, the attacker makes a list of potential recipients (by doing a brute force search
attack for example), and in the next rounds as the user sends other messages, the list of
recipients is intersected with the new possible recipients. When the probability of two
users having the same path is very small — in network topologies that have many paths
— this attack has been shown [BPS01] to be very efficient and only a few rounds are
needed to recover the actual recipient. Long term intersections attacks are considered by
Mathewson and Dingledine [MD04] to be a major unsolved problem in many anonymity
systems.

To give an intuitive example, suppose that in a first round the paths A-B-C, A-B-D
are taken by two messages which could be sent by A and that in the next round the
following paths A—B—FE, A-B—C are used. Applying the method described here above, if
the time frame is sufficiently small for the messages of some user going through A to be
on the same path, the adversary can easily infer that the recipient is C.
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1.6.3 Traffic confirmation

This type of attack, also known as end-to-end correlation attack, gets more attention than
the others because it is the one that Tor is the most vulnerable to. It is also the kind of
attack which mix networks show the greatest advantage over Tor.

Suppose user A; wants to send a message mj to another user By, through a network
M (which can seen as a black box for the moment) to avoid B; knowing the true sender.
Its desired anonymity is that the content of m; should be hidden. Now suppose that
A sends to M the following encrypted text Ency,, (B, Ency, (m1)), where B stands for
the address of B. Here an eavesdropper listening to the incoming traffic of M can not
understand what is sent since the message is encrypted with M public key pk;;. M then
decrypts what he received and forwards Encg(m;) to B. Note that what is forwarded
has no meaning for M since it is encrypted with B’s public key. Someone listening to M
outgoing traffic won’t be able to understand the content of the message either. For this
purpose the previously introduced cryptographic primitives are sufficient because they are
considered secure.

Now we are in the scenario where A; sends a message to By and in the same time frame,
there is another user A, sending a message ms to By. The senders now desire that, on
top of having the actual content of the messages hidden, someone spying on the protocol
traffic can not find out who is communicating with who. If M has the behavior of simply
decrypting the received message and forwarding it immediately, then a spy at the exit of M
can see that Ay was the first to send its message and thus deduces that A; is communicating
with By and Ay with Bs. This is commonly known as traffic analysis. Encrypting the
messages and passing them through intermediary nodes, which only decrypt and forward
directly, is thus not sufficient. An intuitive solution to this problem would be to make
the nodes keep the messages for some time before sending them to the user. Those kind
of solution will be discussed in the next chapters and is actually what make synchronous
mix networks resistant against traffic analysis.

The previous example was given to provide an intuitive understanding of traffic analysis,
which is a general term for analyzing the traffic. However, when we consider correlating
incoming and outgoing streams, we call this traffic confirmation, which a way of doing
traffic analysis. In practice, many different techniques exist and they all have the rely on
analyzing and finding sorts of correlation in the traffic exchanges between the nodes of
the network. We will give popular some attacks in which traffic analysis has been shown
successful.

A first inspiration is to analyze the correlation coefficient of two traffic streams. The
Pearson correlation coefficient of two random variables X and Y is given by
E[(X — px)(Y — py)]

PXY = .
5'¢%'%

where pux and py are the mean values of X and Y, ox and oy their standard deviation.
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When considering web traffic, the information compared can be time stamps at which
nodes emitted some traffic, or the amount of traffic that was emitted at each time. For
example, we could have n data points {z1,z2,...,2,} and {y1,92,...,yn} representing
the amount of traffic (expressed in number of packets) measured at times t1, %o, ..., t, for
users X and Y.

The correlation coefficient can be extended from random variables to data samples
by taking estimates of the numerator and denominators and allowing a certain delay d
between the two streams as proposed by O’Gorman and Blott leading to the correlation

coefficient of equation 1.2.

iy (i — pa) (Yivd — y) (1.2)

Tay(d) =
S VS mP S (i — )

where 1, and p,, are the average values of x and y.

Figure 1.1 contains an example of how end-to-end traffic correlation can be performed
between two signals. Every second, the number of cells coming in an entry node is mea-
sured as well as the number of cells going out some other exit node. Correlation between
the two signals is then measured as described earlier.

45

| | |
—e— Entry Node Traffic —s— Exit Node Traffic

Number of Cells

| ¥

|
5 10 15 20 25 30 35 40 45 50 55 60
Time in Seconds

Figure 1.1: End-to-end traffic correlation on Tor traffic [Miill5].
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As the correlation coefficient only takes the linear relationship into account, the mutual
information metric of equation 1.3 can also be used.

MIXY) = 305 py) () logs (”XY)W) (1.3)

2EX yey px (z)py (y)

where the probabilities are taken by splitting time frames and evaluating the probability
of the user to send some packets during this period.

Another traffic confirmation approach proposed in the same paper [OB09] is packet
counting. Suppose that during some period of time, the traffic going out of some node
is equal to the sum of the traffic loads of all the user visited web pages plus any dummy
traffic. If an adversary is able to see that a certain number of packets left some server and
that approximately the same number of packets went to some user, the latter may well
become identified. This is formalized by counting the number of packets x and y of two
nodes X and Y and letting

Pr[X communicates with Y] o dist(x, y) where dist(x,y) = \/(z — y)2.

In a different fashion, Murdoch and Danezis propose a low cost traffic analysis attack
against Tor in [MDO05]. The attack consists in injecting, from a corrupted node, some
traffic of a particular pattern into another Tor node, and observing whether it affects the
traffic of some other circuit, in order to know if the communication was passing through
this circuit. The correlation is thus made to detect if the injected traffic is correlated with
the load of another relay. To quantify this they use a step function S(t) equals to 1 if
the corrupted server is sending some packets at sample number ¢ and 0 otherwise, and
correlate it with the normalized measured latency L(t) of the target relay at sample t.
They measure the correlation c as

2 S(HL()

2 5(t)

which can be understood as the correlation between the injected traffic and the latency
observed at the target relay.
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Chapter 2

Low latency Anonymous
Communications Systems

The previous section laid the basis to understand the context of the problem — anonymous
communication with a certain type of web traffic — and allowed us to explain why defining
anonymity is such a complicated task. Having now a clearer understanding of the existing
levels of web privacy one can achieve and of how anonymity can be measured, it is time
to see what solutions have been proposed and developed by the community.

The development of anonymous communications systems can be traced back to David
Chaum’s paper “Untraceable electronic mail, return addresses, and digital pseudonyms”
of 1981 [Cha81]. Chaum’s idea was to hide the correspondence between users by having
them send encrypted messages through a path of web servers, i.e. mizes, maintaining an
asymmetric key pair. These mixes use their private key to decrypt the messages that the
users would have encrypted with the server’s corresponding public key. After decrypting
the messages they would go on delaying and shuffling them before finally sending them
either to the next mix — whose address is contained in the message — or to the intended
user if the mix was the last of the message’s path. Since the introduction of Chaum’s
1981 paper, many relay-based anonymity systems have been developed and they are often
separated in two categories [DMS04; Baull; Dan04].

The first category consists of low latency solutions. They focus on interactive traffic
such as Internet chat, web browsing or Secure Shell (SSH) connections and therefore have
a limit on the latency they can introduce in the system, which is usually in the order of a
few seconds. This restriction makes it more difficult to prevent traffic confirmation attacks
by global attackers, as was detailed in the previous chapter. The second category consists
of high latency solutions and they have been successful for mailing applications in which
the users accept to have a certain delay, as opposed to web communication where short
response times are essential. This added latency allows timing information to be hidden
and can thus give more protection against traffic confirmation.
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This chapter gives a thorough review of the state of the art low latency anonymous
communications systems that can be used to achieve anonymity for web browsing. Their
respective strengths and weaknesses against various adversaries will also be detailed. The
next chapter will then present in detail the high latency systems based on Chaum mixes,
which we just briefly introduced.

2.1 Single hop proxy

The first and simplest anonymous communication system we present is the one in which
we have a single trusted central server that acts as a web proxy through which the users
web requests and responses pass before going to or coming from web servers. The trusted
relay is thus in charge of stripping information, which may be a threat to user anonymity,
before sending the actual request to the web server.

The objective of single hop proxies is thus to have all its traffic as if it originated
from the proxy so that the web server does not receive information pertaining the true
sender. On top of this, when the traffic towards the proxy is encrypted, it hides the true
destination of the user’s traffic against eavesdroppers located between the user and the
proxy.

The Anonymizer and SafeWeb are examples of software implementing this idea. As a
way to strip sensitive information they to filter out Javascript or Java applets which could
be potential threats in case they execute code on the user’s computer, as done in [MS02].
Other implementations include BT Guard, IPredator or any other Virtual Private Network
(VPN) server. Note that the main difference between a VPN and a proxy is that the
former, on top of making your traffic appear as if it came from another IP address, also
encrypts the data going from the user computer to the VPN.

However, this type of solution is quite limited in the privacy it proposes for multiple
reasons.

o Firstly, a user compromising the proxy itself would be able to uncover the traffic
details. Also, this type of solution doesn’t protect against traffic confirmation either.

¢ Indeed, another threat could be some entity capable of eavesdropping on the incom-
ing and outgoing traffic of the proxy, and by correlating traffic could thus uncover
the destination of the user’s traffic, as it was done in [Sun+02].

e Finally, the entity running the proxy itself could be forced to give away informa-
tion on what it sees, as it happened with anon.penet.fi — an email relay which
provided anonymous and pseudonyms email accounts — which was forced to reveal
the identity of some of its user because the service was used to show child pornog-
raphy [Hel96]. The anonymity of such solution therefore highly depends on the
integrity of the service and the law to which it is subjected.
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2.2 Crowds

Crowds was presented by Reiter and Rubin in [RR98]. Their idea is to provide anonymity
in the following way: once a user makes a request, that request is sent in the “crowd” of
others users, which they call Jondos, and the request bounces between the users until one
of them eventually makes the query to the web server. To determine which user is going
to actually make the request it uses the following strategy

1. each connected user receives a list of other participants [Dan04] (i.e. the “crowd”)
and transfer its web request to a randomly selected node in the list;

2. when the next user receives the request, it makes a random experiment such that
» with probability p, the user queries the web server with the actual request,

« with probability 1 — p, he forwards the request to a randomly selected user of
the crowd and point 2. is repeated until the request arrives to the server.

Once the server has gotten the request and sends its reply, the latter is forwarded back
to the original user via the path constructed in the sending phase. Figure 2.1 contains an
example of such a network of six users making requests to six different servers.

Crowd Web Servers

Figure 2.1: Example of a Crowds network architecture with six users sending requests
to six Web servers [RR98]. The initiator and server of each path are labeled with the same
number. For example, the request initiated by user 6 is first sent to user 3 which then
forwards it to the intended web server.

From a security point of view the probability 1 — p, defines the degree of uncertainty
that some user was the actual sender of the request or not. The goal of Crowds is thus
to provide sender anonymity but not receiver anonymity. Also note that since the traffic
considered in Crowds are HT'TP requests, both the actual destination and the content of
the data packets are not encrypted.
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The main anonymity results they obtain are characterized by probable innocence. The
path initiator is said to have probable innocence when its probability of being the first
collaborator’s immediate predecessor, given that a collaborator is on the path, is lower than
1/2. More precisely, given the number of users N, the forwarding probability py = 1 — pq
and the number of compromised users collaborating together ¢, their results states that if
equation 2.1 is verified, then the path initiator has probable innocence.

Dy

1
Pf—3

(c+1)<N (2.1)

The result implies a balance between the number of collaborating nodes and the length of
the path taken by some request, which is proportional to the performance of the system.

Attacks against Crowds have been developed in [Shm02; Wri4-02] and they appeared
to be efficient in re-identifying the initiator of the requests.

2.3 Tor

Tor was developed by Dingledine, Mathewson and Syverson [DMS04] and stands for The
Onion Router. It is based on and improves the Onion Routing (OR) design which has been
designed and analyzed in [GRS96; RSG98; SRG00; Syv+01]. The idea behind Tor is that
instead of directly exchanging data with the destination, the user data passes through
some circuit in forms of packets, using layered encryption so that each node only knows
the previous and next hop, and only the exit node is able to see the actual traffic, but
not the identity of the initial sender. As it is currently the most popular solution for web
anonymity, we will get into more details on its inner workings and existing attacks against
it, as there has been a wide variety of these deployed. Explaining those attacks will guide
us as a baseline to further assess the security of mix networks.

2.3.1 Network design

The first type of nodes constituting the network are called onion routers (or Tor relays)
and can be hosted by anyone meeting certain criteria in terms of bandwidth availability.
They are in charge of connecting to the requested destination and of relaying the data.
Each onion router has a long-term identity key to sign a summary of its keys, address,
bandwidth, exit policy, etc. (i.e. the router descriptor) and a short-term onion key to
decrypt requests sent by users to set up circuits and exchange new temporary keys. There
are two special types of Tor relays

e FEntry guards are the first nodes of circuits. They are usual relays that require to
have been active for a certain amount of time.

e FEzxit nodes are the last hops of circuits. They require a higher bandwidth capability
since they will be exchanging the actual traffic with the web servers.
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The second type of node is on the user side where a local software called an onion prozy
(or a Tor client) is run to connect to the Tor network. Its role is to get the onion routers
list and related information, to establish circuits across the network, and to manage the
connections from the user applications.

The third type of node are called directory servers. They are trusted nodes responsible
for analyzing the network and relaying information about it to the relays and clients. Once
a user connects to the network, it first gets a list of available relays from a directory server
before establishing the circuits. Since those servers contain detailed information about the
network structure and relays as well as be able to provide information for onion proxies,
they must be trusted and available most of the time.

Other type of network nodes include bridges and hidden services. The first are are relays
that are not listed in the directory servers in order to hide some of them from attackers.
They are often used when users are under some kind of censorship by the governments
forcing the ISPs to block the traffic going to the known Tor relays). Hidden services are
anonymous servers which can connect to the Tor network. They were made in order to
provide responder anonymity, meaning that web servers are able to be accessed without
providing their IP address.

2.3.2 Cells and circuits

When a user starts using Tor, the first message he sends allows a circuit to be opened
through the network by having a route labelled. The messages are then routed on this
predetermined path using a particular label for each of them. The anonymity is provided
at the TCP layer where the data is split into equal size packets called Tor cells. Figure 2.2
contains a representation of how a two hops circuit is built in Tor and how the user then
exchanges data with a website.

2.3.3 Path selection

The path selection algorithm is responsible for choosing the relays taken in the paths of
users. The idea is to associate selection probabilities to the relays. Since Tor relays are
maintained by volunteers having different bandwidth capacities, not all relays can have
the same number of circuits going through them. Tor therefore assigns probabilities to
the relays depending on their advertised bandwidth as in equation 2.2.
b;
Prirelay, € Pj| = —=—— (2.2)
Zj b

where b; is the perceived bandwidth of relay ¢ measured by the directory servers and
weighted by a coefficient depending on the position and flag of the relay in the network
(guard or exit node) [RP17].
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Figure 2.2: Tor circuit (of two hops) construction and data exchange system [DMS04].

2.3.4 Security goals

Tor main security feature comes from the unpredictability of its routes and the assumption
that an attacker is not powerful enough to observe both the traffic going in the network
and coming out of it [Syv11]. However, many people either overestimates Tor’s capability
in hiding one’s identity, either are not aware of all possible vulnerabilities which Tor is
subject to.

Tor security goals is to protect against traffic analysis. It considers an “adversary who
can observe some fraction of network traffic; who can generate, modify, delete, or delay
traffic; who can operate onion routers of his own; and who can compromise some fraction
of the onion routers” [DMS04]. Tor does not attempt to protect users against a global
passive adversary, as this kind of attacker is able to execute end-to-end correlation attacks,
which Tor is vulnerable to. Note that Tor does not even implement countermeasures to
this attack. In their own words:

“Rather than focusing on these traffic confirmation attacks, we aim to prevent traffic
analysis attacks, where the adversary uses traffic patterns to learn which points in
the network he should attack.” [DMS04]
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2.3.5 Existing attacks
Bandwidth manipulation

As detailed above, Tor’s path selection algorithm favors relays proposing greater band-
width (the bandwidth estimates aren’t even often accurate and one can manipulate the
perceived bandwidth [Baull]), an attacker can therefore increase the number of circuits
passing through its node by having large bandwidth and maintaining non restrictive exit
policies [MWO08].

This is not an “identification of users” attack itself, but combined with other attacks,
it allows the attacker to control a larger part of the network than what he is supposed to
control with its actual resources, by having more traffic pass through his relays than he
should have.

Traffic analysis and correlation

As mentioned in the introduction, the main threat for Tor users happens when an adversary
is able to observe both the traffic leaving the user computer and going to the entry guard
(the first node of the circuit) and the traffic going from the exit node (the last node of the
circuit) to the server. The attacker can use traffic correlation by counting the number of
packets [SS03] or timing these packets [Lev+404] as detailed in Section 1.6.3.

Many variants and different traffic analysis methods have been put in place and shown
to be efficient against Tor [MZ07; Dan05; Cha+14; MDO05; Joh+13; BMS01]. This kind
of attack becomes very effective when the attacker is able to propose relay having large
bandwidth since a lot of circuits then passes through his relay. In this scenario, the security
provided by the unpredictability of the multiple-hop circuit looses its strength as having
paths going in different countries does not affect what the attacker can observe if there is
a significant probability that traffic will pass through his relays.

Network latency and clogging attacks

Two other important types of attacks are worth being mentioned. The network latency
attacks is based on the fact that Tor circuits are kept the same for a certain time (usually
about ten minutes) and that the time it takes for a packet to travel from a certain website
to an user will be the same as long as the circuit does not change. One can thus see how
long it takes for a packet to reach a destination and observe that the packets taking the
same amount of time to reach destination will be linked with the same user (this attack
obviously needs the server to cooperate with the entry guard). The other attack is called
the clogging attack and consist in flooding requests through a path and try to detect the
latency spike at the destination.
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Website fingerprinting

Finally, website fingerprinting has also been shown to be a threat even when using the
Tor network. The main mechanism put in place by Tor to hide packet size information
is to have cells of 512 bytes. However, there has been attacks shown to use websites
specific related information to re-identify them [Cai+12; WG13]. For example, suppose a
page has for its logo an image of a certain resolution, which will always be sent whatever
the content of the request response. Because there is no universal metric for the size of
images on websites, those can become pretty unique when deep analysis of the webpages is
done [Eck10], thereby allowing attackers to identify websites just by looking at the number
of packets coming back to the user’s computer.

2.3.6 Unbalanced protocol distribution

Figure 2.3 contains the traffic distribution of a Tor relay run for four days in 2007 [Baull].
We immediately note that the distribution between the protocols is unbalanced. Indeed
BitTorrent protocol uses a disproportionately high amount of bandwidth while the number
of connections are mainly HTTP requests. Note that Tor tried to use port-based blocking
strategies to blocks the TCP file sharing ports but those strategies have been shown to be
easy to evade.

This unbalanced distribution is not a problem in itself but when considering adding
dummy traffic in the network, the capacity to add such traffic is limited by the bandwidth
capabilities of the relays, and it thus raises the concern that for users only making HT'TP
requests, better guarantees and less congestion could be potentially provided by limiting
the traffic to HT'TP.

Protocol Connections Bytes Destinations
HTTP | 12,160,437 (92.45%) | 411 GB (57.97%) | 173,701 (46.01%)
SSL 534,666 (4.06%) 11 GB (1.55%) 7,247 (1.91%)
BitTorrent 438,395 (3.33%) | 285 GB (40.20%) | 194,675 (51.58%)
Instant Messaging 10,506 (0.08%) | 735MB (0.10%) 880 (0.23%)
E-Mail 7,611 (0.06%) | 291 MB (0.04%) 389 (0.10%)
FTP 1,338 (0.01%) | 792MB (0.11%) 395 (0.10%)
Telnet 1,045 (0.01%) | 110MB (0.02%) 162 (0.04%)

Total 13,154,115 709 GB 377,449

Figure 2.3: Exit traffic protocol distribution by number of TCP connections, size and
number of unique destination hosts. Data collected the traffic on a router for four days in
December 2007 with the default exit policy by Bauer in [Baull].
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2.4 Peer-to-peer networks

Another interesting type of solutions are those based on peer-to-peer networks. In these
type of networks, every node acts as a relay node and all participants are potential initia-
tors of traffic.

Tarzan is an example of this type of network and was proposed by Freedman and
Morris [FMO02]. When a user makes a request, a set of nodes is selected to form a route
through the network, and messages are sent using encrypted tunnels between these nodes,
in the same fashion as Tor. An interesting feature of the first version of Tarzan was that
each node only needed to know about a random subset of nodes. In the improved version,
subsets of nodes are kept but more information is requested about the nodes to get a score
of how trusty they are, and the less trusty ones get selected with lower probability. This
feature has shown to be effective since it makes it difficult for an adversary to influence
the path selection. However, Tarzan has been shown to be vulnerable to some attacks
in [Dan04] and are based on the fact that the node selection process is observable by
an attacker (since the setup is peer-to-peer) and the attacker uses these communication
informations to infer through which users the traffic actually passes.

Another example of such peer-to-peer network is MorphMix introduced by Rennhard
and Plattner [RP02], and has globally the same workings as Tarzan except that the path
is not determined by the initiator but by the intermediates nodes.
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Chapter 3

Mix networks

The previous chapter reviewed existing low-latency anonymous communication systems.
An emphasis was made on Tor as it is the most widely deployed one. It was mentioned at
the beginning of this previous chapter that anonymous communication systems could be
divide in two categories: low-latency and high-latency ones. The building blocks of these
high-latency network are mixes, even though it is not mandatory and other relay types
could be used, in practice it is always the case. We now focus on reviewing the literature
on these high-latency systems.

In this chapter, we start by describing how mixes work as a single unit. We proceed by
going through the different parameters that one can choose when they are designed, to then
construct a classification of them. We then study how multiple mixes can be combined
together to form networks and their different topologies. We then review how they are
used as solutions to practical problems, and describe their strengths and weaknesses in
their capacity to solve those problems. Finally, we will analyze their level of security with
respect to the attacks presented in the first chapter.

To make it easier to understand later in chapter why certain operations are meaningful,
let us briefly enumerate a few practical applications of mixes. The most important goal
of a mix is to be some black box that receives batch of messages, then cryptographically
transforms them, and finally outputs them such that no outside observer should be able
to guess better than randomly which output message corresponds to which input one.
Considering secure electronic voting, when the voters submit their ballots, they have to
be provided to the electoral authority in such a way that no ballot should be linkable to its
original author. Mixes have here an important role to play to ensure that no information
about the voter is contained in its output. In e-mail communications, users might want
to have anonymity and make sure anybody spying the communication line should not
know the receiver of the messages. For this purpose, a server mixing a batch of emails
and delaying them would allow the senders to be dissipated in a large pool of plausible
senders.
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3.1 The mix building block

3.1.1 Inner workings
A mix can be described as a router (i.e. a device which receives and forward data packets
between computers in a network) that performs the following set of actions

1. Receive some input data packets {a, b, c,d, e} at times {T,, Ty, T;, Ty, Te };

2. Perform cryptographic transformations on them to get {og4, 0p, 0c, 04, 0c };

3. Re-order the packets lexicographically or randomly, i.e. mix them;

4. Send the mixed output batch {op, o, 0c, 04,04} at time Toy.

Those actions are schematized in figure 3.1.

a— —» o0, &
(=
5 b— > Oc 5 T
< a
é ) o 5 Tb Tc Td Te T
= C—» or e O C 9 | out R
=] STAGE = | (] ‘ >
T  d—» ., 0, O b !
B B 1 [ |
>
e—pf — > 0,4 g Arrival of the Detpal;tLéretc;]f
inputs to the stage output batcl

Figure 3.1: Schematic representation of the arrival and departure of mix messages [SP06].

The information contained in the actual content of the input messages is hidden in step
2 when the packets are cryptographically modified and the information provided by the
order of arrival is disguised by the mixing and the sending in batch during steps & and 4.

We now describe the exchange of messages happening between the users and mixes and
the corresponding encryption and decryption mechanisms.

In order to represent protocol interactions we use the following protocol schema.

Protocol name

Step number) Sender — Receiver (sending phase)
Message content
Step number) Receiver +— Sender (response phase)

Response content

We recall that the encryption of message m with pkp is written as {m}pkB. However,
suppose an adversary sees this ciphertext and tries to guess m by checking if {m’ }pkB =
{m}pkB for many different messages m’. In case the adversary has some other information

32



regarding the actual content of m (a URL address for example), the set size of possible
messages m’ could be short enough for the process to be threatened. This problem is
overcome by prepending a large random number R to m, which B will discard, and thus

sending {R,m},, .

Suppose user A wants to send some message m anonymously to server B through mix
M and he also expects B to respond him but without knowing A’s identity. Let pkp and
pk,s be their respective public keys (note that we suppose B has a known public key but
it could also work with symmetric keys by making a key agreement at first).

The sending interaction proceeds as follows

Sending through 1-hop mix

1) A— M

{Rh B, {Ro, m, {A}pkM ’ pkA}PkB }pkM

2) M — B

{Ro.m. {4, ka ),

At this point when B decrypts what he received he gets the following content m, {A}pkM , pka -
The two last components of what B received constitutes what is called an untraceable re-
turn address. It was introduced by Chaum in [Cha81] to allow the receiver of a message to
send a response back to the sender without knowing the sender’s identity. This is done by
adding first an encrypted ciphertext containing A’s address, i.e. {A}pkM, such that only
M is able to see it, and second a one-time public key for which A has the private key, i.e.
pk 4, such that the content of the response of B can not be viewed by M (note that the
public key is only used one time otherwise it would mean that B is able to link different
messages from A).

Continuing the scenario, the response part proceeds as follows

Response through 1-hop mix

4) M +— B
{}%2714}pkbf7{}%3?r}pkA

5) A«— M
{T}pkA

Notice here that B has no information regarding A’s address because it is encrypted with
M’s public key, and that M can not read the response of B.
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A schema summarizing the whole protocol can be found in figure 3.2.

1-hop mix with anonymous return address

A M B

{7’17 B, {ro, m, {A}pkM ’ pkA}PkB}

pkng

{ROv m, {A}pkM ) pkA}pk

B

{R27 A}pkM ’ {R37 T}pkA

{R?ﬂ 7ﬂ}pkA

Figure 3.2: Representation of a 1-hop mix with untraceable return address.

3.1.2 Batching strategies

Here we describe the different batching strategies, also known as flushing strategies, which
might be used for a mix. The batching strategy corresponds to the way in which the input
messages, once mixed, are going to be sent out of the mix. Such a strategy can be seen as
the algorithm providing answers to the following questions

e What is the condition for a mix to output its batch of messages?

e Does the mix outputs all the messages it received? If not, what proportion does it
keep for itself?

The flushing strategies can be divide into two main categories : simple and pool mixes,
which provide an answer to question 2. The simple mixes are the ones firing every request
they have received as input when flushing, whereas the pool mixes retains a certain amount
of messages in the mix. In both categories the mixes can have one or a combination the
following characteristics:

1. The threshold mix fires when it has collected a certain number NN, of requests.
2. The timed, also called synchronous, mix fires its batch every t seconds.
This provide an answer to question 1.

For example, a simple timed mix fires all the requests contained in the mix at a certain
frequency, whereas a threshold-and-timed simple mix fires the requests every t seconds but
only if the mix contains at least IV, requests. A more special strategy is one in which
the mix fires a fraction of the requests at a certain time, but only when there are more
requests than a certain threshold N, this is called a timed-dynamic pool miz.
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Now that we described the different existing types of mixes, we can present a general-
ized mathematical framework introduced by Diaz and Serjantov in [DS03] to express the
batching strategies as arbitrary functions. We start from the observation that a mix can
be seen as a function taking as input the number of messages inside the mix and as output
the percentage of messages to be flushed. This function is formalized in equation 3.1.

P:N—[0,1] (3.1)
n — P(n) = {fraction of requests to be fired}

For example, let us build the batching function of the threshold pool mix, with a
threshold of N and a pool of N, messages. The mix flushes 1 — N,/N of its messages
at the flush moment which occurs only when n is equal to IV, and the rest of time the
output of the function should be zero. For this we use the impulse function defined in
equation 3.2.

1 if N=n

0 otherwise. (3.2)

In(n) = {

Finally we can write Pihreshold pool(77) = (1 —Np/N)dn(n). Table 3.1 and figure 3.3 contain
the flushing functions and associated graphical representations of the different mixes types.

Mix type Mix function P(n)
Timed simple mix 1
Timed pool mix (1—N,/n)
Threshold simple mix 1-9 N( )
Threshold pool mix (1—-N,/N ) N(n)
Timed dynamic pool mix ¢(1 — Nmin/n)

Table 3.1: Types of mixes and their associated flushing function P from equation 3.1.
n is the number of messages in the mix. N is the threshold value. N, is the minimum
number of messages which stay in the pool. dx(n) is the impulse function.
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(a) Timed Mix (b) Timed pool mix
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(c) Timed dynamic pool mix (d) Threshold pool mix

Figure 3.3: Types of batching strategies [DS03]. The y-axis is the fraction of messages
P(n) that are fired from the mix and the x-axis the number of messages n in the mix.

3.2 Connecting multiple mixes

Until now we viewed mixes as a single unit and analyzed their inner characteristics. How-
ever when designing anonymous communication networks, one need to consider cases where
mixes are compromised. The idea is therefore to have each packet pass through multiple
mixes, i.e. a mix network, to provide stronger robustness against compromised nodes.
Packets going through the network will therefore pass through [ mixes, and each mix will
perform its usual operations.

3.2.1 Extending the cryptographic operations

We first consider the extension of the encryption and decryption procedure of the single
mix to the multiple mixes case. When going through [ mixes, the idea is the same as
with onion routing, where each message will be decrypted once by each mix on its path.
The following protocol describes how the sending and response of a message m could be
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implemented when passing through mixes M; and Mo, i.e. for | = 2. For readability
reasons, the random strings R; are implicitly included in the encryptions.

Protocol through 2-hop mix network

1. A— M
-
p 1\/11
2. My — M,
{B, {m7 Y, pkA}pkB }pkju
2
3. My — B
{m, 7, Pka}pi,
4. My «— B
{Mla {A, Skl}ple ,SkQ}pkMza {T}PkA
Y
5. My «— M,
{A, Sk1}ple ) {{r}pkA}st
6. A+— M,

b,

1

3.2.2 Optimizing the cryptographic operations

In the above introduced 2-hop protocol, the public key operations are increasing as the
number of intermediary mixes increases. We also observe that the actual size of the content
to encrypt varies when more or less mixes are in the message path, or that the content
itself of the sent message varies. In response to this increasing complexity in public key
operations, multiple solutions have been proposed.

Hybrid mix network This variant uses the public keys of the mixes to encrypt a symmet-
ric key which is then used to encrypt the rest of the message. This leads to the following
message being sent from user A to mix M

{ski}pk,, » {rest of message},
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The public key operations are here only used to allow less expensive symmetric key oper-
ations.

Other implementations of hybrid mix networks have been proposed and they mostly
differ in what they encrypt with the public key and how they handle messages of variable
length. For example, Goldschlag, Reed, and Syverson propose in [GRS96] to encrypt a
key material which then needs to be hashed to get the symmetric key.

ElGamal based mix network Another variant based on ElGamal encryption was pro-
posed in [PIK93] to overcome the fact that the sender needs to encrypt some content in
advance once for every miz in the path. In their implementation the sender A only needs
to send

Encpi, (m) = (", (A, m)pkp)

in which ¢ is the generator, r a random string, and pkp the general public key of the
network obtained from all the public keys of the network mixes [SP06] in the following
way

n n n

pkp = [T pkay, = [T 9% = g2 *

i=1 i=1

with d; and pk,,, the private and public key of mix M;.

The advantage of such implementation is that the encrypted ciphertext only needs one
encryption on the user side and is length invariant — its length does not change along its
path when being decrypted. However, this kind of solution does not allow for an address
of a next mix to be included and therefore the ciphertext has to be sent to all mixes until
it is decrypted by every one of them [SP06], which is not a desired property when one
wishes to minimize traffic overhead.

3.2.3 Topology

The topology of the network determines how the mixes are interconnected.

We consider three different network topologies as in [DMT10]. For each topology, we
explain and represent its design as well as characterize it using the notation introduced
by Dingledine, Shmatikov, and Syverson in [DSS05].

For the free route network of n nodes and [ layers we write n x [. For the cascade and
stratified network we write its dimension as w X [ with w the number of mixes at each
layer (the network width) and [ the number of layers (its length). Figure 3.4 contains a
schematic represent of the different topologies that are further analyzed. Let us remark
that when considering equivalent topology we consider the total number of mixes n to be
fixed and thus a 6 x 2 free route network is compared with a 3 x 2 cascade and stratified
network.
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Figure 3.4: Topologies of 4 mixes. Left: 4x2 free route (F) network. Center: 2x2 cascade
(C) network. Right: 2x2 stratified (S) network.

3.3 Security properties

There exist many different mixing strategies and each of them comes with its own anonymity,
latency and resistance to attacks properties. We here review the security of mixes against
usual attacks. Regarding the security of the different batching strategies, it has been
studied by Serjantov, Dingledine, and Syverson in [SDS02]. Besides the two attacks that
are presented the following subsections, an adversary compromising all the nodes of same
path is obviously able to compromise the messages taking those paths.

3.3.1 Intersection attacks

As seen in section 1.6.2, an intersection attack is based on the fact that only a small
number of messages will have the same route through the network. In a fully connected
network, this kind of attack is very efficient as many different routes are possible [BPS01].
However, when using restricted routes, we are sure that many messages will pass through
the same routes. This might bring up the problem of congestion in a network. Since the
bandwidth associated with search is relatively small, the traffic relayed by the server allow
for a restricted route topology. One may thus wonder in which case designing such a fully
connected network is useful then. These questions will be investigated in the next chapter.

3.3.2 (N, —1) attack

An N, —1 consists in active attack flooding a threshold mix with N, — 1 messages in order
to follow exactly a targeted message. This type of attack is effective with threshold mixes
but does not work with synchronous mixes as their batching algorithm is independent of
the number of messages that they contain.

39



3.4 WebMixes

It is worth mentioning that an attempt to build mix networks for Web communication as
been done by Berthold, Federrath, and Kopsell [BFKO01]. Their implementation is based
on a cascade network, where the users have the possibility to choose their path in a list of
cascades paths. Dingledine, Shmatikov, and Syverson pointed out some weaknesses of this
design in [DSS05]. Even though their implementation is based on mix networks, the mixes
do not function in a synchronous way, nor do they offer the possibility to add latency, and
are therefore not protected against traffic confirmation.

3.5 Conclusion

In this chapter, we reviewed the inner workings of mixes as well as their batching strategies.
The extension from one mix unit to a mix network was then detailed, along with how
the different existing topologies. We also analyzed some attacks against certain types of
mixes. More precisely, IV, — 1 attacks are a type of attacks in which the attackers floods
a threshold mix with requests such that the targeted request is isolated and its next node
can be identified. The next chapter will focus on analyzing what can be improved to this
high latency issue by considering high traffic with small sized requests. Note that as we
focus on synchronous mixes, N, — 1 attacks are not a concern. However, the problem of
high-latency is still a concern for threshold mix networks since the time taken by a request
to traverse threshold mixes depends on how fast the other users send messages, and for
synchronous mixes, we need guarantees that a sufficient number of messages are sent to
avoid having a too small anonymity set.
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Chapter 4

Mixes for web search

In the previous chapter, we reviewed how high-latency systems based on mix networks
worked. We analysed the mix building blocks and their encryption characteristics as
well as their batching strategies, allowing us to seize the potential of synchronous mix
networks. Then, we explained what was needed scale from one single mix to a network of
mixes. The different parameters involved in the building of such network have also been
briefly described, along with the security of mix networks against some attacks.

The objective of this chapter is to answer the first problem we described in the in-
troduction, namely to ewvaluate the anonymity we can get by using mix networks with a
specific type of web traffic. This objective can be decomposed into multiple ones and we
attempt to achieve them with the following contributions.

Since we consider a specific type of web traffic, we start by precisely describing the
assumptions that make this traffic specific and what it implies compared to general traffic.
We also study to what extent these assumptions are realistic. Next, since we focus on mix
networks, we need to analyse the various parameters which influence the network, such as
the added dummy traffic or latency overhead, and quantify how they influence it. Some
parameters were introduced in the previous chapter (network topology, for example) but
have not been evaluated quantitatively. Then, in order to evaluate the anonymity of mix
networks, we need to model an adversary against which the network will have to provide
anonymity. We therefore build an adversarial model using the adversary capabilities we
introduced in the first chapter, and describe a method to get the optimal choice of nodes
the adversary has to corrupt. Finally, we evaluate the anonymity brought by mix networks
and the influence on anonymity of the previously studied parameters. In order to evaluate
the anonymity, we use the 30-anon anonymity metric introduced in Chapter 1.

4.1 Assumptions

The assumptions we make regarding the specific web traffic considered are the following.
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Requests are short. The maximum TCP packet size is 65535 bytes, and for Ethernet
a limit is set to 1500 bytes. For the request from the user, knowing that the typical
headers size are approximatively 800 bytes for applications using cookies, we set a
size limit of 1000 bytes, or 1kB. Considering the response, Google responses are
+80kB, Google Scholar citations £1kB, a New York Times news article +200kB, a
Medium article £120kB, the Wikipedia Philosophy page 386kB and the Wikipedia
Differential privacy one is 164kB'. Based on these values, we set a threshold for the
maximum size to 50kB, corresponding to 50 TCP packets of 1kB. This threshold
is realistic as it represents the textual content of the web pages mentioned above.
The images and videos are indeed discarded, which seem a reasonable assumption
to avoid packet counting. It also makes sense for the network traffic to consider
responses 50 times the size of requests.

Requests are stateless. We consider that the attacker is not able to infer information
from the previous responses it sent to the user, hence that there is no back and forth.
More precisely, suppose a certain web page X is queried by some user, and the only
way this user could have requested this webpage, is by getting its URL from another
web page Y, that he must have had previously queried. The server will then know
that it was the same user which made these two requests. We don’t consider this
type of exchange, and requests having identifiable states, and we suppose that the
responses are independent from each other and that the adversary can not use their
content to infer new information.

Traffic on the considered websites is high. We expect to have at least a hundred
requests every second on the server side, for that the users need to be sufficiently
spread out between the mixes, and for it to make sense to have a network of multiple
mixes. As a baseline, Table 4.1 contains the traffic rates on popular search, news
and encyclopaedic websites.

Web site Pageviews per second
GOOGLE 64300

DDG 400

QWANT 30

STARTPAGE 70

WASHINGTON PosT 90

NYTIMES 190

MEDIUM 90

WIKIPEDIA 2800

Table 4.1: Traffic density on popular information sites.

1Page sizes obtained using the Network feature of the JavaScript Console in the Chrome browser.
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The content of the requests does not identify the user. Suppose some user only
makes search queries containing his name or a pseudonym, followed by the actual
thing he searches for, or that he only reads news article starting with a precise let-
ter. This kind of behaviour surely compromises the anonymity of the user, as the
server itself would be able to see such special pattern. We therefore assume that the
content of the requests can not be used to find back its initiator. This assumption
is realistic for two reasons. First, no stylometry techniques — which aim to statis-
tically find variations in writing styles between users — have yet been proposed for
short sentences. Second, we suppose that the user using a tool to protect his privacy
is not going to search for something identifying him. In case we wanted to allow
such behaviour, solutions have been proposed to restrict the search query space, and
thus provide some security and bounds on the de-anonymization process, even if this
largely limits the users potential to search for what they want.

4.2 Evaluation of mix networks parameters

In this section we list and describe the parameters of mix networks. For each of them
we analyse their mutual influence and what they imply for the scaling and robustness of
networks. The first parameter to be analysed is the topology of the network. Next, we
evaluate the influence of dummy traffic and how it scales up depending on the chosen
topology and batching strategy. Then, the bandwidth required by the network depending
on the real and dummy traffic is analysed. We also describe strategies to spread it among
the different nodes, depending on the topology. Finally, we quantify how the latency
introduced and the flushing rate influences the number of users and anonymity set, taking
into account the number of dummies that were added. This section allows us to gradely
built up a global formula which that we use in further sections to quantify the anonymity
of mix networks.

4.2.1 Terminology

First we introduce the following terminology. We define the following variables
e n the total number of mixes in the network
e n. the number of compromised mixes in the network
e w the number of mixes per layer
¢ [ the number of layers
e N the number of users per second
o T, the time taken by the server to process the request and send back the response

e T, the time it takes for one mix to decrypt and shuffle its messages
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o T the flushing time of a mix
e T, the time it takes for one mix to fire requests all its requests
o T, the added latency in one mix (mix wait while doing nothing)
e D=N-d,+n-1-d,, + ds the total number of dummies
o D; = D/l the average number of dummies per layer
¢ d, the number of dummies sent by one user
e d,, the number of dummies sent by a mix
e ds the number of dummies sent by the server
e b; the bandwidth of mix ¢
and the following constants values
o B, = 1kB the size of one query
e B, = 50kB the size of one response

e Lpyix = bms the average time to decrypt and shuffle one message in a mix when no
precomputation is done

4.2.2 Topology

As seen in the previous chapter in Section 3.2.3, there are many different network topolo-
gies and they play an important role in the design of the network as they are linked to its
scalability and security. Many topology solutions have been studied in the literature and
each of them seem to have good arguments for preferring it over another. However, no
general quantitative comparison taking both the latency, bandwidth overhead and level
of anonymity into account into a globalised framework has been proposed yet. To over-
come this lack of global comparison, we attempt to make an it by comparing the different
network topologies and their respective strengths and weaknesses.

In order to do this we analyse quantitatively three types topologies given a total number
of n mixes. We use the two following metrics

1. The number of distinct paths |P| in the network, which allow among other things
to quantify the number of users that are on each path. It is also useful to know
how much dummy traffic has to be sent between the different nodes of the network,
which we describe in the next subsections.

2. The entropy of the network represents how effectively the incoming or outgoing traffic
from particular nodes is mixed with traffic from other nodes. It was introduced
in [Dan03] by Danezis

I w
= - Zzp 1,7 lOgZ pz,]

j=1i=1



where p; ; is the probability that mix ¢ of layer j receives a particular message that
was sent from the nodes of the previous layers. For j = 1, we use the probability
that a node of the first layer is chosen by a user.

Free Route (F) In a free route network all nodes communicates with each other, forming
a fully connected network (see left schema of Figure 3.4). The number of paths for a free
route network of with n mixes of length [ is

Pl=nn—1)...(n—1+1)

and
1 1

1
big = " Dbi2 = m_1 pig = m

Cascade (C) In a cascade network, there are some predefined route and every mix sends
all its messages to the next one on the path. (see middle schema of Figure 3.4) The number
of paths for a cascade network of length [ and width w is

Pl =w

and

1
Dil = — pi2 =1 pig =1
w

Stratified (S) In a stratified network, every mix in one layer can send messages to all
mixes in the next layer (see right schema of Figure 3.4). The number of paths for a
stratified network of length [ and width w is

[Pl = '

and 1
bil1 = — Pi2 = — pig = —
w w

Evaluation We computed the number of paths and entropy values for these topologies
and for a total number of mixes n € {6,8,10,12,14}. These values for n were chosen as
they sufficiently allow to grasp the behaviour of the metrics considered. The results are for
the number of paths and entropy are respectively presented in Figure 4.1 and Figure 4.2.
We observe that the free route topology has the most number of paths, as the number of
connections in a fully connected graph grows by O(n?), while the other are restricted by
their smaller width. Regarding the entropy, the stratified network comes first and the free
route second.
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Figure 4.1: Number of paths analysis for different networks topologies of 2 layers.
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Figure 4.2: Entropy analysis for different networks topologies of 2 layers.
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At this point it appears that free routes and stratified networks are the best choices in
terms of number of paths and entropy. However, these metrics do not take into account
the actual number of messages that pass through the mixes, whether they are real or
dummy, and are therefore not sufficient to represent the anonymity of the users. Indeed,
free routes are then more vulnerable to intersection attacks which are based on the fact
the probability of packets having the same path is very small, and thus few users will
use the same path [Dan03; Dan04]. This number of messages is actually determining the
anonymity set size of the users and we thus need to consider the extent to which dummy
traffic can be added in the network.

Another point to consider is the bandwidth overhead these dummies induce in the
different topologies. It is known that regarding dummy traffic, free routes network are less
scalable [DMT10] since the number of connections between its nodes quickly grows and
makes it more demanding in terms of dummy traffic to keep the same anonymity set sizes.
On the other hand, when not considering dummy traffic, stratified and cascade networks
are said to be less scalable since the same number of queries has to fit in less mixes. The
problem is thus to find the right balance.

We thus need to ask ourselves the following questions

e« How much dummy traffic is needed to keep a maximum or reasonable number of
users per path for the different topologies?

e What bandwidth would this require from the servers?

In the next subsections we try answering these design questions by considering the required
dummy traffic and its influence on both the anonymity and robustness of the network.

4.2.3 Dummy traffic

In this section we will analyse the different dummy traffic strategies and evaluate their
overhead impact on the different network topologies. Two main dummy traffic strategies
are possible: long-range padding where each dummy packet sent by the users go through
multiple nodes in the same way as real packets, and defense dropping where the dummy
packet is only does one hop and is then dropped [Lev-+04].

We first quantify precisely the amount of dummies needed to prevent attacks based on
the “lack of traffic”. Let us recall that despite being fake, dummies are indistinguishable
from real traffic since they are encrypted as other real messages. Therefore, no mixes
along its path can distinguish it from a true message, except for its initiator and the one
discarding it (i.e. knowing it is a dummy).

To quantify the amount of dummy needed, we define the two following conditions to
be satisfied by the network.
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Largest path set Firstly, for the potential number of paths taken by each message to
stay large enough, each node of the network needs to make sure it “spreads” enough its
messages to different mixes [Ray01]. In order to guarantee a list of recipient of size K, in
a network of [ layers, each mix should ensure it sends message to at least log;(K) different
nodes. Note that the sender might also be required to send messages to different mixes
to have one additional factor. This requirement gives us a lower bound on the number of
dummy messages to be introduced in a given network. A higher bound is given by the
sum of the bandwidth capabilities of the mixes nodes constituting the network minus the
required bandwidth to send the real messages. This leads to the following inequalities for
D,,, the number of dummies sent by each mix

log)(K) < D <> bi — N(Bg + B,).
=1

Timing indistinguishability Secondly, to prevent traffic confirmation attacks, the users
not only need to send messages to different mixes, but also send multiple messages to the
same mix at different time: before, during and after (while it is still connected to the
network) the time of sending its real message. The idea is indeed that the traffic sent
by user should be the same when he is sending its real message compared to when he is
not. However, a good point of using synchronous timed mixes is that dummies needs to
be sent only at least once in every mix flushing time. In comparison, low-latency systems
often need to send a constant amount of dummy traffic since the relays do not wait before
forwarding the packets. This condition can be described with the following inequality for
D,, the number of dummies per user

T

Ty
where T'/T} is the number of times the mix is going to flush in the duration of the user
sending its query until he receives the response.

In order to quantify the amount of dummies, a common metric to use [DMT10] is the
dummy overhead factor og defined as

number of dummies

04 =
number of real messages

This overhead factor represents the number of dummies one needs to add in the network
for every real message.

The two following conditions are objectives to achieve when introducing dummies in
the network.

1. the user sends at least one query for each flushing period T of the first mix layer
and he has to do this until he gets his response back (the total query-response time
is T), T/Ty, where T =1 - Ty + T (timing indistinguishability requirement);
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2. the user sends at least one query per mix of the first layer (there are n;; of them)
in each of the mixes during his total activity time in order to keep the number of
potential paths large enough (largest path set requirement).

This leads to the following lower and upper bounds O users AN O users for the overhead
factor of the dummy of users.

. T T _
Od users — NI Tfynl,l <D, < ?fnl,l = Od, users

The chosen upper bound is given by the best case where each user sends something to
every ny; mix in the first layer for every T'/T; batch. This means that every mix receives
at each flush a number of messages equal to the number of users, and out of these NV
messages received, there are N/n;; which are real ones.

4.2.4 Bandwidth

The bandwidth capabilities of mix ¢ is given by b;, leading to the following condition on
the number of real and dummy traffic incoming the network. Note that the data packets
sizes are expressed in bytes while the bandwidth of servers in bits per second, leading to
the following bound on N and D,,.

8- (N+N-Dy)-By+N-B,) <> b [bits™']
=1

4.2.5 Latency and anonymity set size

A first observation to keep the anonymity set size large enough, is that we need to prevent
the adversary to know that the actual message sent was the first one and that there are
only four dummies following. So there must be a probability that the user has been
sending dummies before sending your actual query, and that the user continues doing so
after sending one. Remark that this is totally admissible for search queries since once one
is connected there is a short time lapse before the query gets sent and it is in the range of
a few seconds.

In the previous section when dummy were introduced, we came with the conclusion
that there was N real queries along with N w(Tl —1) dummy ones. This allow to formulate
the following end-to-end probability of re-identification

1 1
Nlef’T-N

w

= max
= J
N(Q-Z'Tf—l—Ts)’T-N

Pr[m € u;|end-to-end] = max
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The maximum is there to take into account the fact that the adversary always has at least
a 1/(N - T) chance of guessing correctly the user when N - T are plausible.

Let us now focus on the probability for users to be identified when [ — 1 nodes along
their path are compromised, in which case the probability is given by 1 over the number
of messages per path.

1 1

NTlf’T-N
1

Pr[m € w;|(l — 1) compromised] = max

w

wh - Ty 1
= max
N@2-1-Ty+T,)’T-N
This result confirms what we discussed regarding the networks having a large number of

paths. Having a large number of paths indeed makes this probability high and quickly
limits the number of plausible users for a given message.

4.3 Adversarial model

In this section we describe the adversarial model that is used to evaluate the anonymity
of mix networks in the next section.

Optimal choice of nodes to compromise First, we need to describe this optimal choice
implies on the security of the messages passing in the network. In order to quantify the
behaviour of network topologies with respect to compromised nodes we define the concept
of (¢);—compr when a path P; of length [ has ¢ compromised nodes. To evaluate this we
choose multiple scenarios for different topologies in which the adversary could compromise
nodes. We decided to use six mix nodes {A, B, ..., F'} since it allows to have enough
meaningful dispositions while staying representable on a schema. Figure 4.3 contains the
five scenarios we study for the three topologies.

We then evaluate the probabilities that some path on the network is (¢);—compr for
c € {0,1,2} and [ = 2. While this choice does not encapsulate all the possible values for
the number of layers, it allows us to evaluate the evolution of these probability depending
on the topology and the choice of compromised nodes. The results are in Table 4.2.

(F) (C1 (C)2 (S)1 (S)2
Pr[P is (0)a—compr] 1/2 0 0
Pr[P is (1)g—compr] 1/3 1 0 1 1/2
Pr[P is (2)g—compr] 1/6 0 1/2 0 1/4

Table 4.2: Impact of adversary node control for different topologies. The probability of
getting a (c);—compr path in the topologies of figure 4.3 is derived.
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Figure 4.3: Compromised nodes (in grey) possible distribution for different topologies of
4 mixes. (F')is a 4x2 free route. (C); and (C)z are 2 x 2 cascades networks. (5); and (5)2
are 2 x 2 stratified networks. Non-compromised links are in bold, partially compromised
in thin line and fully compromised ones are dotted.

A first observation is that the choice of nodes to compromise in a free route has no
impact since a compromised node is appears in every layer. Then, we observe that the
best way for a cascade network to compromise nodes is to compromise most of them in a
given path. And the same applies for stratified network.

Choosing whether to compromise the nodes of the first layer or the last one depends
on what the adversary wants to unveil. By compromising a node in the first layer, the
adversary is able to tell who is communicating, whereas in the last layer he has more
chance to unveil which messages contained what content, by collaborating with the server
for example.

Robustness The (c);—compr definition also allow us to hop onto a new metric we intro-
duce to characterise the resistance of a mix network to compromised nodes, which we call
robustness. The robustness r corresponds to the number of non fully compromised paths
in a network. Indeed, as we saw previously, once a path of a user does not contain a
compromised node, it cancels out the adversary’s potential since the adversary will loose
track of the messages once they pass through the honest mix. More precisely, we define
the robustness of some topology T as

|Pe(T]
[P(T]

r(T)=1-

with P.(7) the set of path containing fully compromised nodes and P(7T) the set of all
possible paths for the given topology. Therefore, having a larger number of paths makes
it more likely for some path to include at least one non-compromised node.
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By considering fractions of compromised nodes of 0%, 10%, 20%, . .., 100% on a network
of 10 mixes, we obtain the results of Figure 4.4. These results shows us that cascades have
a step-like robustness, while free routes and stratified networks have approximately the

same behaviour.

Worst case robustness for 10 nodes with 2 layers

1.0 —&— free route
—8— cascade
—&— stratified
0.8 4
wm
@
s 0.6 +
v
=
=]
e
S 0.4
[1+]
=9
0.2 4
0.0 4

T T
0.0 0.2 0.4 0.6 0.8 1.0
Fraction of compromised nodes

Figure 4.4: Robustness of different topologies.

Attack model Having the optimal choice of compromised node, the last step in building
our adversarial model is to describe the attack itself. For this we consider that when no
node are compromised at all, all users are secure. For Tor, traffic confirmation comes to
play when the adversary controls both the entry guard and the exit node.

As baseline comparison for the Tor attack we use the one introduced in [Syv+01] and
repeated in [Wri4-02]. The attack thus succeeds when a user chooses one of the ¢/2
compromised nodes of the first and one of the ¢/2 compromised node in the last layer.
Since the adversary behaves in an optimal way, it will chooses only the nodes in the first

and last layers.

Let us recall that the attack has a single round probability of success given in equa-

tion 4.1.
for [>2

Pr[attacker success on Tor| = (4.1)
A for =2
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4.4 Anonymity against adversary

This last section is the meeting point of the previous ones. Until now we considered
separately every parameter influencing the network and we studied how it contributed to
its robustness and anonymity. In this section we evaluate how these parameters behave
with respect to the anonymity metric we defined in the first chapter and compare it
with Tor. Throughout the section and in the graphs, we note SMix for synchronous mix
networks.

Let us quickly recall that our metric Ng _anon gives the absolute number of users such
that their anonymity set size is above K = 30. The idea behind this was that you would
need the set of potential users to be large enough such that the police asking the judge for
a mandate for 2 persons would surely be given it but not when 30 are needed. Moreover,
having only 2 persons could allow the attacker to combine side information to uniquely
identified, which makes it harder the larger the number is. Of course there is no optimal
value for K and as we explained it depends on the users and the desired anonymity,
but more than 30 allows you to have plausible deniability as well as protection against
mandates issued by the court as explained in Chapterl.

Equation 4.2 puts together every property we described while reviewing and evaluating
the parameters in this chapter. The intuition behind is that we can have at most N users
since there are N users making queries, that the number of layers decreases the number of
compromised users as it adds the possibility of having a non-compromised node in one’s
path, but that there is a limit to this number of layers that depends on the total time
and the flushing time, which is itself bounded by the time needed to decrypt and mix the
messages.

NK—anon = min {N, max {(N n D)Q'l‘ngT"’ (1 . ﬁ Z}) - K,O}} (4.2)
i=1

where

e 3 =max{T},C" Ly} is the maximum between the flushing time and the lower bound
on the time taken by the relay to mix the message when the flushing time is too
small;

o o = min{/,T/Ty} is the number of layers, or the number of batches possible if
the number of layers is too large, leading to no more time to mix and decrypt the
messages;

o ¢ € [0,w] is the number of nodes compromised in layer i.

The first results in Figure 4.5 shows the evaluation of the attack for a number of
compromised nodes varying between 0% to 100%. The number of 30-anon users is shown
and compared for mixes of 3 and 4 layers against the (fictional) Tor with uniform path
selection. It appears that the number of layers does not give much additional resistance
except when the number of compromised nodes becomes higher than 60%.
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Network of 100 nodes with uniform selection proba.
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Figure 4.5: Number of users with anonymity set size greater than 30 with varying latency

for Tor and synchronous mix networks of 100 relays and a uniform selection probability.
The comparison is taken for the same total latency.

4.4.1 Latency results

The next results, evaluated for a fixed number of compromised nodes, analyses the in-
fluence of our main security parameter: the latency overhead. Figure 4.6 represents the

number of users being 30-anon for a network with 80% compromised nodes, 400 users and
200 dummies per second.

4.4.2 Number of layers and dummy traffic results

For three values, 6, 8 and 10 seconds, of fixed latency in Figure 4.6, we evaluate the
influence of the number of layers and of dummy traffic.

Heat maps in Figures 4.7, 4.8 and 4.9 contains these evaluations. To visualise easily,
for a latency of 6s, on the 200 dummies vertical line, we find back the values of Figure 4.6.

These heat maps allow us to understand the influence of the studied parameters and to

know the optimal number of layers and dummies one should send to get the corresponding
number of user with 30-anon.
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400 users/s, 80% compromised, 200 dummies/s
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Figure 4.6: Number of users with anonymity set size greater than 30 with varying latency.
Based on a model of the Tor network and a synchronous mix networks of 100 relays of
which 80% are compromised with 400 requests per second and 200 dummies per second.
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Figure 4.7: Heat map of users with anonymity set size greater than 30 with varying
number of layers and number of dummies. Based on a synchronous mix network of 100
relays with 80% compromised, 400 requests per second and a latency of 6s.
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400 users/s, 80% compromised, latency of 8s
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Figure 4.8: Heat map of users with anonymity set size greater than 30 with varying
number of layers and number of dummies. Based on a synchronous mix network of 100
relays with 80% compromised, 400 requests per second and a latency of 8s.

400 users/s, 80% compromised, latency of 10s
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Figure 4.9: Heat map of users with anonymity set size greater than 30 with varying
number of layers and number of dummies. Based on a synchronous mix network of 100
relays with 80% compromised, 400 requests per second and a latency of 10s.
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Chapter 5

Implementation and scalability

In the previous chapter we analyzed the anonymity provided by mix networks for the
particular type of traffic we consider. The influence of the topology, dummy traffic and
latency have been evaluated and tested against some adversarial model.

The contribution of this last chapter is threefold.

Firstly, we study what would be needed in terms of network design and capabilities if
we wanted to make a real implementation of a synchronous mix network for some known
search web site. To do this we analyze the bandwidth distribution of Tor relays in order
to know what bandwidth we could expect to have from voluntary servers. Based on this
distribution, we evaluate the difference in anonymity that it would imply using the metrics
and adversarial model of previous chapter.

Second, we describe a simple tool we implemented which allow to get information on
how to design a mix network based on some input parameters such as the query rate and
the number of available servers.

Finally, we explain our contribution to an existing API implemented by a European
funded research group combining researchers of eleven universities. The API aims to
provide functionality to create and operate mix networks, with a focus on mix networks
for secure electronic voting and we tried to extend it for web communication. However,
there is still some work left for further contributors in order to make it fully usable.

5.1 Realistic requirements and anonymity

In order to design and scale a mix network, we need to choose the node selection proba-
bilities strategy. This section will detail our analysis of the influence of the different node
selection probability choices.
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5.1.1 Tor bandwidth distribution

To motivate our choice, we first need to analyze what bandwidth capabilities one can
expect from the relay nodes, which is done in the following subsection. Analyzing these
bandwidth capabilities will allow us later on to discuss the impact of having uniform or
weighted selection probabilities for the path selection. In the uniform case, each relay has
a 1/w probability of being chosen, where w is the number of mixes in the concerned layer
and thus each of them will on average get the same amount of traffic. However, in reality
it happens that not all relays have the same bandwidth and that certain nodes will allow a
lot of traffic to pass through them while others will only a have small amount available, as
already mentioned in Chapter 2 when describing Tor path selection algorithm. In this case,
the path selection probabilities are weighted and some nodes have a higher probability of
being chosen as next hop in a mix path. This method is the one used in Tor where the
probability of a relay being chosen is proportional to its advertised bandwidth.

In order to get a representation of what we can expect as bandwidth availability and
distribution between the different mixes, we will analyze the Tor network, which is the
largest anonymity network as of today. We recall that Tor relays, also called Onion
Routers, need to have a minimum bandwidth of 10Mbits~!. An exit relay is considered
to be fast when having at least 100Mbits~!. We will thus characterize the traffic on the
Tor network by splitting the relays in the following four categories:

1. very fast Onion Router (vf-OR): at least 500Mbits~!

2. fast Onion Router (f-OR): from 200Mbits~! to 500Mbit s~*

3. normal Onion Router (n-OR): from 50Mbits~! to 200Mbits~*
4. slow Onion Router (s-OR): less than 50Mbits~*

We use Tor Metrics [LMD10] data to get the advertised bandwidth distribution of
the relay nodes, which we summarize in Table 5.1. Based on this data, we compute the
distribution for the four types of relays we defined. This allow us to get the distribution
found in Figure 5.1. It appears that the 65 largest relays, out of 6500 in total, account for
9% of the advertised bandwidth, whereas the 35% of smallest relays only account for 6%
of it.

Percentile 100 99 95 90 80 75 60 50 40 30 25
Bandwidth[Mbps| | 1700 490 350 250 175 160 110 86 59 34 27

Table 5.1: Advertised bandwidth distribution in Mbits~!. Each percentile represents
the advertised bandwidth that a given percentage of relays does not exceed.
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Tor relays number and bandwidth distribution
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Figure 5.1: Tor number of relays and bandwidth distribution, from Tor Metrics [LMD10]
after dividing them into four categories. There are 6500 relay nodes for a total advertised
bandwidth of 380Gbits~!.

Getting back to the goal of this section, we wanted to quantify how the weights of the
node selection probabilities were distributed. Let us first clarify some notations to improve
readability.

e Pro,i : the probability of a relay of type i to be selected in the weighted coefficient
case as in Tor (eg. for a slow Onion Router we have Pro s—0oR)

o Uror = 1/n7y : the probability of a relay being selected in the uniform coefficient
case where nry; is the number of relays in the Tor network

o Ctori = Prji-ntor 1 the factor by which the relay of type i is more likely to be chosen
as node than it would have in the uniform case

Note that those are fixed coefficients (and thus capitalized) since they represent an ob-
servation of the Tor network. We will use them as guidelines when considering weighted
probabilities in the node selection process. Combining the advertised bandwidth distribu-
tion of Figure 5.1 and equation (2.2), we get the desired coefficients of each relay category
in Table 5.2.
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vi-OR f-OR n-OR s-OR
% of quantity 0.01 0.12 0.52 0.35
% of bandwidth 0.09 0.41 0.44 0.06
Proyi 1.38 x 1073 526 x107% 1.30 x 10~* 2.64 x 107°
Uror 1.54x107% 1.54x107% 1.54x10™* 1.54 x 1074
CTor i 9 3.42 0.85 0.17

Table 5.2: Summary of Tor relays types number and bandwidth proportion.

The results we obtained allow us to compute the probabilities of different relay types
to be selected in the path when considering any mix network structure. Indeed, suppose
we want to analyze the influence of uniform versus weighted coefficients of a mix with w
nodes in each layer, we can now get the required probabilities

. 1 . WTor
PI‘[mIXZ’ S Puniform] = E Pr[mlxi S Pweighted] = TPTor,i

where i € {s — OR,n — OR, f — OR,vf — OR}.

5.1.2 Influence on anonymity

Using the distribution computed in the previous subsection, we evaluate the anonymity
of Tor compared to what Tor would obtain if all relays had the same bandwidth. We put
it in comparison with a synchronous mix of 3 layers with similar bandwidth distribution
as Tor. The anonymity metric is the same as in the previous chapter. The result are
shown in figure 5.2. By compromising 10% of the largest relays, our attack succeeded
in compromising 37.5% of the users, while it only compromised around 1% of users in
the (fictional) case of uniform distributed relays. We also note that the synchronous mix
network perform better than Tor, as they need more relays to be compromised before
re-identify users.
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Network of 100 nodes with weighted selection proba.
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Figure 5.2: Anonymity comparison between Tor, both with weighted and uniform selec-
tion probabilities, and a synchronous mix network. The comparison is taken for the same
total time before sending and receiving the response and the attack model is the one of
section 4.3.

5.1.3 Comparing multiple search engines

Figure 5.3 represents the required latency and number of users to get an end-to-end
anonymity set size of 2000 users, in comparison with some privacy preserving search
engines. We observe that while DuckDuckGo has a sufficient query rate to bring this
anonymity set size, the other are not popular enough. Also note that the mixing latency
becomes constant at around 300 users, this is due to the fact that after this point, the
mix have attain their full capacity and thus other mixes need to be added but it does
not increase the latency for one request. This full capacity of 300 users was based on a
comparison with Tor, which as of May 2019, has approximately 2M users and 6000 relays,
giving approximatively 330 users per relay.
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Latency needed for anonymity set of 2000 users
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Figure 5.3: Latency added due to the mixing and delaying as functions of number of
users per second on the network for an anonymity set of size 1500.

Let us now evaluate the bandwidth that would be required for implementing a mix
network for DuckDuckGo. With a query rate of 400 requests per second, with a desired
anonymity set of 2000 users, we need at least 5 seconds of total latency.

For the sending part we have a highest rate of 5 x 400 requests sent to the first layer
of mixes per second, and of that 1 % 400 will be real and the rest dummy. With sending
requests of size B, = 1kB, we have

5%400/s* 1kB < b;xw  500kBs™! < b;

For the receiving part, the same applies with responses of B, = 50kB
5% 4005~ % 50kB < b; * w 25MBs~! = 100Mbits~! < b;

which is suitable for the 25% largest Tor relays.

In this first section we evaluated what a weighted selection path strategy would imply
on the anonymity of the system, based on the distribution of Tor relays. The result on the
latency and anonymity required makes us confident that such mix networks have a great
potential in providing better anonymity while maintaining acceptable latency values.

62



5.2 Building a tool for scaling mix networks

In order to compare the different websites capabilities, we wanted to have a tool for getting
the optimal scaling and design of mix networks when inputs such as the number of users,
available servers and bandwidth were given. We therefore implemented a version which!
behaves currently in the following way.

$ python simulate_mix.py -u 400 -n 4 -1 2 -tl1 1 -ts 1 -s 3
> (F) number paths = 12

> (C) number paths = 2

> (s) number paths = 4

> anon. set when user-server obs. = 2000

> (F) anon. set when (1-1) compromised = 33

> (C) anon. set when (1-1) compromised = 200

> (S) anon. set when (1-1) compromised = 100

>

> req. bandwidth per relay [sending] = 68.0 MB/s

> req. bandwidth per relay [receiving] = 340.0 MB/s

5.3 Panoramix project

The Panoramix project? is a project coordinated between nine universities in Europe and
funded by the European Commission®. The project’s full name is Privacy and Accountabil-
ity in Networks via Optimized Randomized Miz-nets and it was active from September 2015
to January 2019. Its main objective was to develop an infrastructure of mix networks to
enhance privacy-preserving communications and integrate it into applications that can be
used by European businesses. Since a considerable time of this thesis work has been dedi-
cated to extending and improving Panoramix implemented software, it appears important
to describe the four main goals of the project.

1. Create an open-source codebase and infrastructure for mix networks in Europe.

2. Provide robust and verifiable private electronic voting protocols using mix networks
(scale of 100k — —1M ballots).

3. Support private data gathering and cloud data handling to compile private surveying
and statistics (e.g. smart city big data) with around 1M daily updates.

4. Endorse private messaging for multi-users communications scaling up from 90k to
200k users.

"https://github. com/jdewasseige/master-thesis_scale-mix-networks-tool
2[nttps://panoramix-project.eu/]
3[nttps://cordis.europa.eu/project/rcn/194872/factsheet/fr]
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Objectives 2. and 4. have led to the implementation of the Panoramix API [Pan]
which provides functionality to create and operate mix networks. It is written in PYTHON
and its main focus is the implementation electronic voting protocols. Our goal was thus
to extend it to web communication and add latency in the system, as the current system
only relies on the cryptographic operations and do not consider security against traffic
analysis attacks. We first review the implementation infrastructure, then describe our
contributions and finally present the determinant results and explain how they provide
insights into the designing and scaling of mix networks for web practices.

5.3.1 Overview of implementation

The two main components of the implementation are peers exchanging messages.

Any participant in the mix network can be a peer. Types of participants in the mix
network include contributors, correspondent and auditors. Each peer is registered in the
mix network via a cryptographic identifier.

The messages are deposed to endpoints which process the messages by batch. Each
endpoint has an inboxr to which the messages are sent and when the number of messages
goes beyond some chosen threshold, the peer first collects the messages, then it does the
processing and mixing, and finally posts them to its outboz.

The system runs with a Flask app, contained in agent.py, allowing to visualize the
endpoints, messages and cycles on a local server. The end points are represented with a
RestClient object. The messages are posted and retrieved from the endpoints using the
requests package which allow to make HTTP requests easily.

A core part of the system is the SphinxmixClient which contains the peers, endpoints,
cycles and messages (each of them is a RestClient). This object contains the method to
handle the reception of messages. The user then interacts with the panoramix_agent,
which itself uses the SphinxmixClient.

For example, in order to setup a sphinxmix mix network, the following can be done:
e Set up the server, which is an SQLite database, and start it;

e create the sphinxmix mixers, by running the panoramix-wizard, each in a different
terminal (the list of peers has to be specified);

e the mix network then for the messages to be delivered at the address
http://127.0.0.1:8000/panoramix/endpoints/<mixnet_name>/
and will later on output the mixed messages at the following endpoint;
http://127.0.0.1:8000/panoramix/endpoints/<mixnet_name>_output/

e the end user can be created in another terminal by running sphimxmix-agent.
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5.3.2 Contributions

The contributions to the main repository are twofold. First, it includes work that was sent
by mail to the maintainer of the repository which he then pushed himself (mainly errors
to make the system run). Second, modifications to the API’s official repository * include
updating the messages packet format with the sphinx specification [DG09]. Another error
in the way the group generator g was exponentiated was fixed.

Then, with the goal of extending the use of the API to synchronous mix networks with
search traffic websites we worked on a copy of repository®. We managed to make the
system add latency but the system is still not practically usable for directly making web
requests.

5.3.3 Results

Beside contributing to the repository, an interesting result for designing practically mix
networks was obtained. We observed the time taken by a number of messages to be sent
from the mix network and compared it with the time taken to decrypt, mix these same
messages. The results obtained are contained in Figure 5.4, giving an optimal number of
messages of around 100 to 150 messages when no precomputation is done.

Latency with Panoramix

—— Sending
10 7" _@~ Mixing

8 .
o
c ©1
8
=
e
A

4 -

2 4

0 L T T T T T T T

0 50 100 150 200 250 300

Number of messages in the mix

Figure 5.4: Sending and mixing overhead latency of one mix in Panoramix.

‘https://github.com/grnet/panoramix
Shttps://github.com/jdewasseige/panoramix
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Conclusion

The increasing amount of data collected about users on the Internet, and revelations that
such data has been used for commercial, juridic and political purposes, without the users
consent, have raised more than ever the need for networks allowing to access information
in a privacy preserving way. In an attempt to provide better anonymity to users than
what they are currently able to get from state of the art systems, this thesis considered
the problem of using synchronous mix networks for high traffic web communication with
small requests sizes. By focusing on such traffic, we hoped to leverage the resistance of
mix networks to end-to-end correlation attacks, while maintaining acceptable latency for
interactive use.

In Chapter 4, we considered how multiple parameters could influence the design of mix
networks. The first one was the topology of the network, which we characterized using
two metrics: number of paths and entropy. Our results showed that while free routes
networks had a higher number of paths, their entropy was actually lower than stratified
networks, for a given number of mixes. This was explained by a larger number of messages
being sent to the mixes in each layer in stratified networks than for free routes. However,
these measures did not take into account the average number of messages on each path,
which also needs to be high to avoid intersection attacks. This allowed us to formulate two
conditions for the dummy traffic needed: largest path set and timing indistinguishability.
Based on these conditions, we were able to analyze the usefulness of dummy traffic and
its relation with the anonymity set of the users. In the last part of this chapter, we
built a realistic adversarial model based on an optimal choice of nodes to compromise
from the adversary’s perspective. Putting together all the studied parameters, we then
evaluated mix networks for different parameters values against the adversarial model using
an anonymity metric proposed in Chapter 1. The results obtained show that synchronous
mix networks are a viable solution to improve anonymity as long as the assumptions for
the specific type of traffic considered hold true.

In Chapter 5 we analyzed to what extent the resources needed to build the mix networks
were realistic. By using data of Tor’s current relays bandwidth capabilities, we were able to
get a realistic distribution of expected bandwidth capabilities. Based on this, we compared
how it changed the results obtained in the previous chapter. The results showed that by
compromising 10% of the largest relays, our attack succeeded in compromising 37.5%
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of the users, while it only compromised around 1% of users in the (fictional) case of
uniform distributed relays. We then compared DuckDuckGo to other supposedly privacy-
preserving search engines: Qwant, Startpage and Ecosia, and concluded that their current
query rate was too small to provide enough anonymity while keeping an acceptable latency
overhead of less than 10 seconds. Our contributions to the Panoramix API allowed us to
compare the time required to shuffle and decrypt messages, to the time needed to send
them. It was shown that the optimal capacity was between 100 and 150 messages.

As a meeting point of all the obtained results, the use of synchronous mix networks to
the specific type of traffic considered is promising. Indeed, using relays with bandwidth
capacities superior to 100Mbits™! lead to a viable solution for DuckDuckGo, bringing
better resistance against traffic confirmation than Tor, while keeping latency overhead
values between 6 and 10 seconds. However, we have to keep in mind that if such an
anonymity network is deployed for a specific type of traffic, a global attacker will be able
to know that the user is getting content from those websites. This question of membership
is to be considered by the users themselves: Is the cost of disclosing the kind of web sites
one visits worth getting stronger resistance against traffic confirmation? Depending on
the user, both positive and negative answers to this question are acceptable and therefore
leaves a large potential for the future of synchronous mix networks for web communication.

As further work, we propose two directions. First, extending the Panoramix API so that
it handles real logs of user traffic would be a step towards effectively modeling realistic
traffic confirmation. This would also improve the precision and realism of the security
analysis of mix networks we conducted. Second, in an attempt to have more control over
the number of data packets in the network and to reduce the dummy traffic overhead, an
interesting idea could be to consider splitting the response packets into multiple smaller
packets, sending them through independent paths, and allowing a non ordered reception
on the user side. Appendix A contains a more detailed explanation of how this idea could
be put into application and includes potential advantages.

Finally, for the last lines of this thesis, I want to bring forward an interesting and
disturbingly funny point raised by Dingledine, one of the founders of Tor. “ Weak security
allow to have low latency; low latency means more users; and more users leads to stronger
security.” While this is obviously something which does not have to be taken seriously, it
points out that for anonymity networks to be effective, having a large amount of users is
very important, making the adoption criterion such as very low latency a crucial design
point. Research on what precise amount of latency should be decreased to balance an
increase in the number of users surely is a difficult question to answer but opens up
interesting research directions.
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Appendix A

Splitting response packets

This appendix explains an idea for further work considerations. The idea applies consists
in using the response request structure in the following way: the server split the response
into multiple independent packets. Let us apply this idea with search engines. Each
response contains a fixed number of titles and URLs, and by sending them in multiple
independent packets through the mix network, we allow them to come at different time
intervals to the user, and thus take different paths through the mixes. The sending of a
query by the user proceeds as usual in a mix environment, together with dummy packets
send to balance the number of packets received from the server (see A.1 for a schematic
representation of the sending part).

Current mix solutions either keep responses in one packet, or break them up into smaller
packets but require them to be reassembled in the last mix before the user gets it (like in
Mixmaster remailer) because the user need all the data contained in one packet for it to
be “usable”. In the case of web search results, one could allow for the titles and URLs to
arrive at different moments (in tenth of seconds intervals) (see A.2 for an example of how
a search response could be split). This could lead to the following improvements

1. increase number of messages in the mix network while keeping the same amount of
“useful” data

2. reduce end-to-end traffic correlation since one need to monitor multiple independent
packets with overhead latency in-between them

3. in case of system failure, the user would still get a usable response, and the system
could use non delivered packets to identify corrupted mixes/paths

Potential downsides would be that the user might sometimes not receive the proposed
URLs in the expected order (see A.3 for a schematic representation of the response part).
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