
École polytechnique de Louvain

Robustness of Fake News
Detectors

Author: Quentin CARBONNELLE
Supervisor: François-Xavier STANDAERT
Readers: Antonin DESCAMPE, Michel VERLEYSEN
Academic year 2019–2020
Master [120] in Mathematical Engineering





Abstract
The goal of our study is to evaluate the robustness of different fake news detectors, i.e., to determine
how difficult it is to slightly modify fake articles so that the detector label them as reliable. For this,
we first built a database of articles from both reliable and non-reliable media outlet. On that database,
we constructed 5 fake news classifiers using well-known machine learning techniques.

We studied the robustness of two of them, chosen for their high performance and for having in-
herently different classification strategies: logistic regression combined with tf-idf ignores the order of
the words, while Long Short-Term Memory neural network (LSTM) with word embedding doesn’t.
We evaluated robustness under 3 scenarios of attack: 1) low semantic and syntactic constraints with
black box knowledge and full automation, 2) strong semantic and syntactic constraints with human
intervention and white box knowledge, and 3) the latter with black box knowledge.

We characterize robustness by the proportion of fake articles that we can successfully change so that
they become labeled as reliable. The logistic regression classifier is robust: the proportion is less than
32 percent, under the 3 scenarios of attack. The LSTM classifier is robust to the low constraint attack
without human intervention (22 percent), but less so when human intervention is allowed: 3 out of 5
articles were successfully transformed into adversarial articles. We believe however that this last result
could be improved with further study.

Finally, as part of our robustness study, we evaluated transferability, i.e., how the adversarial arti-
cles created for these two classifiers are classified by the other three classifiers we created at the begin
of our study. The naive bayes classifier was the most robust: all of the adversarial articles were still
classified as fake.

We conclude that fake news detectors are useful to prevent the spread of fake news.
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Part I

Motivation and context of the study
We’ve all heard about fake news. We see one at least once a week but it doesn’t bother us and we
just go over it. Yet, in some particular cases, fake news can have drastic effects. Extreme examples
are the recurrent reports of mob violence generated by false stories circulating on WhatsApp in India
[1]. But while it can affect one’s life directly it can also have impact on a larger scale, e.g. the impact
of fake news in the 2016 US election is often discussed [2][3]. Indeed, the fake news item that claimed
that Pope Francis endorsed Donald Trump was the most shared article of all the news - true or false -
published during the US election [4]. Hence, the threat of fake news over democratic countries [5] may
not to be underestimated: Fake news is not just about journalism, it is putting democracy at risk.

As it is formally defined: a fake news is a fabricated news that takes the appearance of real news
with the aim of deceiving people [4]. It has gained a lot of attention the past few years but it has
existed for a long time [6]. Indeed, it is an effective tool for propaganda and leaders have taken ad-
vantage of that for centuries. However, until recently, fake news was more or less centralized, but with
the rise of telecommunication and even more with the invention of the internet and social media, fake
news in its modern form can be emitted and propagated by nearly everyone. As a result, never was an
individual as exposed to fake news as today.

Fake news circulates freely and very few measures are taken to moderate them. Here are some notable
initiatives. In Finland, extra efforts are made in classrooms to raise awareness to misinformation and
its spread [7]. In France, a law was passed which aims to empower judges to order the immediate
removal of "fake news" during election campaigns [8]. Recently, moderation in the digital world has
become subject of research and improvement. Facebook’s news feed algorithm is regularly changed to
fight the spread of misinformation [9] and Twitter puts warning messages on tweets containing mis-
leading information about Covid-19 [10].

Various strategies are possible for designing an automated fake news detector. Three main approaches
stand out: the network approach relies on the study of the propagation of the fake news, a strategy
based on fact-checking verifies the news by querying existing knowledge networks, and finally the lin-
guistic approach spots fake articles by observing language patterns[11]. Indeed, a fake news is often
designed to be sensational and to incite sharing. Machine learning algorithms and natural language
processing can be used together to take advantage of this characteristic and achieve impressive result
in fake news detection. Spam detection is based on the same principle [12].

In this document, we build fake news classifiers and then evaluate their robustness against fake news
crafted precisely to trick the classifiers (named adversarial examples). Apart from the introduction and
conclusion, this document is structured in 4 chapters. Chapter two discusses the theoretical grounds
for understanding the work. In chapter three, we discuss the construction and exploration of the
database. In chapter four, the classifiers are built and fine-tuned and we compare their performance.
In chapter five we study how the classifiers work and try to trick them making fake articles. We then
briefly analyze the transferability of the adversarial articles across different classifiers.

1



1 DATABASE

Part II

Background
This chapter serves to explain or remind some well-known methods used in this document. Further
details can be found in the references.

1 Database

Machine learning algorithms need by definition samples to learn from. Those are collected into a
database. In our context, the database will contain articles labelled as fake or as reliable.

1.1 t-SNE vizualization

To analyze a database, it is often interesting to visualize the relation between elements. A common
visualization technique is the t-SNE, it takes high-dimensional vectors as input. In the context of
natural language, those vectors are obtained after vectorization of the texts, which is explained in
section 2.2.
T-distributed Stochastic Neighbor Embedding (t-SNE), introduced in [13], is a nonlinear dimensionality
reduction technique well-suited for the visualization of high-dimensional datasets. The t-SNE algorithm
has two main steps.

1. t-SNE constructs a probability distribution over pairs of high-dimensional data points such that
a pairs probability is proportional to its similarity.

2. t-SNE defines a similar probability distribution over the points in the low-dimensional map

Let’s look at it in more details: We have N data points xi of high dimension that we want to visualize.
The first step of t-SNE is to compute probabilities pij that represent how similar xi is to xj. We
start by defining pj|i for i 6= j:

pj|i =
exp
(
−||xi−xj||2

2σ2
1

)
∑

k 6=i exp
(
−||xi−xk||2

2σ2
1

)
We set pi|i = 0 and we note that the attribute of a probability

∑
j pj|i = 1 is verified for all i. Since it

uses the euclidian distance ||xi − xj||, it is affected by the curse of dimensionality. Applying t-SNE on
vectors with high dimensionality may have disappointing results.
We can now define the probability pij as:

pij =
pj|i + pi|j

2N

The second step is to define a similar probability distribution but in 2-dimension. We thus want to
find the N points yi ∈ R2 that reflects the similarities i,j as well as possible. We compute the similarity
between two points yi and yj with qij defined as:

qij =

(
1 + ||yi − yj||2

)−1
∑

k 6=i

(
1 + ||yi − yk||2

)−1
2



2 NATURAL LANGUAGE PROCESSING AND CLASSIFICATION

Again with qii = 0.
To measure the similarity between the two probability ditributions P (with pij) and Q (with qij), we
use the Kullback-Leibler divergence (or relative entropy) of the distribution P from the distribution
Q.

KL(P,Q) =
∑
i 6=j

pijlog
pij
qij

We then minimize the Kullback-Leibler divergence with respect to the points yi using gradient descent.

2 Natural language processing and classification

Once we have a suitable database, we can start building the classifiers. Unfortunately, our data, in
text format, is hard to manipulate for a program. The manipulation of text is a subfield of Natural
Language Processing (NLP) which is an important topic of research in computer science. Before feed-
ing the articles to the classifiers, they will thus be manipulated and then transformed to be easier to
handle for the classifier. This is done with the preprocessing and vectorization step.

Once the structure of a classifier is built, it is trained on the major part of the database but not
on all of it. Indeed, the database is usually splitted in two inequal parts. The largest subset, called the
training set, contains around 80% of the data and is used to train the model and fine-tune its hyper-
parameters. The smaller subset is the test set and is used to evaluate the classifier. This evaluation
may be used to detect overfitting. Overfitting can happen when the model fits too exactly the training
data and consequently doesn’t generalize well from our training data to unseen data.

2.1 Preprocessing

A text contains a lot of information that is usually considered unimportant for the classification.
The goal of the preprocessing phase is to simplify the input texts without losing much information. Of
course, it depends a lot on the classification task. We will here present the most common preprocessing
operations.

2.1.1 Cleaning

A very common action is to convert every word to lower case for the computer to recognize words
independently of their positions in the sentence.

The cleaning can then consist in removing substrings that are assumed insignificant for the classi-
fication. This is: removing punctuation, non-alphanumeric characters, multiple whitespaces, websites,
numeric characters. It may also remove stop words. Stop words are commonly used words which are
often ignored when working on texts. Typical english stop words are: a, in, who, from, on,... The
model may also strip short words. Those words can come from typos but also after the above removals,
for example: should’ve → should ve, the ve will be removed. Here is a simple example:

He was 22 years old, but John stayed the same! → years old john stayed

3



2 NATURAL LANGUAGE PROCESSING AND CLASSIFICATION

2.1.2 Stemming

Stemming is the process of reducing inflected words to their word stem, base or root form. The goal
is again to simplify the text. On the previous example it becomes:

years old john stayed → year old john stay

2.2 Vectorization

Modelling text is hard for a program, a mathematical representation of the text is often required. The
text is then converted into a vector. This vectorization can be done in a lot of ways depending on
which linguistic property/feature one wants to focus on. We present here three commonly used models.

2.2.1 Bag of words

Bag of words is a simple way to vectorize text. It is flexible and can thus be used in many different
ways. It involves two things:

• A vocabulary of known words

• A measure of the occurrence of known words.

Hence, no information about the word order or text structure is kept. This is the reason for calling it
Bag of words. Once we have the length of the vocabulary by browsing the documents of the dataset,
we can compute the vector representation of the articles. This is done by counting the occurrences of
the known words in the article.
Here is a simple example. A vocabulary of six words is already built, each document will thus be
vectorized as a vector of size 6.

vocabulary: Ethan plays John is strong football
John plays football, Ethan plays football → 1 2 1 0 0 2

The design of the vocabulary and the scoring of words can be modulated in order to reflect wanted
linguistic properties.

2.2.2 Tf-idf

The term frequency-inverse document frequency or tf-idf technique is similar to the Bag of Words in
the way that it uses a fixed vocabulary to form the vector. It differs in its way of scoring for each
word. The scoring technique is chosen to reflect how relevant a word is to a document in a collection
of documents and is given by this general formula:

tfidf(t, d,D) = tf(t, d) ∗ idf(t,D)

• The term frequency (tf) is proportional to the word frequency in a document

• The inverse document frequency (idf) is a measure of how much information the word provides,
i.e., if it’s common or rare across all documents.

4



2 NATURAL LANGUAGE PROCESSING AND CLASSIFICATION

For both values, various implementations are possible.

Weighting scheme tf(t,d)

binary 0, 1

raw count nt,d

term frequency nt,d

nd

Weighting scheme idf(t,D)

unary 1

inverse document frequency log
(
ND
ND,t

)
inverse document frequency smooth log

(
1+ND
1+ND,t

)
+ 1

Table 1: Possible schemes to compute tf(t,d) and idf(t,D) weights

In the Tables 1 the following sympbols are used:

• nt,d: number of occurrences of word t in document d

• nd: number of words in document d

• Nt,D: number of documents containing word t in collection D

• ND: number of documents in collection D

Table 1 gives a non-exhaustive list of possible schemes. We note that by choosing raw count for tf(t,d)
and the unary weighting for idf(t,D) we get the Bag of Words technique. The two techniques are
thus closely related. The more complex weighting schemes are widely used in information retrieval or
summarization.

2.2.3 Word2Vec

Word embedding is the concept of mapping words to vectors of real numbers. Word2Vec designates a
type of word embedding in which the models are shallow, two-layer neural networks that are trained
to reconstruct linguistic contexts of words. Word2Vec takes as its input a large corpus of text and
produces a vector space, typically of several hundred dimensions, with each unique word in the corpus
being assigned a corresponding vector in the space. This vector space is built such that it depicts some
semantic meaning and relationship between the words. A recurrent example to illustrate this:

−−→
king −−−→man+−−−−−→woman ≈ −−−→queen

The similarity between words is computable in the vector space by measuring the cosine similarity.
This is the cosine of the angle between two corresponding vectors in multi-dimensional embedding
space. If A is the embedding of word1 and B the embedding of word2, the similarity is:

similarity(word1, word2 ) = cos(θ) =
A ·B

||A|| · ||B||

The reason cosine similarity captures better the semantic similarity than euclidian distance is due to
the training process. The word vector magnitudes (which Euclidean distance depends on) are impacted
by the occurrence counts of the words while the angles between vectors are less influenced by it. The
semantic similarity between a word that appears often and a scarcely occurring word in the training
set is thus better captured by an angle measure.

A comprehensive presentation of the Word2Vec model can be found in [14].

5



2 NATURAL LANGUAGE PROCESSING AND CLASSIFICATION

2.3 Classifiers

The output of a binary classifier is a value ŷ ∈ [0, 1], called the prediction probability. It represents
the confidence of the classifier to label the input as class 1, In our context, class 0 is the reliable class
and class 1 is the fake class. Hence, if we have an output ŷ = 0.2, the classifier has 20% confidence
the input belongs to the fake class and thus 80% confidence it belongs to the reliable class. In many
cases, the returned probability needs to be converted to a binary value. To do this, one needs to define
a classification treshold. In this case, a value above the treshold indicates ’fake’ and a value below
indicates ’reliable’. The threshold is problem-dependent and in this document, we will fix the threshold
to the most common value: 0.5.

2.3.1 The binary cross-entropy loss function

For a classifier to learn from observations, it needs to quantify how close the classifier output ŷ is to
the correct output y [15]. Such a function is called a loss function.

L(ŷ, y) = How much ŷ differs from the true y

For binary classification tasks, the binary cross-entropy loss function is often used. To understand
better how it works, we show how to get to its definition.

The probability p(y|x) that the classifier classifies an observation x in the correct class y can be
expressed as the following (We observe that if y = 1, it simplifies to ŷ; if y = 0, it simplifies to 1− ŷ):

p(y|x) = ŷy(1− ŷ)1−y

We thus want to maximize this probability. To make it more easier to work with mathematically, we
take the log of both side, it will remain the same maximization problem:

log(p(y|x)) = ylog(ŷ) + (1− y)log(1− ŷ)

By definition, a loss function is to be minimized, we will thus simply flip signs and we get the binary
cross-entropy loss function:

L(ŷ, y) = −
(
ylog(ŷ) + (1− y)log(1− ŷ)

)
2.3.2 Logistic Regression

The logistic regression assumes a linear relationship between the input x = (x1, x2, ...xn) and the
log-odds (or logit function) of the prediction probability ŷ.

logit(ŷ) = log
( ŷ

1− ŷ

)
= wx+ b

The variables w and b are the weights learned during the training process. By algebraic manipulation
we get ŷ:

ŷ =
1

1 + e−(wx+b)
= σ(wx+ b)

6



2 NATURAL LANGUAGE PROCESSING AND CLASSIFICATION

The logistic regression is thus a sigmoid function. The weights wtot (w and b) are learned by minimizing
the mean of the binary cross-entropy on the training samples, this mean is called the minimization
function. To prevent from overfitting, a penalty for weights with big values is added in the minimization
function, this is called regularization. A common regularization type is the L2, which consists in adding
λ
∑n

i=1w
2
tot,i to the minimization function. The minimization function becomes:

J(wtot) =
1

m

m∑
j=1

L(ŷj , yj) + λ
n∑
i=1

w2
tot,i

with m the number of training samples and i the number of weights.

2.3.3 Bernouilli Naive Bayes

This probabilistic classifier is based on applying Bayes’ Theorem:

P (B|A) = P (A|B) ∗ P (B)

P (A)

Two assumptions are made:

• The features (inputs) are independent. That is: the presence of one particular feature does not
affect the other. This assumption is rarely satisfied in reality and is the reason the model is called
naive.

• All the features have an equal effect on the outcome.

We have an observation x = (x1, x2, ...xn). According to Bayes’ Theorem we have thus:

P (y|x) = P (x|y) ∗ P (y)
P (x)

With the assumption of independence we get

P (y|x1, x2, ...xn) =
P (x1|y)P (x2|y)...P (xn|y)P (y)

P (x1)P (x2)...P (xn)

The denominator doesn’t depend on y and is therefore not interesting for our classification.

P (y|x1, x2, ...xn) ∝ P (y)
n∏
i=1

P (xi|y)

An observation is classified to the class y with the highest probability.

y = argmaxyP (y)
n∏
i=1

P (xi|y)

To better understand how it is applied in the text classification context, let’s try to find the probabilities
P (y) and P (xi|y) after a bag of words vectorization:

P (y) =
Dy

D

P (xi|y) =
Syi∑
t∈V Syt

7



2 NATURAL LANGUAGE PROCESSING AND CLASSIFICATION

With Dy the number of documents in class y, D the number of documents in the database, V the
vocabulary and Syi =

∑
d∈y xi (d ∈ y: the documents in class y) is the number of occurrences of the

word associated to i in the class y. A problem is raised by a never occurring term i in a class, such
that P (xi|y) = 0, making the class y ineligible if i appears in the input. To avoid this, a smoothing
factor α (Laplace smoothing) is introduced such that:

P (xi|y) =
Syi + α∑

t∈V
(
Syt + α

)
2.3.4 Random Forest

Random Forest Classifier algorithm works on the basis of majority votes of multiple decision trees
constructed during the training.

As a reminder, decision trees work by recursively selecting features and splitting the dataset on those
features. In order to find the best split, it will try to minimize the gini index or the entropy:

G = 1−
n∑
i=1

(
p(ci)

)2
Entropy = −

n∑
i=1

p(ci) log2
(
p(ci)

)
With n being the number of classes and p(ci) is the fraction of samples of class i in the current branch.
Both values are a measure of impurity.

Random Forest is based on the concept of the wisdom of crowds: A large number of relatively uncorre-
lated trees operating as a committee will outperform any of the individual constituent models [16]. To
have uncorrelation between the trees, random forest will take advantage of the sensitivity of decision
trees to the data they are trained on. Indeed, small changes to the training set can result in signif-
icantly different tree structures. Random forest will thus train each tree on a different training set.
This is done using Bootstrap Aggregation (Bagging) which generates new training sets by sampling
from the database uniformly and with replacement.

2.3.5 Bidirectional LSTM

LSTM or Long Short-Term Memory [17] is a kind of recurrent neural network (RNN) that fits well to
temporal or sequential input such as texts. An RNN is an artificial neural network with loops, allowing
the information to persist. In Figure 1, we see on the left a RNN with loop and on the right the, often
used, unrolled version of it.

8



2 NATURAL LANGUAGE PROCESSING AND CLASSIFICATION

Figure 1: RNN with its unrolled representation, image taken from [18]

In the context of text classification, the words xi from the article are successively fed into the RNN.
When the model processes a word, the processing is affected by the previous words through the inner
loop.
LSTM differs from regular RNN by the composition of its units. A common LSTM unit is composed
of a cell, an input gate, an output gate and a forget gate. The cell remembers values over arbitrary
time intervals and the three gates regulate the flow of information into and out of the cell. It is defined
by these equations:

ft = σg(Wfxt +Ufht−1 + bf )

it = σg(Wixt +Uiht−1 + bi)

ot = σg(Woxt +Uoht−1 + bo)

ct = ft ◦ ct−1 + it ◦ σc(Xcxt +Ucht−1 + bc)

ht = ot ◦ σh(ct)

To evaluate a word and its effects, it is important to know its context, i.e. to consider the words
surrounding it. By using RNN, we would only take the previous words into account, but in text
classification, we have access to the next words too. This is why a Bidirectional Recurrent Neural
Network (BRNN) - in which information flows in both sides - is preferable (Figure 2).

Figure 2: BRNN

We have a Bidirectional LSTM when a BRNN is composed of LSTM units.
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3 EVALUATION METRICS

3 Evaluation Metrics

3.1 Accuracy

Accuracy is the ratio of number of correct predictions to the total number of input samples.

Accuracy =
# correct prediction
# prediction made

It is an interesting metric mainly when the number of samples belonging to each class is equal.

3.2 Area Under ROC Curve (AUC)

An ROC curve1 (Receiver Operating Characteristic curve) is a graph showing the performance of a
classification model at all classification thresholds. This curve plots two parameters:

True Positive Rate (TPR) =
TP

TP+ FN

False Positive Rate (FPR) =
FP

FP+ TN

An ROC curve plots TPR vs. FPR at different classification thresholds. Lowering the classification
threshold classifies more items as positive, thus increasing both False Positives and True Positives.
AUC stands for the area under the ROC curve, it is thus the integral of the ROC curve from 0 to 1
on the FPR-axis. There are two particularities with AUC:

• It is scale-invariant. It measures how well predictions are ranked, rather than their absolute
values.

• It is classification-threshold-invariant. It measures the quality of the model’s predictions irre-
spective of what classification threshold is chosen.

3.3 F1 score

F1 score is the harmonic mean between precision and recall.
The precision is the number of correct positive results divided by the number of positive results
predicted by the classifier.

Precision =
TP

TP+ FP

The recall is the number of correct positive results divided by the number of all samples that should
have been identified as positive. It is a synonym for TPR.

Recall =
TP

TP+ FN

The harmonic mean is thus

F1 =
2

1
precision + 1

recall

The F1 score tells you how precise your classifier is (how many instances it classifies correctly), as well
as how robust it is (it does not miss a significant number of instances).

1https://developers.google.com/machine-learning/crash-course/classification/roc-and-auc
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4 ADVERSARIAL EXAMPLE

4 Adversarial Example

Adversarial examples were introduced in [19] as an imperceptible non-random perturbations to the
input of a neural network that change its prediction2. This type of attack is particularly studied in the
image classification task. Figure 3 is a well-known example: for the human eye, we see no differences
in both pandas images, however, the classification changes.

Figure 3: Adversarial example on a panda image

We can think of the classifier as defining a map of the input space, giving the most likely class within
each region. The classifier can generally only learn an approximation of the true boundaries. The model
error between the approximate and expected decision boundaries is exploited by adversaries. This is
illustrated in Figure 4, the dotted line representing the real boundaries and the solid line represents
the boundary learned by the model. An adversarial example happens when a modified input goes over
only one line. This suggests that inputs close to the decision boundary (what goes with classification
with low confidence) are easier targets.

4.1 Adversarial constraints

In image classification, imperceptible perturbations mean a very small change of color of the pixels.
We have thus a constraint when building the adversarial example. This concept of constraint can be
generalized: given a classifier f , we say that x′ is an adversarial example of x targeting class y′ if

f(x′) = y′ and c(x, x′) ≤ γ

with c a domain-specific constraint function c : χ × χ → RL+ and a vector of bounds γ ∈ RL that
capture the notion of imperceptible perturbation via L ≥ 1 constraints[20]. In image classification
and continuous problems in general, the constraint will typically be a maximum modification ε of each
element of the input. But in the case of text classification, the input is discrete which makes the
similarity constraint harder to determine. The similarity between two texts can be captured on two
levels:

• Semantic similarity: The meaning of the adversarial article is the same as for the original
article.

• Synctatic similarity: The sentence structure in the adversarial article follows the same rules
as in the original article.

2https://towardsdatascience.com/breaking-neural-networks-with-adversarial-attacks-f4290a9a45aa
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Figure 4: Caption
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4 ADVERSARIAL EXAMPLE

The strongness of the different constraints depend on the goals of the adversary. An adversary that
invent fake news to earn some money may prefer quantity over the quality of the articles and may be
more lax on these constraints in order to produce more articles. On the other hand, if the adversary
makes a targeted adversarial example, the meaning of the text matters and the constraints will be
stronger.

4.2 Adversarial capabilities

As is common in modelling the security of any domain, we can distinguish different types of attacks
depending on the capabilities of the adversary. We distinguish two types:

In White Box attack on a machine learning model, an adversary has total knowledge of the model.
This is: the adversary knows the parameters of the fully-trained model, the training algorithm and the
training data.

A Black Box attack assumes no knowledge of the model and can exploit a model by providing a
series of carefully crafted inputs and observing outputs.

Those types of attacks can further be divided by different degrees of knowledge of the model[21].

13



1 BUILDING THE DATABASE

Part III

Database
Before making the classifiers, we need a database on which the machine learning algorithms will be
trained. It is critical that the collected data reflects the real situation for the models to be applicable
outside the dataset. This is why the presentation of the building steps and the exploration of the
dataset are not to be overlooked.

1 Building the database

For this project, a database of news articles labeled as fake or as reliable was thus needed. Such a
database is hard to built because in a flawless database, each article should be labeled by human
beings. Indeed, since the goal of our algorithm is to detect fake news, it would be absurd to build the
dataset with fake news detected by an algorithm. But this manual labelization takes time and even
for human beings, it can be hard to classify an article as fake or reliable.

No such database were found, we will have to accept to work with data with some flaws. Still, as
the quality of the database affects the credibility of the results, extra efforts were made in verifying the
consistency of the candidate databases for our problem. For example, after consequent exploration,
the Fake News Corpus [22] was judged unfit to our problem due to bad scraping and dissimilarity in
the topics of reliable and fake articles. This last aspect is important to avoid classification based on
topics instead of reliability. Indeed, if the collected fake articles are mostly about football and the
reliable news about politics, the classification will probably be based on that. It will thus be inefficient
when applied on articles outside the dataset.
At the end, no satisfying databases were found, we had thus to build one. We built it in 2 steps. The
first step consisted in collecting the fake news articles, the second was to scrape the reliable articles.

The fake articles all come from a database from Kaggle [23]. The articles were scraped on web-
sites listed in a blacklist of 207 unreliable websites3. The articles span over a period of 30 days around
the 2016 US election (from 26th of October to 25th of November). Due to bad scraping, there was still
a lot of unwanted elements not belonging to the real article. An example of those noises is typically
the date an article was published or other meta-data not present in the original article. This is why
we carefully removed specific parts at the beginning and end of some articles. However, this demanded
a big effort and to avoid suppressing article parts by mistake, only the most apparent noises were
removed. In the end, although much of it was suppressed, there is a relatively significant presence of
noise in the database.

The reliable news had to be scraped keeping in mind that they had to be consistent with the al-
ready collected fake articles. The main difficulty was to scrape data from more or less the same period
of time: scraping news from more than 3 years ago is not an easy task. Fortunately, The New York
Times and The Guardian have developed an API to search for articles which made the scraping pos-
sible. Still, those are the only two newspapers found to have an API, hence, the reliable articles only

3The list was made by web activist Daniel Sieradski, it is not accessible anymore
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come from these two sources. Out of those sources, we only collected articles that were labelled as
World News and US News to be more consistent with the fake dataset.

For an easier understanding of the results, we aimed for 50% of fake and 50% of reliable articles.
It is important to keep in mind that articles are labelled as fake depending on their source, not on
their reliability, which means that some reliable articles could be labelled as fake. This is considered
as the best alternative to manually labeling each article.

2 Database statistics

The goal of this section is to explore the database and try to spot patterns that could impact the
result. If some patterns appear, we try to understand its origin and its impact on the future results.
The dataset consists of 7058 articles, exactly half of it is labelled as reliable and the other half as fake.

2.1 Sources exploration

The fake articles come from 207 different websites.

Figure 5: The graph shows how many sites (y-axis) are source of how many articles (x-axis)

As Figure 5 shows, the maximum number of article per source is 30. There is thus no website that
contributes more than 1% of the articles in the database. Hence, the database is well diversified and
if a problem occurs on a website (bad scraping, bad labelling,...) it doesn’t affect too much our database.

There are only two sources for the reliable news, the distribution is given in the table 2. This small di-
versity in the sources is not considered a problem since the available APIs ensured a good and targeted
scraping.

The New York Times The Guardian Fake Corpus
1557 1972 3529

Table 2: The distribution of the articles over the sources
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2 DATABASE STATISTICS

2.2 Date exploration

As said earlier, the data spans over a specific period of time, which is rendered in Figure 6.

Figure 6: The distribution of the articles over time

We can see in this graph that reliable articles exceed a bit the timezone of the fake articles. As said
earlier, scraping news article from 3 years ago is not an easy task and we could only collect a few articles
per day. If we only scraped real articles between 26-10-2016 and 25-11-2016 the database would have
been too small. We assume here that by adding 10 days before and 8 days after, the exceeding time
windows are sufficiently close to not impact our analysis.

We also observe the imbalance in the time distribution of the fake articles. This could have been
avoided at the expense of the homogeneity in the sources, i.e. a more equal distribution in time but
with sources that contribute significantly more to the database. We judged that the results would be
less impacted with the current composition since the uncertainty around the sources is bigger. Yet, this
imbalance in the time distribution and the fact that a major part of the fake articles were published
before Trump’s election (9-11-2016) may impact our results.

2.3 Topic exploration

The similarity in the topics of the fake and reliable articles in the database is important to ensure that
the classification will not be biased. As seen in Chapter II, tf-idf is widely used in information retrieval
or summarization, it is thus well suited for studying the major topics of the articles. The idea here
is to find the most relevant words according to tf-idf over the whole database, and then compare the
score of those words in the reliable and fake subsets. This is done in Figure 7, after preprocessing of
the texts (section 2.1). We observe that the distribution is more or less the same but we can make
some interesting observations.

• Trump is the most important words in both subdatasets

• Clinton placed second in the fake database and third in reliable database

• said is surprisingly important in the reliable articles. Since it is a neutral word it is of few
importance to find topics. However, it will be very interesting for the classification.

• Hillary (hillari after preprocessing) is important for the fake dataset. This suggests a particular
writing style in the fake articles.

16



2 DATABASE STATISTICS

Figure 7: Comparison of the tf-idf scores

• Email is here very important due to the Clinton email scandal which seemed to draw more the
attention of the fake websites.

Those result hint that the fake articles tend to more sensational topics but overall the topics seem
relatively similar. We can already guess some strategies to fool the classifiers: how does the adding of
said and removal of Hillary impact the classification?

2.4 Visualization with t-SNE

Visualization of the data may be interesting to find some hidden patterns in our database. Here, we
make the visualization to explore the relation and similarity between the fake and reliable articles. If
two clusters of reliable and fake articles stand out, it may mean a bad composed database with a too
big dissimilarity between both types of articles. On the other hand, if the distribution is completely
homogeneous, it means a very well constructed database but it implies a difficult classification.

T-SNE, presented in Chapter II, takes vectors as input. To transform the texts into vectors, we
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Figure 8: t-SNE with pre-reduction with T-SVD to 1000

use tf-idf since it keeps a sense of the text topics. Applying tf-idf gives us a sparse matrix, with each
row representing an article and each column representing a word. Each article is thus represented
by a high-dimensional vector and since tf-idf is subject to the curse of dimensionality, we reduce the
dimensionality of the vectors with truncated SVD. Contrary to PCA, truncated SVD does not need
to center the data first. It is thus particularly efficient for sparse matrices. The difficulty is to find
the middle ground between reducing the dimension before applying the t-SNE to avoid the curse of
dimensionality, but not reducing too much to keep a maximum of the variance.
In Figure 8, we first reduce the dimension to 1000 which explains 74.6% of the variation. A similar
visualisation is obtained in Figure 9 when we reduce to 500 dimensions, it then merely explains 57.2%
of the variance. In both figures we observe some spots with more fake or with more reliable articles
but overall no clusters of a particular label can be made. On Figure 10 we have the same scatterplot
but with the topic of the reliable articles highlighted. We see that the fake articles are indeed about
both topics. The important is that it reveals no obvious low-dimensional structure our classifiers can
rely on.
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Figure 9: t-SNE with pre-reduction with T-SVD to 500

Figure 10: t-SNE with pre-reduction with T-SVD to 500
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3 CONCLUSION

3 Conclusion

In this chapter, we built a database emphasizing on having data as homogeneous as possible. For this,
we had to build a database, relying on an already existing database of fake news. Those articles were
not manually labeled but were labeled according to the label of the website that published it. A few
articles are thus misclassified. The fake article may also contain unwanted metadata not belonging
to the original article. Those two flaws are considered as negligible and are accepted because of the
difficulty to obtain a better database. We then explored the constructed database without finding
obvious patterns, which suggests homogeneity. During the exploration, we discovered some possible
lines of attack against classifiers.
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Part IV

Classifiers
A binary classifier takes an observation as input and outputs the probability prediction ŷ that the
observation belongs to class 1. In this chapter, we apply the classification mechanisms presented in
Chapter II, on the fake news detection task and train them on the database constructed in Chapter
III.
To better evaluate the models and for the further study of adversarial example, we build classifiers
based on 4 inherently different machine learning methods: logistic regression, naive bayes, random
forest and LSTM. All four are widely used and fit well the binary classification problem.
This chapter is structured in two parts. In the first part, we describe the implementation of the
classifiers, presenting the hyper-parameters and fine-tuning the models. The training and fine-tuning
is done on the training set which consists of 80% of the database (5646 articles). In the second part,
we compare the results on the test set which is composed of the remaining 20% of the dataset.

1 Implementation

The classifiers built are all structured in three steps.

1. Preprocessing

2. Vectorization

3. Classification

The preprocessing step is exactly the same for all the classifiers. The vectorization depends on the
classifier. Therefore, we will have 4 pairs as follow: tf-idf with logistic regression, tf-idf with naive
bayes, tf-idf with random forest and Word2Vec with LSTM. In this section, we first describe the
implementation choices and the hyperparameters in each step and then we proceed to the fine-tuning.

1.1 Preprocessing

During this step, the model first cleans the text by removing punctuation, non-alphanumeric charac-
ters, multiple whitespaces, websites, numeric characters, stop words and short words. Afterwards, it
converts to lower case and stems every word.

This step will not be fine-tuned. It is assumed to be coherent with our text classification problem
since the majority of our models are based on tf-idf. Indeed, tf-idf doesn’t take word order into
account and it downscales the importance of words or characters that appear in many documents.
Nonetheless, this preprocessing may have stronger effect on the LSTM model.

1.2 Vectorization

1.2.1 Tf-idf

The weighting scheme used is:

tf-idf(t, d) =
nt,d
nd
·
(
log
( 1 +ND

1 +ND,t

)
+ 1
)
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Where nt,d is the number of occurrences of word t in document d, nd is the number of words in doc-
ument d, Nt,D is the number of documents containing word t in collection D and ND is number of
documents in collection D.

Tf-idf has 3 hyperparameters meant to shape the vocabulary:

• min_df: The minimum permitted appearances of a word in the documents. If a word occurs less
often than the tolerance, it will be ignored. This dismisses a large number of typos and scarcely
ever used words or names.

• max_df: The maximum permitted appearances of a word in the documents. In our collection the
preprocessing, no words appear more than in 85% of the articles after the preprocessing step.

• ngram_range: To specify the N-grams allowed in the vocabulary. A N-gram is a contiguous
sequence of N words. If only unigrams are extracted, no group of consecutive words will be in
the vocabulary.

1.2.2 Word2Vec

Various Word2Vec models are possible. A candidate could be a pre-trained model like Google News
Corpus with a vocabulary of 3 billion words embedded in a 300-dimension space [24]. Another pos-
sibility is to use a model trained on our dataset. It has the advantage it can be trained after the
preprocessing and it takes thus the stemming of words better into account. We will thus favor this
tailor-made model. Like google’s Word2Vec, the embedding is fixed to 300-dimensional vectors. This
size seems fair: as shown in [25], the performance of low dimensional word embedding is poor until the
embedding size reaches a lower bound specific to the collection, it then stabilizes. After the training,
its vocabulary contains 12950 words. Table 3 compares the word similarities of oil found with the two
models.

Trained Word2Vec
oil gas

mine
frack
coal
spill

Pre-trained Word2Vec
oil crude_oil

petroleum
gas
Oil

natural_gas

Table 3: Most similar words for oil

1.3 Classification

1.3.1 Traditional methods

We build three traditional classifiers whose hyperparameters are already presented in section 2.3 of
Chapter II. Here is a quick reminder of the hyperparameters.

Logistic Regression: The parameter C. It is the inverse regularization strength: C = 1
λ .

Naive Bayes: The smoothing factor α.
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Random Forest: The number of trees in the forest n_estimator and the maximum depth of the
trees max_depth. Also the criterion of the split is to be chosen between gini or entropy.

1.3.2 LSTM

The idea of LSTM is to take advantage of the information about the word order. We it is thus paired
with Word2Vec. Since the input is a tensor, the input has to have a predefined fixed size. The input
dimension is (batch_size, num_steps, features). The num_steps is fixed to 200 which means that only
the first 200 words after preprocessing are kept and if the article is shorter, zero vectors are appended.
This num_steps was chosen because fake articles are usually significantly shorter than reliable ones.
Indeed, after preprocessing, the median of the lengths of fake articles is 263 while it is 426 for reliable
articles. The number of articles with less than 200 words is 1364 for the fake articles and 390 for the
reliable articles. To prevent an influence of the text size, we chose a num_steps of 200 words. The
number of features is fixed at 300, since the embedding of the used Word2Vec is to a 300 dimensional
space. Here is the architecture of the RNN:

_________________________________________________________________
Layer (type) Output Shape
=================================================================
input_3 (InputLayer) [(batch_size, 200, 300)]
_________________________________________________________________
bidirectional_2 (Bidirection (batch_size, 200, 2*neuronsLSTM)
_________________________________________________________________
global_max_pooling1d_2 (Glob (batch_size, 2*neuronsLSTM)
_________________________________________________________________
dense_4 (Dense) (batch_size, neuronsDense)
_________________________________________________________________
dense_5 (Dense) (batch_size, 1)
=================================================================

We fixed the parameters in order to reduce the tuning to only 4 parameters, namely:
For the architecture:

• neuronsLSTM: gives the number of unit in one LSTM layer (we have two same-sized LSTM layer
in our bidirectional layer

• neuronsDense: gives the number of units in the first dense layer

For the training:

• batch_size: The number of samples to work through before updating the internal model param-
eters.

• epoch: The number times that the learning algorithm will work through the entire training
dataset.

1.4 Fine-tuning

During the validation, we optimize our models by fine-tuning the models hyperparameters. This is
done by a 5 cross-validation4 grid-search over a parameter grid. The parameters are evaluated on the

43 cross-validation for the LSTM
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acc.
Tfidf Logistic Regression 1 min_df=20 max_df=0.85 ngram_range=(1,1) C=500 95.6%

Logistic Regression 2 min_df=20 max_df=0.5 ngram_range=(1,2) C=500 94.7%
Naive Bayes min_df=20 max_df=0.6 ngram_range=(1,2) α=0.01 84.4%
Random Forest min_df=20 max_df=0.6 ngram_range=(1,2) 92.6%

criterion=gini max_depth=None n_estimators=1000
Word2Vec LSTM neuronsLSTM=100 neuronsDense=400 90.2%

batch_size=None epochs=3

Table 4: Validation of the different classifiers

Accuracy F1 score Recall Precision AUC
Tfidf - Logistic Regression
with unigrams

92.0% 92.0% 92.44% 91.79% 97.37%

Tfidf - Logistic Regression
with unigrams and bigrams

92.56% 92.56% 92.86% 92.47% 97.67%

Tfidf - Naive Bayes 80.95% 80.85% 87.25% 77.78% 88.59%
Tfidf - Random Forest 88.03% 88.03% 85.85% 90.0% 95.56%
W2V - LSTM 89.52% 89.52% 89.22% 89.97% 96.17%

Table 5: Evaluations of the models

accuracy. The results can be found in appendix A. We keep two logistic regression classifier. Even if the
first one scores slightly lower, we decided to keep it because of its simplistic nature and its negligence
for the word order.
We thus built 5 models. In the next parts of this document, they may be mentioned by the name of
their classification algorithm. Logistic regression then stands for the model processing only unigrams
and logistic regression 2 stands for the model working with unigram and bigrams.

2 Results

After the training of the 5 models, we can now compare the results. Figure 5 resumes the general
evaluation scores. The ranking of each evaluation score is always topped by Logistic Regression 2 and
closely followed by Logistic Regression with unigram. We also note the relatively low scores for the
Naive Bayes. In Figure 11, we see the ROC-curves on a graph, the two logistic regression models and
the LSTM form the three best scores on AUC. Figure 12 shows the learning curve, all the classifiers
seem to have enough data to learn from.
Finally, the distribution of the confidence of the classification might be an important characteristic for
the robustness of a model. Table 6 shows the proportion of fake articles labeled as fake with more than
95% and 99% of confidence. We notice that the Naive Bayes classifier is particularly confident, this is
typical for Naive Bayes. It is explained by the fact that the Naive Bayes algorithm doesn’t compute a
probability directly, rather it computes a raw score for each class. The raw scores are then converted
into a prediction probability and are almost always either very close to zero or very close to one. For
the Naive Bayes, it is thus difficult and risky to interpret the prediction probability. Contrary to Naive
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Figure 11: ROC curve

Figure 12: Learning rate
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>95% >99%
Logistic regression 79.7% 66.9%
Logistic regression 2 76.3% 62.8%
Naive Bayes 86.1% 85.5%
Random Forest 1.2% 0.3%
LSTM 63.86% 43.13%

Table 6: Distribution of the confidence for fake classification on fake articles

Bayes, the Random Forest has only 1.2% of fake article classifications above 95% confidence, this is
due to its strategy of taking the the mean of the prediction of multiple decision trees. We note also
that both Logistic Regressions are significantly more confident than the LSTM. Again, both logistic
regression have similar results. However, one has to keep in mind that because the construction of the
prediction probability differs strongly between the models, the interpretation of this value should be
specific to each classifier. The comparison of the confidence between classifiers has to be done with
caution.

3 Conclusion

In this chapter, we implemented and trained 5 classifiers on the dataset. The different models were
chosen for their reputation as classifiers but also for their inherently different strategies for classification.
The LSTM takes only 200 words because the implementation required a fixed input. We then saw that
all the classifiers have scores in the same range except for the Naive Bayes, which scores significantly
lower. In all the evaluation metrics, the logistic regressions score the best, followed by the LSTM.
Finally, we looked at the confidence in classifications and we noticed that the confidence of the Naive
Bayes when classifying an article as fake is usually close to 100%. We will thus be careful when
interpreting its results. The Random Forest generally has a lower confidence.
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Part V

Adversarial Example
In the previous chapter, we built effective classifiers that label articles with an accuracy of up to
92.56%. But beside the accuracy and other scores found in table 5, an important characteristic of
a classifier is its robustness against adversarial examples. In the context of fake news detection, an
adversarial example is an article resulting from small modifications on a fake article correctly classified
so that it becomes classified as reliable, i.e. so that the prediction probability is lower than 0.5. The
feasibility of these attacks and the possible patterns in the reactions of the classifiers are what we’re
going to explore in this chapter.

To go deeper in the understanding in the time available, we’re going to restrict the study to only
two of the five classifiers we created in the previous section. We will use two classifiers with good
performances and with fundamentally different classification strategies. The first classifier is the tra-
ditional logistic regression combined with tf-idf. We will use the logistic regression that only processes
unigrams since it scores well and because it doesn’t considers the word order at all. It is thus a model
that relies on superficial cues without understanding language. The second classifier is the LSTM with
Word2Vec, a recurrent neural network that can take intrinsic patterns of languages into account. The
other three classifiers will solely be used to study transferability and will thus not be direct targets of
attacks.

The strategy of the adversary depends on its knowledge of the targeted classifier. We will consider 2
levels of knowledge:

• Black Box: The adversary can provide a series of inputs and observe the outputs and he has
access to the test set.

• White Box: The adversary has the black box knowledge plus he knows the architecture and all
the parameters of the classifier and has access to the training set.

The strategy of the adversary also depends of its goals, 2 situations are considered. In the first situation,
the adversary, having black box knowledge, wants to produce a lot of fake news without being too strict
on the preserving of the meaning and the syntax of the adversarial article. This adversary goal with
white box knowledge is left for further work.
The second situation is when the adversary wants to preserve the meaning of the original text and
does not need a high production rate. In this situation, the adversarial article has to respect stronger
constraints and will thus need human intervention to make the text modifications. We build a strategy
with white box knowledge and then with black box knowledge. Both strategies rely on the identification
of words, called Reliable Hot Words (RHW), that influence the classification towards the reliable class
and the identification of words within the targeted article that influence its classification towards the
fake class, we will call them Article’s Fake Hot Words (AFHW).
The three strategies are resumed in Table 7.
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In what is being described as another ‘bizarre’ attempt to sabotage her own campaign, Hillary Clinton has
desecrated a series of beloved US symbols, including punching a bison, setting fire to the Stars & Stripes
and spitting at Jerry Seinfield. The Presidential hopeful seems determined to make a series of unprovoked
errors, not least of which was agreeing to Bill hosting a sleepover for a group of Girl Guides. Short of
dressing the Statue of Liberty in a Burka, Mrs Clinton has lurched from one PR blunder to another.
Commented one journalist: ‘The Presidential race is entering the final furlong and if Mrs Clinton was
horse – and before you can say Benghazi – she’s gone from bookie’s favourite to an ingredient at the local
glue factory’. Having already become the unwitting focus of various health scares and FBI investigations,
Mrs Clinton’s campaign is as orderly as a Marx Brothers movie. Her lead in the polls has been cut as
video emerges of her lighting a cigar with a rolled up Bill of Rights, then proceeding to take a dump on the
White House lawn. Hillary’s erratic behaviour has seen her sing the Star-Spangled Banner in Korean,
dress as Oprah Winfrey for Halloween and pebble-dash Mount Rushmore. Remarked a flummoxed advisor:
‘She keeps doing the unthinkable – like making Donald Trump electable’. Share this story...

Example 8: Original text of main example

Knowledge Goals
1 Black Box Producing a lot of adversarial articles at the expense of their quality
2 White Box Making few but coherent articles that preserve the meaning of the original texts
3 Black Box Making few but coherent articles that preserve the meaning of the original texts

Table 7: Description of the different situation of the adversary

To compare the different results using each scheme, we will try to make an adversarial example out of
the same article with each strategy. This main example is the article in Example 8. It is a fake article
from the test dataset that is correctly classified by both classifiers as we can see in Table 9. This article
was chosen for its small size which simplifies the overview of the multiple text modifications and for
the prediction probability relatively close to the classification threshold, this may make it easier to
make the prediction probability go below the 0.5 threshold.

ŷ on Original text
Logistic regression 0.89

LSTM 0.64

Table 9: Prediction probabilities on original text

Once an adversarial strategy is presented, it will be tested on multiple target articles. Finally, we will
briefly study the transferability of the constructed adversarial examples with the classifiers built in the
previous chapter.

1 Soft constraints with high production rate

The first scheme supposes that the adversary wants to produce automatically adversarial examples from
a list of articles. To do this, the only knowledge it has on the classifier is the prediction probability ŷ of
sent articles (black box). The quantity of adversarial articles takes precedence over the semantic and

28



1 SOFT CONSTRAINTS WITH HIGH PRODUCTION RATE

syntactic constraints. The constraints will thus be softer and the preservation of the article’s meaning
is not requisite. To meet these needs and conditions, we will built a fully automated algorithm.

1.1 Approach

This method follows the straightforward strategy of replacing one by one each word by similar words
and observe how the classification changes. More exactly, it is an iterative method that considers at
each step all valid word substitutions and chooses the one for which the prediction probability drops
the most. It does this until the classification changes or until no word substitution lowers the prediction
probability. The pseudo algorithm is in Algorithm 1.

Algorithm 1: Greedy algorithm
Data: Article A to modify
Abest = A;
while Prediction probability of Aadv>0.5 do

Aadv=Abest;
for each word w in Aadv do

for syn ∈ similar(w) do
if correct_syntax(Aadv,syn) then

Atemp = replace(Aadv,syn);
if Prediction probability of Atemp<Prediction probability of Abest then

Abest=Atemp

Stops if no word substitution were found
return Aadv

Two important functions in this algorithm need some further explanation:
similar(w): This function tackles the semantic constraints. It returns words that are semantically
similar to the word w. As we saw in section 2.2.3, those words can be found with Word2Vec’s cosine
similarity. To do this, we use google’s pre-trained word2vec [26]. However, sometimes similar words
mean exactly the opposite, for example Black and White are cosine similar in the embedding space,
same for democrats and republicans. Another idea would be to use NLTK’s WordNet database [27]
where we can easily find synonyms for the word w, we can then avoid word2vec’s problem of getting
antonyms. However, it still doesn’t settle the semantic correctness problem since words can have dif-
ferent meanings depending on their context. Because we assume a soft semantic constraint, we will
use word2vec in the validation.

correct_syntax(A,syn): This function verifies the syntactic correctness of the replacement. In-
deed, replacing a word by a similar word is not always syntactically correct. For example replacing
came by gone or install to installing can lead to some weird sentences. To try to prevent this, we will
use a bigram language model. A language model learns to predict the probability of a sequence of
words. In a bigram model, the probability is simply P (wk|wk−1), which is found by a statistical study
of the available documents. The probability of to eating will thus be very low which prevents the case
of substituting eat to eating. Since it learns the probabilities on given documents, those documents
have a great impact on the language model. The language model used here learned from the documents
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of the test set since those are the available documents in black box. A bigram only watches a word
and its neighbours but a word can depend on words further than the direct neighbours. The problem
is that to make a N-gram, the bigger the N, the more data is needed, and the available documents are
here too scarce.

The while loop stops when the prediction probability of the current adversarial article is lower than
0.5, i.e. when the modified article is classified as reliable by the classifier. When no more substitution
can lower the prediction probability, the algorithm stops and it is estimated that it is not possible to
make an adversarial example by replacement only. To make sure the final article doesn’t differ too
much from the original, we can add the condition in the while loop that no more than 5% of the words
are modified.
This greedy algorithm has some major limitations.

• It can only replace words, there is no adding nor removing.

• It may take a lot of time, especially for large articles with a high prediction probability. At each
iteration, the algorithm has to go through a lot of words and since the confidence is higher, the
number of iteration will probably be bigger.

• It doesn’t control well the semantics or syntax which makes inappropriate if the constraints are
stronger.

1.2 Example

Let’s try this on our example when the classifier is the logistic regression.

...various health scares and FBI investigations,
Mrs Clinton’s...

−→ ...various health scares and FBI inquiry, Mrs
Clinton’s...

... sleepover for a group of Girl Guides. Short
of dressing...

−→ ... sleepover for a group of Woman Guides.
Short of dressing...

...beloved US symbols, including punching a bi-
son, setting fire...

−→ ...beloved US symbols, including punching a
buffalo, setting fire...

Example 10: Greedy algorithm on logistic regression

We see in Example 10 that it only has to modify three words to drop the confidence from 89.8% to
47.58%. The syntax is correct except for the first modification where inquiry is singular which makes
the sentence a little bit weird. The semantics is a more subjective part but overall the adversarial
article makes sense and the message stays the same.

While the algorithm is pretty convincing for the logistic regression, making a drop of 42% of con-
fidence with only three reasonable alteration, the result are less satisfying trying it on the LSTM as
we can see in Example 19. Four modifications are made but neither the syntax nor the semantics
make sense. Even if we can not generalize this observation, it is worth precising that if we prohibit the
replacement of hillary and mrs, no adversarial example is found.
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...her own campaign, Hillary Clinton has dese-
crated...

−→ ...her own campaign, Gop Clinton has dese-
crated...

... White House lawn. Hillary’s erratic be-
haviour...

−→ ... White House lawn. Gop’s erratic be-
haviour...

...and FBI investigations, Mrs Clinton’s cam-
paign...

−→ ...and FBI investigations, Elizabeth Clinton’s
campaign...

...one journalist: ‘The Presidential race is en-
tering the...

...one journalist: ‘The Presidency race is en-
tering the...

Example 11: Greedy algorithm on LSTM

1.3 Validation

To evaluate the greedy algorithm on a Logistic Regression classifier, we use the algorithm on 100 fake
articles classified as originally fake by the classifier. Of the 100 articles, 32 were successfully transformed
into adversarial examples. The average number of words modified in those 32 adversarial examples
is 27 words. The article having the highest original ŷ transformed to adversarial article was labelled
as was fake with 99.9992%. As we can see in Table 12, all the articles under 95% were successfully
transformed.

Original ŷ
<95% 11 of the 11 articles were successfully transformed

95%< <99% 5 of the 10 articles were successfully transformed
>99% 16 of the 79 articles were successfully transformed

Table 12: Distribution of adversarial example over original ŷ for logistic regression

The same test is done on LSTM on 100 articles. Of the 100 articles, 22 were transformed into adversarial
examples. The average number of words modified in these 22 articles is 6 words. The article with
the lowest initial confidence that was not successfully transformed was initially labeled with 61.4% of
confidence to be fake. As we can see in Table 13, only one article with original ŷ > 99% was successfully
transformed.

Original ŷ
<95% 18 of the 27 articles were successfully transformed

95%< <99% 3 of the 13 articles were successfully transformed
>99% 1 of the 60 articles were successfully transformed

Table 13: Distribution of adversarial example over original ŷ for LSTM

1.4 Conclusion

We thus find that the LSTM classifier is more robust to the greedy algorithm than the Logistic
Regression, even though the Logistic Regression had higher confidence in the classification of the
original articles. This is not surprising, the greedy algorithm is better fitted to attack a model for
which the word order has no importance, since the only modification it can do in the text is replacing
words one by one. Another reason may be the fact that the greedy algorithm relies on the Word2Vec
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model to find similar words which is precisely the model used for the word embedding by the LSTM.
We can suggest a possible consequence of that. The similar words are chosen by the greedy algorithm
due to their similar embedding. If the embedding is similar between two words, the replacement of
one by the other will just slightly modify the embedding of the text and thus the output of the LSTM
will only slightly vary. However, the influence of this is not clear, because the Word2Vec models used
in the greedy algorithm is not the same as in the LSTM. We also observe that the average number of
words modified in Logistic Regression is higher. This is because LSTM only takes the first 200 words
into account which reduces the needed substitutions.

2 Strong constraints with low production rate - White Box

In this second situation, we assume that the adversary wants a few coherent adversarial examples
that keep the same meaning as the original articles. Hence, the semantic and syntactic constraints
are strong and the idea of a fully automated algorithm is dropped. This strategy relies thus on a
human intervention in the modification of the article, the adversary is assisted by the machine to know
where and what to modify. In this section, the adversary has a white box knowledge on the targeted
classifier, we will take advantage of that by examining the gradient of the loss function with respect to
the inputs. The main ideas are inspired by [28].

2.1 Approach

An usual way to built a white box adversarial example is the Fast Gradient Sign Method (FGSM).
The method uses the gradient of the loss function with respect to the input to create an adversarial
example that maximizes the loss function.

∆x = ε sign(∇xJ(F, x, y))

xa = x+∆x

with

x The input
xa The adversarial input
ε Has to be small enough to make perturbation ∆x undetectable
F The classifier
y The target values i.e. the class

FGSM works well for image classification or similar continuous problems for which the imperceptibility
constraint is respected by using a small ε. But FGSM is not directly applicable in the context of natural
language. First, because other and more complex constraints apply. But more importantly because
text is discrete. Depending on the vectorization method in the preprocessing part, adding a word could
completely change the vectorization of the text. We will thus customize the FGSM for our problem
and since the vectorization method used in the two targeted classifiers are fundamentally different, the
white box strategy for LSTM will differ from the white box strategy for Logistic Regression.
Nonetheless, the two adversarial methods rely on the same idea and have thus the same structure:

1. Identify Reliable Hot Words (RHW) over the whole available collection of documents. Those
words are supposed to influence the classification towards the reliable class
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2. Identify the Article’s Fake Hot Words (AFHW) specific to the targeted article. Those words
influence the current classification towards the fake class.

3. Human intervention to replace AFHW by RHW in a semantic preserving and syntactic correct
way.

2.1.1 Logistic Regression

The first important information is that the word order is of no importance for the classification. In-
deed, the vectorized input vector fed to the Logistic Regression is a vocabulary with an increment or
decrement in one dimension when we respectively add or remove the corresponding word independently
of the position. From a FGSM-strategy point of view, we only need to compute the gradient of each
input for the targeted article and then accordingly add or remove specific words no matter the position.

The gradient of a tfidf - logistic regression model can be computed analytically. Here are the equations
we know about the model with x the bag of words of the document d:

z = wP
x

nd
+ b

ŷ = a = σ(z) =
1

1 + e−z

L(ŷ, y) = −y ∗ log(ŷ)− (1− y) ∗ log(1− ŷ)

With P being a diagonal matrix with the idf values on the diagonal and nd the number of words in
document d ( xnd

is thus the term frequency tf). We want to compute the gradient of the loss function
with respect to the inputs x:

δL

δx1
=
δL

δa
∗ δa
δz
∗ δz

δx1

Which each give:

δL

δa
= (
−y
a

) + (
1− y
1− a

)

δa

δz
= a ∗ (1− a)

δz

δx1
=
P11

nd
∗ w1

Putting it together:

δL

δx1
=
(
(
−y
a

+
1− y
1− a

) ∗ a ∗ (1− a)
)
∗ P11

nd
∗ w1

= (a− y) ∗ P11

nd
∗ w1

δL

δx
=

(a− y)
nd

∗ Pw

The relative magnitudes of the gradient of each input is independent of nd and (a − y), however the
sign (a − y) is important to know the role of a word. Since a ∈ [0, 1] and y = 1 for articles labeled
as fake, the words corresponding to the most negative product Pii ∗ wi will increase the loss function
the most and are thus Reliable Hot Words. Alternatively, words with the biggest Pii ∗wi are Fake Hot
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Words. Since the gradient does not depend on the input, the occurring Fake Hot Words in the article
are the Article’s Fake Hot Words.

The adversary will then try to manually remove, replace or paraphrase AFHW by RHW.

2.1.2 LSTM

Contrary to the logistic regression, having a white box knowledge of a LSTM algorithm doesn’t mean
having a perfect understanding of the classifier. The importance of patterns and the relation between
the inputs are highly more intricate. The foundation of our strategy is an observation made in [29]. In
this article, it is shown that in image classification with neural networks, the inputs with large gradient
magnitude often contribute more to the current prediction. Knowing this, they successfully provide
adversarial examples by only modifying those inputs. The identification of RHW and AFHW in the
white box case will rely on this observation.

Before starting to design an adversarial strategy, we first try to understand the relationship between
the Article’s Hot Word and its gradient. Hence, we have to compute the gradient of the loss function
with respect to the inputs, i.e. each element of each word’s embedding. An analytical equation of this
gradient is hard, we will thus work with a numerical estimation of the gradient specific to each article5.
The method computes a gradient with the shape of the input i.e. 200x300 which is thus 300 values for
each word. This makes the obtained gradient hard to decipher. Table 14 explores some basic statistics
on the gradient of a random article. We see that the word with the maximum gradient has also the
minimum gradient. It is thus difficult to deduct the role of a word based on the signs of its gradients,
like we did for the Logistic Regression. However, we can deduct the importance of the words for the
classification based on the magnitude of its gradient, according to the key observation discussed earlier.

Ranking by maximum gra-
dient

Rank by minimum gradi-
ent

Ranking by mean of gradient
magnitudes

1 stood stood stood
2 rock rock rock
3 return return return

Table 14: Study of the gradients of each word in the selected article

Knowing this, we can try to identify the RHW for the corpus. The algorithm to achieve this is com-
posed in two parts. First, we iterate over all the available articles classified as reliable and we keep
the word with the maximum gradient in absolute value (and words with maximum absolute gradient
greater than 98% that gradient). Once those hot words are collected, we rank the words based on their
occurrence counts. We then proceed the same way to find the Fake Hot Words in the articles classified
as fake. The problem is that FHW often appear with big gradients in articles classified as reliable.
Hence, they have a high score as both RHW and FHW. To prevent this, we need a second part for the
RHW identification.

5computed with tensorflow.gradientTape
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We suppose that FHW appear more often in articles classified as fake. Assuming this, we compute for
each word the relative occurrences in both lists and consider it as a hot word for the class in which it
relatively appears the most.

Now we know which words influence the classification to the reliable class. But we don’t know where
to insert those words in an article to make an adversarial example. Indeed, the consequence of adding,
removing or modifying a word is far more complex than for the logistic regression. For example, in-
serting (without replacing) trump in our main example in the fourth position of the article increases
the prediction probability to 0.72 while appending trump to the end of the text makes the prediction
probability drop to 0.50. We thus need to find the Article’s Fake Hot Words.

The strategy to find the AFHW is also based on the maximum gradient. We identify the 15 words with
the highest absolute gradient. Those words are supposed to influence a lot the prediction probability
and therefore, if modified, they could have a big impact on the confidence of the classification. The
problem is that we don’t know in which direction it influences the classification. To find this out, we
remove them one by one and observe how the classifier reacts. Since LSTM takes into account the
context of a word, if neighbouring words appear in the 15 hot words, we will remove them together
and study the results. The word removals that decreases the prediction probability are the AFHW.

Knowing this, the adversary can now modify manually the article. The attacker computes the AFHW
of the modified article after each modification and continues the modification accordingly.

2.2 Results and Example

2.2.1 Logistic Regression

The first step consists to find the Reliable Hot Words. The top 10 RHW and FHW for logistic regression
are given in Table 15.

RHW
1 guardian
2 said
3 mrs
4 zealand
5 flore
6 snowflak
7 chaplain
8 chester
9 woodley
10 rightw

FHW
1 gop
2 est
3 tremor
4 sen
5 parker
6 rep
7 trunew
8 kany
9 dcg
10 aca

Table 15: Hot words found with the white box strategy for logistic regression

A couple of remarks to better understand the results:

1. gop stands for Grand Old Party and is the nickname of the Republican Party.
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2. est stands probably for Eastern Standard Time

3. kany is the stemming of Kanye

4. rightw is the stemming of rightwing

5. guardian appears often in articles of the guardians.

6. trunew comes from trunews and is a media outlet.

Now that we have the Reliable Hot Words, we easily find the Article’s Fake Hot Words based on the
FHW. The biggest AFHW are advisor and then hillary (Found in full FHW list in B.3). Let’s try to
replace them by a RHW. We thus replace advisor by minister. This makes the prediction probability
ŷ drop to 0.63. We can then replace hillary by mrs. This drops ŷ to 0.21.

...Mount Rushmore. Remarked a flummoxed
advisor: ‘She keeps...

−→ ...Mount Rushmore. Remarked a flummoxed
minister: ‘She keeps...

... sabotage her own campaign, Hillary Clinton
has desecrated...

−→ ... sabotage her own campaign, Mrs Clinton
has desecrated...

Example 16: Article modifications with logistic regression

We see that only two well thought replacements were sufficient to decrease the prediction probability
of 0.687.

2.2.2 LSTM

Table 17 gives the RHW and FHW found on the corpus. The problem of the presence of FHW as RHW
is not completely solved. Indeed, after some text modifications, we will quickly notice that report and
comment are FHW. We just need to change their label to solve the problem. Those bad labelizations
are in most adversary’s situations not a major drawback.

RHW
1 said
2 report
3 told
4 donald
5 comment
6 trump
7 say
8 campaign
9 interview
10 debat

FHW
1 novemb
2 octob
3 news
4 post
5 say
6 articl
7 share
8 publish
9 video
10 sourc

Table 17: Hot Words found with the White Box algorithm for LSTM

We now want to find the AFHW of our main example. The first step is to identify the words with the
highest gradient:
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share stori comment agre campaign journalist sing elect star sabotag host
Index: 105 106 37 24 4 107 38 86 104 87 3 25

They are ordered from higher to lower maximum gradient and the number under each word is its
position in the text. We observe that the 3 last words and the vacant space at the end of the article
have a great impact. To know if the impact is positive or negative we proceed to the removals of each
word or sequence of consecutive words. In Table 18, the 5 biggest AFHW are given.

share stori -0.269
elect share stori -0.227

share -0.189
elect share -0.138
sabotage -0.024

Table 18: AFHW of main article

As we can see, removing the last sentence is sufficient, dropping the prediction probability to 0.379
(Example 25).

...Donald Trump electable’. Share this story... −→ ...Donald Trump electable’.

Example 19: Article modifications with logistic regression

If we don’t want to loose the message of the last sentence, we can simply replace share by send (drops
to 0.439) and if we want to take advantage of the influence of adding a word (at index 107) we add
the word friend (Example 20).

...Donald Trump electable’. Share this story... −→ ...Donald Trump electable’. Send this story
to your friends...

Example 20: Article modifications with logistic regression

The prediction probability drops then to 0.377.

2.3 Validation

To evaluate these strategies, we will try to make 5 adversarial examples from 5 randomly chosen fake
articles in the test set that are correctly classified by both models. This small number of validation
samples is due to the time consuming nature of the method. One intervention is equivalent to adding,
modifying or removing a word or a sequence of consecutive words. We stop after 15 interventions
estimating that the adversary is not willing to spend more time in the making of the adversarial
article. We can see the results Table 21. We have to be cautious analyzing the results since the human
intervention in the algorithm is very aleatory and the small number of targeted articles may not be a
good representation of reality.
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Logistic Regression LSTM
text size Initial ŷ Interventions Final ŷ Final ŷ Interventions Final ŷ

Article 1 1100 0.99997 15 0.996 0.9998 15 0.983
Article 2 1279 0.9996 15 0.97 0.70 1 0.44
Article 3 295 0.989 7 0.4 0.996 4 0.36
Article 4 1280 0.998 15 0.79 0.82 5 0.40
Article 5 162 0.9999 15 0.92 0.9995 15 0.985

Table 21: Results for logistic regression

We can immediately notice the high number of interventions needed to make an adversarial example
in the Logistic Regression. There is a direct correlation between the text size and the number of
interventions and between the original ŷ and the number of interventions. Both relations are deductible
from the equation of the gradients found in section 2.1.1 in Chapter II:

δL

δx
=

(ŷ − y)
nd

∗ Pw

The gradients are lower when ŷ is close to 1 and when nd is large which means a lower impact when
modifying the input.

LSTM is generally fooled after fewer interventions. A first reason for this is the lower initial ŷ. A
second reason is that LSTM only takes the first 200 words6 into account, all the used information
is thus concentrated in fewer words, hence, modifying them will have greater impact. In particular,
LSTM accords more quickly high importance to some patterns, for example in our main example the
pair share story. Our white box algorithm takes advantage of this characteristic by examining the
impact of removing those consecutive words jointly.

2.4 Conclusion

While our understanding of the logistic regression is great, it is still hard to fool. Two main reasons
for this: its high confidence for classification of the original article and the reduced impact of the
interventions when the article contains a lot of words. On the other hand, the understanding of LSTM
is difficult, even in the white box situation. Still, we succeed to achieve satisfying results. Next to the
lower initial confidence, another main reason is that it only takes into account the first 200 words, our
trial and error strategy will thus be more effective.
Contrary to the previous scenario with softer constraints, the Logistic Regression seems here harder to
fool. Indeed, even if we know exactly the best possible changes to make, the stronger constraints reduce
the possibilities. Furthermore, we restricted ourselves to 15 interventions while the greedy algorithm
made on average 27 substitutions to obtain an adversarial article. On the other hand, the possibility
of modifying multiple words at once made it easier to fool the LSTM in this scenario.

3 Strong constraints with low production rate - Black Box

In this situation, the needs of the adversary are the same as in the previous chapter, i.e. the constructed
adversarial examples need to be syntactically correct and need to preserve the meaning. But contrary

6after preprocessing
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to the previous presented method, the adversary is now unaware of the classifiers structure. It only
knows the prediction probability ŷ of sent articles (black box). The strategy is thus thus the same
independently of the targeted classifier.

3.1 Approach

In the same way as the white box algorithms, the strategy is structured in three parts, first identifying
the RHW then identifying the AFHW followed by the manual text modifications.

The idea, shown in Algorithm 2, is to iterate over all the available documents classified by the targeted
model as reliable, in each document it removes each word one by one and feeds the new article to
the classifier. It then compares for each word the prediction probability of the modified text and the
original text. The word whose removal increases the prediction probability the most is added to a list
(as well as words with variation greater than 98% the greatest variation). The most occurring words
in the list are considered as RHW. The same can be done to obtain the Fake Hot Word iterating
over the documents classified as fake and collecting the words whose removal decreases the prediction
probability the most.

Algorithm 2: Black Box
Data: Collection D of documents
Drel= documents classified as reliable;
for each d in D do

for each word w in d do
d_temp=d without word x;
Compute deviation in prediction probabilities of d_temp

reliables ∪ word with biggest deviation;

RHW=mostoccuringwords(reliables);
return RHW
Once we have the RHW, we can proceed to the second article-specific step: the identification of Ar-
ticle’s Fake Hot Words. This is made in a very similar way by generating test samples by occluding
the words of the targeted article one by one. Like in the first step, we then compare the classification
results with the results of the original article. The larger the decrease of the prediction probability,
the more important the word for the fake classification. Those words are considered as AFHW.

In the final part of the process, the text will be manually modified by replacing, removing or para-
phrasing the AFHW using RHW.

3.2 Results and example

3.2.1 Logistic Regression

As usual, we start by looking at the obtained RHW and FHW (full list in Appendix B.3). The numbers
in parenthesis give, as a comparison, the rank of the word obtained with the optimal white box Hot
Words identification and the far right column gives the number of times a word was considered as hot
word.

39



3 STRONG CONSTRAINTS WITH LOW PRODUCTION RATE - BLACK BOX

Reliable Hot Words
1 said (2) 498
2 guardian (1) 96
3 mrs (3) 30
4 debat (22) 7
5 zealand (4) 6
6 age (74) 5
7 argu (80) 4
8 monday (54) 3
9 year (190) 3
10 tuesday (85) 3

Fake Hot Words
1 sourc (20) 155
2 hillari (34) 104
3 novemb (33) 94
4 articl (45) 47
5 massiv (26) 39
6 nov (12) 34
7 oct (16) 30
8 gop (1) 23
9 probe (15) 23
10 kid (31) 19

Table 22: Hot Words found with the Black Box algorithm for logistic regression

The result for the RHW with the black box are satisfying, it has the same three first words as in the
white box. The very specific and scarcely used words present in the top 10 RHW of the white box do
not appear at all in the black box list. This doesn’t matter that much since those rarely used words
are hard to insert in a text and are thus difficult to use in our context.
The second step is finding the Fake Sample Hot Words. Table 23 shows the 10 words whose removal
decreases the prediction probability the most. The index next to each words gives which occurrence
of the word, 1 being the first occurrence:

Logistic regression
1 advisor
2 hillary_2
3 hillary_1
4 fbi
5 entering
6 commented
7 girl
8 video
9 sing
10 donald

LSTM
1 share
2 hillary_1
3 fbi
4 orderly
5 health
6 hillary_2
7 scares
8 movie
9 investigations
10 rights

Table 23: Article’s Fake Hot Words

We can now proceed to text modification. We try to replace AFHW by RHW and we come to the
same conclusion as in the white box case: Replacing advisor by minister and hillary by mrs.

3.2.2 LSTM

The RHW and FHW found are given in Table 24.
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3 STRONG CONSTRAINTS WITH LOW PRODUCTION RATE - BLACK BOX

RHW
1 said
2 donald
3 year
4 guardian
5 presid
6 minist
7 world
8 trump
9 campaign
10 north

Fake Hot Words
1 novemb
2 octob
3 media
4 post
5 articl
6 hillari
7 share
8 report
9 read
10 comment

Table 24: Hot Words found with the Black Box algorithm for LSTM

Having the AFHW in table 23, we can now try to fool the LSTM. It is quiet hard to find replacement
to share in the RHW list. We can thus start with replacing hillary (second AFHW) by mrs. This drops
the prediction probability to 0.504. We can then replace the fourth AFHW orderly by a synonym neat,
making sure the synonym is not a Fake Hot Word. The ŷ drops then to 0.45.

...her own campaign, Hillary Clinton has dese-
crated...

−→ ...her own campaign, Mrs Clinton has dese-
crated...

...campaign is as orderly as a Marx Brothers... −→ ...campaign is as neat as a Marx Brothers...

Example 25: Article modifications with logistic regression

3.3 Validation

For the analysis of the validation of the black box method, we have to keep in mind the author’s total
knowledge of the targeted classifier. The results in Table 26 may thus be biased and for the same
reason as in the white box case, we have to be careful when analyzing these results.

Logistic Regression LSTM
text size Initial ŷ Interventions Final ŷ Final ŷ Interventions Final ŷ

Article 1 1100 0.99997 15 0.9994 0.9998 15 0.994
Article 2 1279 0.9996 15 0.98 0.70 13 0.47
Article 3 295 0.989 9 0.47 0.996 8 0.43
Article 4 1280 0.998 15 0.92 0.82 14 0.48
Article 5 162 0.9999 15 0.96 0.9995 15 0.997

Table 26: Results for logistic regression

As expected, making an adversarial attack is less effective compared with the white box case. A
big limitation is that the RHW lists are significantly smaller reducing the obvious modifications. The
adversary will then have to modify words with synonyms by trial and error. The increase in the number
of needed interventions is especially higher for LSTM. The adversary has here indeed no information
about the effect of removing multiple consecutive Hot Words at once.
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4 TRANSFERABILITY

3.4 Conclusion

As we have seen with the main example, the adversarial examples on a logistic regression with white
box and black box are very similar. In fact, the AFHW obtained with both methods will always be
exactly the same. The difference between the two methods is that although the RHW list in the black
box contains only influential words, it is significantly smaller than the RHW list obtained with white
box. Hence, the adversary has less obvious possibilities when modifying the text and will have to try
to substitute AFHW with synonyms, not knowing in advance the influence on the classification.

We observe some strong similarity between the black box and white box algorithm: relying on oc-
cluding words to study their influence on the classification. Yet, there are two major differences. The
first one is the time-efficiency: finding RHW with black box on LSTM requires a consequent amount
of time because it will have to classify the article as many times as there are words in the article7. The
comparison of the time to find RHW based on 200 articles8 is given in Table 27. The same problem
occurs when computing AFHW.

Black Box White Box
Time 17h48min 5min46

Table 27: Time to compute RHW for LSTM based on 200 articles

Secondly, the white box strategy analyzes the effect of the removal of a sequence of words to find the
AFHW, which is more consistent with the context property of the LSTM.

4 Transferability

In some cases, adversarial examples can be transferred across classifiers. A black box model can then
be fooled by an adversarial article constructed against another classifier, possibly in white box. This
interesting feature of transferability is analyzed in this section: can the obtained adversarial examples
also attack the classifiers constructed in the previous chapter?

Studying the transferability of the adversarial example requires a lot of adversarial samples. Since
our second approach is not designed to produce a lot of adversarial articles and is therefore signifi-
cantly more time consuming, we will solely study the transferability on adversarial articles constructed
with the greedy algorithm.
In Table 28, we observe the reactions of the classifiers to the 32 adversarial examples obtained with the
greedy strategy on Logistic Regression. As we may have expected, the adversarial examples made for
Logistic Regression with unigrams are the most transferable to the Logistic Regression with unigrams
and bigrams, the classifiers work fundamentally in the same way with a slightly modified vocabulary.
The worst transferability is with the Naive Bayes where no article became an adversarial example after
modification. We also observe that the modifications in general decrease the prediction probabilities.
As mentioned in Chapter IV, the prediction probability of Naive Bayes is by nature often extreme,
i.e. close to 0 or to 1. It is thus difficult to draw conclusion from the magnitude of change. How-

7This problem is present but in far lesser proportions with logistic regression
8Computed on a computer with 4 core, 2.60 GHz
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4 TRANSFERABILITY

Original text clas-
sified as reliable

Adv. Ex. classi-
fied as reliable

Adv. Ex. classi-
fied as fake

Mean difference
of ŷadv − ŷo

Articles with
ŷadv − ŷo > 0

Log. Reg. 2 1 15 17 -0.40 1
Naive Bayes 0 0 32 -0.002 0

Random Forest 2 3 29 -0.05 3
LSTM 2 6 26 -0.13 0

Table 28: Transferability for adversarial articles made with greedy algorithm on Logistic Regression

Original text clas-
sified as reliable

Adv. Ex. classi-
fied as reliable

Adv. Ex. classi-
fied as fake

Mean difference
of ŷadv − ŷo

Articles with
ŷadv − ŷo > 0

Log. Reg. 1 2 2 20 -0.041 3
Log. Reg. 2 2 4 18 -0.043 3
Naive Bayes 0 0 22 -5.2*10−11 1

Random Forest 4 5 17 -0.019 6

Table 29: Transferability for adversarial articles made with greedy algorithm on LSTM

ever, the negative sign of ŷadv − ŷo for Naive Bayes shows that the modifications influence towards
a reliable classification. In lower proportions than for the Logistic Regression 2, there is a relatively
high decrease in prediction probability for LSTM on average. Finally, we observe that for Logistic
Regression 2 and Random Forest, some modifications increase the prediction probability, this may be
an important parameter for the adversary.

We now do the same for the 22 adversarial articles made by the greedy algorithm on the LSTM
in Figure 29. Considering the original classifications, no articles in Logistic Regression moved from
a fake to reliable classification after modifications. This happened twice with Logistic Regression 2
and once with Random Forest. Hence, the relatively high transferability of Random Forest and the
Logistic Regressions is mainly due to the classification of the original articles as reliable. The number
of adversarial examples classified as reliable (2nd column) may thus differ significantly on a different
or bigger test set.
We observe that, also on these 22 adversarial articles, the prediction probabilities decrease on average.
But the decrease is lesser than with adversarials created against Logistic Regression. In particular, the
prediction probabilities ŷ of LSTM on adversarial articles against Logistic Regression has a decrease of
0.13 on average, in the inverse scenario, the ŷ of Logistic Regression only decreases of 0.04 on average.
As we saw during the validation of the greedy algorithm, LSTM modifies on average 21 words less
than Logistic Regression to built an adversarial article, due to the fact that it only takes the first 200
words into account. This is probably the main reason why the transferability of adversarial articles
for LSTM is lower compared to the transferability of adversarial articles for Logistic Regression: be-
cause the greedy algorithm for LSTM modifies less the original document. Another factor may also be
relied to the classification strategy itself. Indeed, as we can see in the results in Table 29, for signifi-
cantly more articles there is an increase in their prediction scores after modification compared to Table
28. In particular, for Random Forest, for 6 of the 22 articles the confidence towards falsehood increased.

This study of transferability solely applies for adversarial examples constructed with our greedy algo-
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5 FURTHER RESEARCH

rithm. Adversarial examples obtained by other means may present other transferability characteristics.
The above analysis of transferability is only a brief study, deeper analysis is left for further work.

5 Further research

Our results are strongly impacted by the fact that LSTM only considers the first 200 words. An anal-
ysis on a LSTM taking all the words into account without needing padding could generate different
results. Unfortunately, implementing such a classifier is difficult.

An important drawback to both our first and second approach is the lack of consideration for im-
portant consecutive words sequences. In the greedy algorithm, a solution would be to go over all the
possible sequences or all the targeted sequences of maximum N words and use word2vec to find similar
N-grams. In the second approach, the existence of multiple word patterns is a bit taken into account
in the White Box scheme for LSTM when searching Samples Hot Words. This is done by observing the
impact of removing specific consecutive words together. The same idea could be used to find the RHW
of the whole database by analyzing the effect of removing jointly neighbouring RHW. This technique
may require additional sample articles.
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Part VI

Conclusion
The aim of this document was to study the robustness of fake news classifiers against articles built
specifically to fool the classification. The first step was to find a database. Since we encountered no
existing database that met our needs, we built our own based on an already existing database of fake
news. While it has some imperfections, the exploration showed that it was of sufficient quality for our
requirements. We then implemented 5 different classifiers, and chose two of them on which we will
focus our adversarial attacks. We chose the Logistic Regression and the LSTM because of their good
performance and because they work in inherently different ways. The first one vectorizes the article
with tf-idf before applying the logistic regression and the second one embeds the first 200 words with
a Word2Vec model and then feeds it into a bidirectional LSTM. Once we had our database and our
classifiers, we could start the design of adversarial attacks.

Since the design of an adversarial attack depends on the goals and capabilities of the adversary,
we considered 3 different situations. In the first situation, the adversary needs to produce a lot of
adversarial examples without being to strict on the semantic and syntactic constraint. We considered
that the adversary had a black box knowledge of the classifier. To meet the needs of the attacker, we
proposed a fully automated greedy algorithm.

In the second and third situation, the adversary wants to produce coherent adversarial articles that
preserve the meaning of the original text. The attacker does this with white box knowledge (second
situation) and then black box (third situation). Both strategies are similar and consists in three steps.
First, the adversary identifies the Reliable Hot Words (RHW) over all the corpus. Those are the words
that influence the classification towards the reliable class. The second step is to find the words in the
targeted article that influence its classification towards the fake class. Those words are called the Ar-
ticle’s Fake Hot Words (AFHW). The final step requires human intervention. The adversary replaces
AFHW by RHW in order to modify the text such that it stays syntactically and semantically correct.
The validation showed that the resulting adversarial examples were similar from white box to black
box. Table 30 shows the result of the validation of our three strategies.

Logistic Regression LSTM
Greedy algorithm 32/100 22/100

Human intervention with white box 1/5 3/5
Human intervention with black box 1/5 3/5

Table 30: Validation results

As we can see, we could not successfully transform more than 1/3 of the targeted articles classified by
the Logistic Regression. To fool the Logistic Regression, it often requires a lot of modification, this is
why it is more exposed to attacks with low semantic constraints. The LSTM was more robust to the
greedy algorithm, partly because the naive algorithm ignores the importance of word sequences. On
the other hand, LSTM was particularly vulnerable to attacks with human intervention. With all the
used information concentrated in the first 200 words, it was easier to make impactful modifications. In
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that sense, the LSTM could be improved by taking every word of an article into account. This requires
a complicated implementation.

Finally, we briefly explored the transferability of the constructed adversarial examples to the other
classifiers we built. Because a large amount of adversarial articles was needed to analyse the transfer-
ability, we restricted the study to adversarial articles constructed with the greedy algorithm. It showed
that the classifiers have a relatively low transferability between each other except for between Logistic
Regression with unigrams and Logistic Regression with unigrams with bigrams, nearly half of the ad-
versarial examples fooled the second classifier. We also noticed the zero transferability for Naive Bayes.

As a final conclusion, the two studied classifiers have proven to be relatively robust, especially the
Logistic Regression which, even if we understand entirely its working, is hard to fool.
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A PARAMETER TUNING

A Parameter Tuning

A.1 Logistic regression
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A PARAMETER TUNING

Figure 13: Logistic Regression
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A PARAMETER TUNING

A.2 Naive Bayes
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Figure 14: Naive Bayes
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A.3 Random Forest

Figure 15: Random forest
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A PARAMETER TUNING

Figure 16: Random forest

A.4 LSTM

Figure 17: Tuning NeuronsDense and NeuronsLSTM with batchsize=None and epoch=2
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A PARAMETER TUNING

Figure 18: Tuning batchsize and epochs for neuronsDense=400 and neuronsLSTM=100
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B RELIABLE HOT WORDS

B Reliable Hot words

B.1 Black Box - Logistic regression

Figure 19: Reliable Hot Words
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B RELIABLE HOT WORDS

B.2 Black Box - LSTM

Figure 20: Reliable Hot Words
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B RELIABLE HOT WORDS

B.3 White Box Logistic regression

Figure 21: Reliable Hot Words
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B RELIABLE HOT WORDS

Figure 22: Fake Hot Words
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B RELIABLE HOT WORDS

B.4 White box - LSTM

Figure 23: Reliable Hot Words
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