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Abstract

Binary code similarity detection is a critical task in numerous security applications
such as malware analysis, bug search, and software theft detection. This thesis
explores the applications of the SAFE (Self-Attentive Function Embeddings) tool
to enhance the SEMA-Toolchain by implementing a novel method for detecting
similar functions in binary code. SAFE leverages a self-attentive neural network
to generate function signatures, which are then used to identify similar functions
across different binaries.

The proposed method is evaluated in samples of several malware families such
as Warzone and Satan. We demonstrate that our approach is capable of detect-
ing similar functions in binaries more effectively and accurately than the current
method used in the SEMA-Toolchain. Furthermore, we show that our method can
detect common functions in different malware families. Finally, we demonstrate
that our method can be used to improve the SEMA-Toolchain and is able to detect
similar functions in binaries compiled from the same source code but with different
compilers and compiler optimizations.

Finally, we discuss the limitations of our work and propose future research
directions to further enhance the performance of binary code similarity detection.
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Chapter 1

Introduction

In recent years, there has been a noticeable increase in the quantity and com-
plexity of malicious software, commonly known as malware. Statistics indicate that
the monetary damage caused by cybercrime in the United States has increased by
21% in 2023 compared to 2022 [I]. In 2023, the total damage caused by malware
reached a historical peak estimated at 12.5 billion dollars.

During the early days of malware, in the 1980s, malware was relatively simple
and easy to detect. It was typically transferred between computers via floppy
disks [22] and was initially used as a form of prank, but soon evolved into more ma-
licious software. In the 1990s, malware authors began using obfuscation techniques
to conceal their code. This rendered the initial generation of antivirus software
ineffective as it was not designed to detect obfuscated code. Nowadays, there
exists a wide range of malware including viruses, worms, trojans, ransomware, etc.
Malware authors employ an array of sophisticated obfuscation techniques to conceal
their code such as control flow flattening, code reordering and dead code insertion [§].

Fortunately, cybersecurity researchers have developed a wide range of tools to
detect malware and protect users and companies. Some of these tools employ static
analysis, while others utilize dynamic analysis. Static analysis consists of analyzing
the code without executing it, focusing on aspects such as the code structure, the
control flow graph and the system calls. In contrast, dynamic analysis involves
executing the code and analyzing its behavior during execution. Both approaches
have their respective advantages and drawbacks. Static analysis is more susceptible
to obfuscation techniques whereas dynamic analysis can be escaped by malware.
If a malware detects that it is being analyzed, for instance, if it detects that it
is being run in a sandbox, it can modify its behavior in order to avoid detection [17].

This thesis will examine another approach to malware detection: symbolic



execution. Symbolic execution is a static analysis technique that involves executing
the code with symbolic values instead of concrete values. A symbolic execution
engine executes the code and generates constraints on the symbolic values. Those
constraints can then be used to assess the feasibility of a given path. This approach
allows for the analysis of code without executing it.

The SEMA-Toolchain [10] is a framework that applies symbolic execution to
malware analysis. It analyses binaries to first generate a system dependency call
graph and then uses machine learning to classify the binary as malicious or benign.
The Toolchain is able to detect malware with high accuracy [I1]. However, some
functions are very complex and thus slow to execute through the symbolic execu-
tion engine. Consequently, they are replaced by a procedure that summarizes the
behavior of the function. Currently, SEMA employs pattern matching to identify
known functions in binaries [I§]. Each pattern must be manually extracted from
an analyzed binary. This process is both time-consuming and not scalable. This
approach also results in a high number of false negatives, as malware authors
frequently employ obfuscation techniques to conceal their code. The obfuscation
techniques employed by malware authors result in alterations to the byte sequence
of the function, thereby affecting the signature of the function.

Binary code similarity detection is the process of determining whether two or
more pieces of binary code are similar without examining the source code. This
problem is of significant importance in numerous security applications, including
bug search, malware clustering, detection and lineage, patch generation and analy-
sis, and software theft detection [15]. A number of methods have been proposed to
address this issue, including fuzzy hashing and control flow graph matching, among
others. In this thesis, we will utilize SAFE, a tool that employs a self-attentive
neural network to generate function signatures that can be utilized to identify
similar functions within binary code.

In this work, we enhance the SEMA-Toolchain by applying binary code similar-
ity detection. We propose a method to detect similar functions in binaries using
SAFE. The efficacy of our method was evaluated on a number of malware samples,
demonstrating its capacity to identify similar functions within binaries. We show
that our method not only reduces the number of signatures required to detect
functions in binary but also identifies a greater number of functions than the current
method used in the SEMA-Toolchain. Furthermore, we utilize binary code similar-
ity detection to identify shared functions across distinct malware families. Finally,
we demonstrate that our method can be employed to enhance the SEMA-Toolchain.



The remainder of this thesis is organized as follows. Chapter [2| provides the
background information necessary to comprehend the subsequent sections of the
thesis. The following sections will introduce symbolic execution and the SEMA-
Toolchain. We then address the binary similarity problem and the various forms
of analysis. Finally, we present SAFE, the tool that we will use to enhance the
functionality of function signatures within the SEMA-toolchain, and other useful
tools for malware analysis such as Ghidra and radare2. Chapter |3| presents the
implementation of the binary code similarity detection in the SEMA-Toolchain.
Chapter [4] presents the experimental results on several malware samples. At the end
of this thesis, we will discuss the limitations of this work and discuss future work in
Chapter 5] Finally, this thesis will conclude with a discussion of its contributions
and a summary of its findings in Chapter [0}



Chapter 2

Background Knowledge And
Literature Review

This chapter provides a review of the state of the art in binary code similarity
detection, as well as all the background knowledge needed for the understanding
of the thesis. In section [2.1} we will introduce the concept of symbolic execution
and discuss the challenges associated with it. Subsequently, we present the SEMA-
Toolchain in section which is the tool used in our first use case. In section [2.2]
we present the binary similarity problem and the different approaches, static and
dynamic, to binary similarity detection. We then present SAFE in section
which is the main tool used in this thesis. Finally, in section 2.4 we present other
tools that we used to analyze binaries throughout this thesis. These include Ghidra
and radare2.

2.1 Symbolic Execution

Symbolic execution is a technique used to analyze the binary code without execut-
ing it dynamically. The technique was first used in the 1970s to verify whether a
program respected specific properties [9]. For instance, it could be used to verify
that no division by zero could occur in a program. While concrete execution is
constrained to exploring a single path that a program takes with the given input,
symbolic execution is capable of exploring multiple paths that a program could take
with different inputs. It explores all the potential execution paths by representing
the values as symbolic values on which constraints are applied. A model checker is
then used to verify whether the constraints are satisfiable.

Symbolic execution presents a number of challenges. The first challenge is



the state space explosion problem. Upon encountering a condition, the symbolic
execution engine generates two new branches: one where the condition is respected
and one where it is not. This results in an exponential growth in the number of
paths to be explored, which in turn limits the number of paths that can be searched.
Since we can only explore a finite number of paths, it is necessary to select which
paths will be searched and which will not. This can be done by using an exploration
strategy such as the Depth-First Search (DFS) strategy or the Breadth-First Search
(BFS) strategy, among others. Another challenge is the handling of system calls.
System calls are used to interact with the operating system. They are used to
perform tasks such as reading and writing to files, creating processes, etc. Such
calls must be handled by the symbolic execution engine.

Despite its efficacy, symbolic execution is a particularly time-consuming tech-
nique. This is due to the state space explosion problem. The number of paths
that need to be explored grows exponentially with the number of conditions in the
code. It is thus impractical for large programs. In the next section, we will present
the SEMA-Toolchain, a tool that uses symbolic execution to analyze, detect and
classify malware and the solution it provides to the state space explosion problem
and the handling of system calls.

2.1.1 SEMA-Toolchain

SEMA-SCDGs SEMA-Classifier
Binaries Symbolic Execution Executiontraces SCDGs Model to classify/detect malware
B
I—..

Learning

* ¥ classification
~ from SCDGs

Figure 2.1: SEMA-Toolchain workflow [13]

The SEMA-Toolchain [I1] is an open-source framework that is used for the anal-
ysis, detection and classification of malware. SEMA stands for Symbolic Execution
for Malware Analysis. The toolchain workflow is illustrated in figure 2.1} It can be
divided into three main components: the symbolic execution engine, the system



call dependency graph (SCDG) building tool and the classifier. In this section, we
will present the three components of the SEMA-Toolchain as well as highlight the
features that are used in this thesis.

Symbolic Execution Engine

The symbolic execution engine is the first component of the SEMA-Toolchain. It is
used to analyze the binary code and to extract the system call dependency graph
(SCDG). In the SEMA-Toolchain, the symbolic execution engine is based on the
Angr [30] symbolic execution engine. Angr is a powerful open-source symbolic
execution engine that can be used to analyze binary code. It is written in Python
and has a large community on GitHub.

The first challenge that must be addressed is the handling of system calls and
library calls. The solution proposed by Angr is to use functions that summarize the
behavior of the function they replace. These functions are called SimProcedures.
The process of replacing the functions with SimProcedures is illustrated in figure [2.2]
To identify the functions that need to be replaced by SimProcedures, Angr uses
hooks. The hooks are placed at the beginning of the execution and later, the
functions that are hooked are replaced by the SimProcedures. This allows the
symbolic execution engine to simulate the behavior of the system calls and the
library calls.

oI~ @11

C
patterns
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SimProcedures

symbolic execution execution traces

Figure 2.2: Hooking process in the SEMA-Toolchain



The second challenge that must be addressed is the state-space explosion prob-
lem. The number of paths that must be considered grows exponentially with
the number of conditions present in the code. To address this issue, the SEMA-
Toolchain uses the principle of SimProcedures. Functions that have a complex
behavior and that slow down the symbolic execution by creating a lot of paths are
replaced by SimProcedures. This enables the symbolic execution engine to explore
a greater number of paths and to delve more deeply into the exploration process.

Currently, the functions that need to be hooked are identified through pattern
matching. This is done by searching for specific patterns in the binary code. This
is a slow process as each of the patterns needs to be manually added to a list of
patterns. However, the gain in speed of the symbolic execution engine is significant
enough to justify the time spent on adding the patterns. Another challenge of this
approach is that the patterns may be modified by obfuscation techniques. Several
patterns are needed to identify each function and even with many patterns, some
functions can be missed. A change as small as an address change is enough to
miss a function. In this thesis, we aim to improve the function identification in the
SEMA-Toolchain by reducing the number of signatures needed to find a function
and by improving the accuracy of the function identification.

During the symbolic execution, the system calls encountered are printed, along
with the different steps of the symbolic execution. A summary of the execution is
also provided. It contains a comprehensive list of the system calls that were en-
countered, the loaded libraries, the execution time, and other pertinent information.
This information can be used as a metric to measure how far in the exploration of
the binary the engine went.

SCDG Building Tool

The SCDG building tool is the second component of the SEMA-Toolchain. The
system call dependency graph (SCDG) is created using the paths explored by the
symbolic execution engine, as depicted in figure 2.3 The first step is to extract
the system calls from the paths, along with their respective addresses and the
arguments of the calls. They are then used to create the SCDG. The system calls
are represented as nodes in the graph and the edges represent the information flow
between the system calls.

In order to reduce the size of the resulting SCDG, the SEMA-toolchain uses a
merging strategy that combines system calls with identical API names and identical
addresses, provided that they occur within the same symbolic path and differ only
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in their arguments. This presents several advantages. Firstly, this process results in
a reduction in the size of the SCDG. Secondly, it reduces the impact of redundant
system calls during the learning phase. This strategy is called SCDG-Strategy
3. The Sema-Toolchain also uses two other strategies to merge system calls, the
SCDG-Strategy 4 that merges successive executions from different symbolic paths
and SCDG-Strategy 5 that merges several symbolic paths into one SCDG by
keeping the disjoint union of the system calls.

Classifier

The last component of the SEMA-Toolchain is the classifier. It is used to classify
the malware. It takes as input the system call dependency graph (SCDG). The
toolchain implements two distinct classifiers. The first classifier implements the
gspan algorithm [26]. This approach computes a signature for each malware family
by computing the largest subgraph between the SCDGs of the malware family. The
second classifier is based on the graph kernel approach presented in the work of
Puodzius et al. [25]. The algorithm generates a Gram matrix which represents the
similarity between the SCDGs and can then be used by a support vector machine
to classify the malware.

Features Used In This Thesis

In this thesis, we aim to improve function identification in the SEMA-Toolchain to
enhance the hooking mechanism. We use the system calls as well as the summary



that are printed by the symbolic execution engine to measure how many different
symbolic paths are explored. This allows us to measure whether we improved the
function identification. The number of signatures required to identify the functions
is used as a metric to assess the performance of the tool.

2.2 Binary Similarity Problem

The binary similarity problem refers to the task of detecting whether two pieces
of code are similar at the binary level without access to the source code. The
first challenge in this problem is to define what it means for two functions to
be similar. Similarity can be defined in many ways. Some approaches consider
that two functions are similar if they have a similar syntactic structure, other
approaches consider that two functions are similar if they have a similar semantic.
Some approaches consider that two functions are similar if they have a similar
control flow graph or similar features. In this thesis, we use SAFE, a tool that
uses a semantic approach to identify binary code similarity and considers that two
binary codes are similar if they have been compiled from the same source code.

There are two main challenges in the binary similarity problem. The first chal-
lenge is that the same piece of code can give very different binaries after compilation.
Indeed, the same source code compiled for different architectures, with different
compilers, different optimization levels, different flags, etc will give different binary
codes. Furthermore, obfuscation techniques can be used both on the source code
and the binary code which makes the detection of similarity even more difficult.
A second challenge is that a large part of the semantics of the program is lost
during the compilation process. Indeed, the function names, the variable names,
the comments, the structure of the code, etc. are all lost during the compilation
process. This makes it difficult to understand what the code does and thus to
detect whether two functions have the same behavior or features.

In this section, we will present the different approaches to binary similarity
detection and the challenges that arise in this problem.

2.2.1 Static Analysis

Static analysis is the most common approach to binary code similarity detection.
It consists of analyzing the binary code without executing it. Several approaches
have been proposed to detect binary code similarity using static analysis. Some



approaches use syntactic and structural information to create the function’s signa-
ture, whereas others use program simulation to determine whether two functions
are similar. Finally, some approaches use machine learning to create embeddings.
In this section, we will detail each of those approaches and present some tools that
implement them.

Syntactic And Structural Analysis

The first approach consists of extracting syntactic and structural information from
the binary code and then comparing this information to detect similarities. This
approach regroups several techniques, including the use of opcode sequences to
detect binary code similarity as proposed by Idea [27]. They compute the weighted
term frequency for every opcode sequence of fixed length and use it as a signature.
The signature can then be compared to detect similarities with other binary codes.

Another technique consists of extracting features from the disassembled binary
code and then comparing these features to detect similarities. The features can be
extracted from the control flow graph, the call graph or directly from the binary
code. For instance, binshape [29] extracts instruction-level features, including the
number of instructions, the number of arguments, the return type, etc. It also
extracts graph features such as the number of nodes, the number of edges, the
number of connected components, etc. Finally, it extracts statistical features such
as the skewness and the kurtosis measures and converts them to scores. A feature
selection process is then run to select the most relevant features. The similarity
between two functions is then computed using these features. The signature of a
function is composed of heterogeneous features, including instruction-level features,
graph features, and statistical features to make it more robust to some code trans-
formations. However, it is not sufficient to counter advanced obfuscation techniques
such as control flow flattening. Furthermore, packed, encrypted and obfuscated
binary codes are not supported.

Syntactic and structural analysis are highly efficient, as the features extracted
from the binary code are relatively inexpensive to compute. However, it is not ro-
bust to obfuscation techniques, as the control flow graph and the opcode sequences
can be modified by obfuscation techniques such as control flow flattening and dead
code insertion. It is thus not suitable for detecting similarity in malware which are
often obfuscated.
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Program Simulation

A second approach consists of simulating the program to identify similarities. This
approach is used by Luo et al. [19] with the tool CoP. Their method consists of first
extracting the control flow graph. A set of symbolic formulas that represent the
input-output relations of basic blocks is then computed with symbolic execution.
To identify similarities, the symbolic formulas are compared via theorem proving.
The longest common subsequence of semantically equivalent basic blocks is then
computed to detect similarities. This approach is more robust to obfuscation
techniques as it uses the semantics of the program to detect similarities. However,
it is not without its shortcomings. First, it is more expensive as it requires symbolic
execution and theorem proving. This approach is also sensitive to encryption and
packing which are common obfuscation techniques in malware.

Another way of using program simulation to detect similarities is described
by Schrittwieser et al. [28]. They base their work on the assumption that if the
input-output pair of two functions is similar, then the functions are similar. SIMID,
the tool proposed by Schrittwieser et al. uses symbolic execution to simulate the
execution of the functions with known inputs and then compares the outputs to
detect similarities. The main challenge of this approach is to find the right way
to pass the inputs to the functions as their structure must match the structure of
the function. This approach works across different architectures and is robust to
obfuscation techniques as it does not rely on the control flow graph or the opcode
sequences. The main limitation of this work is its sensitivity to modifications of
the function prototype. For instance, adding arguments to the function will change
the input-output relation, thereby affecting the degree of similarity.

Machine Learning

The last approach consists of using machine learning to identify binary code simi-
larity. Machine learning is used to create embeddings of the binary code and then
compare these embeddings to detect similarities. Some approaches require the
extraction of a large number of features from the binary code before creating the
embeddings. For example, James Patrick-Evans et al. [24] first extract a variety of
code features and local and global context features from the binary code before
using an autoencoder to create the embeddings. Xu et al. [32] on the other hand use
a neural network to generate embeddings of the functions based on an attributed
control flow graph of the function. The attributed control flow graph is created by
extracting the control flow graph of the function and then adding a set of attributes
as labels to each vertex of the graph. The attributes may include the number of
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calls, the number of instructions, the number of offspring, etc. The neural network
then generates embeddings of the functions based on the attributed control flow
graph.

Both of these approaches require manually selected features to create the em-
beddings. This can be a drawback as the features may not be relevant for detecting
similarity and may introduce a bias in the resulting embeddings. Furthermore,
the features, such as the control flow graph, may be expensive to compute and
might not add much information to the embeddings. Asm2Vec [14] is a tool that
uses a PV-DM model, a neural network model used in natural language processing
that learns vectorized representation of text paragraphs, to create embeddings of
binary functions. It does not require any manual feature selection and creates
the embeddings based on the opcode sequences. The embeddings are then com-
pared to detect similarities. This approach is more efficient as it does not require
any manual feature selection but it suffers from two main drawbacks. The first
limitation is that it is designed for a single architecture. The second weakness is
that this approach assumes that the call symbols are available in the binary code.
This is not always the case as the call symbols can be stripped from the binary code.

SAFE [20] is a tool that uses a self-attentive neural network to create em-
beddings of the binary code. This is the approach chosen in this thesis. SAFE
is designed to be architecture-agnostic and does not require any manual feature
selection. The embeddings are then compared to detect similarities. We will present
SAFE in more detail in the next section.

2.2.2 Dynamic Analysis

Another approach to binary code similarity detection is dynamic analysis. Dynamic
analysis consists of analyzing the binary code by executing it and observing its
behavior. The main advantage of dynamic analysis is that it does not rely on the
binary code itself but on its behavior. This makes it more robust to obfuscation
techniques. In this section, we will present two different approaches to binary code
similarity detection using dynamic analysis.

The first approach is based on the same assumption as SIMID [28]. It assumes
that if the input-output pair of two functions is similar, then the functions are
similar. This approach is used by Calvet et al. [12] to identify similarities between
functions. They first gather several traces of the target program and extract the
input-output pairs of the functions. The input-output pairs are then compared
to detect similarities. The main limitations of this work are that first, it requires
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specific architectures and operating systems to work. Second, it is unable to detect
some functions such as RSA due to the current definition and management of the
loops.

The second approach is a hybrid approach that combines static and dynamic
analysis. BinSim [23] is a tool that takes two executables as input and first identifies
the system calls of both programs via a dynamic analysis of the two executables
at the same time with the same input and environment. The system calls of the
two programs are then matched thanks to a bioinformatics-inspired algorithm.
Next, the arguments of the system calls are traced back to determine instructions
that impact the argument’s values. Finally, the weakest preconditions, which are
the conditions that must be satisfied for a given instruction to be executed, are
computed thanks to symbolic execution and compared with a constraint solver to
detect similarities.

Shortcomings

Although dynamic analysis is more robust to obfuscation techniques, it comes with
its own set of challenges. As pointed out by Schrittwieser et al. [28], dynamic
analysis is sensitive to the environment in which the binary code is executed. This
means that an environment with the right computing architecture and the right
operating system must be available to execute the binary code. Furthermore,
the environment should be isolated from the rest of the system when analyzing
unknown binary codes to avoid any damage to the system in case the binary code
is malicious. A second challenge is that dynamic analysis can only analyze code
that is actually executed at runtime. This is a challenge as some malware can
detect that the environment is a sandbox and change its behavior to avoid detection.

2.3 SAFE - Self-Attentive Function Embeddings

SAFE [20] is the tool used in this thesis to detect binary code similarity. The
main idea behind SAFE is to create embeddings of the binary code and then
compare these embeddings to detect similarities. The embeddings are created
using a self-attentive neural network. The main advantage of SAFE is that it is
architecture-agnostic and does not require any manual feature selection. In this
section, we will present the architecture of SAFE and the different components of
the tool.
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2.3.1 Overview

SAFE is a tool used to detect binary code similarity. In this work, two binary codes
are considered similar if they are compiled from the same source code. This does
not make the problem trivial since the same source code can give very different
binary codes after compilation. Indeed, the same source code compiled for different
architectures, with different compilers, different optimization levels, different flags,
etc will give different binary codes. Furthermore, obfuscation techniques can be
used both on the source code and the binary code which makes the detection of
similarity even more difficult.

SAFE
S
I : -

! = Ly . =
Addr_1: mov eax,10 ' 5= (0.32,...,021) < «°
Addr_2: dec eax . 5 =(0.12,...,0.41) é -
Addr_3: mov [base+eax],0 ——» 2 L » | 3=1(0.22,...,0.62) > % > 0{

. N - =
Addr_4: jnz Addr_2 : i3 = (0.50,...,0.78) E =
Addr_5: mov eax,ebx 5 = (0.58,...,0.99) E. I
s T,

Sequence of instruction 2

embeddings

Figure 2.4: architecture of SAFE [20]

This tool works directly on the binary code and does not require the source
code to be available. It also does not assume the presence of call symbols in the
binary code, making it more robust to obfuscation techniques. SAFE is designed
to be architecture-agnostic and does not rely on manual feature selection, reducing
potential bias. The main components of SAFE are the i2v model and the self-
attentive neural network, as shown in Figure 2.4, The i2v model maps assembly
instructions to vectors, while the self-attentive neural network generates function
embeddings. Similarities between embeddings are then used to detect similarities
between binary code functions.

2.3.2 i2v Model

The first part of SAFE is the i2v model. This model takes as input a disassembled
binary code and maps each instruction of the binary code to a vector. It is based
on the word2vec [2I] model that is extremely popular for creating embeddings of
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words in natural language processing. It uses the skip-gram method which consists
of using the current instruction to predict the surrounding instructions.

mov EAX, 6000 mov EAX, IMM (0.23, ..., 0.48)
0111 | —»| movEBX, [0x40562C] (> mov EBX, MEM e (079, ..., 0.23)
1011 xor EAX, EBX xor EAX, EBX (0.68, ..., 0.93)

Disassembled Filtered
Binary . Disassembled Embedding
Binary Binary
<€ >

Figure 2.5: architecture of the i2v model

The architecture of the i2v model is illustrated in figure 2.5 The i2v model
does not use directly the disassembled instructions but a filtered version of them.
The operands of the instructions are examined and the base memory addresses are
replaced with the symbol MEM and the immediate values above 5000 (this is an
arbitrary threshold) are replaced with the symbol IMM. This is done to reduce the
number of unique tokens and improve the quality of the embeddings. The output
of the i2v model is a sequence of vectors that represent the instructions of the
binary code.

2.3.3 Self-Attentive Neural Networks

The second part of SAFE is a self-attentive neural network. It takes as input
the instruction embeddings generated by the i2v model and computes a summary
embedding of the function. The network consists of a bi-directional recurrent
neural network (RNN) that processes the instruction embeddings and computes
a summary vector of the assembly vectors. Intuitively, the summary vector is a
weighted sum of the assembly vectors.

The overall architecture of the self-attentive neural network is shown in the fig-

ure [2.6, The network consists of three main components: a bi-directional RNN, an
attention mechanism, and a two-layer fully connected network with ReLLU activation.
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Figure 2.6: architecture of the self-attentive neural network [20]

The bi-directional RNN is the first part of the self-attentive network. It processes
the instruction embeddings and computes for each embedding a summary vector

of the instruction itself and its context. The summary vector is the concatenation
of the forward and backward hidden states of the RNN.

The attention mechanism is the second part of the self-attentive network. It
takes as input a matrix consisting of the summary vectors. The attention mecha-
nism computes a weight for each summary vector. The weight is computed using
a two-layer fully connected network. There are two parameters to the attention
mechanism: the attention depth which is determined by the size of the matrix
Ws = d, X u where d, is the attention depth and w is the size of the summary
vectors. The second parameter is the number of attention hops which is determined
by the size of the matrix Wy, = r x d, where r is the number of attention hops. The
output of the attention mechanism is a matrix containing the weighted summary
vectors. There are as many summary vectors as there are attention hops.

The last part of the self-attentive network is a two-layer fully connected network
with ReLLU activation. This network is used to compute the final embedding of the
function from the matrix of the weighted summary vectors. The final embedding is
then used to compare the functions and detect similarities.
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2.3.4 Models Training
i2v Model

The model used for the i2v is the skip-gram model as implemented for word2vec [7].
Two skip-gram models were trained, one for the ARM instruction set and one for
the x86 instruction set. The models were trained on the assembly instructions of
the training set. The models were trained to produce 100-dimensional embeddings.
Two datasets were created to train the two models. Both datasets were created by
disassembling UNIX binaries from repositories of Debian packages with IDA Pro.

Self-Attentive Neural Network

The parameters of the self-attentive network were learned using a Siamese network
represented in figure 2.7, The Siamese network takes two inputs, in this case, two
functions, and computes a similarity score between them.

SAFE

Function
> >
h Embedding f1

Network \

similarity(f, f2)>=+1

SAFE N /

Function
> >
f2 Embedding f2

Network

Figure 2.7: siamese network [20]

The network consists of two identical self-attentive networks with the same
weights. The two functions are passed through the two networks and the embeddings
of the functions are computed. The embeddings are then compared using a cosine
similarity function. The network is trained by minimizing the following objective
function:

K
J =Y (similarity(fi, f2) — yi)* + [|A- A" = I||p (2.1)
i=1
Where y; is the ground truth similarity score, A is the attention matrix and I
is the identity matrix.

The first term of the objective function is the loss function. It is used to

minimize the difference between the predicted similarity score and the ground truth
similarity score. The second term is used to ensure that the same weights are not
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used for each attention hop. This is done by penalizing the attention matrix if it is
close to being symmetric.

I

To train the network, two datasets were created, an "AMD64multiplecompilers'
dataset and an "AMD64ARMOpenSSL" dataset. The "AMD64multiplecompilers"
dataset was created by compiling the source code from different libraries for the
AMDG64 architecture with different compilers such as gee-5.4, gee-3.4 and clang-3.9.
Different optimization levels were also used. The "AMD64ARMOpenSSL" dataset
was created using two versions of the OpenSSL library that have been compiled
for AMDG64 and ARM using 4 different optimization levels. Each function in the
datasets is then paired with two functions from the same dataset, one similar and
one dissimilar and a ground truth label is assigned to each pair.

2.4 Other Tools

In this section, we will introduce two open-source tools used in binary analysis:
Ghidra and radare2.

2.4.1 Ghidra

Ghidra is an open-source software developed by the NSA. It is used to analyze
binary code and to reverse engineer it. This tool is very powerful and can be used
to decompile and analyze the binary code. It can analyze code for many different
architectures. This tool provides a number of features to help reverse engineers.
The first feature is the disassembler. When a binary is first loaded in Ghidra, it is
disassembled and it is displayed as a list of instructions that is the interpretation
of the bytes in the interface as shown on the left in the figure below. The
disassembled code is also displayed as a ¢ code in the decompiled view as shown
on the right in the figure below. The decompiled code is very useful because it
provides a high-level view. This view is very useful for reverse engineers because
this high-level view helps them to understand the code.
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Figure 2.8: Ghidra interface |2| with the decompiled view of a function

Another very useful feature of Ghidra is the ability to create structures. As
explained earlier, a lot of information is lost during the compilation process. One of
the things that is lost is the structure of the code. Ghidra allows reverse engineers
to recreate those structures. This is very useful because it is easier to understand
the code when working with structures rather than with independent variables.

Ghidra also provides other views of the code such as the graph view that can
be seen in figure 2.9, This view is useful to understand the structure of the code.
It helps detect loops, if-else statements, etc. It is also an easy way to detect
similarities between functions as it provides a visual representation of the code.

In this thesis, we use Ghidra to analyze binary code and confirm the results

obtained with SAFE. We also use Ghidra through our experiments to analyze
malware and find the address of the functions that were hooked by SAFE.
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2.4.2 Radare2

Radare2[0], also known as r2, is an open-source framework designed for reverse
engineering and binary analysis. It is a very powerful tool that supports a wide
range of executable formats and architectures. It is built around a disassembler
that generates assembly source code from machine code. Despite its powerful
capabilities, Radare2 has a steep learning curve due to its command-line interface
and the absence of a graphical user interface by default. However, it offers bindings
for several languages such as Python, Ruby, Perl, etc. that can be used to write
scripts and automate tasks. Radare2 also supports a variety of plugins that can be
used to extend its functionalities.

Radare2’s main features include disassembling, debugging, analyzing, patching,
and scripting. In this thesis, we use Radare2 as a disassembler. The disassem-
bled code is then used by SAFE to create embeddings of the functions. We also
use Radare2 to analyze the malware and find the address of the functions that
were identified by SAFE as functions that need to be hooked in the SEMA-toolchain.
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Chapter 3

Contribution

In this chapter, we discuss the implementation details of the solution proposed in
this thesis. We first describe how we use SAFE to create a signature for specific
functions in a binary in section and how we use this signature to find similar
functions in other binaries [3.1.2] We then discuss how we automatically select the
threshold for the cosine similarity in section [3.2] In section we discuss how we
use SAFE to find common functions in malware families. We also explain how
we integrated SAFE in the SEMA-Toolchain in section in order to replace the
current hooking mechanism. The objective of this integration is to improve the
hooking mechanism in the SEMA-Toolchain by replacing the pattern matching
with a more efficient method both in terms of accuracy and number of signatures
stored. Finally, we will discuss the challenges we faced during the implementation
of our solution in section [3.5

3.1 Finding functions in binaries

The first objective of this Master thesis is to find functions in a binary that are
similar to a target function. We want to use this to improve the hooking in the
SEMA-Toolchain by replacing the pattern matching. We want to match as many
functions as possible that are similar to the target, but we do not want to match
any functions that are not similar to the target. This is important because we do
not want to hook the wrong functions and execute a SimProcedure that does not
match the code. Another goal is to keep relatively small signatures as we do not
want to store too much data. Finally, the function detection needs to be fast as we
want to analyze a large number of binaries in a reasonable amount of time.
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3.1.1 Signature creation

The first step in our approach is to create a signature for each target function.
We use the radare2 framework to disassemble the binary and extract the func-
tions. The function instructions are then passed to SAFE to create the embedding.
Finally, we store the embedding in a JSON file. This first step requires to have
access to the address of the function in the binary to extract the function’s in-
structions. This step did not require a lot of changes from the original SAFE
implementation but it is only suitable to compare functions in binaries that were
already analyzed at least in part as we need the address of the function in the
binary. In our case, it is thus only suitable to create signatures for the target func-
tions as we do not want to analyze the binaries before running the SEMA-Toolchain.

For binaries that were not analyzed, we need to create a signature for each
function in the binary and then compare the signatures against our database
of target embeddings. This time instead of looking for one function in the bi-
nary, we create a signature for each function in the binary. This approach
is very time-consuming because we need to create a signature for every func-
tion in the binary. For example, for the warzone sample with the sha256 hash
d565677b0818122a241235109dc8ed5b69983f0fh231dabe683516{f3078cbff, it takes
58 seconds to create a signature for each function and compare them against the
database of signatures. Radare 2 is able to detect 449 functions in this binary and
the target database contains seven signatures.

This is too slow for this approach to be used in the SEMA-Toolchain. We
need to find a way to speed up the process. The process can be divided into two
steps. The first step is to create the signature for each function in the binary and
store it in a temporary file. This step is very slow and can be done before running
the SEMA-Toolchain as a preprocessing step. The second step is to compare the
signature stored in the temporary file against the signatures of the database of
target functions. This step is much faster and can be done during the execution of
the SEMA-Toolchain. Furthermore, if enough memory is available, the signature
can be stored permanently in a database instead of a temporary file. This way the
signatures can be reused when the binary is analyzed multiple times saving time in
the long run.

3.1.2 Signature matching

The second step in our approach is to compare the signature of the target function
with the signatures of the functions in the binary. We use the cosine similarity
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to compare the signatures. The cosine similarity is defined as the cosine of the
angle between two non-zero vectors. The output of the cosine similarity is bounded
between zero and one where zero means that the two vectors are orthogonal to
each other, meaning that they do not have anything in common, and one means
that the two vectors are identical. We do not want to know if the two functions are
identical but if they are similar. We thus need to find a threshold that will allow
us to determine whether two functions are similar.

The advantage of the cosine similarity is that it is fast to compute. This is im-
portant because this part cannot be computed before running the SEMA-Toolchain.
For example, it only takes four seconds to compare the signature of the target
function with the signatures of the functions in the binary. This is much faster
than computing the signature for each function in the binary. The binary and the
database of target functions used are the same as in the previous example.

3.2 Automatic threshold selection

As we have seen in the previous section, we need to find a threshold that allows us
to determine whether two functions are similar. We want to find a threshold that
will allow us to match as many of the functions that are similar to the target as
possible but we do not want to match any functions that are not similar to the target.

The first attempt was to find a fixed threshold that would work for all the
functions. We quickly realized that it was not possible to use the same threshold
for all the functions. Indeed, the ideal threshold is very different for each function.
This means that if we choose a threshold that is ideal for a given function, this
threshold might be too high for another function and we might miss some matches.
On the other hand, the threshold might be too low for another function and we
might match functions that are not similar to the target. This approach is thus
not suitable for our needs and was quickly discarded.

The second attempt consisted of trying to find a fixed threshold for each binary
family. This approach seemed more promising because it is more flexible than
the previous one and because binaries of the same family are more likely to have
similar functions. However, we were confronted with the same problem as before
as binaries of the same family contain a wide variety of functions and the ideal
threshold is different for each function. A closer look at the different signatures
for the same function in different binaries of the same family showed that different
signatures for the same function also have different ideal thresholds. This approach
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was discarded as well.

The final solution that we implemented is to use a threshold for each signature.
We first began by selecting a threshold manually by looking at the cosine similarity
between the signature of the target function and the signature of the other functions
of binaries from the same family but this is a slow process. We then decided to
select automatically the threshold. To select automatically the threshold, we use a
dataset of binaries of the same family as the binary to which belongs the target
function. We calculate the cosine similarity between the embedding of the target
function and the embeddings of the functions of the dataset. For each binary, we
select the two functions with the highest cosine similarity and temporarily store
them by threshold. We then select the threshold as the value above the second
threshold with a nonnull number of functions. We assume that the first threshold
with a nonnull number of functions only contains functions that are similar to the
target function and that the second threshold with a nonnull number of functions
contains at least some false positives. This approach is much faster than the
previous one and allows us to select the threshold automatically.

3.3 Finding common functions in malware fami-
lies

The second objective of this Master thesis is to identify common functions in
malware families. This is an important task because it can help us save time
when trying to identify to which family a malware belongs. This task is very
similar to the first one. The only difference is that we do not compare a binary
against a target function but we compare a binary against several other bina-
ries. We begin by creating signatures for each of the functions of the first binary
and store those signatures. We create a signature then for each of the functions
of the other binaries and compare them against all of the stored signatures. If
a signature is similar to one of the stored signatures a counter is incremented.
If a signature does not match any of the stored signatures, we add it to the
database of signatures and set the counter to one as the function this signature
belongs to might be similar to other functions in binaries that were not yet analyzed.

In this case, we do not know the threshold that we should use for any of the
signatures. We cannot compute a custom threshold for each signature as we did in
the previous section because instead of having a few target functions for which we
needed a threshold, we now need a threshold for each function in the binary. We
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thus choose to use a fixed threshold for all of the signatures. We do not want any
false positives but we can miss some matches as the main objective is not to use
this threshold as the final threshold when looking for functions but to facilitate
the process of finding common functions in malware families. We thus choose a
threshold of one.
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Figure 3.1: Distribution of the number of instructions in

the functions of the warzone sample with the sha256 hash
d565677b0818122a241235109dc8ed5b69983f0fb231dabe683516f3078chff

After the first few attempts, we realized that the process was too slow due to
the number of functions that were analyzed and the number of signatures that were
stored. We thus decided to plot the distribution of the number of instructions in
the functions as shown in Figure 3.1} We realized that most of the functions were
very small and would probably not contain any interesting code. To speed up the
process, we decided to filter out the functions that had less than 25 instructions.
This reduced the number of functions to be analyzed by 47% bringing the number
of functions to be analyzed down from 449 to 236 in the warzone sample that was
used in the previous section.

The output of this process is a list of signatures along with the number of
times they were matched. We want to keep only the signatures of the functions
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that are interesting to analyze. We choose two criteria to determine whether a
function is interesting or not to analyze. The first criterion is the number of times
the signature was matched. We want to keep functions that are common in the
malware family. The second criterion is the number of instructions in the function.
We prefer to analyze larger functions as they are more likely to contain interesting
code and be complex enough to slow down the symbolic execution. To respect
those two criteria, we sort the list with the formula score = n x m where n is the
number of instructions and m is the number of matches. We then keep the top
10 functions. Those functions are then analyzed to determine whether they are
interesting or not. We also try to find a threshold that allows us to match similar
functions in other binaries of the same family.

3.4 Integration in SEMA-Toolchain

The final objective of this Master’s thesis is to integrate SAFE in the SEMA-
Toolchain. The SEMA-Toolchain already contains several additional functionalities
such as the current hooking mechanism that are organized in different plugins.
The simplest way to integrate SAFE in the SEMA-Toolchain was to create a new
plugin that would use SAFE to find the functions to hook. This plugin would then
replace the current hooking mechanism.

To make the integration as simple as possible, we decided to create a new plugin
that would require almost the same inputs as the current hooking mechanism. This
way the main code of the SEMA-Toolchain would need to be modified as little
as possible. The current hooking mechanism consists of looking for a predefined
list of byte patterns in the text section of the binaries. If a match is found, the
function is hooked. The new plugin would use SAFE to find the functions to hook.
The current hooking mechanism first requires an initialization step just before the
main hooking mechanism where a file descriptor for the binary is given and the
architecture of the binary is determined. Then the functions are hooked in a second
function which requires a state, the project manager and the module containing the
SimProcedures. The new plugin brings very small changes to the main code of the
SEMA-Toolchain. First, the initialization step is now done before the beginning of
the symbolic execution and consists of creating and storing a signature for each
function in the binary to be analyzed. The second change is the arguments needed
as input by the main hooking function which are now the path to the binary, the
project manager and the module containing the SimProcedures. The plugin then
hooks the functions in the project manager.
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The integration of SAFE into the SEMA-Toolchain required some changes to
our tool. The hooking mechanism in the SEMA-Toolchain required the address
of the function that needed to be hooked and the length of the function. This
information is not available in the signature of the function as it can change from
one binary to the other. We thus modified the script that decompiles the binary to
return the address of the function, the length of the function and the last instruction
of the function. This is important because if the last instruction is a return, it
must be removed from the function’s length.

3.5 Challenges

During the implementation of this tool, we faced several challenges. The first
one was to create a suitable way to create a signature for each function. My first
attempt was to use the decompile view of Ghidra to recreate the function and
compile this function alone in a new binary. We then tried to extract a signature
from this new binary. This approach gave very poor results. The best result we got
was a cosine similarity of 14% which is very low. The alternative that we chose was
to find the address of the function in the original binary and extract the signature
directly from the binary. This approach gave much better results with a cosine
similarity that reached up to 100%.

The second challenge that we encountered was a memory issue. We noticed that
after some time the process terminated with an out-of-memory error. After some
investigation, we realized that a lot of radare2 processes kept running even after
the process was finished. We thus added some code to kill the radare2 processes
after the process was finished. This solved the issue.

We came across one last challenge when analyzing a wabot sample (sha256:
9ca786e161159f6fb7aead62db463e5f2b42¢7a3c3f6e1126d9462ca039ccad7). We no-
ticed that some functions were not detected as functions by radare2. In this case, we
wanted to create a signature for the function at the address 0x402890 which writes
the weed leaf in a file but no function is found at this address. Other decompiler
tools such as Ghidra or IDA Pro do not detect the function either. We could not
find a solution to this problem as specifying the address of the function and the
length of the function to create a target signature is not of any use as the function
will probably not be detected in new binaries.
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Chapter 4

Experimental Results And
Analysis

In this chapter, we present the results of our experiments. We evaluate the perfor-
mance of our function identification tool and our threshold selection algorithm on a
set of real-world malware, including the Warzone malware and the Satan malware.
We selected these malware samples because they have already been analyzed in the
SEMA-Toolchain where several functions were slowing down the analysis. In order
to improve the efficiency of the analysis, SimProcedures were added to the SEMA-
Toolchain. In section [4.1] we evaluate the performance of our function identification
tool on real-world malware. We then proceed to identify the optimal threshold for
those functions in section [£.2] In section [4.3] We demonstrate that our tool can be
used to find common functions in malware families. Those functions can then be
used to identify the malware family of a binary. We also present our first use case,
which is improving the performance of the SEMA-toolchain by identifying functions
in the SEMA-toolchain in section 4.4l In this section, we evaluate the impact of our
function identification tool on the performance of the SEMA-Toolchian. Finally,
we present our second use case, which is the identification of functions in binaries
compiled with different compilers in section For this last experiment, we use
the GonnaCry malware.

4.1 Function Identification In Binaries

The first experiment is designed to assess the performance of our function identifica-
tion tool in a real-world malware context. Specifically, The objective is to identify
functions within Warzone malware and Satan malware. The Warzone malware
samples were divided into two groups: the samples compiled with Visual Studio
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and the samples compiled without Visual Studio. This distinction is made because
when a binary is compiled with Visual Studio, the compiler adds some additional
functions that are not present in a binary compiled with another compiler. Further-
more, some instructions are also added which makes the identification of functions
more challenging. It is therefore of great benefit to be able to identify those binaries.

In the next sections, we compare the performance of our tool with that of pat-
tern matching in terms of the number of signatures required to identify a function
in all samples.

4.1.1 Warzone

The first set of samples to be analyzed is the samples of the Warzone malware
compiled without Visual Studio. A total of 66 samples will be analyzed, with
the objective of identifying four distinct functions within each sample. The sam-
ples were obtained from the SEMA-Toolchain. They can be found in the folders
database/malware/warzone and database/malware/warzone3. Additionally, they
can be downloaded from malwareBazaar [5]. The objective is to identify the
three functions that were hooked by the SEMA-Toolchain. These include the
murmurhash function, which is a non-cryptographic hash function; the find_start
function, which is used to find the offset of the start of the PE file in memory; and
the copy function, which is used to copy data. Additionally, we want to identify
the RC4 function, which is used for encryption purposes.

number of signatures | number of signatures
function with pattern matching with SAFE
RC4 3 3
murmurhash 2 2
find_start 6 3
copy 2 2

Table 4.1: Number of signatures needed to identify functions in Warzone malware
with pattern matching and SAFE

Tabled.1]provides a summary of the results of this initial experiment. The SAFE
algorithm identifies functions with an equal number or lower number of signatures
compared to the pattern-matching algorithm. It can be observed that for three out
of the four functions, the number of signatures required to detect the functions with
SAFE is identical to that required with pattern matching. This suggests that the
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SAFE algorithm is unable to identify functions with a smaller number of signatures
than the pattern-matching algorithm. Nevertheless, it can be observed that for the
find_start function, SAFE requires three signatures, whereas the pattern-matching
algorithm necessitates six signatures. This is a significant improvement. Further-
more, in the SEMA-Toolchain, only four out of the six signatures were used to
identify the find_start function. Moreover, thanks to SAFE, we were able to find
out that three of the binary samples contained the find start function and the
SEMA-Toolchain did not detect it. Two new patterns were needed to cover those
three samples with pattern matching while no new signature was needed with SAFE.

Further analysis of the three functions requiring the same number of signatures
by SAFE and pattern matching reveals significant differences. For example, Figure
illustrates the graph views of the RC4 function in the Warzone malware. We
can see that the three graphs are very different, despite the functions they represent
exhibiting the same functionality. Upon analysis of the code, it can be assumed that
the three functions were not compiled from the same source code. As a consequence
of SAFE’s definition of similarity, two functions are considered similar if they are
compiled from the same source code. This limitation explains why, in this case,
the number of signatures needed to identify the functions is the same with SAFE
and with pattern matching.

We also observe that functions that require several patterns but only one signa-
ture with SAFE are nearly identical. For example, the find_ start function requires
six signatures with the pattern-matching algorithm. Upon examination of the
patterns, we notice that three of the signatures are identical with the exception of
the addresses of the functions that are called. Additionally, two other signatures
are also identical with the exception of the addresses of the functions. Since SAFE
standardizes the instructions by replacing all base memory addresses with the
symbol "MEM" and all immediate values above 5000 with the symbol "IMM", the
patterns that only differ by the addresses of the functions are identical to the SAFE
model after standardization. This is why we only need three signatures to identify
the find start function with SAFE.
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Figure 4.1: graph views of the RC4 function in the Warzone malware

4.1.2

Warzone Compiled With Visual Studio

We now analyze the samples of the Warzone malware compiled with Visual Stu-
dio. A total of nine samples were analyzed. The samples can be found in the
SEMA-Toolchain in the folder src/databases/malware/warzone2, or alternatively,
they can be downloaded from malwareBazaar [5]. The objective is to identify the
binaries compiled with Visual Studio by identifying the functions added during the

compilation process.



To identify the binaries compiled with Visual Studio, we are going to use the
_security_init_ cookie function. This function is added by the Visual Studio
compiler before the main function. A total of five distinct patterns were identified in
the nine samples. With SAFE, it is possible to identify the  security init_cookie
function in all 9 samples using only two signatures. Upon further analysis of the
results, we notice that three of the patterns are almost identical, with the exception
of the addresses of the functions that are called. The two last patterns are also
almost identical with the exception of the addresses of the functions that are called.
This is why we can identify the  security_init_ cookie function in all nine samples
with SAFE using only two signatures.

4.1.3 Satan

We now analyze the samples of the Satan malware. A total of nine samples were
analyzed. All samples were downloaded from malwareBazaar [5]. The objective is
to identify the CRC32 function, which is used for encryption purposes. Pattern
matching requires four signatures to identify the CRC32 function across all samples,
whereas SAFE requires only one signature, representing a significant improvement.

This observation is consistent with the results of the previous two experiments.
The functions that require multiple signatures for pattern-matching but only one
signature with SAFE are nearly identical. In this instance, all four patterns are
identical, with the exception of the addresses of the functions that are called.

4.1.4 Conclusion

This experiment has demonstrated that SAFE is capable of identifying functions in
malware samples with the same number or fewer signatures than pattern matching.
It has been shown that sometimes the number of required signatures decreases sig-
nificantly, usually when the underlying implementations are similar. Furthermore,
the results demonstrated that SAFE can be employed to identify binaries compiled
with Visual Studio, which is a noteworthy finding given that these binaries are
typically more challenging to analyze.
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4.2 Threshold Selection

The second experiment is designed to assess the performance of our threshold se-
lection algorithm on a set of real-world malware. In this experiment, the objective
is to identify the optimal threshold for several functions of the Warzone malware
and The Satan malware. The samples used in this experiment are the same as the
ones used in the previous experiment. The functions to be analyzed are identical
to those used in the previous experiment.

The results of this experiment are presented in Table [£.2] We can see that
the threshold selection algorithm is able to find the optimal threshold for each
function. We can see that the threshold varies between functions and even between
signatures of the same function. This corroborates our initial expectations and
observations when the threshold was selected manually.

’ function’s signature \ computed threshold ‘

murmurhashl 0.98
murmurhash2 0.98
find_startl 0.95
find_start2 0.95
find_start3 0.95
copyl 0.93
copy?2 0.98
CRC32 0.93
RC4 1 0.95
RC4 2 0.95
RC4 3 0.98

Table 4.2: threshold associated with each function’s signature

Upon analysis of the results of the threshold selection algorithm, we notice
that the selected threshold represents the optimal threshold, as it is the lowest
threshold that does not generate any false positives. For example, we can see that
the threshold selected for the copyl signature is 93%. A lower threshold would
result in the generation of false positives. Figure illustrates that other functions
are matched with the copyl signature when the threshold is set to 90%.
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Figure 4.2: functions matched with the copyl signature with different thresholds

4.3 Finding Common Functions In Malware Fam-
ilies

In the third experiment, we attempt to identify common functions in malware
families. This approach can be used to classify binaries and to identify the malware
family to which a given binary belongs. The Warzone malware samples that were
used in the previous experiments will be used in this experiment.

The algorithm identifies the ten functions that are both the most common and
have the highest number of instructions. Those functions and their respective
number of instructions are presented in table It can be observed that only one
function is found in the majority of the samples when the threshold is set to 100%.
For each of those functions, an attempt is made to identify the optimal thresh-
old. Lowering the threshold may assist in the identification of more similar functions.

The first thing that we notice when analyzing the results is that lowering the
threshold effectively increases the number of similar functions found. Furthermore,
we notice that the first two functions are similar. They have a cosine similarity
of 0.93. Upon lowering the threshold to 93%, we can see that only functions that
are similar to the target function match the embedding. The target function is
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number of match
mdb of the binary and address with a threshold | number of
of the function of 100% instructions

d8970bb47eac252ab91e347e¢6a77a9d2

0x40847a 33 1522
226842d0853fb16bi3e5379180935¢ca2

0x406297 31 1523
d8970bb47eac252ab91e347e6a77a9d2

0x40e331 32 604
d8970bb47eac252ab91e347e6a77a9d2

0x40£480 32 571
d8970bb47eac252ab91e347e6a77a9d2

0x40d379 32 531
d8970bb47eac252ab91e347e6a77a9d2

0x405f6¢ 33 502
d8970bb47eac252ab91e347e6a77a9d2

0x40cd01 32 491
d8970bb47eac252ab91e347e6a77a9d2

0x40fb4b 32 479
226842d08531b16b13e5379180935ca2

0x40ba00 30 507
226842d0853fb16b13e5379180935ca2

0x40b67e 63 219

Table 4.3: number of common functions matched in the Warzone malware with a
threshold of 100% and number of instructions in those functions

detected in 64 out of the 66 samples. This means that the function can be identified
in 97% of the samples without any false positives. It is thus an excellent candidate
to determine the malware family of a binary. Furthermore, this function has more
than 1500 instructions. It is thus a pretty large function which also helps to prevent
false positives as smaller functions can be more easily confused with one another.
The results of this experiment are presented in Table 4.4, The results demonstrate
that the majority of the identified functions exhibit a high degree of similarity
across the vast majority of the samples analyzed.

We also notice that the functions matched by the same embedding can sometimes
have a different call graph. For example, the third function has different call graphs
in different samples. Figure shows the graph views of the function identified in
the warzone samples with the mdb hash values d8970bb47eac252ab91e347e6a77a9d2
and 226842d0853fb16bf3e5379180935ca2. The functions can be found at the address
0x40f480 in the first sample and at the address 0x40c4a8 in the second sample. We
can see that the call graphs are very different. This is noteworthy, as it demon-
strates that when the functions are complex enough, SAFE is capable of identifying
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] number of
md5 of the binary and address functions matched
of the function threshold | with the new threshold

d8970bb47ecac252ab91e347c6a77a9d2

0x40847a 93% 64
226842d0853fb16bi3e5379180935¢ca2

0x406297 93% 64
d8970bb47ecac252ab91e347e6a77a9d2

0x40e331 95% 32
d8970bb47ecac252ab91e347eb6a77a9d2

0x40£480 95% 62
d8970bb47eac252ab91e347eb6a77a9d2

0x40d379 95% 64
d8970bb47cac252ab91e347c6a77a9d2

0x405f6¢ 93% 63
d8970bb47ecac252ab91e347c6a77a9d2

0x40cd01 98% 66
d8970bb47ecac252ab91e347ec6a77a9d2

0x40fb4b 95% 66
226842d08531b16b13e5379180935ca2

0x40ba00 98% 32
226842d0853fb16bi3e5379180935ca2

0x40b67e 95% 66

Table 4.4: optimal threshold and number of common functions in the Warzone
malware matched with the new threshold

them even if they are different. This represents an improvement on the previous
experiments as previously only identical functions could be identified, with the
exception of the addresses of the functions that were called.
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Figure 4.3: graph views of the functions found in the Warzone malware

4.4 Use Casel: SEMA-Toolchain

Now that we have evaluated the performance of our function identification tool and
our threshold selection algorithm, we can use them to improve the performance of
the SEMA-Toolchain. In this experiment, we are going to try to identify the func-
tions that are hooked in the SEMA-Toolchain to speed up the analysis and evaluate
the performance of the SEMA-Toolchain with and without using SAFE. We are go-
ing to use the Warzone malware samples that were used in the previous experiments.

We want to evaluate the performance of the SEMA-Toolchain with and without
using SAFE. The metrics that we use are the number of signatures used to match
the functions. We are also going to compare the number of syscalls found in the
Warzone samples by the SEMA-Toolchain during the symbolic execution. This is
often a good metric to evaluate the performance of the SEMA-Toolchain as the
number of syscalls found is directly related to the depth of the analysis of the binary.

For this experiment, we ran two symbolic executions on all 66 warzone samples
with the SEMA-Toolchain. The first one uses pattern-matching to identify functions
using the patterns that were already present in the SEMA-Toolchain. The second
one uses SAFE to identify the functions. We use the same search strategy for both
executions. In this case, we used the CDFS strategy. All of the other options were
set to their default values. These options contain a timeout which ensures that

37



each analysis is stopped after the same amount of time, in this case 1000 seconds.

The first metric that we use to evaluate the performance of our implementation
is the number of signatures needed to hook the functions. For the symbolic execu-
tion using pattern-matching, the SEMA-Toolchain uses 9 different signatures to
identify the three functions that are hooked in all of the binaries. We discovered
that 11 signatures would be needed to detect the three functions in all the binaries
but two of the signatures for the find_start function were missing. The function
was thus not detected in three of the binaries resulting in a loss of performance.
To identify the same functions with SAFE in the same samples, we only need 7
signatures. This is already a significant improvement.

The second metric that we use to evaluate the performance of our implementa-
tion is the number of syscalls found in the Warzone samples by the SEMA-Toolchain.
The difference in the number of syscalls found by the SEMA-Toolchain with and
without using SAFE is presented in Figure The y-axis represents the number of
syscalls found and the x-axis the samples. The 6 first characters of the sha-256 of the
samples are used as labels. We can see that the number of syscalls found is very simi-
lar for most of the samples. This shows that considering this metric, the performance
of the SEMA-Toolchain with and without using SAFE is very similar. However, we
can see that two samples, the one with 2c9adbeac37afa788d0fbdd01fbadd91 as md5
and the one with ac8a21c¢224860{80c8ef0b3eddadcdba as mdb, have a large difference
in the number of syscalls found with and without using SAFE. When further analyz-
ing the results, we found out that SAFE was able to identify a find_start function
in the two samples where it was not identified by the pattern-matching algorithm
because the pattern was missing. The third sample in which the find _start function
was not identified by the pattern-matching algorithm cannot be found in the results
as the analysis with the SEMA-Toolchain is interrupted by an error before the
end of the analysis both when using pattern matching and SAFE to hook the
functions. This shows that SAFE is more robust than pattern-matching. It is very
important to have a robust function identification tool because the performance of
the SEMA-Toolchain is directly linked to the number of functions that are hooked.
In this case, for both binaries, the SEMA-Toolchain found 367 syscalls in total
when using patten-matching while it found 2250 syscalls when using SAFE.

In conclusion, we have shown that our implementation is able to improve the
identification of functions in the SEMA-Toolchain. First by reducing the number
of signatures needed to identify the functions and second by identifying functions
that were not identified by the pattern-matching algorithm. We have also shown
that the performance of the SEMA-Toolchain is very similar with and without
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Figure 4.4: Number of syscalls found in the Warzone samples by the SEMA-
Toolchain with and without using SAFE
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using SAFE considering the number of syscalls found. Furthermore, we have shown
that SAFE can significantly improve the performance of the SEMA-Toolchain by
identifying functions that were not identified by the pattern-matching algorithm.

4.5 Use Case2: Finding Functions In Binaries
Compiled With Different Compilers

This section will present our final experiment. Our previous experiments demon-
strated that SAFE was only able to identify functions if they were identical except
for the addresses of the functions that were called. This phenomenon can be
attributed to the fact that the SAFE model was trained to identify functions in
binaries compiled from the same source code. The objective of this section is to
verify this hypothesis by attempting to identify functions in binaries compiled from
the same source code but with different compilers and compiler optimization levels.
For this experiment, we will use the GonnaCry malware and compile it ourselves
with different compilers and optimization levels. The source code of the GonnaCry
malware can be found on GitHub [3]. The source code was compiled using the GCC
and Clang compilers with the -O1, -O2, and -O3 optimization levels. To enhance
the experimental rigor, the binaries were also stripped. This is a common technique
used by malware authors to make the analysis of the binary more challenging.

The first step of this experiment is to determine which functions we are going to
try to identify in the binaries. The SEMA toolchain does not include any functions
that are linked to the GonnaCry malware. It is therefore necessary to determine
which functions are worth identifying. We will use the tool from the previous
experiment to find pertinent functions that are common in the generated binaries.

Upon examination of the results of this first part of the experiment, we immedi-
ately notice that none of the functions compiled with clang have a cosine similarity
of 1 with any of the functions compiled with gcc. This is noteworthy because
it demonstrates that, despite source code being identical, the compilers generate
distinct binary codes. We then see that the functions are fairly large and have
between 68 and 151 instructions. We are now interested in finding the optimal
threshold for those functions to try to identify more similar functions.

The results of the threshold selection are presented in Table [£.5 In this exper-

iment, the threshold selection algorithm was not employed, as only six binaries
were available for analysis. This means that we do not have a big database to
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number of functions | number of
function threshold matched instructions
gonnacry_ clang O1:0x1b40 88% 6 138
gonnacry_gec_ 02:0x1£50 88% 6 151
gonnacry_ gee_ 02:0x18¢0 83% 6 115
gonnacry_clang O1:0x1370 89% 6 68
gonnacry clang 02:0x15b0 75% 6 92
gonnacry clang 02:0x1e40 7% 4 91
gonnacry__gec_02:0x22f0 91% 3 90
gonnacry_clang 02:0x1el0 100% 2 83
gonnacry_gec_ 02:0x2450 100% 2 81
gonnacry_gec_ 02:0x1540 89% 6 79

Table 4.5: results of the threshold selection algorithm for 10 most common functions
in the GonnaCry malware

compare the functions with. Consequently, the threshold was selected manually as
the first threshold at which all similar functions were identified. We can see that
six out of the ten functions are detected in all of the binaries. This demonstrates
that SAFE is capable of identifying similar functions, even when they have been
compiled with different compilers and optimization levels. The used thresholds are
a lot lower than the ones used in the previous experiments. This is a sign that
the SAFE model differentiates the functions more easily when the functions are
compiled from the same source code.

To verify whether the chosen threshold is high enough and that no false positives
will be found, we used other binaries from different families and verified whether
other functions were matched. We used binaries from the Warzone family. We
found out that no other function was matched. The maximal cosine similarity
observed was 0.65 which is below all of the thresholds that we used. This indicates
that the chosen thresholds are sufficiently high and that no false positives will be
identified.

Furthermore, it has been observed that the efficacy of SAFE is enhanced when
the functions are compiled from a single source code. It is capable of identifying
functions that are similar but not identical, despite the fact that the functions are
not particularly complex and do not have a lot of instructions. Upon examination
of the control flow graph of similar functions, we can see that they are very different.
This can be seen in Figure [4.5] The function on the left comes from a binary
compiled with gce with optimization level 2 and the function on the right comes
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Figure 4.5: control flow graph of similar functions in the GonnaCry malware on
the left compiled with geec with optimization level 2 and on the right compiled with

clang with optimization level 3

from a binary compiled with clang with optimization level 3. We can see that the
two graphs are very different. This is interesting because it shows that SAFE is
able to identify functions that are similar but not identical even when the functions

are not particularly complex.
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Chapter 5

Limitations And Future Work

The first limitation of this work is that functions are only identified as similar if
they are compiled from the same source code. This is due to the manner in which
the model was trained. The dataset used to train the model was constructed in such
a way that two functions are considered similar only if they were compiled from the
same source code. In this work, we would like two functions to be considered similar
if they are semantically similar, which implies that they have the same functionality.
In order to achieve this, it would be necessary to retrain the model with a dataset
of functions that have the same functionality but different implementations. The
main challenge of this work is to find or generate a big enough dataset to train the
model. Two potential solutions were considered for the creation of this dataset. One
potential solution is to use existing datasets such as the Lumina dataset from IDA[4]
or the OpenFunctionID database from Ghidra [I6]. The second approach would be
to create a dataset by using the work of Bastien Wiaux and Arnold Gauthier [31].
They developed a mutation tool for binaries that is specifically designed to obfus-
cate malware. This tool could be used to obfuscate functions in malware that we
compiled ourselves. This approach would enable the creation of a dataset compris-
ing functions exhibiting the same functionality but differing in their implementation.

The second limitation of this work is that the model is only able to detect
functions that are recognized as functions by radare2. To illustrate, the function
responsible for writing the weed leaf in the Wabot malware is not identified as
a function by radare2, rendering it undetectable. This is not a limitation of the
model itself but rather of the tool used to extract the functions. This limitation
is new as the previous function detection tool solely relied on the identification
of a specific byte pattern within the binary to detect functions and did not rely
on a decompiler. This limitation is challenging to overcome as other tools, such
as Ghidra and IDApro, also fail to recognize this function as a function. One
potential solution would be to use the Angr framework to extract the functions
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from the binaries. Angr is a symbolic execution engine that can be used to extract
functions from binaries. Furthermore, the Angr framework is already used in the
SEMA-Toolchain for its symbolic execution engine. Using the Angr framework to
extract the functions would, therefore, eliminate the dependency on radare2 and
simplify the toolchain.

Another possible improvement is the manner in which the embeddings of the
processed binaries are stored. Currently, the embeddings are stored by filename
and address. Consequently, if the same function is present in multiple binaries,
the signature of the function will be stored multiple times. This approach is not
optimal and could be improved by using a hash of the bytes of the function as a
key. This approach ensures that the signature of a function will only be stored once
and can be reused if the function is present in multiple binaries. Furthermore, the
process of computing a hash is relatively straightforward and will not significantly
impede the overall speed of the system.

44



Chapter 6

Conclusion

In this thesis, we have highlighted the binary similarity problem and the challenges
it presents. We have then conducted a review of several solutions proposed in the
literature that address this problem. The thesis then presented SAFE, a novel
approach to detecting similar functions in malware and its different components.
It also explained how SAFE was integrated as a plugin in the SEMA-Toolchain.

This thesis then demonstrates that SAFE is able to accurately detect similar
functions in different malware families. Furthermore, we showed that SAFE re-
quires at most the same number of signatures as the number of patterns needed for
pattern-matching. Subsequently, the results of our threshold selection algorithm
were presented, demonstrating that the selected threshold is accurate. We then
showed that our integration of SAFE in the SEMA-Toolchain can enhance the
detection of functions and the hooking process. Furthermore, it has also been shown
that, due to the enhanced robustness of SAFE compared to pattern matching,
our plugin can sometimes improve the performances of the symbolic execution by
hooking functions that would not have been found through pattern matching.

Additionally, We showed that SAFE can assist in the identification of interesting
functions commonly found among malware families. Finally, we demonstrated that
the performance of SAFE is enhanced when processing binaries compiled from the
same source code but with different compilers and compiler optimizations.

Finally, we discussed the limitations of our work and shared our thoughts and
suggestions on the next challenges and how to address them.

In conclusion, we successfully improved function detection in the SEMA-

Toolchain. Furthermore, our approach has demonstrated the potential to improve
code coverage by hooking functions more efficiently in the analyzed malware. We
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also showed that SAFE can be used to identify common functions within malware
families. Finally, we have observed that our binary code similarity detection method
could be further optimized by retraining the model with a more diverse dataset.
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Appendix

repositories

The code used in this thesis is available at https://github.com/LixOu/SAFE and
the integration of SAFE in the SEMA-Toolchain as well as the evaluation scripts of
the performances of this integration are available at https://github.com/Lix0Ou/
SEMA-ToolChainl
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