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Abstract

Payment card fraud is a significant problem for business owners, card issuers,
and transactional services firms, resulting in significant financial losses each year.
With the growing volume of data created by payment card transactions, it has
become impossible for a human analyst to identify fraudulent patterns in trans-
action datasets, which are frequently characterized by a huge number of samples
and multiple dimensions. As a result, during the last decade, the development of
payment card fraud detection systems has shifted to approaches based on machine
learning techniques, which automate the process of detecting fraudulent patterns
from vast amounts of data.

However, not all steps can be automated. Some conclusions cannot yet be
made efficiently by machine learning. More specifically, ML algorithms have a
lot of difficulty dealing with class imbalance. Indeed, transaction data contains
far more genuine transactions than fraudulent ones: in a real-world dataset, the
percentage of fraudulent transactions is often considerably under 1%. Learning
from imbalanced data is difficult since most learning algorithms struggle with big
class disparities. Class imbalance necessitates the adoption of additional learning
procedures such as sampling or weighting.

In this work, we will try to improve the efficiency of existing machine learn-
ing models as well as to create new ones with the goal of pushing for the total
automation of this process, removing the need for human operators. Moreover,
this study aims to try to draw conclusions on the avenues to be explored in future
research concerning the detection of fraud in transactions.
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Introduction

Payment card fraud is a significant problem for business owners, card issuers, and
transactional services firms, resulting in significant financial losses each year. In-
deed, global card fraud losses climbed from $9.84 billion in 2011 to $27.85 billion
in 2018, according to the Nilson 2019 research, and are anticipated to reach more
than $40 billion by 2027 [1].

It is well recognized that detecting fraudulent behaviors in payment card trans-
actions is a difficult task. With the growing volume of data created by payment
card transactions, it has become impossible for a human analyst to identify fraud-
ulent patterns in transaction datasets, which are frequently characterized by a
huge number of samples and multiple dimensions. As a result, during the last
decade, the development of payment card fraud detection systems has shifted to
approaches based on machine learning techniques, which automate the process of
detecting fraudulent patterns from vast amounts of data [2].

Machine learning techniques have been integrated into credit card fraud detec-
tion systems, greatly improving their ability to detect fraud and assisting payment
processors in identifying unlawful transactions. Despite the fact that the number
of fraudulent transactions has gradually climbed in recent years, the percentage
of fraud losses began to drop in 2016, a trend that can be linked to the growing
deployment of machine learning solutions [1].

However, not all steps can be automated. On Figure 1, you can see the dif-
ferent steps that compose a card fraud detection system. The first two layers
(Terminal and Transaction Blocking Rules) are executed in real-time (i.e. within
milliseconds and before authorization). The next two layers (Scoring Rules and
Data-Driven Model), are executed in near real-time to potentially block the card
and prevent additional frauds. Finally, the last layer (Investigators) is the only
one requiring human intervention and is carried out offline [3].

The reason why the last step of this process is not automated is that some
conclusions cannot yet be made efficiently by machine learning. More specifi-
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Figure 1: The layers of control in an card fraud detection system [3].

cally, ML algorithms have a lot of difficulty dealing with class imbalance. Indeed,
transaction data contains far more genuine transactions than fraudulent ones: in
a real-world dataset, the percentage of fraudulent transactions is often consider-
ably under 1%. Learning from imbalanced data is difficult since most learning
algorithms struggle with big class disparities. Class imbalance necessitates the
adoption of additional learning procedures such as sampling or weighting.

In this work, we will try to improve the efficiency of existing machine learn-
ing models as well as to create new ones with the goal of pushing for the total
automation of this process, removing the need for human operators (the Investi-
gators step in Figure 1). It should be noted, however, that our approach is only
focused on replacing the investigator by a machine learning model. Indeed, before
reaching this stage, a transformation of the transaction data is already performed
based on several information such as user habits, amounts, recipients, geolocation,
ect. The data that our model receives is the same data and indicators that an
investigator could receive in Figure 1. As pointed out by Kriviko and Wei et al.,
this data is of crucial importance in fraud detection and it is an approach that
combines this analysis of customer habits with machine learning that will be the
most effective in detecting fraudulent transactions [4][5]. The model implemented
in this work is therefore intended to be used on pre-processed data, such as those
generated on a regular basis by banks in their quest of fraud detection.
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Haixiang et al. presents a variety of possible approaches to deal with imbal-
ance classification in general, several of which will be explored in this work [6].
Other works also provide similar overviews of possible solutions [7][8]. Le Borgne,
Sibilini, Lebichot et al. presents an overview of the problem of detecting fraudu-
lent transactions and lays the groundwork for the various models that have already
proven their worth in this type of problem [9].

Although already well studied in the literature, fraud detection is a constantly
changing field. Indeed, transaction and fraud patterns change over time, fraud-
sters adopt new techniques as the old ones become obsolete. It is therefore im-
portant to continue research in this area.

The rest of this work is composed as follows : Chapter 1 will present the
different challenges we face with respect to imbalanced classification as well as the
metrics used to evaluate the results of our models. In Chapter 2, a presentation
of the different models implemented will be made as well as an analysis of the
optimal parameters of these models. Finally, in Chapter 3, we will present the
results of our different models and try to draw conclusions on the avenues to be
explored in future research concerning the detection of fraud in transactions.
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Chapter 1

The problem with imbalanced
classification

In this chapter, we will explain in detail the problem with imbalanced datasets.
We will also look at the different metrics that can be relevant to evaluate a model
trained on such datasets. Finally, we will present the datasets on which we have
decided to work in this study.

Imbalanced classification problems

Classification is the principle of assigning a class label to each observation. These
labels can be multiple, this is called a multi-class classification problem. On the
other hand, when the problem has only 2 classes it is called a binary classification
problem. In this work, we will focus on binary classification problems because, in
the context of fraud detection, there are only two classes of transactions: fraudu-
lent and non-fraudulent.

The number of examples that belong to each class can be called the class
distribution. Unbalanced classification refers to a problem where the number of
examples in one class is much higher than in the other, creating an imbalance.
In other words, the class distribution is skewed. It is common to describe class
imbalance in terms of a ratio : an unbalanced binary classification problem with
an imbalance of 1 to 50 (1:50) means that for every example in one class, there
are 50 examples in the other class.

In general, when the problem has only a slight imbalance between classes, it
can be treated as a normal classification problem. On the other hand, severe class
imbalance can be difficult to model and requires the use of more advanced tech-
niques. In the case of fraud detection, the imbalance is very consequent. Indeed,
the imbalance ratio can range from 1:1000 to 1:5000 [10].
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On Figure 1.1, you can see an illustration of a generic imbalanced dataset. We
notice that there are many more -1 labels (non-fraudulent) than 1 labels (fraudu-
lent). Moreover, the samples have continuous features as a real bank transaction
dataset would.

Figure 1.1: Illustration of a generic imbalanced dataset.

When working with an imbalanced classification problem, the minority class
is of the most interest. This means that a model’s skill in correctly predicting
the class label or probability for the minority class is more important than the
majority class. Indeed, in the case of fraud detection, although being a very
small minority, fraudulent transactions accounted for $27.85 billion of loss in 2018
worldwide and this number is in growing each year.

The minority class is harder to predict because there are few examples of this
class, by definition. This means it is more challenging for a model to learn the
characteristics of examples from this class, and to differentiate examples from this
class from the majority class.

The abundance of examples from the majority class can swamp the minority
class. Most machine learning algorithms for classification are designed and demon-
strated on problems that assume an equal distribution of classes. This means that
a naive application of a model may focus on learning the characteristics of the
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abundant observations only, neglecting the examples from the minority class that
is, in fact, of more interest and whose predictions are more valuable [11]. More
intuitively, imagine a classification problem with a ratio of 1:100. A model that
characterises all inputs as belonging to the majority class would therefore have
an accuracy of over 99%. It is therefore easy to understand the difficulty of the
problem. Moreover, there is a need to use more advanced metrics than the accu-
racy, which we will discuss in the next section.

Metrics used to evaluate the performance of our model

As explained earlier, the metrics used to assess the effectiveness of our model must
take into account class imbalance as well as the fact that it is the minority class
that is most important to predict effectively.

Therefore, in this work we will evaluate our results through 5 metrics. Some
of these metrics take class imbalance into account in order to emphasise the im-
portance of a good prediction of minority class samples, such as the balanced
accuracy score (BAS). However, other metrics do not specifically take class im-
balance into account, such as the accuracy (ACC), F1-score (F1-score), ROCAUC
score (ROCAUC). Indeed, although we are mainly interested in predicting the mi-
nority class efficiently, it is important to be able to assess the overall performance
of our model as well, we don’t want the model to always predict the sample to
be in the minority class. A final metric that will be used is the average precision
(AP), which will be used in the precision-recall curve when we compare the dif-
ferent models implemented.

You can see in Table 1.1 a short explanation of these different metrics. Pre-
cision P is defined as the number of true positives (Tp) over the number of true

positives plus the number of false positives (Fp) : P = Tp

Tp+Fp
. Recall R is defined

as the number of true positives (Tp) over the number of true positives plus the

number of false negatives (Fn) : R = Tp

Tp+Fn
.

Selection of datasets

For privacy concerns, it was not possible to carry out the experiments on a real
dataset of bank transactions. Indeed, this kind of data being quite sensitive for
a bank, they are only willing to give access to it in rare occasions and not for a
small work like this one.
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balanced accuracy score (BAS)
The average of recall obtained on each class.
Also equivalent to accuracy with
class-balanced sample weights.

ROCAUC score (ROCAUC)
The Area Under the Receiver Operating
Characteristic Curve (ROC AUC),
calculated from prediction scores.

F1-score (F1-score)
The harmonic mean of precision and recall :
F1 = 2P×R

P+R

accuracy (ACC)
The number of correct predictions over
the total number of predictions.

average precision (AP)

Average precision summarizes a
precision-recall plot as the weighted
mean of precisions achieved at each threshold,
with the increase in recall from the previous
threshold used as the weight :
AP =

∑
n(Rn −Rn−1)Pn

where Pn and Rn are the precision and recall
of the nth threshold.

Table 1.1: Short explanation of the different metrics used in this report.

However, it is useful to look at the characteristics of this type of dataset. In-
deed, these datasets are not simply a list of transactions, the bank first performs
transformations on it to make it more usable. Using behavioral models based on
demographic information, expert features or RFMs [12], the bank will transform
each transaction into a series of indicators in the form of floats.

Therefore, in this work we will work on a small group of datasets having some
characteristics similar to a bank transaction dataset. These caracteristics are :

• 2 classes (binary classification problem).

• Less than 100 features.

• Continuous variables.

As a result of these conditions, we were able to establish a list of 11 datasets
available on Openml on which we will work [13]. These datasets as well as their
properties are presented in the Table 1.2.
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Dataset Features
Samples

Ratio
Majority Minority Total

kc2 21 415 107 522 25.78%
climate-model-(...) 20 494 46 540 9.31%

blood-transfusion-(...) 4 570 178 748 31.23%
pc1 21 1032 77 1109 7.46%
pc4 37 1280 178 1458 13.91%
pc3 37 1403 160 1563 11.40%
kc1 21 1783 326 2109 18.28%

ozone-level-(...) 72 2374 160 2534 6.74%
wilt 5 4578 261 4839 5.70%
churn 20 4293 707 5000 16.47%

phoneme 5 3818 1586 5404 41.54%

Table 1.2: The 11 datasets studied in this work

8



Chapter 2

Overview of the various
implemented models

In this chapter, we will look at the different models that have been implemented to
find a solution to the problem presented above. The 7 models implemented have
been selected to cover a variety of fundamentally different models. For example,
it is not the intention here to test several undersampling models because, despite
small differences, these models will give a fairly similar result. Figure 2.1 gives an
overview of the different classes of models that can be considered [7].

Figure 2.1: Types of available solutions to class imbalance problem [7]

In this work, at least one method from each category (data level solutions,

9



algorithmic level solutions and ensemble learning based solutions) was consid-
ered. More specifically, models using Random Undersampling (RUS), Synthetic
Minority Oversampling Technique (SMOTE), a Cost-Sensitive Random Forest
(Cost-Sensitive RF) and Random Undersampling Boosting (RUS-Boost) were im-
plemented.

In addition, 3 other models have been added. The first one, eXtreme Gradient
Boosting (XGBoost), has been implemented because this model represents the
state of the art in machine learning at the moment. The other two models are
custom models, derived from RUS, named Error Model and Shapley Error Model.
We will come back in more detail to the functioning of these two models later in
this chapter. It is worth noting that unless otherwise stated, all these models use
a Random Forest as their core model. This is indeed an efficient model and easy
to combine with the various solutions to class imbalance.

For each of these models, a number of hyper-parameters can be optimised.
However, as we work on different datasets than the one for which the model is
created, we will remain unspecific and only focus on one hyper-parameter each
time, the one related to the weight or the number of samples of each class. More
precisely, you can find in Table 2.1 the hyper-parameter studied for each model.

In the rest of this chapter, we will look at these 7 models one by one to find
the optimal hyper-parameters for each of them. This analysis will be carried out
on n = 10 repetitions for each of the hyper-parameter values considered in order
to reduce the randomness in the result and to be able to observe the standard
deviation on each metric. In addition, the Nemenyi statistical test will be used
to evaluate the different hyper-parameter values and assess whether their contri-
bution is significant enough to be anything other than random. This evaluation
will be done through critical difference (CD) graphs, which is used to display the
differences in method performance [14]. In order to draw a conclusion from a
Nemenyi test, the values of the two models must be at least a critical difference
(CD) apart. Finally, we will also explain in detail how the two custom models
work.

2.1 Random Undersampling (RUS)

Random Undersampling is the most basic undersampling method, which is a data
level solution to imbalance. It offers to randomly eliminate the majority class
instances according to a pre-defined sampling rate. This rate is the parameter on
which we conducted an analysis : the ratio of the number of samples in the mi-
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Model Hyper-parameter Range

RUS

The ratio of the number of samples
in the minority class over the
number of samples in the majority class
after undersampling.

[1
2
,1, 2, 4, 8]

SMOTE

The ratio of the number of samples in
the minority class over the number of
samples in the majority class after
resampling, represented by the
parameter sampling strategy in
imblearn.over sampling.SMOTE

[0.5,0.6,0.7,0.8,
0.9,1.0]

RUSBoost

The ratio of the number of samples in
the minority class over the number of
samples in the majority class after
resampling, represented by the
parameter sampling strategy in
imblearn.ensemble.RUSBoostClassifier

[0.5,0.6,0.7,0.8,
0.9,1.0]

Cost-sensitive
RF

The weight associated to the minority class,
represented by class weight in
sklearn.ensemble.RandomForestClassifier.
The weight of the majority class is 1.

[1,2,4,8,16]

XGBoost

The ratio of the weights associated to
each class, represented by
scale pos weight in
xgboost.XGBClassifier

[1,2,4,8,16,32,64]

Error Model
The fraction of samples removed by
RUS that are restored in the sample,
see section 2.6 for technical explainations

[0,0.05,0.1,0.15,
0.20,0.25,0.30,
0.35,0.40,0.45,
0.50,0.55,0.60,
0.65,0.70]

Shapley Error
Model

The number of times we remove
redondant samples using their shapley
values, see section 2.7 for technical
explainations

[0,1,2]

Table 2.1: The hyper-parameters tweaked for each of the models
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nority class over the number of samples in the majority class after undersampling
was varied following the values [1

2
,1,2,4,8].

Hyper-parameter tuning

In Figure A.1 in Appendix you can see that the 4 Nemenyi tests performed put
forward two values of the parameter which are systematically the best whatever
the metric used. These values are 1 and 1

2
. In order to decide between these two

values, it is interesting to focus on the balanced accuracy score metric, which is the
most representative of the efficiency of the model on the minority class. Indeed,
on Figure B.1b in the Appendix, we notice that the average balanced accuracy
score over the 10 iterations is higher for the value 1 than for the value 1/2 for this
metric. It is therefore 1 that will be used as the value of this parameter in the
rest of this work. The boxplots of these experiments are available in Figure B.1
in the Appendix.

2.2 SMOTE

SMOTE is a model that aims to oversample the minority class, which is a data
level solution to imbalance. It consists of synthesising new examples from ex-
isting ones. This is a type of data augmentation for the minority class and is
referred to as the Synthetic Minority Oversampling Technique, or SMOTE for
short. For this implementation, imblearn.over sampling.SMOTE was used. The
hyper-parameter studied is the ratio of the number of samples in the minority
class over the number of samples in the majority class after resampling, ranging
from 0.5 to 1.0.

Hyper-parameter tuning

In Figure A.2 in Appendix, you can see that the Nemenyi test is not conclusive
for the F1-score metric and that it tends to indicate that smaller values of the
parameter are statistically better for the accuracy (ACC) and ROCAUC score
(ROCAUC) metrics. This last result is quite logical as these metrics are repre-
sentative of the efficiency of the model as a whole, and therefore mainly of its
efficiency on the majority class. Less sample generation in the minority class will
therefore tend to favour a good prediction of the majority class and thus favorise
these metrics.

However, we observe that Nemenyi’s test of the BAS metric is conclusive and
tells us that the closer this hyper-parameter is to 1.0, the higher the BAS will be.
As this metric is directly linked to the efficiency of the model on the minority class,
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the one we are trying to predict in the most efficient way, the value of the hyper-
parameter we have decided to select will be 1.0. SMOTE will therefore generate
as many samples in the minority class as there are samples in the majority class.
The boxplots of these experiments are available in Figure B.2 in the Appendix.

2.3 RUS-Boost

RUS-Boost is an ensemble learning based solution that uses a combination of RUS
and the standard boosting procedure AdaBoost to better model the minority class
by removing majority class samples. For this implementation, imblearn.ensemble
.RUSBoostClassifier was used. The hyper-parameter studied is the ratio of the
number of samples in the minority class over the number of samples in the ma-
jority class after undersampling, ranging from 0.5 to 1.0.

Hyper-parameter tuning

In Figure A.3 in Appendix, you can see that the Nemenyi test is not conclusive
for the metric BAS. As for the metric F1-score, the only conclusion we can draw
is that the value 0.5 for this parameter gives a statistically better model than the
parameter 1.0. These results tell us that changing this parameter does not have a
significant influence on the efficiency of our model in predicting the minority class
elements.

However, we notice that for the accuracy and ROCAUC metrics, Nemenyi
tests indicate that smaller values of the parameter are statistically better. This
last result is quite logical as these metrics are representative of the efficiency of
the model as a whole, and therefore mainly of its efficiency on the majority class.
Less undersampling of the majority class will therefore tend to favour a good pre-
diction of the majority class and thus favorise this metric.

We are primarily interested in predicting the minority class samples efficiently
and these statistical tests do not allow us to draw any conclusions on the effect
of this parameter in this respect. Therefore, the value chosen for this parameter
will be the one used by default in the literature, i.e. 1.0, which represents an
undersampling of the majority class until we have as much samples as in the
minority class. The boxplots of these experiments are available in Figure B.3 in
the Appendix.
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2.4 Cost-Sensitive Random Forest

Cost-Sensitive RF, an algorithmic level solution to imbalance data, is a Random
Forest model where the weights associated to each class are modified to give more
importance to the minority class. The hyper-parameter studied for this model
is the weight associated to the minority class, with the weight associated to the
majority class being always 1. The tested values are [1, 2, 4, 8, 16].

Hyper-parameter tuning

In A.4 in Appendix you can see that the Nemenyi test is not conclusive for the
metric ROCAUC score. As for the 3 other metrics, we can observe that concerning
F1-score, the value 4 is statistatically better than the value 1, concerning accuracy
the value 1,2 and 4 are statistatically better than the value 16, concerning balanced
accuracy score the value 2,4 and 8 are statistatically better than the value 1. The
value 4 being among the best for each of these 3 metrics, it is this value that will
be selected for our parameter. The boxplots of these experiments are available in
Figure B.4 in the Appendix.

2.5 XGBoost

XGBoost, is an optimized distributed gradient boosting library designed to be
highly efficient, flexible and portable. It implements machine learning algorithms
under the Gradient Boosting framework. XGBoost provides a parallel tree boost-
ing that solve many data science problems in a fast and accurate way [15]. This
model is the state of the art in the field of machine learning at the moment. For
this implementation, xgboost.XGBClassifier was used. The hyper-parameter
studied is the ratio of the weights associated to each class, the tested values are
[1, 2, 4, 8, 16, 32, 64].

Hyper-parameter tuning

In Figure A.5 in the Appendix you can see that the Nemenyi test is not conclu-
sive for the metric F1-score. As for the accuracy and the ROCAUC score, we can
observe that the lower the value of this parameter the best it is. This is quite
comprehensive as these metrics are representative of the efficiency of the model as
a whole, and therefore mainly of its efficiency on the majority class. Less weight
for the minority class will therefore tend to favour a good prediction of the ma-
jority class and thus favorise these metrics.

Finally, the BAS metric tends to indicate that the values 8, 16, 32 and 64 for
this parameter are statisically better than the value 1. However, on Figure B.5b
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in the Appendix, we notice that the average balanced accuracy score over the 10
iterations is higher for the value 16 than for the values 8, 32 and 64 for this metric.
It is therefore 16 that will be used as the value of this parameter in the rest of
this work. This represents a minority class with a weight 16 times the weight of
the majority class. The boxplots of these experiments are available in Figure B.5
in the Appendix.

2.6 Error Model

The Error Model is a custom model derived from RUS. Indeed, this model is
based on the observation that during the random undersampling, there is a risk
that some samples that are important for the final model to be efficient are elim-
inated. The Error Model therefore reintegrates in a second step some eliminated
samples which could be the most misclassified by the model.

In order to understand in depth how this model works, we will now look at it
step by step with an example. In Figure 2.2, you can see a schematic diagram of
how this model works. We will now go through these steps one by one.

Figure 2.2: Illustration of how the Error model works

• Step A : The example dataset used here is a hypothetical dataset containing
10000 genuine transactions and 2000 fraudulent transactions. This dataset
is separated into train, validation and test sets.

• Step 1 : In this step, a RUS (see Section 2.1) is performed to bring the
majority sample size in the train set down to the same level as the minority
sample.

• Step B : The training dataset now has an equal number of samples in the
majority class as in the minority class. A Random Forest model is trained
on it and validated on the validation set.
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• Step 2 : In this step, we reintegrate some samples eliminated from the
majority class that could be the most misclassified by the model.

To do so, we define an error metric as 1− (predproba ∗ pred), with pred and
predproba being respectively the prediction of the model (0 or 1) and the
probability that the prediction is 1. In other words, this error will be equal
to 1 for the samples of the majority class and 1−predproba for the samples of
the minority class. It is this error function that will be used as a ranking to
choose which samples are to be reintegrated into the dataset. This sample
selection step is sometimes done by hand to detect in which region of the
space the undersampled model behaves badly. However, the objective of
this work is to automate this step in order to remove the need for a human
operator.

Then, we train a Random Forest model on the validation set whose objective
is to estimate the error. We thus obtain a model trained to estimate if a sam-
ple belongs to the majority class. This model is then used on the train set in
order to estimate the samples belonging most certainly to the majority class.

Finally, we select a percentage of these samples most likely to be of the
majority class. This percentage is modifiable and an analysis of the effect of
this parameter on the overall efficiency of the model will be carried out in
the rest of this section. In the example in Figure 2.2, this percentage is 20%
(20% of the majority class is selected to be reintegrated into the sample).

• Step C : In this last step, we start from the train set and we redo a RUS
as in step 1, except that this time we artificially add the samples selected in
the previous step before training our model. We thus performed a RUS to
which we add the most representative samples of the majority class so that
the latter is predicted efficiently despite a significant decrease in its size due
to undersampling.

Hyper-parameter tuning

As explained earlier, the parameter on which this analysis will be performed is the
fraction of the sample removed by RUS that will be reintegrated into the sample.
This fraction will be varied from 0% (being exactly the same as the RUS model)
to 70% of the removed samples reintegrated to the set.
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One could ask why not also play on the same parameter as with RUS (see
Section 2.1). Indeed, since RUS is an integral part of the Error Model, this pa-
rameter also plays a role in the latter. However, we hypothesized that since these
models are very similar, the parameter selected for RUS, i.e. 100%, is best suited
for maximum efficiency in the Error Model.

In Figure A.6 in Appendix you can observe that the Nemenyi tests are incon-
clusive for all metrics except for the accuracy. Indeed, for the 3 other metrics all
the values of the parameter are in a range smaller than a critical difference (CD).
For the accuracy, we observe a tendency indicating that the higher the value of
the parameter, the higher its ACC. This last result is quite logical as this metric
is representative of the efficiency of the model as a whole, and therefore mainly
of its efficiency on the majority class. The more samples from the majority class
are reintroduced, the more it will favour a good prediction of the majority class
and thus favorise this metric.

In this work, we are primarily interested in effective prediction of the minority
class, and this hyper-parameter does not seem to have an effect on this. Indeed,
the most important metric, the balanced accuracy score (BAS), does not vary
significantly when the studied parameter varies. Therefore, in order to select a
value for this parameter, we will look at three points of importance. First, the
goal of this custom model is not to do exactly the same thing as a RUS, so we will
not select too small values for this parameter. Secondly, reintroducing too many
samples from the majority class tends to make the model slower while negating
the beneficial effect of RUS on the final model result. Finally, we observe that in
terms of accuracy (ACC) only the values of 0, 5 and 10% are statistically worse
than the highest values for this parameter. Therefore, considering these different
arguments, the selected value for this parameter is 15%. The boxplots of these
experiments are available in Figure B.6 in the Appendix.

2.7 Shapley Error Model

The Shapley Error Model is a custom model derived from RUS and the Error
Model. Indeed, this model follows the same operation as the Error Model and
adds an additional loop at the end of it. The idea is that when reintegrating the
most representative samples of the majority set, some of them might be redundant
with each other or with those already present in the undersampled set. The aim of
this model is therefore to try to remove the redundant samples and replace them
with samples that would be less redundant for an overall improved efficiency of
the model.
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To do this, we will use the SHAP (SHapley Additive exPlanations) method [16],
a method to explain individual predictions. SHAP is based on the game theoret-
ically optimal Shapley values [17]. Here is a quick explanation of how this model
works.

SHapley Additive exPlanations (SHAP) quick explanation

The goal of SHAP is to explain the prediction of an instance x by computing the
contribution of each feature to the prediction, these are called Shapley values.
Shapley values tell us how to fairly distribute the prediction among the features,
i.e. what is the contribution of each feature in the final predition. These Shapley
values are denoted ϕj ∈ ℜ for each feature j. SHAP specifies the expanation as :

g(z′) = ϕ0 +
M∑
j=1

ϕjz
′
j

where g is the explanation model, z′ ∈ {0, 1}M is the coalition vector and M is
the maximum coalition size. In the coalition vector, an entry of 1 means that the
corresponding feature value is “present” and 0 that it is “absent”.

The objective of this model is therefore to find the ϕj’s. For this, the method
will compare the prediction of the model with and without some features (by set-
ting their corresponding zj to 0). This comparison will allow to see what is the
contribution of this feature to the final solution, or in other words what is the ϕj

corresponding to this feature.

Finally, for x, the instance of interest, the coalition vector x’ is a vector of all
1’s, i.e. all feature values are “present”. The formula simplifies to:

g(x′) = ϕ0 +
M∑
j=1

ϕj

and the corresponding Shapley values are the ϕj’s. It is using to this vector of
Shapley values that we will try to remove redundant samples. A more in-depth
explanation of the theoretical basis behind Shapley values and the SHAP model
is available in [17][18].

Back to the explanation of the Shapley Error model

In order to understand in depth how this model works, we will now look at it step
by step with an example. In Figure 2.3, you can see a schematic diagram of how
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this model works. We will now go through these steps.

Figure 2.3: Illustration of how the Shapley Error model works

• Steps A to C : These steps are exactly the same as for the Error Model,
see Section 2.6 for explainations.

• Step 3 : The Shapley values of all instances are calculated from the trained
model using SHAP. These values are therefore in the form of a vector of the
size of the set of features.

These vectors are compared 2 by 2 in order to find those which are the
closest in a geometrical sense (Euclidean distance). The most redundant
samples are removed until the sample size is the same for the majority class
as for the minority class.

• Steps D & 4 : These steps are identical to steps B & 2 explained above.

The loop consisting of steps C to 4 can be repeated several times. Indeed,
it is possible that steps D and 4 reintroduce some redundant samples. The final
performance of the model may vary depending on the number of times this loop is
executed, so in the rest of this section we will analyze the effect of the parameter
”number of loop executions” on the efficiency of the final model.
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Hyper-parameter tuning

As explained earlier, the parameter on which this analysis will be performed is
the number of times the end loop is executed. This parameter will be varied from
0 to 2.

One could ask why not also play on the same parameter as with RUS (see
Section 2.1) or with Error Model (see Section 2.6). Indeed, since RUS and Error
Model are an integral part of the Shapley Error Model, these parameters also
play a role in the latter. However, we hypothesized that since these models are
very similar, the parameters selected for RUS and Error Model, i.e. 1.0 and 15%
repectively, are best suited for maximum efficiency in the Shapley Error Model.

In Figure A.7 in Appendix you can observe that the Nemenyi tests are in-
conclusive for all metrics. Indeed, all the values of the parameter are in a range
smaller than a critical difference (CD).

In this work, we are primarily interested in effective prediction of the minority
class, and this hyper-parameter does not seem to have an effect on this. Indeed,
the most important metric, the balanced accuracy score (BAS), does not vary
significantly when the studied parameter varies. Therefore, in order to select a
value for this parameter, we will look at two things. First, the goal of this custom
model is not to do exactly the same thing as the Error Model as we want to
compare these models. We will then not select the value 0 for this parameter.
Secondly, each new iteration of the loop adds a consequent time to the execution
of this method. Indeed, the loop itself has a time complexity in O(n2). Therefore,
in view of these arguments, the parameter selected for this method is n = 1
iteration of the loop in order not to unnecessarily increase the computation time
while keeping a model fundamentally different from the error model. The boxplots
of these experiments are available in Figure B.7 in the Appendix.
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Chapter 3

Results

In this chapter, we will look at the results of the different models presented in
Chapter 2. These results will be analyzed through the 5 metrics presented in
Table 1.1 and through precision recall graphs.

3.1 Precision-Recall curves

Figures 3.1a to 3.1k below show the precision-recall graphs for the 11 datasets
studied.

(a) (b)

Figure 3.1: Precision-Recall graphs for the 11 studied datasets.

First of all, it is interesting to see that the results of the implemented models
are very dependent on the dataset. Indeed, the profile of the Precision-Recall
curve is different for each dataset and takes very variable average precision (AP)
values, of the order of 0.25 for the least efficiently predicted dataset while of the
order of 0.85 for the most efficiently predicted dataset.
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(c) (d)

(e) (f)

(g) (h)

Figure 3.1: Precision-Recall graphs for the 11 studied datasets.

As for the models themselves, it is easy to notice that one model in particular
stands out badly. Indeed, the curve corresponding to the RUS-Boost model is
almost always well below the others. This result is quite unclear to understand
considering that the RUS model gives significantly better results.
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(i) (j)

(k)

Figure 3.1: Precision-Recall graphs for the 11 studied datasets.

3.2 Statistical comparison between the different

models

In the rest of this chapter, we will compare the different models with each other
according to 5 metrics: average precision, ROCAUC score, F1-score, accuracy
and balanced accuracy score. This comparison will be done using the Nemenyi
statistical test to see if some models are statistically better than the others.

Average precision

On Figure 3.2, you can see the result of a Nemenyi test performed on the average
precision of these 7 models.

We can conclude from this test that the RUS-Boost model is statistically less
efficient than the XGBoost, SMOTE and Cost-Sensitive RF models. This result
corroborates the observations made above about the low efficiency of the RUS-
Boost model in terms of average precision. For the rest of the models, it is not
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Figure 3.2: Nemenyi test on the average precision of the 7 models.

possible to draw any conclusions.

ROCAUC score

On Figure 3.3, you can see the result of a Nemenyi test performed on the RO-
CAUC score of the 7 models studied in this work.

Figure 3.3: Nemenyi test on the ROCAUC score of the 7 models.

Several conclusions can be made about this test:

• The RUS and Error Model are statistically better than the Cost-Sensitive
RF and RUS-Boost model.

• The Shapley Error Model is statistically better than the Cost-Sensitive RF.

As for the XGBoost and SMOTE models, it is not possible to differentiate
them significantly from the other models according to this metric.
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F1-score

On Figure 3.4, you can see the result of a Nemenyi test performed on the F1-score
of the 7 models studied in this work.

Figure 3.4: Nemenyi test on the F1-score of the 7 models.

Only one conclusion can be made from this test, and that is that the RUS-
Boost model is statistically less effective than the SMOTE model in terms of the
F1-score metric. As for the other models, it is not possible to differentiate them
significantly.

Accuracy score

On Figure 3.5, you can see the result of a Nemenyi test performed on the accuracy
of the 7 models studied in this work.

Figure 3.5: Nemenyi test on the accuracy of the 7 models.

Several conclusions concerning the accuracy of the different models can be
made from this test:

• The Cost-Sensitive RF model is statistically better than the RUS, Error
Model, Shapley Error Model and RUS-Boost models.
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• The SMOTE model is statistically better than the RUS and Shapley Error
Model.

As for the XGBoost model, it is not possible to differentiate it sufficiently from
the other models concerning this metric.

Balanced accuracy score

On Figure 3.6, you can see the result of a Nemenyi test performed on the balanced
accuracy score of the 7 models studied in this work.

Figure 3.6: Nemenyi test on the balanced accuracy score of the 7 models.

Several conclusions concerning the balanced accuracy score of the different
models can be made from this test:

• The RUS and Error Model models are statistically better than the RUS-
Boost and Cost-Sensitive RF models.

• The SEM model is statistically better than the Cost-Sensitive RF model.

As for the XGBoost and SMOTE models, it is not possible to differentiate
them sufficiently from the other models concerning this metric.

3.3 Lessons from these results

Some conclusions can be drawn from these results. First, we notice that some of
these models favor an efficient prediction of the majority class while others favor
the minority class. For example, the Cost-Sensitive RF and RUS-Boost models
have an overall accuracy score in the highest of all the models considered but a
balanced accuracy score in the lowest, a sign that these models primarily favor
the majority class. Indeed, this metric is mainly dependent on the efficiency of
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the model on the majority class.

Conversely, models such as RUS, Error Model or Shapley Error Model have
an overall accuracy score in the lowest of all the models considered but a balanced
accuracy score in the highest, which indicates that these models primarily favor
the minority class. It is this type of model that interests us most in this work
because we are primarily interested in predicting the minority class efficiently.

Finally, the XGBoost and SMOTE models appear to give average values for
all metrics, a sign that these models are effective on both the minority and ma-
jority class, though without achieving as much effectiveness as other models on
the minority class of most interest.

Concerning the two custom models derived from the RUS model, the Error
Model and the Shapley Error Model, we notice that they are hardly differentiable
from the RUS model whatever the metric used.

For the Error Model, this non-differentiation is the most marked. However,
we observe that the accuracy, the average precision and the F1-score linked to
this model remain slightly higher than that for RUS. This is due to the fact that
we add samples from the majority class after the undersampling, inflating these
metrics which are quite dependent on the majority class.

For the Shapley Error Model, this similarity is less marked than for the Error
Model. Indeed, it seems that the selection based on the Shapley values of the
samples added after the RUS does not bear its fruits and has for only effect to
decrease the general efficiency of the model.

Moreover, the Shapley Error Model and SMOTE model share a big problem
compared to some other models. Indeed, these two models as they are now are
very expensive in terms of computation time, and are therefore difficult to use on
large datasets such as those of banking transactions. The time complexity of the
Shapley Error Model is O(n2) while for smote, an oversampling of the minority
class is performed until reaching the same number of samples as in the majority
class, having the effect of significantly increasing the number of samples. However,
the implementation has a lot to do with it and can be enhanced. For example,
TreeSHAP is 100x faster than KernelSHAP. This is why no time comparison was
performed in this work.
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Discussion

The purpose of this discussion is to take a step back from the information pre-
sented earlier in this work and to take a critical look at the limitations of our
models as well as some of the choices we have made during the implementation.
This will allow the reader to have an overview of the main limitations and points
of discussion regarding this work.

First of all, we notice through the results presented in Chapter 3 that the
efficiency of the implemented models is very dependent on the dataset. Indeed,
although they have similar characteristics, the 11 datasets on which we were able
to work are fundamentally different and the models can therefore sometimes give
quite different results on them. Therefore, it is impossible to predict the results
of these models on a real dataset of banking transactions. Even if a small number
of anonymized bank transaction datasets are available, we have chosen to restrict
ourselves to datasets available on OpenML in order to have a large number of
datasets at our disposal and remain generic.

Secondly, some of the implemented models are not realistically usable on large
datasets. Indeed, the Shapley Error Model and SMOTE model are temporally
very expensive and it is therefore not conceivable to deploy them on a real bank-
ing transaction dataset. On the one hand, the Shapley Error Model has a time
complexity in O(n2) while on the other hand the SMOTE model almost doubles
the number of samples when generating samples of the minority class. Neverthe-
less, it was interesting to study the efficiency of these models in order to compare
them with other known and less expensive models.

Finally, it could be interesting to further study the Error Model by changing
the error function used by it to select the samples to be reintroduced in the sample.
Indeed, this error function is arbitrary and we could imagine other ways to express
it. However, this model remains above all a variant of RUS and one should not
expect a very different efficiency from it. Even so, since the purpose of this model
is to detect fraudulent bank transactions, any improvement in its efficiency, even
minor, could result in significant gains in money.
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Conclusion

Machine learning is an indispensable tool in the fight against fraud. Although
already widely used by banks, some steps of the fraud detection process are not
yet fully developed and require human intervention. One of the main difficulties
for machine learning models is to deal with class imabalance. Through this work,
we explored several models in order to find those that give the best results on an
imbalanced dataset.

First, we looked at the characteristics of a bank transaction dataset in order
to select datasets with similar characteristics to work on. Then, we defined the
different models implemented in this work and performed an analysis of their
optimal parameters. Finally, we compared these 7 models in order to draw con-
clusions on which of them are the most interesting for further research in this field.

Following this analysis, it is possible to conclude that Undersampling models
are the most interesting models to use in the context of fraudulent transaction
detection. Indeed, the Random Undersampling model, Error Model and Shapley
Error Model allow the best prediction of the minority class among all the im-
plemented models. Moreover, except for the custom Shapley Error Model, the
computation time of these models is less than the others because a large propor-
tion of the samples of the majority class are eliminated.

Of the two custom models Error Model and Shapley Error Model, only the
Error Model is interesting to keep. Indeed, the Shapley Error Model is very ex-
pensive in terms of calculation and we did not succeed in proving that it brings a
real improvement when compared to the Error Model. As far as the latter is con-
cerned, it can be interesting to keep because it allows to increase the efficiency of
the model on the majority class without however lowering too much the efficiency
on the minority class.

As for the other models implemented, none of them obtains an equivalent ef-
ficiency on the minority class. Indeed, these models tend to predict the majority
class better, to the detriment of the minority class that interests us most. More-
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over, some models such as Synthetic Minority Oversampling Technique are very
expensive to implement in terms of computing power.

Finally, it is important to specify that the results obtained in this work are
very dataset dependent. Although the selected datasets have similar characteris-
tics to real bank transaction datasets, it is impossible to say if the implemented
models will have similar results on them.
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Appendix A

Nemenyi tests for
hyper-parameter selection

RUS

(a) Accuracy score (b) Balanced accuracy score

(c) F1-score (d) ROCAUC score

Figure A.1: Nemenyi tests of the model regarding 4 metrics for RUS.
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SMOTE

(a) Accuracy score (b) Balanced accuracy score

(c) F1-score (d) ROCAUC score

Figure A.2: Nemenyi tests of the model regarding 4 metrics for SMOTE.

RUS-Boost

(a) Accuracy score (b) Balanced accuracy score

(c) F1-score (d) ROCAUC score

Figure A.3: Nemenyi tests of the model regarding 4 metrics for RUS-Boost.
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Cost-Sensitive Random Forest

(a) Accuracy score (b) Balanced accuracy score

(c) F1-score (d) ROCAUC score

Figure A.4: Nemenyi tests of the model regarding 4 metrics for Cost-Sensitive RF.

XGBoost

(a) Accuracy score (b) Balanced accuracy score

(c) F1-score (d) ROCAUC score

Figure A.5: Nemenyi tests of the model regarding 4 metrics for XGBoost.
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Error Model

(a) Accuracy score (b) Balanced accuracy score

(c) F1-score (d) ROCAUC score

Figure A.6: Nemenyi tests of the model regarding 4 metrics for Error Model.

Shapley Error Model

(a) Accuracy score (b) Balanced accuracy score

(c) F1-score (d) ROCAUC score

Figure A.7: Nemenyi tests of the model regarding 4 metrics for Shapley Error Model.
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Appendix B

Boxplots for hyper-parameter
selection

RUS

(a) Accuracy score (b) Balanced accuracy score

(c) F1-score (d) ROCAUC score

Figure B.1: Four metrics as a function of the ratio of the number of samples in the
minority class over the number of samples in the majority class after undersampling.
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SMOTE

(a) Accuracy score (b) Balanced accuracy score

(c) F1-score (d) ROCAUC score

Figure B.2: Four metrics as a function of the ratio of the number of samples in the
minority class over the number of samples in the majority class after resampling.
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RUS-Boost

(a) Accuracy score (b) Balanced accuracy score

(c) F1-score (d) ROCAUC score

Figure B.3: Four metrics as a function of the ratio of the number of samples in the
minority class over the number of samples in the majority class after resampling.
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Cost-Sensitive Random Forest

(a) Accuracy score (b) Balanced accuracy score

(c) F1-score (d) ROCAUC score

Figure B.4: Four metrics as a function of the weight associated to the minority class.
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(a) Accuracy score (b) Balanced accuracy score

(c) F1-score (d) ROCAUC score

Figure B.5: Four metrics as a function of the ratio of the weights associated to each
class.
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Error Model

(a) Accuracy score (b) Balanced accuracy score

(c) F1-score (d) ROCAUC score

Figure B.6: Four metrics as a function of the fraction of the samples removed by RUS
that are restored in the sample.
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Shapley Error Model

(a) Accuracy score (b) Balanced accuracy score

(c) F1-score (d) ROCAUC score

Figure B.7: Four metrics as a function of the number of times we remove redondant
samples using their shapley values.
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Abstract :  
 
Payment card fraud is a significant problem for business owners, card issuers, and transactional services 
firms, resulting in significant financial losses each year. With the growing volume of data created by 
payment card transactions, it has become impossible for a human analyst to identify fraudulent patterns 
in transaction datasets, which are frequently characterized by a huge number of samples and multiple 
dimensions. As a result, during the last decade, the development of payment card fraud detection 
systems has shifted to approaches based on machine learning techniques, which automate the process 
of detecting fraudulent patterns from vast amounts of data. 
 
However, not all steps can be automated. Some conclusions cannot yet be made efficiently by machine 
learning. More specifically, ML algorithms have a lot of difficulty dealing with class imbalance. Indeed, 
transaction data contains far more genuine transactions than fraudulent ones: in a real-world dataset, the 
percentage of fraudulent transactions is often considerably under 1%. Learning from imbalanced data is 
difficult since most learning algorithms struggle with big class disparities. Class imbalance necessitates 
the adoption of additional learning procedures such as sampling or weighting. 
 
In this work, we will try to improve the efficiency of existing machine learning models as well as to create 
new ones with the goal of pushing for the total automation of this process, removing the need for human 
operators. Moreover, this study aims to try to draw conclusions on the avenues to be explored in future 
research concerning the detection of fraud in transactions. 

 
 
Résumé :  
 
La fraude à la carte de paiement est un problème important pour les propriétaires d'entreprises, les 
émetteurs de cartes et les sociétés de services transactionnels, entraînant des pertes financières 
considérables chaque année. Avec le volume croissant de données créées par les transactions, souvent 
caractérisées par un nombre énorme d'échantillons et de multiples dimensions, il est devenu impossible 
pour un analyste humain d'identifier efficacement les fraudes. Par conséquent, au cours de la dernière 
décennie, le développement des systèmes de détection de la fraude s'est orienté vers des approches 
basées sur des techniques d'apprentissage automatique, qui automatisent le processus de détection des 
schémas frauduleux à partir de grandes quantités de données. 
 
Cependant, toutes les étapes ne peuvent pas être automatisées. Certaines conclusions ne peuvent pas 
encore être tirées efficacement par l'apprentissage automatique. Plus précisément, les algorithmes 
d'apprentissage automatique ont beaucoup de mal à gérer le déséquilibre des classes. En effet, les 
données de transaction contiennent beaucoup plus de transactions authentiques que de transactions 
frauduleuses : dans un ensemble de données du monde réel, le pourcentage de transactions 
frauduleuses est souvent nettement inférieur à 1%. L'apprentissage à partir de données déséquilibrées 
est difficile, car la plupart des algorithmes d'apprentissage ont du mal à gérer de grandes disparités entre 
les classes. Le déséquilibre des classes nécessite l'adoption de procédures d'apprentissage 
supplémentaires telles que l'échantillonnage ou la pondération. 
 
Dans ce travail, nous tenterons d'améliorer l'efficacité des modèles d'apprentissage automatique 
existants ainsi que d'en créer de nouveaux dans le but de pousser à l'automatisation totale de ce 
processus, en supprimant le besoin d'opérateurs humains. De plus, cette étude vise à essayer de tirer 
des conclusions sur les pistes à explorer dans les recherches futures concernant la détection de la 
fraude dans les transactions. 
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