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Abstract
Today, two-factor authentication tokens have become more and more popular due
to the increasing number of attacks against the classical user-password online
authentication. This master thesis aims to assess the security of an open source
security token, the Solo key, against some side channel attacks. The Solo key relies
on the U2F authentication protocol from the Fido Alliance to provide a strong
second factor authentication. The surface of attack found in the authentication
protocol is first described. Then a measurement setup relying on EM emanations
is mounted. Next the research of the POI required by the 2 strategies attempted
to break part of the HMAC-SHA256 construction is described. After that four side
channel attacks, three CPA with different leakage models and a template attack
are launched against the HMAC-SHA256 construction. Finally, it is shown that,
employing the measurement setup and the trace alignment algorithm described,
the outer hash requires a greater number than 200 000 traces to be forged while
one can forge the inner hash in more or less 200 000 traces.
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Chapter 1

Introduction

Due to increasing of malwares, eavesdropping, phishing, replay attacks,... online
authentication through the use of only a user-password pair might not bring suffi-
cient security. This fact encouraged the emergence of second factor authentication
or even password-less protocols. As an example, Microsoft started in 2018 to
promote password-less protection authentication in [1]. These protocols are often
implemented in hardware tokens.

These tokens, for commercial purposes, often have strong portability, memory
and price requirements that may lead to security issues. Side channel attacks
(SCA), which are an active research field since the first timing attacks performed
on different cryptographic implementations [2], are a variety of attacks that take
advantage of the physical leakage of the targeted device. They allow to decrease the
complexity of the attack from exponential to linear with the size of the cryptographic
secret at the cost of physical access to the device. Moreover, this kind of attack
can be succeeded without letting any physical traces on the device thanks to the
electromagnetic emanations for example. For these reasons, SCA seem to be a
natural way to recover the cryptographic secret of authentication hardware tokens.

Hence, one can ask about the security of these tokens in the light of the
SCA. In the context of this work, the FIDO second factor authentication protocol
implemented in the open source Solo key device will be attacked. While physical
security of the Solo key has already been investigated against a fault injection
adversary [3], its SCA resistance remains an open question. Therefore, this work
aims to study the security provided by the Solo key against SCA relying on
electromagnetic emanations of the device.

More in details, the goal is to achieve SCA on this token to allow the adversary
to authenticate as the rightful user. The attacker will be assumed to get physical
access of the token during a limited among of time, e.g. by stealing the device lying

1



on a colleague’s desk during the weekend. This limited among of time is considered
the time before the rightful owner of the device notices its disappearance. This
time is a key point as it bounds the power of the attacker. In this situation, it
is also required that the attacker does not leave remarkable traces on the device
while breaking it. It is also assumed that the attacker owns the user-password
pairs linked to the second factor authentication thanks to another kind of attacks.
One more remark consists in highlighting the fact that the Solo key device is
not certified according to the FIDO ’Authenticator Certification Level’. This
certification assesses the level of difficulty of breaking a device including SCA.

Within this framework, the resistance of HMAC-SHA256, since it is the building
block of the U2F protocol, against SCA will be analyzed. The HMAC-SHA256,
as highlighted by its name, is made up of SHA256 schemes. Some SCA strategies
against this scheme have been proposed in the literature. Only the most important
works related to this subject will be briefly described. The first attack against this
cryptographic architecture was presented in [4]. It consists of an extend and prune
way to attack the architecture relying on the Hamming distance leakage model. The
authors made their experimentation on a commercial FPGA board and proposed a
masked implementation for this scheme. Then in [5] the same attack was reused yet
using the Hamming weight model and relaxing the assumptions made in [4]. This
attack also highlights the feasibility of applying partial CPA on this architecture.
Moreover, it can be used to break the entire HMAC-SHA256 architecture. The
same year (2013), a new strategy to attack SHA256 was presented in [6] relying on
a divide and conquer way to obtain the secret. This attack requires to control the
input of SHA256 and can thus only be managed to attack the inner hash of the
HMAC-SHA256 structure. Finally, a more detailed explanation about how this
attack is working can be found in [7]. Both [5] and [6] strategies of attack will be
attempted in this work. More generally, an attack on a different authentication
token relying on another authentication scheme, the one-time password, has been
achieved in [8].

The contribution of this work is to assess the security of the open source yet
commercialized Solo key that implements the FIDO U2F authentication protocol
by performing different SCA against a HMAC-SHA256 construction in a real
application. This work is articulated the following way. In chapter two the
theoretical background necessary to understand this manuscript is described. Then,
in chapter three, the FIDO U2F authentication protocol is described and after a
short introduction about the Solo key, the way this protocol is implemented in
this device is investigated to find a surface of attack. Finally, in chapter four, the
whole train of thought to realize the different side channel attacks through the two
strategies against the Solo key is described and the obtained results are exposed.
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Chapter 2

Theoretical background

This chapter aims to present the theoretical background necessary to understand
this work. First the cryptographic scheme on which the Solo key is relying on
is presented. Then the tools used in the evaluation of the SCA are introduced.
Finally, the side channel attacks deployed in this work and how they will be applied
to recover the initial states of SHA256 are exposed.

2.1 SHA256
SHA256 is a 2001 hash function created by the NSA (National Security Agency).
The purpose of this cryptographic tool is to produce a digest that has a shorter
size than the size of the message that is hashed while being easy to compute and
uniquely identifying the message as a fingerprint of this one. Hash functions are
used in many applications such as message authentication codes, proof of work in
the bitcoin scheme, password storage, files integrity verification,... The SHA256
hash function takes as input a 512 bits message and a 256 bits randomly chosen
initial vector (IV) and outputs a 256 bits digest. Each of these inputs is cut into
words of 32 bits leading to 16 words for the message and 8 words for the IV, also
called in this framework the initial states. The algorithm of the SHA256 hash
function is given in Algorithm 1.

First, concerning Algorithm 1, all operations are performed on 32 bits words.
The + denotes a 32 bits modular addition. Then SIG0, SIG1, EP0, EP1, CH and
MAJ function are defined as

• SIG0(x) = (x >>> 7) + (x >>> 18) + (x >> 3)

• SIG1(x) = (x >>> 17) + (x >>> 19) + (x >> 10)

• EP0(x) = (x >>> 2) + (x >>> 13) + (x >>> 22)
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• EP1(x) = (x >>> 6) + (x >>> 11) + (x >>> 25)

• CH(x,y,z) = (( x & y ) ∧ (∼(x) & z ))

• MAJ(x,y,z) = (( x & y ) ∧ ( x & z ) ∧ ( y & z))

where x, y and z are 32 bits words, x >> b is the b bits shift to the right performed
on x, x >>> b is the b bits rotation to the right performed on x, & is the bitwise
AND operation, ∧ is the bitwise XOR operation and ∼x is the bitwise complement
of x. Finally, Ki is a constant hard coded table of 64 random words.

Algorithm 1 SHA-256 hash function
Inputs: the 16 words message I = (I1,..,I16), the 8 words initial vector V =
(V1,..,V8).
Output: the digest D = (D1,...,D8).

1: (M1,..,M16) ← (I1,..,I16)
2: for i = 17 to 64 do . Message expansion
3: Mi ← SIG1(Mi−2) + Mi−7 + SIG0(Mi−15) + Mi−16
4: end for
5: (A,B,C,D,E,F,G,H) ← (V1,..,V8) . Loading the initial states
6: for i = 1 to 64 do . Rounds of transformation
7: T1 ← H + EP1(E) + CH(E,F,G) + Ki + Mi

8: T2 ← EP0(A) + MAJ(A,B,C)
9: H ← G

10: G ← F
11: F ← E
12: E ← D + T1
13: D ← C
14: C ← B
15: B ← A
16: A ← T1 + T2
17: end for
18: return (D1 ←A+V1,...,D8 ←H+V8)

The SHA256 algorithm has also three properties that are enumerated below1.

1. Collision resistance: given s, it is difficult to find x and x’ such that Hs(x) =
Hs(x’).

1These properties were directly taken from the ’Introduction to Cryptography’ course given
by F. Koeune and O. Pereira
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2. Second pre-image resistance: given s, x, it is difficult to find x’ such that
Hs(x) = Hs(x’).

3. Pre-image resistance: given s and y = Hs(x), it is difficult to find x’ such
that Hs(x’) = y.

Where s represents the initial vector, x and x’ are two different input messages and
Hs(x) is the SHA256 hash function.

2.2 HMAC
The hashed message authentication code (HMAC) is a cryptographic tool developed
in [9]. The purpose of this tool is to generate a message authentication code (MAC)
that cannot be forged based on a key, an initial vector (IV) and a cryptographic
hash function. A MAC is a tag appended to the message and that depends
on this message which allows, thanks to the key, to perform an authenticated
communication. The algorithm of this construction can be observed in Algorithm
2. In this algorithm, ∧ denotes the bitwise XOR and || the concatenation of the

Algorithm 2 HMAC
Inputs: the key K, the message to be authenticated M and the cryptographic hash
function H.
Output: the HMACK(M)

1: return HMACK(M) = H((K ∧ opad) || H((K ∧ ipad) || M))

messages. opad and ipad are fixed constants. This function is proved to be secure
under some assumptions about the cryptographic hash function used in it. The
SHA256 hash function fulfilled these assumptions. In the rest of this work, the
HMAC algorithm will be used in combination with the SHA256 function and will be
called the HMAC-SHA256 structure. A graphical representation of this structure
can be seen in Figure 2.1.

In this Figure one can notice that the structure is separated in two parts, the
inner hash and the outer hash. It is also possible to note that k0 and k1 are
constant values. Finally, a last observation that can be made is that recovering
somehow the value of k1 and k0 makes the tag forgeable.

2.3 Jitter
The jitter denotes the random variation of a presumably constant periodic signal.
The clock of a micro controller is such a signal. There are multiple measurements of
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Figure 2.1: Representation of the HMAC-SHA256 structure

the jitter. The long term or absolute jitter denotes the deviation in time with refer
to a perfect clock. The cycle-to-cycle jitter is the deviation from one clock cycle
with refer to the previous one. The jitter can come from multiple sources, crosstalk
with other signals, electromagnetic interference or simply from the generation of
the clock.

This jitter has a strong impact on side channel attacks. Indeed, to perform
these attacks in a feasible among of traces, it is required to have a really low
jitter in the measured leakage, i.e. the number of traces to achieve an attack is
increasing with the jitter present in the traces. In fact, the designers of a device
can intentionally increase the jitter to reduce the potential of SCA. It thus can be
seen as a countermeasure. However, algorithms to align the traces have also been
studied in the literature such as in [10]. Hence, it can be seen as a game between
the potential jitter that can be added by the designers without touching to the
functionality of the device and the trace alignment algorithm developed by the
adversaries.

2.4 Signal to noise ratio
The signal to noise ratio (SNR) is a strong cryptographic tool in the scope of the
point of interests detection in the leakage and to assess the number of leakage traces
needed to recover the secret information. The SNR depicted the ratio between the
meaningful part of the signal and its unwanted background noise.

The SNR in the case of the research of a particular state of a cryptographic
algorithm inside a set of traces can be estimated as

SNR = var(µc)
mean(σc)
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for one time sample of the leakage where µc and σc represent respectively the mean
and the variance of the traces linked to a class value. This class value corresponds
to a given state value in a cryptographic scheme. It thus requires to compute this
state value for each trace and to sort them in the corresponding classes before
performing the SNR.

Thanks to the SNR the number of traces N required to reach a high success
rate in recovering the secret can be approximated as

N ' c

SNR

where c is an empirical constant value.

2.5 Rank estimation and key enumeration
Rank estimation is a cryptographic tool that allows to assess the computational
security of an attack for which an adversary obtained partial part of the secret
thanks to a divide and conquer strategy. In case the attack is not successful in
perfectly recovering all partial secrets due to, for example, a lack of traces, a key
enumeration algorithm allows to search the key starting with the keys that are the
most likely. This is the conquer phase of an attack. However, this key enumeration
is bound by the power of the adversary. The rank estimation algorithm presented
in [11] relying on histograms and used in this work allows to assess the rank of
the key with bounds tighter than one bit. It thus allows to know if the key is just
above the enumerable key range of the attacker, in which case a small improvement
of the computational power of the adversary or of the attack will recover the key,
or far away from this one, which is translated by a more secure device.

2.6 Side channel attacks
Side channel attacks take advantage of the information contained in the physical
leakage of a device implementing a cryptographic scheme rather than directly
attacking the cryptographic scheme which is often proved to be secure through
mathematical tools. Indeed, they allow to decrease the complexity of the attack
from exponential to linear with the size of the cryptographic secret. This physical
leakage can take multiple forms such as time information, power consumption,
electromagnetic radiation,... Power consumption and electromagnetic radiation
are closely linked as they both depend on the current intensity inside the device.
In this framework, SCA taking advantage of the electromagnetic radiation will
be investigated. Since the differential power analysis performed in [12], a lot of
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different implementations of SCA relying on power consumption varying statistic
tools used to recover the secret information or the modeling of the physical leakage
have been proposed. In the next part of this section the two SCA used in this work
will be described.

2.6.1 Correlation power analysis
In the correlation power analysis (CPA), the adversary makes the assumption
that a linear correlation exists between the modeled leakage value and the one
measured. The modeled leakage value is linked to the value of a specific operation
performed in the device. This model can be simple such as the Hamming weight or
the Hamming distance of this value or more complex requiring a profiling phase to
obtain it. The linear correlation is captured by the Pearson’s correlation coefficient.
As a reminder, this coefficient is equal to

ρxy = n
∑
xiyi −

∑
xi

∑
yi√

n
∑
x2

i − (∑
xi)2

√
n

∑
y2

i − (∑
yi)2

.

The algorithm to recover the secret value is given in Algorithm 3. It consists
in testing all potential values k of the secret K. A modeled leakage value M is
computed for each hypothetical secret and for each input message. The Pearson’s
correlation coefficient between the set of leakage traces and the modeled leakage is
calculated for each time sample of a sampling window. The hypothetical secret
that outputs the higher correlation is considered as the right value of the secret.

Algorithm 3 CPA algorithm
Inputs: the set of N leakage traces T in a sampling window S, the set of N input
messages P and the length of the secret L.
Output: the secret K.

1: for k = 0 to 2L do
2: for i = 1 to N do
3: Mi ← model(k,Pi)
4: for s in S do
5: R[s,k] ← ρ(Ts, Mi)
6: end for
7: end for
8: end for
9: K ← argmaxs,k(R[s,k])

10: return K
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If L is too high, the CPA might be computationally too intense to be performed.
However, partial CPA makes it possible by separating the secret K into b blocks
of length L/b. Indeed, it reduces the computational cost from O(2L) to b*O(2Lb ).
The side effects of applying partial CPA are that it might be not straightforward as
blocks can be related to each other and that the L-(L/b) other bits are considered
as noise since they are not taken into account in the modeling of the leakage.

2.6.2 Template attack
The univariate template attack is an SCA that allows to trade off the required
number of traces to succeed the attack between a profiling phase and an online
attack phase.

During the profiling phase, the attacker estimates the leakage relying on the
assumption that the leakage of every potential value of a cryptographic operation
follows a normal distribution,

N (l|µi, σi) = 1√
2πσi

e
(l−µi)

2

2σ2
i

where µi and σi are respectively the mean and the variance of the leakage corre-
sponding to this potential value. However, to assess these distributions it requires to
have better control of the device targeted. Indeed, it is needed to know the output
of the cryptographic operation and the capability of making it varies. Moreover,
it requires to know exactly the time sample in the leakage where the targeted
cryptographic operation is performed to decrease the computations. However, it
allows to compute a precise model of the leakage. This phase is usually performed
on a similar device to the one targeted as it might require a long period of time to
achieve the profiling phase.

Then, thanks to the leakage model derived by the profiling phase, one can
perform the online attack. This attack, requiring hopefully fewer traces than the
profiling phase, aims to combine the Bayes probability of each key candidate for
each trace. This combination can be made by multiplying the probabilities or
accumulating the logarithm of those probabilities. The key is recovered by taking
the key candidate that obtained the maximal combined probability. This phase is
obviously performed on the targeted device.

2.7 Attacks against SHA256
This section aims to present two strategies in order to find the initial value of A, B,
C, D, E, F, G and H, also called the initial states, by performing SCA against the
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SHA256 implementation. Both strategies will be described and their requirements
exposed. Then the strategies will be summarized in a comparative tabular which
intends to highlight the pros and cons of each of them.

2.7.1 Divide and conquer strategy
This attack [6] relies on a divide and conquer strategy meaning that the partial
secrets recovered to form the full secret are independent of each other. The attack
is divided into two stages. First, intermediate secret values are recovered during
four rounds thanks to SCA with the rounds before the one attacked fixed. Then,
the initial states are found back relying on the knowledge of these intermediate
secret values by inverting the equations of SHA256.

The targeted operations in the SHA256 function are

Ei ← Di−1 +Hi−1 + EP1(Ei−1) + CH(Ei−1, Fi−1, Gi−1) +Ki +Mi

Ai ← Hi−1 + EP1(Ei−1) + CH(Ei−1, Fi−1, Gi−1) +Ki +Mi + EP0(Ai−1)
+MAJ(Ai−1, Bi−1, Ci−1)

during the four first rounds of SHA256 where i is the ith round and T1 and T2 are
developed, i.e. two partial secrets are recovered per round. To highlight the secrets
that are recovered per round, one can rewrite the previous equation as

Ei ← Eisecret+Mi

Ai ← Aisecret+Mi

where Eisecret and Aisecret are respectively the secret related to the operation
that outputs Ei and Ai. For those secrets to be a constant value in the ith round,
as SCA target a constant secret value manipulated with a known value (Mi here),
the messages of the previous rounds must be fixed. Moreover, once the message is
fixed to a value to attack the next round, its value must remain the same when
the next round is attacked. For example, when attacking the second round the
value of M1 must be fixed. Then when attacking the third round, the value of M1
and M2 must be fixed and the value of M1 must remain the same as the one used
during the attack in the round two. Indeed, the value E1 used in the equations
2.1 to 2.8 depends on the message M1 fixed. The value E2 used in the same
equations depends on the fixed M2 and E1 since E2secret is linked to E1. And so
on. Therefore, the validity of the equations 2.1 to 2.8 requires from the attacker to
have full control of the three first input messages. When the four first rounds were
attacked, E1,2,3,4secret and A1,2,3,4secret are known as well as E1,2,3,4 and A1,2,3,4.

This attack takes advantage of the inter-round relationships between the states
of SHA256 e.g. H3 is equivalent to G2, to F1 and to E0 where H3 denotes the value
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of H at the third round and so on. As example, the attack to recover E0 relies on
the next equation

A4 ← H3 + EP1(E3) + CH(E3, F3, G3) +K4 +M4

+ EP0(A3) +MAJ(A3, B3, C3)

which can be rewritten as

A4 ← E0 + EP1(E3) + CH(E3, E2, E1) +K4 +M4

+ EP0(A3) +MAJ(A3, A2, A1).

E0 can thus be obtained since all other terms of the equation are known. An
overview of the inter-round relationships can be seen in the Figure 2.2. In this
Figure, the known values, recovered thanks to the SCA, are in red and the values
that are recovered using the equations 2.1 to 2.8 are in blue.

Figure 2.2: Overview of the inter-round relationships. In red the values recovered
through the SCA. In blue the values recovered through the equation 2.1 to 2.8.

The equations that allow to recover A0, B0, C0, D0, E0, F0, G0 and H0 through
the inter-round relationships are

H3 ← A4 − (EP1(E3) + Ch(E3, F3, G3) +K4 + EP0(A3)
+MAJ(A3, B3, C3) +M4)

(2.1)

D3 ← E4 − (H3 + EP1(E3) + Ch(E3, F3, G3) +K4 +M4) (2.2)

H2 ← A3 − (EP1(E2) + Ch(E2, F2, G2) +K3 + EP0(A2)
+MAJ(A2, B2, C2) +M3)

(2.3)
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D2 ← E3 − (H2 + EP1(E2) + Ch(E2, F2, G2) +K3 +M3) (2.4)

H1 ← A2 − (EP1(E1) + Ch(E1, F1, G1) +K2 + EP0(A1)
+MAJ(A1, B1, C1) +M2)

(2.5)

D1 ← E2 − (H1 + EP1(E1) + Ch(E1, F1, G1) +K2 +M2) (2.6)

H0 ← A1 − (EP1(E0) + Ch(E0, F0, G0) +K1 + EP0(A0)
+MAJ(A0, B0, C0) +M1)

(2.7)

D0 ← E1 − (H0 + EP1(E0) + Ch(E0, F0, G0) +K1 +M1). (2.8)

The disadvantages of this attack are that it requires four, one for each round
attacked, different sets of traces and the control of the three input messages of the
SHA256 function.

2.7.2 Extend and prune strategy
This second strategy [5] is more delicate as it consists in recovering the whole
secret by building it on partial parts of this one, i.e. the first part of the secret
is necessary to obtain the second part which is necessary to obtain a third part
and so on. It signifies that due to its intrinsic design, it is not possible to make a
conquer phase in this attack and a wrongly guessed partial secret at the beginning
of this strategy will lead to further errors.

The extend and prune strategy consists of eight SCA that are performed one
after the other and are focused during the first and the second rounds of the
SHA256 algorithm. The different steps of the attack are :

1. Recover α by performing SCA on T1 ← α +M1 where α = H0 + EP1(E0) +
CH(E0, F0, G0)+K1. Since H0, E0, F0 , G0 and K1 are constant, α is constant
making the SCA possible. The variable T1 can be determined for each M1
after this attack.

2. Recover D0 by performing SCA on E1 ← D0 + T1. This second step relies
directly on the first stage as it is needed to know the variable T1. The variable
E1 can be determined for each T1 after this attack.

3. Recover T2 by performing SCA on A1 ← T1 + T2. T2 is constant since A0, B0
and C0 are constant. This step also relies on the first stage and the variable
A1 can also be computed for each T1.
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4. During the second round, recover the constant F1 = E0 (from the inter-round
relationship) by performing SCA on E1 & F1 in the CH(E1,F1,G1) function.
This step relies on the second stage of the attack.

5. Recover the constant G1 = F0 by performing SCA on ∼E1 & G1 in the
CH(E1,F1,G1) function. This step also relies on the second step of the attack.

6. Recover the constant B1 = A0 by performing SCA on A1 & B1 in the
MAJ(A1,B1,C1) function. This step relies on the third stage of the attack.

7. Recover the constant C1 = B0 by performing SCA on A1 & C1 in the
MAJ(A1,B1,C1) function. This step also relies on the third stage of the
attack.

8. Recover the constant H1 = G0 by performing SCA on T1 ← H1 + EP1(E1) +
CH(E1, F1, G1) +K2 +M2 where E1, F1, G1, K2 and M2 are known. E1 must
be computed from M1 for each M2. To compute this step, the fifth, the fourth
and the second stage of the attack must be successfully realized.

9. Finally, H0 and C0 can be deduced thanks to all the previous stages. H0 can
be figured out in T1 ← H0 +EP1(E0) +CH(E0, F0, G0) +K1 +M1. And C0
can be found in T2 ← EP0(A0) + MAJ(A0,B0,C0).

Performing all these steps requires only 1 set of traces and no condition on
the input message except its randomness. However, since the targeted states of
SHA256 in the stage four to seven of the attack strategy are the result of a bitwise
AND, it is important to observe that, in the case of the secret K is equal to 0,
performing SCA on K & Mi will not bring any information as the state will be
equal to 0 whatever the message is. In other words, the hypothesis K equals to 0
cannot be assessed.

2.7.3 Comparison of the strategies
The Table 2.1 summarizes the different advantages and inconveniences of each
strategy. A general analysis is that the extend and prune strategy necessitates fewer
requirements than the divide and conquer strategy but is more tricky to set up. An
additional remark is that the divide and conquer strategy is not applicable in the
outer hash of the HMAC to recover k1 (see section 2.2) because of the conditions
on the input messages. Indeed, the input message of the SHA256 construction of
the outer hash is the output of the last SHA256 construction of the inner hash and
by the propriety of the SHA256 scheme, its output is uncontrollable. Moreover,
to apply the extend and prune strategy to the outer hash, the initial states of the
inner hash have to be guessed with high confidence since the input messages of
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the outer hash have to be guessed from the input messages of the inner hash and
its initial states. Finally, the rank estimation and key enumeration cryptographic
tools are applicable, by definition, only in the case of the recovery of independent
partial secrets. They are thus unusable in the extend and prune strategy.

Divide and conquer Extend and prune
Number of SCA 8 8

Number of sets of traces 4 1
Number of round attacked 4 2

Targeted operations Modular additions
Modular additions
and bitwise AND

operations
Control required Full for M1, M2 and M3 Randomness

on Mi Randomness for M4 for M1
Number of hypotheses 0 1, key = 0that cannot be assessed

Propagation of the errors No Yesbetween the SCA
Rank estimation and Yes Nokey enumeration
Applicable to inner Yes Yeshash of HMAC
Applicable to outer No Yeshash of HMAC

Table 2.1: Comparison between the divide and conquer strategy and the the extend
and prune strategy
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Chapter 3

FIDO U2F protocol and Solo key

In this chapter, the FIDO U2F authentication protocol implemented in the Solo
key will be described. Then the different characteristics of the Solo key will be
shortly exposed and the implementation of the FIDO U2F protocol on it will be
analyzed.

3.1 FIDO U2F protocol
The FIDO Universal Second Factor (U2F), also called CTAP1, authentication
protocol has been developed by FIDO Alliance. The purpose of this protocol is to
amplify the security of web services such as Microsoft, Google, GitLab and many
others, by relying on a second factor authentication device that implements the
U2F protocol, such as a security key, in addition to the existing and traditional
username-password authentication to perform a login.

The U2F protocol is performed in two distinct phases. First, the registration
phase during which the U2F token of a user is registered with the service. Then,
the authentication phase is performed each time the user wants to access his
account. During this phase, the service verifies that the token is the one used in
the registration phase. Once the registration phase has been done, it is impossible
to access an account without a U2F token bound to this account.

The 2 phases rely on cryptographic assertions that are needed to be verified
by a relying party. The service is thus connected to the relying party which can
be, for example, a web server. These two phases will now be described in details
and an overview of these phases can be seen in Figure 3.1 and Figure 3.2. This
protocol can be found in [13] and [14].
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3.1.1 Registration phase
The different steps of the registration phase go as follows:

1. The service sends to the U2F token the concatenation of the challenge param-
eter given by the relying party and the application parameter representing the
service identity requesting the registration. Note that the challenge parameter
is saved by the relying party.

2. The U2F protocol requires proof of the user presence by pressing a button
on the device for example.

3. The U2F token generates a new private-public key pair and a key handle
that allows the token to recognize the generated key pair. The public key is
derived from the private key as the coordinates of point on the P-256 National
Institute of Standards and Technology elliptic curve.

4. The U2F token saves the private key.

5. The U2F token signs with its attestation key corresponding to its attestation
formulate thanks to the elliptic curve digital signature algorithm (ECDSA)[15],
the concatenation of 0x00 (hexadecimal number representation), the appli-
cation parameter, the challenge parameter, the key handle and the public
key.

6. The token sends to the service the concatenation of 0x05 (legacy reason), the
public key, the key handle length, the key handle, the attestation certificate
and the signature previously computed.

7. The service verifies through the relying party the attestation certificate which
has to be issued by a trusted certification authority and the signature. The
signature can verified since the message as well as the elliptic curve parameters
and the public key which is contained in the attestation certificate are known
by the relying party.

8. If the conditions are fulfilled, the relying party stores the key handle and the
public key and it sends a succeed registration message to the service.

3.1.2 Authentication phase
The steps of the authentication phase are described below:

1. The service contacts the relying party and receives the key handle length, the
key handle and the challenge parameter corresponding to the registration of
this account.
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Figure 3.1: Overview of the registration phase.

2. The service sends to the token the concatenation of a control byte, the
challenge parameter, the application parameter, the key handle length and
the key handle. The control byte has 3 possible values. 0x07, the U2F token
only verifies if the key handle and the application parameter correspond and
were created by it. No signature is provided in this case. 0x03, requires the
presence of the user to perform the end of the protocol. 0x08, the presence
of the user is not required to perform the end of the protocol.

3. Depending on the control byte, the U2F may or may not require proof of the
user’s presence.

4. The token verifies if the key handle was created by it and corresponds with
the application parameter.

5. The token signs with the private key corresponding to this key handle, still
with the ECDSA, the concatenation of the application parameter, the user
presence which is just a byte at 0 or 1 whether the presence of the user
was verified or not, a counter value that is incremented by 1 each time an
authentication occurs and the challenge parameter.

6. The token sends to the service the concatenation of the user byte, the counter
and the signature.

7. The service verifies through the relying party that the signature is correct
thanks to the public key saved during the registration. The relying party also
verified the counter value which is a countermeasure from malicious dupli-
cating of the key. Effectively by verifying that the counter value associated
with a key handle value is only increasing a mismatch between a rightful key
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and its duplication is likely to occur. In other words, if the duplicated key
uses a counter value lower than the one contained by the relying party, then,
the authentication will be rejected. If, in the opposite way, the duplicated
key uses a counter value higher than the authentication will occur. However,
the user of the rightful key might be rejected in its further authentication if
its counter value is lower than the one used by the duplicated one. The user
thus knows that his authenticating device is compromised.

8. If the conditions are fulfilled, the relying party authorizes the service to
proceed to the authentication and saves the counter value.

Figure 3.2: Overview of the authentication phase.

3.2 Solo key

Figure 3.3: Solo key authentication token

The Solo key is the first open source security key that implements the FIDO U2F
protocol as well as the FIDO CTAP2 protocol, another protocol for passwordless,
second factor or multi-factors authentication also developed by the FIDO Alliance
group. There are different kinds of Solo keys but the ones this work is focused
on are the "normal" Solo and the "hacker" Solo. Both of these Solo keys have the
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same purpose and thus rely on the same hardware and firmware. They diverge by
the fact that the solo hacker’s firmware is programmable, i.e. it is possible to load
unsigned by SoloKeys application. It is important to note that the implementation
of the U2F protocol on the Solo key is not FIDO certified by their ’Authenticator
Certification Level’ meaning that there might exist some hardware attack on it. It
has already been demonstrated by [3].

The token relies on the STM32L432 micro controller (MCU) running at 48
MHz to perform its cryptographic operations. This MCU also has a true random
number generator that guarantees the randomness needed by those cryptographic
operations. The open source repository of the Solo key can be found in [16]. In
this repository the whole hardware and software of the Solo keys can be found as
well as some Python functions. These Python functions are useful especially for
programming the hacker Solo key or simulating cryptographic functions. Thanks
to this repository the implementation of the U2F protocol on the Solo key can
be analyzed and, more precisely, the way the private key is computed during the
registration phase or the authentication phase of the protocol.

Figure 3.4: Derivation of the private key in the Solo key

During the registration phase, as it can be seen in the Figure 3.4, it consists of
two HMAC-SHA256 structures in cascade. The first one is fed with the master key
(64 bytes), a secret key that is generated at the first boot of the token and which is
independent from one token to the other, then with the concatenation of a random
number generated by the token (32 bytes), the key handle, and the application
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parameter (32 bytes) received by the service. After that, a second HMAC-SHA256
is fed with the master key as well and the result of the first HMAC-SHA256
concatenated with the 32 LSBs (in the context of this work, LSB refers to least
significant byte) of the master key. The "Length" represents the addition of the
length of all previous input parameters of the HMAC construction. During the
authentication phase, the private key is computed following the same structure
except that the key handle is now a message sent by the service. The verification
that the key handle was created by it and corresponds to the application parameter
is made by comparing whether or not the private key (re)generated by this scheme
was saved, earlier in a registration phase, on the token.

Since the initialization vector (IV) and the master key are constant, k0 and k1
(see Figure 3.4) are constant and represent a surface of attack to recover all private
keys. Effectively by finding those two initial states of the SHA256 construction
and with the parameters given by the service during the authentication phase (see
section 3.1.2), it is possible to derive the private key corresponding to that key
handle and to that application parameter.
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Chapter 4

Experimental results

This chapter has as purpose to expose the train of thought of the side channel
attacks through the divide and conquer strategy and the extend and prune strategy
realized on the Solo key to recover k0 and k1 and the experimental results that
accompany it. First the measurement acquisition setup will be described. Then
the required trace alignment algorithm will be exposed. Next, the search of the
points of interest (POI) for each strategy that are necessary to mount the attacks
against the HMAC-SHA256 construction present in the Solo key will be described.
Finally, the different side channel attacks used will be explained, launched and if
succeeded compared to each other in terms of number of traces needed to find back
the secret. All the background necessary to understand this section is available in
Chapter two.

4.1 Measurement acquisition setup
The first step to carry out a side channel attack is to define the way the leakage of
the micro controller, the traces, is measured and how the architecture is stimulated
to deliver encryptions.

4.1.1 Leakage measurement
The acquirement of the leakage is performed by an electromagnetic near field
probe R&S HZ-15 and a matched preamplifier R&S HZ-16. The preamplifier
which is performing a 20dB gain allows to measure very weak high frequency
electromagnetic field. The obtained signal is sampled at 500 [MSamples/s], 10,42
times the micro controller frequency, at 12 bits resolution with a PicoScope 5000
series USB oscilloscope. The voltage range of the PicoScope is set to ±20mV with
as requirement to maximize the signal while preserving it from an overflow. The
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probe is placed just above the micro controller at the position that magnify the
information contained in the signal. An overview of the measurement setup can be
observed in Figure 4.1. This leakage measurement is non-invasive meaning that
among other benefits no footprints are left on the targeted device.

Figure 4.1: Overview of the setup of measurements. On the left: R&S HZ-15
probe just above the MCU of the Solo key. On the right: matched R&S HZ-16
preamplifier and PicoScope.

Then, another important point is the triggering technique for this measurement
setup in order to measure only the part of the leakage that is interesting to perform
the attack and so decrease the memory needed to store all the leakage measurements
necessary to mount the attack. It also suppresses the long term jitter that can
be present due to noisy clock and thus performs a synchronization of the leakage
traces. To achieve this trigger on the hacker Solo key, a modified software version
is used to send a message with the Universal Asynchronous Transmitter Receiver
(UART) communication protocol. This message, containing only zeros, is used as a
trigger from the key to the external world. The UART communication protocol
was already implemented in the Solo key and the electric signal is easily recoverable
as pins to measure it are available on the surface of the Solo key. These pins can
be seen in the Figure 4.2.

This triggering technique applied just before the HMAC construction of the
Solo key allows to output the leakage measurement in Figure 4.3. In this Figure,
five distinct groups related to the five executions of the SHA256 inside the HMAC
construction (see Figure 3.4) can be observed. It can be noticed that this leakage
shape is really similar to the one in [17]. The trace is also really noisy since all the
different spikes that occur at regular intervals are unwanted and are shifted from
one trace to the other.
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Figure 4.2: Back of the Solo key. The right most pin highlighted by the red square
corresponds to the UART sending pin. The other highlighted pin is a ground
reference voltage.

Figure 4.3: EM leakage observed by triggering at the begin of the HMAC protocol.

4.1.2 Stimulation of the encryption
To stimulate the encryption, a python method from the Solo keys library is used.
This method named "challenge-response" performs an HMAC(K, H(challenge))
where K is a key linked to a previous credential generation, the challenge is a
chosen input and H is a SHA256 hash function. This method thus stimulates the
HMAC implementation of the Solo key which is the surface of attack. However,
some changes have been brought to this method. The first modification allows to
choose K without relying on a credential generation. Then, the second argument of
the HMAC function has been changed to simply the challenge and not the digest
of this one allowing to directly manipulate the input of the HMAC structure. The
need of a user’s presence (pushing the button) required by the method was also
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disabled. Thanks to all of these modifications and to the measurement setup, the
automated recording traces rate is around 1.5 traces per second.

These changes allowing an automatic encryption stimulation choosing both
the key and the plaintext (the input message) are possible due to the reprogram-
ming capability of the hacker version of the Solo key. Nonetheless they are not
straightforward at all to apply to the normal version of the Solo key.

4.2 Search of the points of interest
In this section, the points of interest corresponding to the samples of the leakage
that are the most interesting will be searched for both strategies. This research,
which relies on the SNR statistical tool, is essential since it allows to save a lot
of computational power during the attack phase. As a reminder the two different
strategies to attack the HMAC construction are the divide and conquer strategy
and the extend and prune strategy. Both of those strategies have their advantages
and their inconveniences (see Section 2.7.3) but the most important thing to notice
is that only the extend and prune strategy is applicable to recover the secret of the
outer hash, k1. Solely the search of the points of interest of the inner hash second
SHA256 computation for the two strategies will be exposed in this section aiming to
recover k0. However, remember that one willing to break the HMAC construction
allowing to compute the private key of the Solo key needs to recover both k0 and
k1 and one should thus also apply the methodology to recover the points of interest
of the extend and prune strategy on the outer hash second SHA256 computation.

4.2.1 Alignment of the traces
The statistical tools used in the search of the POI but also in the attacks are
really efficient only if the traces are aligned, meaning that the samples of one MCU
operation in one trace have to correspond to the same samples in time of another
trace. Moreover, the attacks performed on non aligned traces require much bigger
to infeasible traces set. Despite the trigger, the traces are not aligned due to cycle
to cycle jitter coming from the clock of the micro controller. This can be seen on
the upper graph in Figure 4.4. Effectively since there is no external (from the MCU
point of view) clock generation in the Solo key, the clock is self produced by the
micro controller. This kind of clock generation is very likely to be the source of
all of this cycle to cycle jitter. A crystal quartz could be mounted on the micro
controller to counteract this jitter but would leave noticeable physical fingerprints
on the device.

To counteract this jitter, a trace alignment algorithm is necessary. There exist
two kinds of methods to realign the traces, the static ones and the dynamic ones.
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The static methods consist in evaluating the offset difference between two traces
and then shifting back this offset in one of the traces. The dynamic ones propose
a non-linear resampling of the traces to be aligned to match a trace. One static
algorithm that requires low computations is the cross-correlation alignment.

Algorithm 4 Cross-correlation alignment
Inputs: the model trace M, the set of N traces to be aligned T = (T1,..,TN), the
alignment window AW, the correlation threshold CT, the interest window IW and
the spike noise threshold NT.
Output: the aligned traces set.

1: for i = 1 to Ntraces do
2: C ← cross_correlation(M[AW],Ti[AW])
3: if max(C) > CT && max(Ti[IW]) < NT then
4: Offset ← argmax(C) - len(AW)
5: Ti ← roll(Ti, Offset)
6: else
7: supress Ti from T
8: end if
9: end for

10: return T

This algorithm, referring to the pseudocode Algorithm 4, consists in measuring
the cross-correlation in a well chosen "alignment window" between a reference
trace and all traces belonging to the set of traces. Then it shifts (roll function
in Algorithm 4) the traces according to the amount of offset that maximizes this
cross-correlation. Two additional steps are made before the shifting. First, all
the traces that do not reach a certain amount of cross-correlation are discarded
meaning that the discarded trace will not be well aligned or not aligned at all
with refer to the model trace. Then all traces that possess a random spike in the
windows of interest are also discarded allowing to reduce the noise in the remaining
traces set. Multiple parameters have to be wisely selected in this algorithm. First
the alignment window is chosen such that it contains two non noisy spikes. This
has as purpose to maximize the cross-correlation when the spikes are aligned and
to allow an easy threshold to discard traces not well aligned. Then the reference
trace must be chosen such that these 2 non noisy spikes lie in more or less the
middle of the potential range of offset. This reference trace must also be noiseless
in the window of interest. All of this can be observed in Figure 4.4. The alignment
window is from sample number 11600 to sample number 11750 and the window of
interest from sample number 11800 to sample number 12500. In general, more or
less 30% of the initial traces are discarded.

25



Figure 4.4: Steps of the cross-correlation alignment algorithm. The upper graph
shows the initial trace set, the middle one shows the remaining traces after discarding
and the lower one shows the alignment of those traces

Figure 4.5: The upper graph corresponds to the reference trace, the graph in the
middle is the mean of 50000 traces without the alignment algorithm and the lower
one is the mean of the traces obtained by the alignment algorithm.
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The main drawbacks of this algorithm are its effective windows as highlighted
in the Figure 4.5. In this Figure, it can be observed that the mean of the aligned
traces has a similar leakage value to the model trace only in small range roughly
from sample number 11000 to sample number 13000. Outside this range, the mean
of the aligned traces falls off with refer to the model trace. A dynamic alignment
algorithm, such as the elastic alignment algorithm from [10], could counteract
this side effect but would require a lot more computing power while one could
translate the effective window depending on the point of interest targeted. One
can also notice in Figure 4.5 that the mean of non aligned traces leads in barely
indistinguishable signal. This highlights once again the need of the trace alignment
algorithm. All following experiments are made with traces aligned by the Algorithm
4.

4.2.2 Search of the POI
The focus being on the inner hash, the second group in the Figure 4.3 corresponding
to the second SHA256 computation will be targeted in a window of 50000 samples.
In fact, to reduce the jitter, the trigger is performed just before this execution of
SHA256.

Figure 4.6: SNR value computed with a fixed key and only the least significant
byte of the plain random. The model trace is shown as a reference

The SNR statistical tool is used to localize a precise state, such as a modular
addition or the bitwise AND between 2 values, or any bijective state related to this
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particular state in time. The SNR is said to converge at a state or its bijection
when a particular peak is standing out of the noise level. The POI of a particular
state is the points of convergence of this particular state.

The first analysis that is performed consists in evaluating the SNR of the
SHA256 algorithm with fixed input states and a fixed plaintext unless the least
significant byte which is random. This gives an idea about where the first input
word is manipulated in the SHA256 structure. The result of this evaluation is
shown in Figure 4.6. Since only a byte is random, a lot of bijections states exist due
to the SHA256 structure. This allows to guess the different parts of the SHA256
algorithm. Effectively one could guess that the moment where there is only noise
in the SNR is the moment where the initial states are loaded since they are not
related at all with the first word message. The pattern that can be observed on the
left of these loading samples corresponds to the extension algorithm of the message
present at the beginning of SHA256 and the pattern that can be noticed on the
right of these samples corresponds to the rounds of transformation of SHA256.
The difference of amplitude of the SNR on the sides is explained by the end of the
effective window of the trace alignment algorithm. The difference of amplitude at
the beginning of the rounds of SHA256 is related to the fact that the dependence
of the different states of the algorithm with the first LSB of the plaintext increases
with the rounds.

Figure 4.7: SNR value of targeted operations needed by the divide and conquer
strategy from round one to round four.
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Then the second analysis made consists in targeting the modular addition
operations through the four rounds that are necessary to perform the divide and
conquer attack strategy (see Section 2.7.1). To suppress a maximum of bijective
dependence between two states and thus obtain only the aimed state, the SNR is
performed on a set of traces with the initial states and the plaintext random. The
SNR for each targeted operation is shown in Figure 4.7. The same shape can be
observed from one round to the other meaning that each round leaks more or less
the same amount of information. Thanks to this test, it is possible to find the POI
to perform the divide and conquer attack. One important thing to note is that the
modular addition updating the value of the state A delivers less information than
the one actuating the value of the state E. Another remark is that the leftmost
POI found are due to bijective dependence.

After that, the same methodology is applied to find the POI of the extend
and prune strategy by targeting modular additions and bitwise AND operations
through the first and the second round (as described in Section 2.7.2). However, the
eight bits SNR does not converge at all while targeting a bitwise AND operation
using the same number of traces as the one used when computing the SNR of
the modular addition. This non convergence can be observed in the third sub
figure of the Figure 4.8. This effect can be explained by the fact that unlike the
modular addition the output of the bitwise AND is not uniform. For example, as
it is highlighted in the Table 4.1 the bitwise AND between two random variables
of two bits leads to a probability of 9/16 to output 00, 3/16 to output 01 and 10
and 1/16 to output 11.

In 1 In 2 Out
00 00 00
00 01 00
00 10 00
00 11 00
01 00 00
01 01 01
01 10 00
01 11 01

In 1 In 2 Out
10 00 00
10 01 00
10 10 10
10 11 10
11 00 00
11 01 01
11 10 10
11 11 11

Table 4.1: Output of two bits bitwise AND between two variables

This non uniformity induces a difference of accuracy in the estimation of the
different classes needed in the computation of the SNR. Moreover, this bias is
increasing with the size of the field in which the SNR is computed. The field is
considered here as the bit size of the targeted state taken into account by the SNR.
Indeed, the worst probability of the output of the bitwise AND operation in case of
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random inputs is given by 2−2n, n being the size of the field. Hence, it is needed to
increase the number of traces used to compute the SNR in order to obtain the POI
for an eight bits field. Decrease the size of the field can also lead to a convergence
of an SNR since there are fewer classes to estimate and the non uniformity is less
accentuated. This effect can be observed in the Figure 4.8. In this Figure, the SNR
is computed using 200 000 traces and targets the bitwise AND operation between
A1 and B1 which is happening at the beginning of the round two. The SNR in the
two and four bits fields converge while it does not converge in the eight bits field.
One can also notice that the noise floor is higher in the four bits field than the one
in the 2 bits. The spikes found in the two first sub figures can be used as POI.

Figure 4.8: SNR value computed with 200 000 traces of a targeted AND operation
for the field sizes 2,4 and 8 bits.

The other POI of this strategy can be searched using the same method and can
be observed in the Figure 4.9. This Figure aims to present the POI of the eight
SCA that are necessary to recover the secret. One can notice that the convergence
of the different SNR reaches different values related to the information recovered
from the traces for this specific operation.

4.3 Results of the attacks
Attacks can now be mounted based on the knowledge of the POI. Four different
SCA will be experienced and if succeeded compared to each other in terms of
number of traces needed to recover the initial states of the SHA256 execution. The
number of traces gives a value of the attack efficiency while being also linked to
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Figure 4.9: Two bits SNR value of targeted operations needed by the extend and
prune strategy over round one and two.

the malicious time needed in possession of the Solo key to be broken. In order
to fix a reasonable amount of this malicious time, a limit of 200 000 traces is
fixed for the online attack representing more or less a day and half of time. First,
the different SCA will be described. Then, the results of the divide and conquer
strategy will be exposed and interpreted. This strategy is presented first as it is the
less tricky one since it relies only on modular addition operation and the partial
secrets are independent of each other. Finally, the results of the extend and prune
strategy will be shown. The results of the attacks presented in this section are
only done to recover the inner hash. However, since the outer hash relies on the
same cryptographic algorithm computed on the same MCU, there is no reason for
the attacks of the extend and prune strategy to not obtain similar results in the
recovery of the outer hash.

4.3.1 Side channel attacks description
As the micro controller present in the Solo key processes 32 bits words, partial
CPA or partial template attack is needed to reduce the computational cost of the
attack. The idea of a partial attack is to recover the secret of 32 bits by splitting it
into for example four partial attacks, each targeting eight bits of the secret. Indeed,
performing the attacks this way reduces the computational cost from 232 hypotheses
to be assessed by the attacks to 4 ∗ 28 hypotheses. The main drawback of this
technique is that it assimilates the bits that are not used in the attack to noise
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as the leakage depends on every bit of the secret. Moreover, particular attention
needs to be given if an attacked block has a dependence on the other blocks. For
example, in modular addition the carry out of the previous assessed blocks needs to
be taken into account in the next partial attack. In the context of this work, eight
bits partial attacks on a modular addition operation and bitwise AND operation
will be used. In the case of modular addition operation, the carry in between the
different attacked blocks, since it propagates from the LSB to the MSB, will be
considered as found by the previous successful partial attack starting with the LSB
partial attack which requires no carry. This assumption will be assessed later in
the next section.

The four different SCA used in this framework are described in the following
part. The value of the targeted operation can be, depending on the strategy, the
result of the modular addition between a secret value byte, a known byte related to
the plaintext byte and a potential carry out coming from the LSB addition or the
result of the bitwise AND between a secret value byte and a known byte related to
the plaintext byte. In the case of the profiling phase required for some SCA, the
secret value byte is random and known.

1. A non profiled CPA. The profile used in such an attack is the Hamming
weight of the value of the targeted operation. The advantage of this attack is
that it does not require a model computation however it makes the strong
assumption that the targeted device leaks according to the Hamming weight.
Another advantage of the non profiled CPA is that the POI are not necessary
to launch the attack even if it allows lower computation time and avoid
potential higher bijective spikes that are linked to another hypothesis key
value.

2. A linear regression (LR) profiled CPA [18]. This attack works with a precom-
puted profile that aims to capture any linear relation between the leakage
value and its corresponding value of the targeted operation. The linear regres-
sion model is computed such that it fits a coefficient vector to minimize the
residual sum of squares between the value of the targeted operation, and its
leakage value, predicted by the linear approximation. This LR profiled CPA
requires a set of profiling traces and the knowledge of the POI but improves
the modeling of the leakage compared to the non profiled CPA and relaxes
the assumption about the way the targeted device is leaking. The POI value
used corresponds to one of the SNR spikes that has been observed in Figure
4.7 and in Figure 4.9.

3. An exhaustive CPA with first-order moments [19]. This attack also works
with a precomputed profile but this one aims to capture any relation between
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the leakage and its corresponding value of the targeted operation. The
modeling of leakage is performed through the first order statistical moment,
meaning that each trace present in the profiling traces set is first sorted in
the group of its corresponding value of targeted operation and then the mean
of each group is computed and used as profile. This attack also requires POI
which will be the same as the ones used in the LR CPA. The advantage of
this method is that it perfectly models the leakage with no assumption on
it. However, it may require more profiling traces to converge than the LR
profiled CPA.

4. A univariate template attack (see Section 2.6.2). This attack as the LR and
exhaustive CPA also requires POI knowledge.

The main motivation to perform all three different CPA is that, in the case
of modular addition, the correlation between the modeled output of the targeted
operation and the leakage, that can be observed in Figure 4.10, is really similar in
terms of shape and amplitude in all three cases. Thanks to this figure, one can
conclude that the Solo key is leaking according to the Hamming weight model or
some relation really close to it. The three models will thus be compared in terms
of needed traces to recover the secret.

Figure 4.10: Comparison of the correlation coefficient for the POI of the first round
for all three models in the case of the divide and conquer strategy. On the left the
output of aimed modular addition E1 and on the right, A1. The corresponding
SNR value of the operation is given as reference.
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4.3.2 Divide and conquer strategy : results and compari-
son of the SCA

First, the results of the CPA according to the Hamming weight profile model are
shown in the Figure 4.11. The eight secrets that have to be found to recompute
the initial states of the SHA256 algorithm are separated in four partial CPA, one
for each byte of the 32 bits secret. The graphs show in blue the evolution of the
correlation coefficient of all hypothesis tested in regard to the number of traces.
The correct hypothesis is highlighted in red. One can observe that in less than
50 000 traces all secret bytes are found. Another remark is that it seems more
difficult to recover the secret corresponding to the A state of SHA256 than the one
corresponding to the E state. This is linked to the fact that the peak of the SNR
corresponding to the A state of SHA256 is more or less 3 times smaller than the
peak corresponding to the E state.

Secondly, the results corresponding to the linear regression are presented the
same way as the ones of the non profiled CPA and can be observed in Figure 4.12.
The profiled model is obtained with 200 000 traces set with random initial states
and random plaintext. By analyzing the results, one can conclude that they are
really close to the ones obtained by the non profiled CPA and that all secrets are
also recovered in less than 50 000 traces. The same explanation regarding the
poorer performance to recover the secret of the A state of SHA256 as the one given
in the non profiled CPA can be used here.

Thirdly, the results corresponding to the exhaustive CPA can be seen in Figure
4.13 and are really less convincing than the ones in the other CPA. The profiling
phase is performed with the same traces set as the LR CPA. In one way, the
results corresponding to the secret related to the E state are better than in the
previous attack, especially for the E2 secret where the correlation of the correct
hypothesis detaches more than in the previous attacks. In another way, the results
corresponding to the secret related to the A state are far poorer than the previous
attacks. All the secrets cannot be recovered in less than 50 000 traces in the
exhaustive profiled CPA. This can be explained by the fact that a lesser SNR
requires more traces to achieve a great profiling and to succeed the attack phase.
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Figure 4.11: Correlation coefficients of all hypothesis of all partial secrets obtained
by the non profiled CPA through the divide and conquer strategy in function of
the number of traces. The correct hypothesis is represented in red.
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Figure 4.12: Correlation coefficients of all hypotheses of all partial secrets obtained
by the linear profiled CPA through the divide and conquer strategy in function of
the number of traces. The correct hypothesis is represented in red.
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Figure 4.13: Correlation coefficients of all hypotheses of all partial secrets obtained
by the exhaustive profiled CPA through the divide and conquer strategy in function
of the number of traces. The correct hypothesis is represented in red.
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In order to compare the different attacks, the rank estimations of the initial
states of each of them have been computed in function of the number of traces
used in the Figure 4.14. With no surprise the Hamming weight model and the LR
model give significantly better results than the exhaustive model. Since they lead
to the similar results, the non profiled CPA should be preferred in regard to the
LR CPA as it does not require any profiling phase.

Figure 4.14: Rank estimation of the
initial states in function of number of
traces used for the 3 leakage model of
the CPA.

Figure 4.15: Rank estimation of the
initial states in function of the number
of traces used in the template attack.

The performance of the template attack is shown in the Figure 4.15. As it
can be observed its performance is much poorer than the 3 previous attacks as
the template attack does not allow to recover the initial states of SHA256 in an
acceptable enumeration range even after 200 000 traces. This is likely to be due
to an insufficient number of traces during the profiling phase as this one was fed
with the same amount of traces as the profiling phase of the profiled CPA. It could
also be due to the remaining jitter that can be left even after the trace alignment
algorithm.

The Figure 4.16 aims to assess the assumption that the carry is found by the
attack made on the LSB blocks. Indeed, so far the carry in propagation was taken
as a known value while performing the attacks. This leads to overestimate the
previous attacks made. Correctly estimating this assumption requires an infeasible
memory requirement as it would need eight, one for each secret, tables of 232

probabilities (128 GB of RAM) as input of the rank estimation algorithm. However,
one could take into account the carry propagation between the first and the second
LSB and between the third and the fourth LSB. Indeed, it will relax the initial
hypothesis while still being in an acceptable range of memory size needed and
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analyzes the impact on the attacks. This is what is shown in the Figure 4.16. In
this Figure, it can be noticed that the curve that takes the carry in propagation
into account is slightly shifted to the right meaning that the previous attacks were
effectively overestimated. Nevertheless, this overestimation is quite small and does
not change the final trend of the rank estimation of the secret. The attack used to
perform this figure is the non profiled CPA.

Finally, the rank estimation of another random initial states of the SHA256
algorithm is also performed in Figure 4.17. The 2 curves really follow the same
trend which allow to somehow validate the attack.

Figure 4.16: Rank estimation of the
input states in function of the number
of traces used computed with the non
profiled CPA with and without the carry
in assumption.

Figure 4.17: Rank estimation of 2 ran-
dom input states in function of the num-
ber of traces used computed with the
non profiled CPA.

In conclusion, the inner hash of the HMAC-SHA256 scheme implemented in the
Solo key can be broken thanks to the non profiled CPA applied to the divide and
conquer strategy. This attack requires about 200 000 traces to succeed without
conquer phase. Indeed, four sets of 50 000 traces (one for each round attacked) are
necessary to complete the attack. The conquer phase is not used here because the
recovery of k0 is the first step of breaking the HMAC-SHA256 construction and
the attacker, in real conditions, has not the knowledge of the intermediate state at
the output of the inner hash. Moreover, the second step which consists in finding
the initial states of the outer hash through the extend and prune strategy needs
a strong level of confidence in k0 in order to be realizable. Effectively, the input
messages of the outer hash, which relies on k0 and the input messages of the inner
hash, need to be guessed right since the whole attack of the outer hash will depend
on these input messages.
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4.3.3 Extend and prune strategy : results of the SCA
First of all, an additional preliminary hypothesis is made due to the specificity of
the extend and prune strategy. This strong hypothesis consists in assuming that
the previous secrets needed to perform this stage of the strategy are well guessed.
This hypothesis will be evaluated in case of successfully recovering the initial states
of SHA256 with an attack.

Secondly, only the non profiled CPA and the linear profiled CPA will be
attempted. Indeed, in the light of their performance during the divide and conquer
strategy, they are the attacks with the greater potential of success. Moreover, it
avoids the complexity of computing the exhaustive profile of the bitwise AND
operation since this complexity is related to the convergence of the eight bits SNR
of this operation.

Next, the results of the non profiled CPA are shown in the Figure 4.18. These
results are quite mixed. D0 and T2 are the only partial secrets that are completely
recovered. These two attacks targets the same states of SHA256 than the attacks
of the divide and conquer strategy. The other results are less convincing certainly
due to a lack of traces. In the case of the non profiled CPA against a bitwise AND
operation (E0, F0, A0, B0) the necessity of increasing the number of traces can be
due to its intrinsic nature. Indeed as highlighted in [5], if one takes a key hypothesis
K1 and another K2 = K1 ∧ 1 then HW (K1&Mi) = HW (K2&Mi) for 50% of the
random input messages Mi and for the other 50% Mi the Hamming weight will
only differ by 1. The hypotheses will thus have similar correlation coefficients. In
the remaining cases, α and B0, the need of more traces could be explained more
simply by the fact that the operation targeted in both cases, the updating of T1,
leaks less than the operations that update the states A and E. This can be seen
in the Figure 4.9 where the peaks of SNR related to the update of T1 are smaller
than ones related to the SNR of E1 and A1.
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Figure 4.18: Correlation coefficients of all hypothesis of all partial secrets obtained
by the non profiled CPA through the extend and prune strategy in function of the
number of traces. The correct hypothesis is represented in red.
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Finally, the result of the linear profiled CPA can be observed in the Figure 4.19.
The profiling phase is made with 200 000 traces with the same set of traces as the one
used during the divide and conquer strategy. These results are really comparable
to the ones obtained with the non profiled CPA. This is explained by a quite
accurate profiling model that is close to the Hamming weight as already highlighted
above. The same explanation as the one provided for the non profiled CPA is
therefore applicable for the linear profiled CPA. Only one noticeable difference
can be observed concerning G0 which is well recovered here. However, this is not
surprising since the peak of the SNR of T1 in the second round, even if it is smaller,
is not very far from the one concerning A1.

To conclude, the different attacks through the extend and prune strategy do
not allow to recover the entire secret using 200 000 traces. The absence of success
is likely to be due to a lack of traces resulting from small SNR spikes and the
nature of the bitwise AND operation. The failure of this strategy implies a failure
to break the entire HMAC-SHA256 construction since k1 cannot be found. And so,
a failure of recovering the private key of the Solo key.
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Figure 4.19: Correlation coefficients of all hypothesis of all partial secrets obtained
by the linear profiled CPA through the extend and prune strategy in function of
the number of traces. The correct hypothesis is represented in red.
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Chapter 5

Conclusion

The goal of this master thesis was to evaluate the resistance of the open source
FIDO U2F protocol implemented in the Solo key. To realize this objective, the
protocol was first investigated to find a surface of attack. From this stage it can
be concluded that breaking the HMAC-SHA256 present in the protocol allows the
adversary to perform authentication as the rightful user. Then the measurement
setup needed to acquire the leakage traces necessary to mount the attack was
described. After that, the analysis of the leakage was performed, thanks to a trace
alignment algorithm, to recover the points of interest hidden in this leakage for
two strategies, the divide and conquer one and the extend and prune one. Finally,
different attacks were performed and compared to each other. It results that in
the case of the divide and conquer strategy, the simplest attack corresponding to a
non profiled CPA is the best and is able to recover the initial states of the inner
hash of the HMAC-SHA256 algorithm in 200 000 traces. The results of the extend
and prune strategy, the only strategy that can be employed to recover the initial
states of the outer hash of HMAC-SHA256, are not satisfying likely due to a lack
of traces used to perform the attacks. Hence, the FIDO U2F protocol implemented
in the Solo key was not broken in the context of this master thesis.

However, a lot of improvements can be managed. The needs of increasing the
number of traces and so the malicious time in possession of the targeted Solo key
could be reduced by improving the attacks. Indeed, better synchronization of traces
(through the elastic alignment algorithm [10] for example), better measurement
setup or preprocessing the traces such as frequency filtering will hopefully lead
to a reduction of the number of traces required by the attacks. The use of more
powerful attacks or increasing the number of traces during the profiling phase could
also go in this direction.

Finally, due to the potential feasibility of the described attacks, some counter-
measures could be considered. Those countermeasures can take multiple aspects.
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For example, it can be an implementation of a masked version the SHA256 algo-
rithm [4] which will only involve more time to perform the authentication protocol,
but will require more to an infeasible number of traces to break it. Indeed, using
only two shares will increase the number of traces needed to break the inner hash
to 200 000 traces squared. Or more simply, protecting the micro controller with
an electromagnetic shield requiring that the attacker leaves fingerprints on the
targeted token while only increasing the cost of the device.
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