APL REPORT

Adobe Acrobat Reader 11.0.10

Product Identification

Name

Acrobat Reader

Vendor

Adobe

Website

http://www.adobe.com

Platform
Windows

Windows Server 2008 R2 (64-bit), 2012 (64-bit), or 2012 R2 (64-bit); (32-bit and 64-bit)
for Windows 7 , Windows 8, or Windows 10

Mac
Mac OS Xv10.9,10.100r 10.11

Mobile
10S, Android, Windows Phone

License

Personal Computer Software License Agreement

CPE

a:adobe:acrobat:11

Version

11.0.10
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Product Description

Description

Adobe Acrobat Reader is the free, trusted leader for reliably viewing, annotating and
signing PDFs.

System
Requirements

Windows

® 1.3GHz or faster processor

® Microsoft® Windows® XP with Service Pack 3 for 32 bit or Service Pack 2 for 64 bit;
Windows Server® 2003 R2 (32 bit and 64 bit); Windows Server 2008 or 2008 R2 (32 bit
and 64 bit); Windows 7 (32 bit and 64 bit); Windows 8 or 8.1 (32 bit and 64 bit)

256MB of RAM (512MB recommended)

320MB of available hard-disk space

1024x768 screen resolution

Internet Explorer 7,8, 9, 10 or 11; Firefox Extended Support Release; Chrome

Mac OS

Intel processor

Mac OS Xv10.9,10.10 or 10.11
1GB of RAM

450MB of available hard-disk space
1024x768 screen resolution

Safari 7 or 8 (Browser plug-in for Safari is supported on 64-bit Intel processor only)

Language

Not available

Existing
Literature

Not available
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Security Data

Integrity
Validation

Checksum MD5 : Adobe Acrobat DC

DFABOOBD67611E8377C31DB1D03765A4

Known
Vulnerabilities

CVE-2016-1009
Published : 09-03-2016 - 12:59

Summary

Adobe Reader and Acrobat before 11.0.15, Acrobat and Acrobat Reader DC Classic
before 15.006.30121, and Acrobat and Acrobat Reader DC Continuous before
15.010.20060 on Windows and OS X allow attackers to execute arbitrary code or cause a
denial of service (memory corruption) via unspecified vectors, a different vulnerability

than CVE-2016-1007.

Authentication

NONE

Availability

CVSS
Base: 10.0 (as of 10-03-2016 - 19:58); Impact: 10.0 ; Exploitability: 10.0
Access
Vector Complexity
NETWORK LOW
Impact
Confidentiality Integrity
COMPLETE COMPLETE

Comment

This product is too risky, please find an alternative.
Status

REJECTED

COMPLETE



