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Abstract

Security is a primordial requirement of the ever more ubiquitous communicating informa-
tion systems. Modern cryptography is very effective at protecting the communications,
but what about the devices themselves? Side-channel attacks are a way to exploit the
physical emanations of a chip in order to extract secret information from its inside, for
example leading to recovering the secret key used to secure communications.

The masking technique provides a framework to build algorithmic countermeasures
against side-channel attacks that proceeds by randomizing the computations. In this
way, the link between the physical emanations and the secret information is weakened
and extracting the information is expected to be much harder. However, this technique
has a high computational cost as it increases by a multiplicative factor the number
of computations to be carried out, and this can prevent its deployment given the
computational resource constraints of some embedded devices. Furthermore, since
masking is a high-level algorithmic protection against low-level physical attacks, its
impact on the security level is rather hard to precisely quantify.

The first goal of this master thesis is to analyze the masking principles and to refine
their conceptual understanding, both from the qualitative and the quantitative viewpoints,
in order to improve the security of concrete schemes. A second goal is to design new
masking algorithms that increase the state-of-the-art computational efficiency of existing
schemes, in order to extend the applicability range of masking.

For this purpose, we rely on two main models that are often used to analyze the
security of masking. In the (more abstract) probing model, we introduce a new security
definition which, combined with a proof technique based on analyzing the propagation
of the probes within the implementations, allows greatly simplified analyzes of complex
masked implementations thanks to strong composability guarantees. We give the first
implementations that satisfy the new security definition, and show that it reduces the
state-of-the-art computational cost (that we also optimize thanks to integer programming)
by about 40 %. In the (more concrete) noisy leakage model, we analyze quantitatively
the security levels of various masking algorithms, which leads to the important conclusion
that randomness optimizations in the probing model are not sufficient to discuss the
global security vs. efficiency trade-off of masking. We then use our findings to design
new algorithms that better capture this trade-off and show that they gradually gain in
relevance as the order of masking schemes increases.
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List of Symbols and Abbreviations

F, Galois field with g elements

+ & x z is drawn from a uniform distribution over the set X, independently of any
other random variable.

Pr[X] Probability of event X

H(X) Entropy of random variable X

O(f(+) Complexity class upper-bounded by a multiple of f

o(f(+)) Complexity class lower-bounded by a multiple of f

o(f()) Complexity class upper-bounded and lower-bounded by multiples of f

HW Hamming Weight

|X| Size of the set X

n Number of (unshared) inputs of a gadget
Masking order. The number of shares is d + 1.

xZG] Share j of the input ¢ of gadget G

xf:j The share j of all the inputs of gadget G

MI, Information leaked for one manipulation of a variable

MI, Information on the sensitive variable recovered by an horizontal attack

MI Mutual Information

PDF Probability Density Function

SNR Signal-to-Noise Ratio

AES Advanced Encryption Standard

SPN Substitution-Permutation Network

SCA Side-Channel Attack

DAG Directed Acyclic Graph

RPM Random Probing Model

LRPM Local Random Probing Model

BP Belief Propagation

SASCA Soft Analytical Side-Channel Attack

ISW, SNI-ISW  Multiplication gadget of Ishai, Sahai and Wagner [37]
PINIy First PINT multiplication gadget (Algorithm

PINI2 Second PINI multiplication gadget (Algorithm [5)



Introduction

As the society of information technology develops, and with the advent of the internet of
things, numerous embedded devices are deployed, and increasingly placed everywhere,
including locations where physical access in not controlled. Furthermore, the devices
often need security features: secure communications, authentication of users, etc. For
this reason, cryptography became a fundamental building block of such secure systems.

Modern cryptography has been proven to be very successful: few cryptographic
algorithms have been unexpectedly broken in the last decades. The root of modern
cryptography is the adversarial model. It is often expressed as a security game, where
the adversary has access to some information, may sometimes interact with an algorithm
and must finally guess some data (such as a secret message). The algorithm attacked
by the adversary is considered as secure if, for any adversary, the probability that the
adversary wins (i.e. guesses the correct data) is not significantly larger than the one
of a random guessing adversary. The main features of such models are first that they
make no assumption on the nature of the adversary: the algorithm is secure against any
adversary (although some models limit its computational power). Second, the adversary
is limited in the information it is given access to. For example, it may have access to
some plaintext and to the corresponding ciphertext, but not to the encryption key.

In most cryptographic models, algorithms are viewed as black-boxes: the adversary has
only access to some inputs and outputs of the algorithm, and never to the intermediate
values . Side-channel attacks have challenged this assumption: algorithms are
implemented in devices, and the physical emanation of a device (power consumption,
electromagnetic radiation, computation time, etc. ), which we next refer to as leakage
through side-channels, depends on the execution of the algorithm and on the manipulated
data. An adversary that measures the emanations can thus get information about the
intermediate values of the algorithm and that can completely break the security .

The first countermeasures against those attacks were based on physical characteristics
such as decreasing the amplitude of the leakage signal and increasing the noise .
These countermeasures are effective, but they are limited in that the increase in hardness
for the adversary is roughly proportional to the signal-to-noise ratio (SNR), and thus to
the cost of the countermeasure, whereas in cryptography it is commonly expected that
countermeasures increase the difficulty of the attacks exponentially with respect to their
cost. Research for techniques that obtain this exponential security in a formally proven
way and for formalization of adversarial models has thus been carried out [16]. Among
the most prominent techniques against side-channel attacks is the family of masking
techniques, that split any sensitive variables into d + 1 shares (where d is known as the
masking order) such that any set of size d of intermediate values in the algorithm is
independent of the secret information. It is proven that the security level of masking



is exponential in d, and most masking implementations have O(d?) cost. Although these
asymptotic complexities are formally sufficient, masking is computationally expensive: it
can increase the computation time by orders of magnitude compared to non-protected
implementations , . Furthermore, the proofs do not necessarily give the actual
security level, that depends on many factors such as the SNR of an attack. Those
limitations, along with the complexity of the implementation, make it difficult to deploy
a masked algorithm in a real-world device. This thesis is a step towards the long-term
goal of having masking algorithms that have low computational cost, that are applicable
to a wide range of devices/side-channels (in particular those with higher SNR), that can
be easily implemented and whose security level can be reliably measured.

A common approach to prove the security of masking schemes is based on the use of
multiple adversarial models. A scheme is first proven secure in an abstract model. Given
security in the first model and additional evidence, the scheme can be proven secure in
a second (more concrete) model, and so on. We work on two of those models, and for
each of those, we first build analysis tools to gain a better intuitive understanding of the
model and of the existing techniques, and then we design new masking techniques (e.g
security definitions, concrete algorithms, etc.).

As a theoretical background (Chapter , we first introduce a standard building block
of cryptography: the AES block cipher. This algorithm is used in many cryptographic
devices and is often a target for side-channel attacks (see e.g. ), we will thus use it as
an example of algorithm to implement in a masked fashion. Next, we discuss in more
details the side-channel attacks, the various adversarial models for those attacks and the
proofs of security of the masking technique in those models, as well as the way masking
can actually be implemented in a device.

The two main parts of this thesis relate to the analysis and design of masking schemes.
The first part (Chapter |2)) considers security in the abstract probing security model
56]. In this model, the question of security is well-understood and binary, hence the
two main concerns are the question of composability (i.e. how to assemble secure
algorithmic building blocks — named gadgets, for example arithmetic operations —
securely?) and the computational cost. We first recall the probe propagation framework,
which is an intuitive way to prove the security in this model. This allows us to build an
automated tool that securely composes existing building blocks (namely, non-interfering
and strongly non-interfering gadgets) in a way that optimizes the computational cost.
Another contribution is the introduction of a new security definition, which enjoys a
very simple composability property (essentially: any composition of gadgets that satisfy
this definition is secure). Lastly, we introduce gadgets that satisfy this definition, which
immediately leads to improved overall performance.

The second part deals (Chapter [3) with the more realistic noisy leakage model .
This model allows us to analyze more precisely the possible attacks, in particular the
powerful horizontal attacks . A first contribution is an automated tool that bounds
the security level in this model (in a slightly heuristic way, but that is close to the worst-
case). Second, this tool is used to analyze gadgets with and without heuristic protection
against horizontal attacks, which confirms the effectiveness of the protection. Third,



the previous results and our analysis emphasize the existence of a trade-off between the
computational cost and the security level and the need for a joint optimization. Lastly,
we design new protections that improve the security level and that go towards security-
computation trade-off optimization. Moreover, it is important to note that the security
in the noisy leakage model depends on the SNR: increasing the noise level increases the
security while at low noise the security vanishes. With previous protections, improving
the security level thanks to algorithmic changes (i.e. increasing the masking order d) also
increases the minimum noise level at which the implementation is secure, and this noise
requirement can be hard or expensive to meet. Our new protections have a noise level
requirement independent of the masking order, which in practice translates into lower
noise requirement for high security levels.

We finally note that the representation of the device in the models we use is rather
abstract. An interesting direction for future research is thus to implement our new
algorithms in actual devices and investigate to what extent the hardware non-idealities
(such as glitches) reduce the security level.



1. Background

1.1. Block Ciphers

Block ciphers are a building block of modern symmetric cryptography. They are mainly
used to build symmetric encryption systems, but they also appear in some hash function,
authentication schemes, pseudo-random number generators, etc. Block ciphers are often
the main cryptographic algorithm in small devices such as smartcards for which side-
channel attacks are particularly relevant. They are thus a natural (and often used) target
for experimentation with side-channel attacks and countermeasures .

A block cipher is a computationally secure instance of a pseudo-random permutation:
it is a function F : F§ x FL, — FL @ (k,2) — Fj(z) such that :

e For any k € F, F(-) is a bijection over F}.
e [ can be efficiently (i.e. polynomial-time) evaluated.

e For any probabilistic polynomial-time distinguisher algorithm D,

‘Pr [DF!) = 1] = Pr [Dh(1h) = 1] | <€),

where k & F$ and f' is a uniformly randomly chosen bijection over Fh. D7 (1)
denotes the output of the algorithm D when it is given oracle access to f: for any x
it can get f(z) but it has no other information about f. €(l) is a negligible function:
for any polynomial P, there exists a M such that for any m > M, e(m) < p(m).

In this formal definition, efficient (or polynomial-time) means that the computational
complexity is polynomial in the security parameters [ (the block size) and s (the key
size).

Building a block cipher that satisfies this definition is not a trivial task. A simple
approach that would list in a table the value Fj(z) for any k and z is not be efficient.
It is possible to build a block cipher that satisfies all the required properties (including
polynomial-time evaluation) whose security is implied by a strong numerical
assumption (such as hardness of factorization). The practical efficiency for common values
of security parameters (for example n = s = 128) is however very poor. Constructions
that are based on more ad-hoc assumptions and motivated by a heuristic approach are
thus used in practice.

We take the AES block cipher (also known as Rijndael) as the algorithm for which
we build implementations protected against side-channel attacks. The AES is one of the
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Figure 1.1.: Example of SPN structure with 4-bit S-boxes and I = 16 bits.

most used block ciphers, it has 128 bit block size and 128 bit key size It is based on the
Substitution-Permutation Network (SPN) architecture.

1.1.1. SPN Architecture

The idea behind SPN is that although it is impossible to store the explicit description of
a large bijection, it is possible to do so for a small bijection. A small bijection, named a S-
box, is thus replicated to form a big bijection. The S-box of the AES operates over 8 bits
and it is repeated 16 times in parallel to cover the whole block size. A simple parallel
combination of S-boxes is however not sufficient, as its structure can be detected from a
few input/output pairs. This makes it easily distinguishable from a random permutation.
Furthermore, this construction does not depend on the key k.

The SPN architecture (see example in Figure solves those issues by serially
composing three stages (also known as layers):

e The S-box layer: a parallel combination of S-boxes.

e The diffusion layer: this layer is linear (hence easy to describe and compute), and
each of its output bits depends on multiple input bits that are produced different
S-boxes (this is called the diffusion property).

e The addition (bitwise XOR) of the key.

This composition is not secure by itself, it is thus iterated multiple times, and each
iteration is called a round. For instance, the AES has ten rounds.

At each round, the key added differs. A specific algorithm, called the key scheduling,
generates the key of each round from the main key. Even though the key scheduling

! There also exists 192 bit and 256 bit variants, but we only discuss the 128 bit construction.
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algorithm must be protected against side-channel attacks, the way to do it is not discussed
in this thesis since it is similar to the protection of the rounds of the block cipher.

AES: field representations The AES is specified as an algorithm that operates over
values in Fasg . The operation over those values are linear operations (sums, multipli-
cation by a constant) and one non-linear operation in the S-box: field inversion. The
linear operations are simple to implement, and the field inversion is tabulated in most
implementations.

Another possibility is to consider the AES as operating over bits (values in Fg),
the involved operations are thus the basic field operation in Fo: addition (XOR) and
multiplication (AND) . A software implementation using this approach can run many
operations in parallel, using the bitwise operations of the processor (on a 32 bit processor,
each bit, a XOR instruction computes the XOR between 32 pairs of bits). The parallelism
can be used to run multiple computations of the AES in parallel or to different parts
of the same computation (e.g. 16 parallel S-boxes can be computed at the same time).
Such implementations are called bitslice implementations.

1.2. Side-channel Attacks

As already mentioned in the introduction, modern cryptography is based the definition of
adversarial models. While the usual abstract models which consider algorithms as black-
boxes are useful tools that help to build complex systems and to prove their security,
they completely ignore attacks related to the physical implementation of the algorithms,
which are known as the side-channel attacks (SCA).

While a side-channel attack has already been carried in 1965 , Paul Kocher intro-
duced SCA in the public cryptography research community in the nineties . Since
this introduction, many kinds of SCA have been discovered. Even if it is difficult to
build an exact classification of the SCA, they can be categorized into analysis attacks
that do not perturb the operation of the device under attack, and the fault attacks that
introduce errors in the computations.

The side-channel analysis attacks exploit the correlation between sensitive variables
(i.e. variables that depend on secrets) and information carried through various physical
media: computation time, electrical power consumption, electromagnetic radiation, etc.,
that is called (physical) leakage.

The timing attacks often apply to microprocessor based implementations, and exploit
time variability due to branches, cache misses, etc. , A very effective coun-
termeasure against those attacks is to write constant time code: never use a sensitive
variable as an operand of an operation whose execution time depends on the operand.
While this can be hard to put into practice, this countermeasure is simple, well under-
stood and very effective, although it can significantly increase the execution time ,

2 Achieving constant time and high performance on complex microprocessors can be complicated due to
their numerous non constant-time features (caches, branch predictors, etc.). It is however possible to
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Figure 1.2.: Leakage trace of an AES encryption. The then rounds of the algorithm can
be distinguished.

v
—»é—» S-box || HW || Correlate |—~| arg max,, —»

Figure 1.3.: Simple DPA workflow.

The other big class of SCA is the one that was introduced with the differential power
analysis (DPA) [41]. This class also includes SCA are similar to the DPA, but exploit other
media such as electromagnetic radiation. The basic principle of DPA is that the power
consumption of a circuit depends on the values being manipulated. Measuring a time
series (called a leakage trace) of the power consumption gives thus a noisy measurement
of the sensitive variables.

Figure shows an example of a simple key recovery DPA attack for a AES implemen-
tation on a microprocessor. First, the adversary collects leakage traces such as the one
shown in Figure for many known plaintexts (and always the same key), the power
consumption is measured. The simple DPA attack is based on the divide-and-conquer
principle: it recovers one byte of the key at a time, by exploiting the leakage of the
output of one S-box in the first round. The relationship between a specific byte and the
leakage trace is unknown, but we can assume a simple model, for example that at least
one time sample is correlated with the Hamming Weight (HW) of each manipulated byte
(more accurate models could be built by profiling). Let k be a guess of the key byte,
we model the leakage HW(S — box(z @ k)) for all the plaintexts = for which the leakage
has been measured. If the key guess is correct, the modeled leakage is correlated to the
actual leakage of the output of the S-Box; and there is no correlation otherwise (due to
the strong non-linearity of the S-box). The attack is thus simple: for all key guesses and
for all sampling time, we compute the correlation between the modeled leakage for all

write simple constant-time code at a sometimes large performance cost.

13



the plaintexts and the actual leakage samples. The maximum absolute value for this
correlation is then chosen, and the corresponding key guess is the final key guess (which
is the actual key if the number of recorded traces is sufficient). The attack is applied
sequentially to all the S-boxes of the first round to find all the bytes of the key.

Whereas constant time code is a relatively simple and theoretically sound countermea-
sure for timing attacks, no such thing exists for DPA. Indeed, physical emanations of an
implementation are always dependent of the manipulated values, even though physical
countermeasures allow to reduce the amount of leaked information , and thus increase
the number of trace required to break the system. Those countermeasures are often
medium-specific: a shielding against electromagnetic radiations will have low impact on
the power consumption.

1.3. Masking Countermeasure

Masking is among the most popular countermeasures to prevent side-channel attacks.
It has been first introduced in a rather heuristic/ad hoc context, it was then formally
proven in an abstract (not very realistic) adversarial model [37], and it has more recently
been proven secure in a more realistic model .

Representation of algorithms In the following, we discuss the implementation of al-
gorithm that work with values exclusively in Galois fields of characteristic 2 (the most
common case being Fy). A first representation for algorithms is a (possibly randomized)
function. Furthermore, for the algorithms do not contain branches or loops with a non-
constant number of iterations it is possible (by unrolling the loops) to get the second
representation: an arithmetic circuit. This representation is fundamental for the analysis
of masking.

A deterministic circuit C' is a Directed Acyclic Graph (DAG) whose vertices are
(boolean) gates and whose edges are wires. A randomized circuit is a circuit augmented
with random gates. A random gate is a gate with fan-in 0 that produces a random output,
uniformly and independently of everything else afresh for each invocation of the circuit.

Masking works with the circuit representation of the algorithm to protect: the original
(or source) circuit. A masking algorithm is a circuit compiler: it takes as input the
original circuit and outputs another circuit, called a masked circuit, that has equivalent
functionality but that is secure against SCA.

Masking intuition Given a masking order d, the working principle of masking is to split
all the sensitive data manipulated by the source circuit in d + 1 shares in the masked
circuit, and to perform the computations on those shares only . In the masked circuit,
each wire of the original circuit (which is a sensitive variable) is replaced by a set of wires
(the shares), and each gate is replaced with a gadget (whose operation on the shares is

3 This is usually the case for cryptographic algorithm, and it is required to be secure against timing
attacks.
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equivalent to the operation of the gate in the original circuit). Intuitively, this protection
makes attacks more difficult: to recover the value of a sensitive variable, the adversary
has to know the value of all its shares (this intuition is formalized in Section [1.3.1).

Concretely, various types of masking schemes have been considered in the literature
including additive/boolean masking (e.g., 56, and many follow-ups), multiplica-
tive masking , affine masking , Inner Product masking , , ... All these
proposals come with significant overheads in execution time and randomness consump-
tion. We focus on the case of additive boolean masking, which has been shown recently
to provide the best concrete performances thanks to bitslice implementations (see Sec-
tion .

In additive boolean masking (hereafter also simply denoted masking), any sensitive
variable z is shared into a tuple (o, ...,24). To mask a variable x, the values zg, ... z4_1
are generated uniformly at random, and zg = xg+ -+ x4_1 + Any set of at most d
shares is thus independent of x.

1.3.1. Threshold Probing Model

In the current state-of-the-art, masking schemes usually come with a security proof in the
so-called probing model (or threshold probing model). In its simplest definition,
d-probing security requires that the observation of up to d intermediate variables in the
implementation does not reveal anything about the sensitive variables.

Admittedly, a situation where an adversary can probe up to d wires in a circuit is not
very common (although it can model attacks carried thanks to micro-probing ) A
security proof in the probing model is however a first step in the analysis of a masked
implementation that must be followed by discussions in more realistic leakage models
(see Section . Yet, it is a necessary first step since an insecurity in the probing model
usually leads to powerful concrete attacks.

We use the definitions of algorithms as circuits to define formally the notion of private
circuit (which is equivalent to security in the d-probing model [56]). We also define the
notion of gadget, which is a masked circuit that implements a simple function such as a
group operation.

Definition 1.1 (Private circuit ) A private circuit for f: ¥y — Fi* is defined by a
triple (I,C,0O), where

o [:Fy — Fy is a randomized circuit with uniform randomness p and called input
encoder;

ml
q 7’

e (' is a randomized circuit with input in Fy

rE Fg“;

output in F7 , and uniform randomness

e O: Fq”/ — Fy' is a circuit, called output decoder.

4 We work only in Galois fields of characteristic 2 (mostly Fs but also sometimes F,), and we denote
the field operations by + and - (those are XOR and AND in F3). We have thus = zo + - - - + zq4.
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We say that C is a d-private implementation of f with encoder I and decoder O if the
following requirements hold:

e Correctness: for any input w € Fy, Pr[O(C(I(w;p);r)) = f(w)] = 1, where the
probability is over the randomness p and r;

e Privacy: for any w,w’ € Fy and any set P of d wires in C, the distributions
{Cp(I(w;p);r)}pr and {Cp(I(w'; p);7)}pr are identical, with Cp(I(w;p);r) the
list of the d values on the wires from P.

From now on, we assume that I and O are the canonical encoder and decoder: [
encodes each input b by a block (b;)o<j<a of d + 1 random values with sum b, and O
takes the sum of each block of d + 1 values (this restriction corresponds to the case of
additive masking). Each block (b;)o<;<q is called a sharing of b and each b; is called a
share of b.

A gadget C implementing a function f : Fy — Fg is a private implementation of f
working with the canonical encoder and decoder. The gadget has n inputs and m outputs,
each of which is a vector of d + 1 shares. We usually denote the inputs of a gadget as x; ;
where i € {1,...,n} is the input index and j € {0,...,d} is the share index. Outputs are
usually written as y; j, ¢ € {1,...,m}. A set A is a set of share indices if A C {0,...,d}.
We use the notations z;4 = {z;; : j € A}, v, 4 = {z;; : 1 < i < n,j € A} and
Ty ={255:1<i<n,0<j<d}. When it is not clear from the context, we explicitly
denote the gadget G to which the inputs or the outputs are related: xfj, ylG]

The wires in the set P used by the attacker are called the probes and the corresponding
values Cp(I(w;p);r) the values of the probes. Abusing notation, a probe p is sometimes
used to denote the corresponding value.

1.3.2. Composability

It is desirable to have a few elementary gadgets (field operations, etc.) that can then
be connected together in order to implement more complex functions such as S-boxes
or block ciphers. The resulting composite circuits should indeed also be probing secure.
It has however been shown that composing probing secure circuit does not guarantee
probing security for the composite circuit .

Two solutions have then been introduced to mitigate this issue. A first solution is
based on formal tools enabling the automated analysis of implementations, up to certain
number of shares and for limited circuit complexity [@] The second approach (the one we
use) is based on the more demanding definitions of Non-Interference (NI) and Strong Non-
Interference (SNI) that can be proven generically and guarantee secure composability for
any number of shares [5].

Composition We first formally define our notion of a composition of gadgets that
implements a composite function.

Definition 1.2 (Composite function). A function f from F* to Fy is a sequential com-
position of functions fi for k = 1,..., L if the computation of (Y1, ..., yn) = f(@1,...,Zm)
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can be done using the following algorithm:

(aoo,lﬂ'”vaOo,m) = (xl,...,xm)
(a%l, - ,a%nn) = f,i(aim, .. 7aim,mm) for k=1,...,4
(yl,. . -;yn> = (ai“l,l, . .,ai“_l’n)

for some set of connection indices iy, and oy p.
). ).
The functions f, are called composing functions.

This definition is different of the mathematical composition of functions fyo---o f;
in that all the outputs of f; are not necessarily inputs of fo: an output of f; may (for
example) be an input of f3 and f4 (it is thus also possible to “re-use” values).

Definition 1.3 (Composite gadget). Let f be a composite function of functions f. for
k = 1,...,¢ with connections indices i., and o0;,. A composite gadget G over d + 1
shares that implements f is made of gadgets G; over d 4 1 shares that implement the
functions f.

The connection of the composing gadgets is done as follows, for an evaluation of

(Y1,---yn) < G(z1,...,Tm) (where the z;’s and y;’s are elements of Fé)
(Qog 15+ Gopm) < (T1,- -0 Tm)
(aoml, . ,aowm) — Gﬁ(ain,l, e aimmN) fore=1,...,¢
(y17 o 7yn) <~ (aig+1,17 cee )aig_;rl’n)

where a,, € Fé.
The gadgets G, are called composing gadgets.

This general definition can be particularized to two interesting cases: the serial
composition, where the outputs of the function f,; are only connected to inputs of the
function f,y; (this is thus a mathematical composition fyo---o fi). The other interesting
case in the parallel composition: the composing functions are not interconnected, each
input of a composing function is an input of the composite function (the same goes for
the outputs).

Composable security properties Since probing secure composing gadgets are not suffi-
cient to guarantee the probing security of a composite gadget (except in the restricted
case of parallel composition ), we need stronger security definitions. In order to intro-
duce those definitions, we use the simulability framework put forward in . Note that
the notion of (Z, O)-Non-Interference introduced in [5] is equivalent.

Intuitively, a set of probes in a circuit is simulable using a subset of the input wires of
the circuit if, for any value of the inputs, a simulator that has only access to the subset
of the inputs can generate values which have the same distribution as the actual probes.
The distribution is over the randomness used in the circuit (and in the simulator).
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Definition 1.4 (Simulability [10]). Let P = {p1,...,pi} be a set of I probes of a gadget
C. Let I ={(i1,41),---, ik, Jk)} C{1,...,n} x {0,...,d} be a set of input wires of C.
A simulator is a random function S : F’q“ — IFf]. A distinguisher is a random function
D:F. x Fy'* - (0,1},
The set of probes P can be simulated with the set of input wires I if and only if there
exists a simulator S such that for any distinguisher D and any inputs x, ., we have

Pr[D(Cp(xsx), s x) = 1] = Pr[D(S(z4s, 51, - - - Tip ji )s Tox) = 1],
where the probability is over the random coins in C, S and D.

We can now define Non-Interfering (NI) gadgets, Tight Non-Interfering (TNI) gadgets
and Strong Non-Interfering (SNI) gadgets. We again take the definitions from and
denote output probes on a gadget as probes on shares of outputs of the gadget, and
internal probes as probes on any wire of the gadget including inputs and outputs.

Definition 1.5. A gadget is d-NI1 if and only if every set of at most d internal probes
can be simulated with at most d shares of each input.

NT is a sufficient condition for probing security: a circuit C' is d-probing secure if
any set of probes P of size d can be simulated with d shares of each input. It is not
a necessary condition for probing security, because the distinguisher has access to the
input shares which sometimes makes the simulation of probing secure gadgets impossible
(e.g., in first-order threshold implementations where non-linear gadgets leverage the input
shares in order to reduce the randomness requirements [49]).

The notion of TNI looks a bit stronger than NI but is in fact equivalent to NI
(Property proved in [10]). Thanks to this property, we can use the TNI definition
when we discuss NI gadgets.

Definition 1.6. A gadget is d-TNI if and only if every set of t < d internal probes can
be simulated with at most t shares of each input.

Property 1.1 (d-NI < d-TNI). A gadget is d-NI if and only if it is d-TNIL

It can be easily proven that the serial composition of NI/TNI composing gadget with
only one output is a NI/TNI composite gadget. The same property applies for parallel
composition. The probe propagation framework discussed in Section gives a simple
intuition for these properties which are consequences of Property

The NI property is however not sufficient for generic composition, which leads to
the definition of SNI. The difference with NI is that in the SNI simulation game, the
distinguisher has access to output probes “for free”: an output probe does not “give
access” to the simulator to one input share.

Definition 1.7. A gadget is d-SNI if and only for if every set T of t1 internal probes
and every set O of to output probes such that t1 + to < d, the set ZU O of probes can be
simulated with t1 shares of each input.
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Any composite gadget made exclusively of SNI sub-gadgets with only one output (and
in which two inputs of a gadget are never connected to the same wires) is itself SNI. This
is a consequence of Property and it can again be more easily understood in the probe
propagation framework of Section [2.1.1]

1.3.3. Well-Known Elementary Gadgets

There are many designs of gadgets that implement elementary field operations and are
NI or SNI. The most studied ones are linear gadgets, NI and SNI field multiplication and
so-called SNT refresh gadgets (which implement the identity function in a SNI fashion).

Linear gadgets For any linear function f, there is a trivial implementation which
requires no random gates and consists in applying the function independently to each
share: y, j = f(z.;) for j =0,...,d.

Such an implementation is always NI: the simulator can use the . ; values for all
the j’s for which there is a probe in the evaluation of f(x ;). It is however not SNI: to
simulate an output share y; ;, a simulator needs to have access to the corresponding input
shares x, ;. Particular cases of interest are the group addition and affine functions (e.g.
the Not gate) Due to its simplicity and its low cost (no randomness use, O(d) scaling),
we will always use the trivial implementation for linear and affine functions.

Field multiplication gadgets In the following, we will consider the multiplication of
Ishai, Sahai and Wagner (which we call the ISW multiplication) as a SNI multiplication
that is proven secure at arbitrary orders and has randomness cost d(d+ 1)/2 and the
multiplication of Belaid et al. as a NI multiplication that is proven secure at arbitrary
orders and has randomness cost |d?/4] +d . The motivation for using randomness as
the main cost metric is discussed in Section

As an illustration of the implementation a masked gadget, we next describe the ISW
multiplication (Algorithm . For shared inputs (zi);—y 4 and (y;),_, 4 the gadget
computes all the products x; - y;, which constitutes a (d + 1)%-sharing of the output.
There is then a compression step to reduce the (d + 1)2-sharing into a (d + 1)-sharing.
This step uses random bits to ensure probing security.

Refresh gadgets The SNI refresh gadgets (hereafter “refresh”) are sometimes useful to
ensure secure composition. For example, it can be proven that refreshing (i.e. adding a
refresh to) each of the outputs of a NI gadget makes it SNI. The refresh of Battistello
et al. is an example of SNI refresh that is proven secure at arbitrary orders and has
randomness complexity in O(dlogd) [7].

5 Affine functions also have a simple NI implementation, although they are not linear: for the Not
function (respectively for the addition of a constant), the Not (resp. addition) is applied to the first
share.
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Algorithm 1 ISW multiplication gadget

Require: shared factors x,y € Fg“ such that >, z; = 2% and >, y; = y*
Ensure: output ¢ € Fg“ such that >, ¢; = 2* - y*
for i =0tod do
for j=i+1toddo
Tij é Fq
Rij < (Tij + ;- yj) + Tj-Y;
Zji <= Tijs
end for
end for
for i =0to d do
Ci < XY + Z?:o,j# 2ij
end for

1.4. Noisy Leakage Model

The threshold probing model allows for simple proofs of security of gadgets. It is however
not a realistic model of attacks where the adversary collects a whole leakage trace (a time
series of measurements of the physical value of interest). A more realistic assumption is
that the trace is noisy, which comes from the observation that measurements are inherently
noisy in the real world, and from the strategies of protection against side-channel attacks
that try to reduce the signal-to-noise ratio (SNR) of the measurements [42]. Another
model, the noisy leakage model [54], is thus required to formalize those attacks.

The noisy leakage model does not attempt to accurately model the leakage trace in
itself (that would be a complex task), it is rather a simple bound on the information
that can be extracted from the trace. Let X = (z1,...x;) be the vector of all variables
manipulated by the implementation, the noisy leakage model gives to the adversary
access to (AX1,...,4&;), where X; < ¢;(x;). The random functions ¢; can be chosen by
the adversary, under two constraints:

e The mutual informationﬁ is bounded: MI (X, z;) < €, where € is a parameter of
the model[”]

e The independence of leakage on variables: the different ¢; function are mutually
independent.

The validity of those assumptions is discussed next, along with the practical use of the
noisy leakage model.

® The mutual information (MI) between two random variables A and B is

MI(A, B) = Z Z Pr[A = a, B = b]log, <Pf[il[14:;]ai;ﬁ3_:b]b}) ’

acR 5 bERB

where R4 and Rp are the sets of possible values of A and B.
" The original noisy leakage model uses a bound on the statistical distance \\ but it has been shown
that it is equivalent to a MI bound .
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Multi-model approach In the current state-of-the-art, proving security in the noisy
leakage model is generally achieved in three main steps. First, the circuit is analyzed in
the abstract d-probing model. The latter is instrumental in detecting composability flaws
due to a lack of refreshing . Concretely, such flaws can be avoided by checking the
implementations in order to determine where refreshing gadgets have to be introduced @,
or by using composable gadgets [5].

Next, the circuit is analyzed in the qualitative bounded moment model of Barthe
et al. , in order to determine the extent to which physical defaults such as glitches
re-combine the shares and reduce the security guarantees . Concretely, such flaws
can be avoided both by constraining the algorithmic design of the masking schemes (e.g.,
by using the non-completeness property of threshold implementations , which can
be analyzed by extending the probing model to capture physical defaults ), or by
mitigating the problem directly at the hardware level .

Third and finally, the circuit is analyzed in the noisy leakage model. First, the leakage
of each share has to be sufficiently noisy, which is purely a hardware assumption that
has to be verified/falsified empirically [38]. Second, the independence of the leakages of
different variables is guaranteed (at least to a sufficient extent) by the analysis in the
bounded moment model.

This multi-model approach is theoretically validated by the work of Duc et al., who
showed that under the aforementioned noise and independence conditions, security in
the noisy leakage model is implied by security in the probing model This approach
imposes however strong requirements on the mutual information of the leakage (i.e.
on the noise in the device), which can be hard to meet at the physical level. In the
following, we first present an attack that shows what happens when the noise level is
not sufficient, and then we introduce a model that allows to analyze this attack and to
design countermeasures.

1.5. Horizontal Attacks

Classical side-channel attacks for masked implementations use a simple technique: they
observe leakage on the different shares of one variable, and then combine these observations
to infer the value of the sensitive variable. This can be improved in various ways, which
leads to the family of the horizontal attacks .

The optimal approach is the Bayesian approach. Let £ be the leakage trace and K
the sensitive variable, this approach computes Pr [K = k|L] for all possible values k of K
(and, for example, takes the one with the maximum probability) using the Bayes rule:

Pr[L|K = k| Pr[K = K]
Pr (L]
>, Pr(L|X =2z|Pr[X =z|K = k]) Pr[K = k]
Pr (L]

Pr[K =k|L] =

8 More precisely, the success rate of an adversary trying to distinguish between two different inputs for
the circuit decreases exponentially with the masking order d.
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where X is the set of intermediate values. The computational cost of using this formula is
exponential in | X |, the size of the Circuitﬂ and makes the corresponding attack impractical
for any circuit of significant size.

1.5.1. Soft Analytical Side-Channel Attack

The soft analytical side-channel attack (SASCA) is introduced in [58]; it uses the tools of
coding theory. Indeed, decoding an error-correcting code is a problem similar to carrying
out a side-channel attack: recover the value of variables when noisy and redundant
information is given. In both cases, Bayes formula is optimal but cannot be used due to
its computational cost. In a nutshell, the SASCA models the circuit under attack as a
code whose inputs are the sensitive variables and the outputs are all the intermediate
variables, and then runs the well-known belief propagation algorithm (BP) to perform
the decoding.

Factor graph and BP algorithm SASCA are based on the construction of a factor
graph built from a set of relationships between intermediate values. For the masked
implementations of block ciphers, we typically consider three kinds of relationships: sums:
x =x1 + -+ xp, products of two elements: x = x; - z9 and bijections: y = g(x) where
g is a bijection. The factor graph is a bipartite graph made of variable nodes (one for
each intermediate result within the leaking implementation) and function nodes (one
for each relationship), with an edge if an intermediate result appears in a relationship.
Furthermore, to each variable node is associated an intrinsic information — an estimated
probability density function (PDF) — which represents the leakage that can be observed
on the corresponding intermediate result.

The principle of the BP algorithm is to exploit the relationships between variables
in order to constraint the PDF estimates: estimates based only on the leakage are
usually not coherent with the relationships. The algorithm works by sending messages
(PDF estimates) on the edges of the factor graph. Those messages are called extrinsic
information. The BP algorithm alternates two steps until the algorithm converges. The
first step sends messages from variable nodes to function nodes, and the second step
sends messages from function nodes to variable nodes. The message sent by a variable
node to a function node is a combination of the intrinsic information and the extrinsic
information coming from function nodes at the previous step, for all the function nodes
the variable nodes is connected to, except the function node that is the destination of the
message being computed Likewise, the message sent by a function node to a variable
node is a combination of all the incoming messages to the function node, except the
message coming from the destination variable node (the actual combination depends on
the relationship represented by the function node, and the position — as operand or as
result — of the variable). Once the algorithm has converged, the intrinsic and extrinsic

9 That can be reduced to the number of random values used in the circuit, but it does not change the
conclusion: the attack is not feasible.
10" All messages are initialized to an a priori (e.g., uniform) PDF.
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information at each node is combined to get the final estimated PDF. We refer to
for the details.

The next part of the attack depends on the context. For example, if the goal is to
recover the key of a block cipher, key enumeration techniques can be used .

1.5.2. Theoretical Analysis

From a theoretical viewpoint, the performance of horizontal attacks is captured by the
concept of “noise rate”, which essentially corresponds to the level of noise increase
(or shares’ information reduction) that is required so that masking still provides an
exponential security improvement. The noise rate of Ishai et al’s original multiplication
algorithm is known to be in O(1/d) 22]. Recent works by Andrychowicz et al.
and Goudarzi et al. have shown that it is possible to reach noise rates in O(1/log(d)) or
even O(1) [1,[30]. Yet, the latter results rely working in larger fields (typically such that
|F| is in o(d)).

The noise rate has two issues: first, it is often used as an asymptotic tool, which does
not give the actual security level of a circuit. Second, and more importantly, it is difficult
to compute it on algorithms that include countermeasures against horizontal attacks
(for instance, the countermeasure of Battistello et al. [7] is only based on a heuristic
argument).

The local random probing model (LRPM) has been recently introduced as a way
to remedy these drawbacks.

Local Random Probing Model The Local Random Probing Model (LRPM) [35] is a
way to model the SASCA. It is a variation of the Random Probing Model (RPM) by
Duc et al. Compared to the noisy leakage model, the LRPM restricts the way the
information leakage of an implementation is exploited to local propagation rules inspired
by the belief propagation algorithm, which allows simple concrete evaluations of actual
multiplication algorithms (or even more complex circuits).

The main difference between the BP used by the SASCA and the LRPM is that the
messages are no longer PDF estimates, but mutual information values that represent the
amount of information contained in the PDF estimates. A first consequence is that the
intrinsic information is not a PDF, but the leakage observed on the variable. The second
consequence is a modification of the rules to compose messages [35]:

e For messages of the first step (from variables to functions): the message sent is
the sum of the intrinsic and the extrinsic information, limited to MI = 1[?] This
follows from the fact that combining estimates for a variable at most sums the
information of the estimates.

11 The RPM is not discussed in detail in this thesis, however there is a short explanation of it in

Appendix
12 The limitation comes from the fact that MI = 1 implies no uncertainty on the leaking variable, if the
MI unit is the field element.
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Figure 1.4.: Factor graph with six nodes. £ labels indicate intrinsic information.

e For messages of the second step (from functions to variables): using the random
probing model, it is shown in that the information on the result of a sum or on
the operand of any operation (sum or product) is bounded by the product of the
information sent by the other concerned variables.

Another case can happen though, which was not discussed in [35] (since they do
not use the result of multiplications in other operations). Namely, the information
on the result of a multiplication. We discuss it in Appendix [Al Simply stated, in
our case (where we multiply two elements in Fy), the resulting MI is the average of
the MI on the operands.

e The case of bijection relationship is special: since MI on one of the variables related
by a bijection translates into information on the other variable, the two nodes can
be merged and the bijection function node can be removed.

e The final combination of information (once the algorithm has converged) is a sum
of all the intrinsic and extrinsic MI for each variable node.

For illustration, we next give an example of factor graph in Figure The corre-
sponding equations for LRPM are the following:

x:g(y), T =21+ T2, Z2=x2"Y,

The messages sent at the first step of the BP algorithm are:

MI, st < min (1, Lo+ MIy_z ), ML, y—yx < min (1, Lo + ML, ),
ML, 4+ < min (1, £y) = Ly, MI,, ,x < min (1, Lo + ML, ,,),
MI$2_>+ < mln (17 £2 + MIX—)(IIQ) 5 MIZ_>>< < min (17£3) == £3’

and those sent at the second step are:

MI+%x,y < Mleﬁ\Jr . MII‘Q*}*”? MI><~>:1:,y — Mng%X : MIZ%X?
MI gy ¢ MIg, sy - Mg sy, MIy 2y < Mgy x - ML x,
MI+—>a:2 < MIx,y—)—i— : M1x1—>+7 MIX—)Z < (Mlx,y—>>< + M1x2—>><) /2

The two steps are alternated until the algorithm converges.
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Finally, we note that the LRPM is inherently slightly heuristic, as it uses the BP
algorithm. Since SASCA are among the (if not the) most efficient way to perform
horizontal attacks in the current state-of-the-art , the bounds on the information that
can be extracted thanks to SASCA (provided by the LRPM) can be viewed as a good
approximation of the wort-case security level in the noisy leakage model.

1.6. Implementation and Performance

Most block cipher algorithms can be expressed as circuits with values in Fo (the bitslice
implementation). The masking can thus operate in Fy: shares are in Fo and addition is
XO0R. The AES is a particular case: it has also a very natural and efficient representation
in Fa56, and masking with shares in Fo56 has thus been investigated. It has however been
shown that this masked implementation in Fo56 is computationally more expensive than
the bitslice implementations , on which we will focus.

Masking implies significant overheads in terms of time and randomness complexity
(usually quadratic in the number of shares ) Concretely, it has been observed that
the randomness complexity dominates as the number of shares in the masking schemes
increases , due to the cost of (pseudo-)randomness generation; we therefore use the
randomness complexity as our main cost metric in the following. As a result, significant
efforts have been devoted to the reduction of the randomness complexity of masked

multiplications , @, .
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2. Composability and Performance
Improvements in the Probing Model

In this chapter, we start from the observation that the composability properties of NI and
SNI gadgets are not trivial and that they have previously only been used and analyzed
in simple contexts: one AES S-box (implemented in Fa56, hence single input and single
output), multiplication and addition gadgets (two inputs, one output). In particular, the
bitslice implementations produce more complex gadgets (bitslice S-box are multi-input
and multi-output). Our contributions in this respect are threefold:

First, we introduce a definition of Multiple-Input Multiple-Output Strong Non-Interfer-
ence (MIMO-SNI), which extends the existing definition of SNI to the bitslice case. The
latter is instrumental to formally analyze a compositional strategy proposed in and
re-used in , which is to use only SNI multiplications and to systematically refresh one
of their inputs with a SNI gadget. We next call it the “greedy strategy” due to its high
randomness requirements.

Second, we show how the greedy strategy can be optimized by representing the circuit
to mask as a “computation graph” and describing how to express the definitions of NI,
SNI and MIMO-SNI as graph properties. For simple circuits (such as the AES S-box
operating in Fas6), the number of solutions is sufficiently small for exhaustive search (and
we confirm the recent results of ) For more complex circuits, exhaustive analysis
is impossible thus we rely on integer programming. As an illustration, we launch our
optimization on the bitslice S-box of Boyar, Matthews and Peralta that is used
in and can reduce the number of SNI gadgets to 41 (with a lower bound of 34)
compared to the 64 of the greedy strategy. In view of the significant (asymptotically
dominating) impact of these SNI gadgets in the overall performances of a masked AES
implementation, it directly leads to comparable performance gains.

Third, we observe that the definition of MIMO-SNI is still theoretically (over)demanding.
We suggest an alternative approach based on “probe isolation” which rather ensures
that such paths cannot be exploited by an adversary (by verifying that the propagated
probes on these paths can be simulated with the same input shares). The latter Probe-
Isolating Non-Interference (PINT) enables a major simplification of the security analyzes
of complex masked circuits, since it allows the composition of any linear gadget with PINI
multiplications. We also use this definition to exhibit concrete performance improvements,
by proposing and proving two PINI multiplication gadgets, which reduce the randomness
requirements of the previous optimized bitslice S-box mixing SNI multiplications and
refreshes.
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Figure 2.1.: Implementation of (z+vy)(z+z). The circuit is made of a SNI multiplication
with linear circuits at the input, masked at order d = 1. The circuits illustrate
(a) the limitation of SNI input composability and (b) the greedy strategy.
The arrows indicate the adversarial probes (there is thus one internal probe
in the multiplication) and the red snake wires are the propagated probes.
The R box is a SNI refresh.

2.1. Composition of Bitslice Gadgets

The previous definitions of NI and SNI gadgets (Section have been shown to be
very effective to avoid compositional issues such as put forward in . For example, the
specialization of the (Z, O)-Non-Interference they provide is perfectly suited to analyze
the amount of refreshing required to implement an AES S-box with operations in Fosg .
Yet, one possible limitation of these abstractions is that they implicitly assume gadgets
with single inputs and single outputs. In this section, we first argue that such definitions
are therefore not sufficient to capture the security of certain composite gadgets such as
encountered in masked bitslice implementations. We then propose a new definition of
Multiple-Input Multiple-Output (MIMO) SNI gadgets as a useful ingredient to analyze
the security of any composite gadget. We finally put forward that secure composite
gadgets are naturally obtained by the proposal in of using (only) SNI multiplications
with one input refreshed in a SNI manner (although we will use an additional ingredient
for the full proof of this fact, discussed in Section .

2.1.1. Simulation Framework and Greedy Strategy

We start by providing intuition about the simulation framework we use and the greedy
strategy with the simple circuit example of Figure which performs a multiplication
of dependent values (masked at order d = 1). There is one adversarial (internal) probe
in the SNI multiplication gadget, and we will try to prove that the probe is not an
attack (i.e., it is independent of the actual inputs) by demonstrating that it is possible to
simulate it using at most one share of each of the inputs/']

! Note that this does not prove that the circuit is 1-probing-secure. Proving the probing security would
require to analyze all the possible sets of probes. A more efficient way of making that proof is discussed

in Sections and
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According to the SNI definition, it is possible to perfectly simulate the adversarial
probe by knowing one share of each of the inputs of the SNI multiplication. Let those
required shares be the red snake wires in the circuit (the set of wires shown is an arbitrary
example, the shares required by the simulator depend of course on the position of the
adversarial probe). Those wires are called propagated probes: if it is possible to simulate
the propagated probes, then the adversarial probe can be simulated. We can propagate
the probes one step further: a probe at the output of an addition can be simulated with
probes on the two inputs of the addition. This gives four propagated probes at the input
of the circuit, which probes all the shares of one of the inputs. Because of that, we cannot
prove that the circuit is probing secure.

The circuit of Figure has the same functionality as the circuit of Figure but
is implemented using the greedy strategy: there is a SNI refresh gadget on one of the
inputs of the multiplication gadget. The propagated probe at the output of the refresh
gadget can be simulated using no input of the gadget (thanks to the SNI property), which
makes the circuit 1-NI (and thus 1-probing secure).

The technique of proof used in this section is similar to the one used in to prove
the security of the implementation of a masked AES S-box in Fa56. We call this technique
probe propagation: it is based on the idea of replacing adversarial probes with propagated
probes that can be used to simulate the adversarial probes, and then iterating the process
until the propagated probes are all at the inputs of the circuit. The conclusion is then
easy.

The propagation of probes happens backwards in the circuit (probes on the outputs of
a gadget propagate into probes on the inputs of the gadget). The definitions of NI and
SNI can be expressed as the following rules in the probe propagation framework.

Probe propagation rules:

e For a NI gadget with n, probes on shares of its outpu and n; probes inside the
gadget, there is a propagated probe on n, + n; shares of each input (this comes

from Property .

e For a SNI gadget with n, probes on output shares and n; probes inside the gadget,
there is a propagated probe on n; shares of each input. Hence, the SNI gadgets
(and in particular SNT refresh) stop the propagation of probes.

There are then two probe propagation conditions that guarantee security against the
considered adversarial probes.

Probe propagation security conditions:

1. For any NI or SNI gadget, the number of output probes must be at most d. This
follows from the definitions of NI and SNI.

2 We only consider here the gadgets with one output such as a multiplication. Multiple output NI
gadgets (such as bitslice S-box) are not investigated since the stronger SNI property is itself is not
sufficient for security of a block cipher implementation.

28



i i i i i i

1-SNI S-box 1-SNI S-box 1-MO-SNI S-box
il il il [ il il

1-SNI S-box 1-MI-SNI S-box 1-SNI S-box
y.J Vi .1

7T T T T T 7T T T

(a) SNI S-boxes: not (b) First solution: MI- (c) Second solution: MO-
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Figure 2.2.: First problem: serial composition of two S-boxes. Example for d = 1 and
2-bit S-boxes. The arrows indicate the adversarial probes and the red snake
wires are the propagated probes. Red boldface label for the S-box indicates
that the first probe propagation security condition is not satisfied.

2. For any input of the circuit, there cannot be propagated probes on all the d + 1
shares.

2.1.2. SNI is Not Enough (e.g., for Bitslice Implementations)

Say we are now interested in the situation where a non-linear gadget has multiple inputs
and multiple outputs, such as an S-box with a bitslice implementation. To simplify the
discussion, we take the case of 2-bit S-boxes (i.e., each S-box has two inputs and two
outputs) masked at order d = 1, but our reasoning applies to any size of S-boxes (such
as the 8 bit S-boxes of the AES) and any order.

A first example of this context is the serial composition of two S-boxes (in which each
of the outputs of the first S-box is connected to one input of the second S-box), depicted
in Figure

This leads to the following problem: if the S-boxes are d-SNI and the adversary has d
probes in the second S-box (remember d = 1 in our example), the propagated probes can
cover up to d shares of each of the inputs of this S-box. There is thus a total of up to 2d
propagated probes on outputs of the first S-box. Since the number of probes discussed in
the first probe propagation security condition is the total number of probes on output
shares, the condition is violated in this example.

Next, the situation gets even worse when linear gadgets come into play. A practical
example is the AES S-boxes and MixColumns operations: 4 parallel 8-bit S-boxes followed
by a 32-bit linear layer, followed again by 4 parallel 8-bit S-boxes. We will however use
simpler examples to explain the two additional problems that arise in this case.

For the second problem, we consider a linear operation between two outputs of one
S-box (depicted in Figure . The adversary has d probes on one output of the linear
operation. The probes propagate to 2d probes on the output of the S-box. The first
probe propagation security condition is again not respected.

The third problem depicted in Figure is the close to the one discussed previously
for SNI multiplications (Figure : a linear layer at the input of the S-box is such that
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Figure 2.3.: Second problem: S-box with linear layer at the output. Example for d =1
and 2 bit S-box.
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Figure 2.4.: Third problem: S-box with linear layer at the input. Example for d = 1 and
2 bit S-box.

the probes propagated by the S-box propagate through the linear layer and reach all the
shares of an input. This violates the second probe propagation security condition.

Summarizing, these examples show a limitation in the definition of SNI for the analysis
of bitslice S-boxes that does not appear for implementations of the AES S-box in Fosg
(which have only one input and one output). In the following, we show how to fix this
issue by adapting (Z, O)-Non-Interference to this slightly more general context
2.1.3. Multiple-Input Multiple-Output SNI

Intuition

Based on the previous examples, natural directions to extend the definition of SNI and
ensure composability in a bitslice implementation context are twofold:

e First, require the simulator to work with at most d input shares instead of d input

3Not being composable does not directly imply the existence of an attack in the probing model, in
particular for low security orders that may be tested exhaustively with formal methods [@ Yet, as
the number of shares increases, the sufficient condition of security that composable gadgets provide
becomes increasingly useful.
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shares on each input. This property is called Multiple-Input Strong Non-Interference
(MI-SNTI) and adds a third probe propagation rule:

3. For a MI-SNI gadget with n, probes on output shares and n; internal probes,
there is a total of n; propagated probes on the shares of the inputs.

e Second, allow the adversary to probe up to d shares of each output, instead of
d output shares in total. This property is called Multiple-Output Strong Non-
Interference (MO-SNI) and adds a third probe propagation security condition (which
is the first condition adapted to the MO-SNI gadgets):

3. For any MO-SNI gadget, the number of probed shares on each output must
be at most d.

Either of these extensions (MI-SNI or MO-SNI) solves the first problem (see Figures
and , while the second problem is only solved by MO-SNI (see Figure and
the third problem is only solved by MI-SNI (see Figure . As a result, and since
we want composability with any composite gadget, we need both properties for S-boxes:
Multiple-Input Multiple-Output Strong Non-Interference (MIMO—SNI)

Formalization

We now formalize the definitions and prove that MIMO-SNI enjoys a useful composability
property.

Definition 2.1 (MI-SNI). A gadget is d-MI-SNI if and only for if every set T of t;
internal probes and every set O of to output probes such that t1 + to < d, the set
ZUQO of probes can be simulated with at most t; input shares.

Definition 2.2 (MO-SNI). Let O; be a set of share indices fori=1,...,m. A gadget is
d-MIMO-SNI if and only if any set T of t1 internal probes and any sets O; such that
there exists a to that satisfies t1 +to < d and |O;| < tg for i =1,...,m, the set of
probes ZUy1,0, U---Uym.0,, can be simulated with at most t; shares of each input.

MIMO-SNI can be defined as satisfying both MI-SNI and MO-SNI. For completeness,
we give the equivalent explicit definition:

Definition 2.3 (MIMO-SNI). Let O; be a set of share indices fori=1,...,m. A gadget
is d-MIMO-SNI if and only if any set L of t1 internal probes and any sets O; such
that there exists a to that satisfies t1 +to < d and |O;| <ty fori=1,...,m, the set
of probes ZUy1,0, U---UYm.0,, can be simulated with at most t; input shares.

From these definitions, we derive the following composition rules, which are used to
prove the main result (Property [2.5).

4 We note that this definition can also be applied to multiplication gadgets, and that the SNI refresh &
SNI multiplication composition of the greedy strategy is MIMO-SNI In fact, only the MI-SNI part is
relevant since a multiplication gadget has only one output. This is not surprising since the problem
solved by MI-SNI is essentially the same as the one solved by the greedy strategy (see Figures

and .
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Property 2.1. Serial composition of d-MO-SNI gadgets is d-MO-SNI.

Proof. We make the proof for two gadgets by describing the simulator. The general case
follows by induction. The probes to be simulated can be split in

e {1 internal probes in the first gadget,
e iy internal probes in the second gadget,
e output probes y; o,,

such that t; + to + |O;] < d for all i. The probes in the second gadget and the output
probes can be simulated with ¢9 shares of each of its inputs. These shares and the probes
in the first gadget can be simulated with at most ¢; shares of each of its inputs. O

Property 2.2. Parallel composition of d-MIMO-SNI gadgets is d-MIMO-SNI.

Proof. The simulator for the composite gadget simply runs the simulator for each internal
gadget. The total number of input shares that are requested is at most the number of
internal probes. ]

Property 2.3. Serial composition of a linear & o d-MIMO-SNI gadget is d-MO-SNI.

Proof. Let t; be the number of internal probes in the linear gadget and ¢5 the number
of internal probes in the MIMO-SNI gadget. The simulator uses the simulator of the
MIMO-SNI gadget to simulate the internal probes of the MIMO-gadget and the output
probes. It has then to simulate to output shares of the linear gadget and the ¢; internal
probes. Let A the set of share indices corresponding to all the values to be simulated.
The simulator can request to know all the shares x, 4 and can thus trivially simulate the
linear gadget. O

Property 2.4. Serial composition of a d-MO-SNI & a linear gadget is d-SNI.

Proof. Let B be the set of share indices of the output probes and of the probes in the
linear gadget. The simulator of the MO-SNI gadget is used to simulate its internal probes
and all the output shares whose index is in B. Simulation of the remaining probes is
then trivial. O

We can now prove our main composition theorem about Substitution Permutation
Networks (SPN), which shows that our definitions enable to build d-SNI (hence d-probing
secure) SPN. We consider only SPN whose S-boxes are grouped into layers that operate
over the full state.

Property 2.5. A SPN whose S-bozes are d-MIMO-SNI is d-SNI.

Proof. The SPN can be viewed as a alternating serial composition of linear and S-box
layers, whose first and last layers are linear (this is without loss of generality since linear
layers can be the identity function). A S-box layer is a parallel composition of S-boxes.
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The S-box layers are d-MIMO-SNI thanks to Property A round, the serial
composition of one linear layer followed by one S-box layer is d-MO-SNI thanks to
Property Serial composition of rounds is d-MO-SNI thanks to Property The
combination of the final linear layer with the other rounds is d-SNI thanks to Property

O

We insist that this proof is limited to SPN with full layers of d-MIMO-SNI S-boxes.
It is for example not yet a proof of the greedy strategy proposed in , which uses
MIMO-SNI multiplications within an S-box that does not have such a regular (full-layer)
structure. We defer this proof to Section where the introduction of “probe isolation”
will allow much simplified analyses.

For a gadget with only one input, MI-SNI is equivalent to SNI and for a gadget with
only one output, MO-SNI is equivalent to SNI. Hence, MIMO-SNI is equivalent to SNI
for gadgets with one input and one output, such as the AES S-box implemented over
Fos6. Property thus applies to an AES implementation using the S-box in [10].

2.2. Optimized S-box Implementations

The previous section gave a general framework for proving the security of refreshing
strategies in masked (bitslice) block cipher implementations using MIMO-SNI S-boxes.
In this section, we tackle the problem of minimizing the amount of SNI gadgets in the
implementation of such an S-box in order to reduce their (e.g., randomness) cost.

For this purpose, we first show how to express this optimization based on the properties
of a graph describing the computations to perform. We then apply this optimization to
the AES S-box in Foss (confirming the results in [10]) and to the bitslice AES S-box of
Boyar, Matthews and Peralta , bringing significant improvements over the greedy

strategy in [31].

2.2.1. Connecting Composability to Computation Graph Properties

Let a masked S-box be given as a mix of elementary operations such as additions,
multiplications and refreshes. We can define a high-level computation graph modeling
this S-box as a DAG whose vertices represent operations and edges represent intermediate
values. The operations can take any number of incoming edges (usually one or two) and
produce one outgoing edge. Besides the aforementioned field operations and refreshes,
such a computation graph may include three other types of vertices:

e split vertices take one incoming edge and can produce any number of outgoing
edge(s). They model multiple uses of an intermediate value;

e input vertices have no incoming edge, one outgoing edge and the edges connected
to these vertices are called input edges;

e output vertices have one incoming edge, no outgoing edge and the edges connected
to these vertices are called output edges.
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For simplicity, we next assume that all the additions and multiplications in our
computation graphs are NI, and we model SNI gadgets as NI ones followed by a SNI
refresh. Given an optimized computation graph, an implementer can then replace NI
multiplications followed by a SNI refresh by (sometimes more efficient) SNI multiplications.
We insist that this modeling is without loss of generality since it is equivalent from the
probing model point of view and the respective (e.g., randomness) costs of the different
gadgets of a private circuit are parameters of the optimizations in the next subsections.

The computation graph model is a formalization of the probe propagation framework
discussed in Section Capitalizing on the remark that SNI refresh gadgets stop
the propagation of probes, we can simple remove them (and their incident edges) from
the graph to build a simplified graph. The probes inside the refresh gadgets can be
reported to gadgets connected to their input, hence the simplified graph is equivalent to
the original graph regarding security in the probing model.

Definition 2.4 (Simplified computation graph). The simplification of the computation
graph G is the graph that is obtained from G by removing all SNI refresh vertices and
their incident edges.

Since there are at most d adversarial probes in the circuit, a simple security condition
is that each probe propagates backwards to a single input through a single path. In this
case, there will be at most d probes for each input and the second probe propagation
security condition will be satisfied. Furthermore, there will be at most d probes at the
output of each gadget, since the probe propagation graph is a DAG (it is the reversal of
the computation graph) so that the first probe propagation security condition will be
satisfied too.

We can relax this constraint and impose that no probe can propagate backwards
from a node to another one through two different paths, while still satisfying the probe
propagation security conditions. In other words, for any pair of vertices there should be
at most one (directed) path between them.

It can be seen that the latter is a necessary condition: if probes can propagate backwards
through two paths from a node A to a node B and if the adversary has d probes on the
output of A, d 4+ 1 shares of the output of A could be required for the simulation.

We now formalize this security condition with the following properties (which generalize
the proof that the AES inversion is d-SNI in [10]).

Property 2.6. Let G be a composite gadget. If the gadget is implemented with only
NI gadgets and SNI refreshes, and if for any pair of vertices u, v in the corresponding
simplified computation graph there exists at most one path from u to v, then the gadget is

NI.

Proof. For each edge 7 in the computation graph, there is a number of adversarial probes
a;, a number of propagated probes p; and a total number of probes s;. The sum of the
a;’s is at most d. For all 7, s; = a; + p;. For each edge, the number of propagated probes

is:
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e 0 if the node at the end of the edge is a refresh;
e the number of corresponding output probes if it is an output edge;

e the sum of the total number of probes of the outgoing edges of the vertex at the
end of the edge otherwise (i.e., for split or NI operations).

If for each input edge i, a simulator knows s; well-chosen shares, then it can simulate all
the probes of the adversary by using the simulator for each gadget in order to get the
required intermediate values.

The probes inside a NI gadget are not considered since they can equivalently be
replaced with probes on output shares of the gadget.

We now prove that the hypothesis implies that for all input edges ¢, s; < d. This
proves that the gadget is NI thanks to the previous observation.

We use a small lemma for this purpose: for all edges i, s; = }_; a;ja; where a;; is
the number of paths from the output node of ¢ to the input node of j in the simplified
computation graph. This can be proven by backwards induction on the graph: if all the
children of a node satisfy this property, it is also satisfied for the node itself if the node
is a refresh, split or NI operation. Input and output nodes are trivial.

The main hypothesis implies that a;; < 1 for all edges 7 and share indices j, hence
Si S Zj aj S d. O

Property 2.7. Let G be a composite gadget. If the gadget satisfies Property[2.6] and
if for any input node u and any output node v, there is no path from u to v, then the
gadget is SNI.

Proof. Looking at the proof of Property we observe that the coefficients a;; = 0 for
all input edges 7 and output edges j. Hence, for all input edges i, s; < t; where t; is the
number of internal probes. O

Property 2.8. Let G be a composite gadget. If the gadget satisfies Property[2.7 and if
for any pair of output nodes u1, ug there is no node v such that there is a path from v to
u1 and a path from ug to v, then the gadget is MO-SNI.

Proof. We have to prove that for all edges i, s; < d. Using the lemma from the proof of
Property we have that for any edge 7, and input edges j, all but one «;; are zero
(i.e., > i < 1). This implies that s; < t; + to < d, taking the definitions of ¢; and ¢y
from the definition of MO-SNI. For input edges ¢, the proof of Property applies. [

Property 2.9. Let G be a composite gadget. If the gadget satisfies Property[2.8 and if
for any pair of input nodes uy, us there is no node v such that there is a path from v to
w1 and a path from v to ug, then the gadget is MIMO-SNI.

Proof. In addition to Property we want to prove that > ;. s; <t where I is the
set of input edges.

We know that for all j, >, «a;; < 1 and for output edges j, > ;; a;; = 0. Hence,
el i < Xjgo, aj = t1 where O, is the set of output edges. O
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2.2.2. Optimizing the AES S-box in Fys4

Using the previous graph formalization, we built a too that checks if a circuit is
(MIMO-)SNI. If we want to build a SNI S-box with the multiplication chain from [10],
there are 16 wires on which we could insert a refresh. This number is sufficiently small
to make a exhaustive search, which confirms the result of and shows that it is the
only solution with only three refresh elements (up to the permutation of refresh gadgets
with the (-)2* power gadgets): two refresh gadgets and one SNI multiplication@ It also
shows that two refresh gadgets is the minimum possible, even with all multiplications
implemented as SNI gadgets.

2.2.3. Optimizing the Bitslice AES S-box of Boyar et al.

We now optimize the implementation of a bitslice AES S-box. We take the logic circuit
by Boyar et al. in and search where it requires adding SNI refresh elements to get a
MIMO-SNI implementation.

The circuit is made of three parts: a top linear transformation, a middle non-linear
transformation and a bottom linear transformation. Since our goal is to have a probing
secure implementation of the AES, we do not actually need to have a fully MIMO-SNI
S-box. Having only the middle non-linear transformation MIMO-SNI is enough since the
top and bottom linear transformations can be considered as combined with the other
linear operations of the AES (i.e., ShiftRow, MixColumns and AddRoundKey) when
applying the MIMO-SNI composability property.

The non-linear transformation is made of 30 XOR gates and 32 AND gates, hence it
contains more than 2-(30+32) = 124 wires. This means that it is impossible to apply the
exhaustive search used in Section We therefore reformulate our graph optimization
problem into a linear programming problem, for which there exists numerous solvers.
The latter does not guarantee that we can find an optimal solution with a reasonable
amount of resources, but solvers have efficient heuristics to find good solutions and can
prove lower bounds for the solution. Since we take care that our representation as an
optimization problem admits as acceptable solutions all the possible implementations of
the considered logic circuit, we are able to provide upper and lower bounds on the cost
of the optimal implementation.

We write the linear optimization problem in the following way. A binary variable e; is
associated to each edge i of the graph, indicating if it is cut (i.e., if a refresh is inserted).
All the paths in the graph are then computed and a binary variable p; is assigned to
each path j, again indicating if it is cut. A path is cut if any edge in the path is cut. It
implies a first general constraint p; < >, e; (the sum is over the edges in the path).

We can then add the various constraints related to Non-Interference properties. First,
to enforce NI, for each pair of vertices (u,v) all but one paths from u to v must be cut.

5 This open-source tool is written using the python programming language and the networkx

library [36).
6 Actually, \\ mentions two SNI multiplications are needed, but it was observed by Jean-Sébastien
Coron that one is enough during Adrian Thillard’s PhD defense.

36



Let J be the set of paths from u to v, 3¢ ;pj > |J] — 1. Next, to enforce SNI, when u
is an input node and v an output node, the constraint becomes }_;c ; p; > |J|. For the
MI part we need: for any node u, let J be the set of paths from any input node to wu,
> jesPj = |J| = 1. Finally, for the MO part we need: for any node u, let J be the set of
paths from u to any output node, 37, ;p; > [J| — 1.

The objective function to be minimized is a weighted sum of the e; variables. The
weigh associated to each variable is the cost of adding a refresh on the corresponding
edge. This cost can be any metric, such as the amount of random bits required, the
computation time, etc. Since each edge has a distinct associated cost parameter, this is
the point where we can take into account that the cost of adding a SNI refresh gadget
may not be the same as replacing a NI multiplication with a SNI multiplication.

This simple way of writing our problem has two limitations. First, there are many
paths in the computation graph (in the order of magnitude of 10° for the AES S-box)
which leads to many variables and constraints in the optimization problem. This can be
mitigated by grouping paths into clusters that share common parts and associating them
to a single variable.

The second issue is related to split nodes: there are multiple trees of split nodes that
represent the split of a value in more than two parts, and all these representations do
not give equivalent possibilities for inserting refresh elements. Furthermore, no tree can
provide all the optimization degrees of freedom. Since it would be impractical to run
the optimization for all the possible trees, we instead modified the optimization problem.
Each split node is replaced by a set of split nodes that form a fully connected DAG and
constraints are set to ensure that a constant number of added edges is cut, which ensures
that the added edges do not distort the objective function.

We ran this optimizatio with uniform cost for all edges (which, as discussed in
Section is reasonable for very high order making considering the current state-of-the-
art for elementary gadget implementations). This gave a solution with 41 SNT elements
and a lower bound of 34 SNI elements. The implementation of Goudarzi and Rivain
in uses two SNI elements per AND gate, totaling 64 SNI elements. Our optimized
S-box is given in Appendix D]

2.3. Probe-Isolating Non-Interference

In this section, we complement the previous optimization by introducing a new kind of
Probe-Isolating Non-Interference (PINI) definition, and proving that it enjoys a very
simple composition property. Furthermore, we show that any linear gadget satisfies this
new definition, and we exhibit two multiplication gadgets that also satisfies it. It gives
us the ability to directly implement any boolean function with PINI gadgets. This is for
example in contrast with the more complex analysis of (or the one in the previous
section), which requires a careful combination of NI and SNI gadgets.

7 The optimization setup was done with the tool discussed in Footnote |5| and with the PuLLP
modelization library . The optimization solving was run with two solvers: CBC and IBM
CPLEX; both gave the same result.
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2.3.1. Intuition

The main idea behind this new definition is to take into account not the number of probes
(or of required inputs for simulation), but instead their position (i.e., the shares’ index).
The whole circuit can then be cut into d + 1 circuit shares that are not interconnected,
except for non-linear gadgets. If we neglect those gadgets, the circuit is d-probing secure:
the adversary can only probe d of the circuit shares, hence it has no information about
one circuit share, which contains one share of each input. PINI gadgets behave in the
probing model as if they had no connection between circuit shares, which enables to
implement non-linear functions while keeping the previous intuition of circuit sharing
valid [¥]

Intuitively, the (MIMO-)SNI approach using the computation graph model of Sec-
tion cuts paths in the computation graph to avoid having distinct paths between
two nodes. By contrast, the probe-isolating approach allows those paths while mak-
ing sure that they are redundant from the adversarial viewpoint, by ensuring that the
propagated probes on both paths can be simulated with the same shares.

2.3.2. Probe Propagation Framework

In the probe propagation framework, probes propagate through PINI gadgets in a way
that respects circuit shares isolation.

Internal probes in PINI gadgets cannot be trivially associated to a circuit share, since
there is no actual circuit share isolation inside (non-linear) PINI gadgets (the isolation is
only simulated). However, we can let those probes carry the same intuition as the output
probes: each internal (adversarial) probe gives knowledge to the adversary of at most
one circuit share. This preserves the intuition that the adversary has knowledge of at
most d of the d 4+ 1 circuit shares.

We thus add a fourth probe propagation rule:

4. Each output probe on a PINI gadget, propagates to all the input shares that are
in the same circuit share as the output probe. Each internal probe propagates to
all the input shares that are in one additional circuit share (this circuit share may
depend on the position of the probes).

The probe isolation principles also impact security conditions: we count the number of
circuit shares probed at the output, instead of the number of probes. There is thus a
fourth probe propagation security condition:

4. For any PINI gadget, the number of circuit shares touched by output probes must
be at most d.

8To some extent the probe isolation idea can be connected to the Domain-Oriented Masking implemen-
tation approach described in . However, the latter focuses on the local security of gadgets without
discussing composability issues.
The probe isolation principle is also implicitly used in the seminal work of Ishai et al. , but they
use 2d + 1 masking.
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Figure 2.5.: PINI circuits, masked at order d = 1. The arrows indicate the adversarial
probes and the red snake wires are the propagated probes.

The way PINI works is illustrated in Figure which takes two cases where SNI is
not sufficient (Figures and and shows how PINI solves the problem.

In Figure there is one internal probe which propagates to one share of each input
of the multiplication as it is the case for (S)NI multiplications. However, the propagated
probes have the same share index (they are in the same circuit share), hence probe
propagation through the linear operation does not violate the second probe propagation
security condition.

In Figure the two propagated probes at the output of the S-box have the same
share index, hence it does not violate the fourth probe propagation security condition.

2.3.3. Probe-Isolating NI Gadgets & Composability

In this section, we give the formal definition of PINI, and prove security and composability
properties. Furthermore, we exhibit PINI addition and multiplication gadgets.

We first show the link between the notion of circuit share and the notations of
Section For a gadget with inputs z; ; and outputs y; j, all the shares of one input
are denoted as z; « and all the input shares that are in the same circuit share are all the
input share that have the same share index j: x, ;. The same goes for outputs.

In the following definition, the set A is the set of share indices (i.e., circuit shares)
that are probed through output probes, and B is the set of circuit shares requested to
simulate the internal probes.

Definition 2.5 (Probe-Isolating Non-Interference). Let G be a gadget over d + 1 shares
and P a set of di probes on wires of G (called internal probes). Let A be a set of da share
indices. G is d-Probe-Isolating Non-Interfering (d-PINI) if and only if for all P and A
such that di + do < d, there exists a set B of at most d1 indices such that probes on the
set of wires P U ygA can be simulated with the wires nguB'

The following property shows that PINI satisfies the probing security requirement up
to a slight additional requirement of independent input encodings. The latter is generally
not a strong constraint, since we will use this property for large circuits, such as complete
block ciphers, but it prevents the use of the optimizations described in [23].
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Property 2.10 (PINI implies probing security). A d-PINI gadget (with d + 1 sharing)
is d-probing secure if the encodings of the inputs are independent of each other.

Proof. Any set of at most d probes can be simulated with at most d shares of each
input. Thanks to the independent input encodings, this set of simulation input probes is
independent of all the input values. ]

We now look at composability properties for PINI gadgets.

Property 2.11 (PINI composability). A composite gadget made of d-PINI composing
gadgets is d-PINI.

Proof. All internal probes are either inside a gadget, or they are on a share of a a; wire,
in which case it can be considered as internal to one gadget for which a; is an input or
an output. Hence, if the set P of internal probes is of size d;, there exists sets P, of
probes internal to G; and of sizes d; ., for K = 1,...,¢ such that P U...U P, = P and
dl,l + ...+ dLg =d.

Let Ay = A the set of dy indices for output probes shares. For k = £ to 1, we apply the
definition of d-PINI: there exists a set of share indices B, of size at most d; , such that
the probes P, and output probes Yiia, can be simulated with the input probes xi'}lnil,
where A,,_1 = A, U B,.

By induction, we have A,y = AU B, U ---U By. This implies that |A,_;| <
do + Zﬁz,{ d, < dy + dy < d, hence the PINI conditions are satisfied for each gadget.

Let B = Ao \ A, we have |B| < |B; U---U By| < d;. Finally, looking at the whole
circuit, we observe that the wires z, 4,5 allow to simulate all the required probes. [

We next prove that linear gadgets are PINI.
Property 2.12. The trivial implementation of a linear function is d-PINL.
Proof. Take B as the set of all share indices for which there is a probe in P. O

We next introduce in Algorithm 2| a new multiplication gadget (PINIy) for d + 1
shares with d(d + 1)/2 randomness requirement. It is a small variation of the ISW
multiplication , the only modification being the introduction of what we call the
“masked shares multiplication trick”.

In the original ISW algorithm (Algorithm , there is a computation of the randomized
product o; = r;j + ;- y; (the variable r;; is a random bit used for the compression stage
of the algorithm). A probe on the intermediate product z; - y; violates the PINI definition:
its simulation requires the knowledge of two input shares from distinct circuit shares.
The masked shares multiplication trick solves this problem by replacing the previous
computation with o;; = ri; + ;- r + ;- (r +y;), where 7 is a fresh random bit for each
use of the trick.

Furthermore, it is possible to re-use the 7;; random bit as the r bit for a;; without
breaking the security in order to reduce the randomness complexity. The computation is
thus a;j = 7ij+xi-rij+x;- (rij + y;), which can be simplified to a;j = @;-rij+xi- (rij + y;).
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Algorithm 2 PINI multiplication gadget over d + 1 shares (PINI;)

Require: shared factors a,b € Fg“ such that @, a; =a and @, b; = b
Ensure: output ¢ € Fg“ such that @,ci =a-b
for i =0 to d do
for j =i+ 1toddo
7“@']' ﬁ Fq;
Tji <= Tigs
end for
end for
for i =0 to d do
for j =0to ddo
if i # j then
Sij bj S>) Ti5;
p% Q- Tig;
p'}j = Q5 * Sij
Zij < DY © Dy
Ensure: zij = 1ij D a; - bj
end if
end for
end for
for i =0 to d do
c < a; b, ® @?=O,j7éi Zijs
end for
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Algorithm 3 Input shares chooser for the simulator of PINI multiplication

Require: Set of probes yf AUP
X <~ 0;
for i =0 to d do
if a;, @;, b;, a; - b; or ¢; is probed then
X+ X U{i};
else if there exists k such that @?:1 zi; is probed then
X+ X U{i};
end if
for j =0toddo
if there are at least two probes on intermediate values of computation of z;; (these
values are r;;, pfj, sfj and z;;) then
X+ XU{i,jh
else if there is one probe on an intermediate value of the computation of z;; then
if i € X or j € X then
X+ XU{i,j};
else
X +— XU{i};
end if
end if
end for
end for
B+ X\ 4
Ensure: |B| < |P|

42



Property 2.13. The multiplication gadget PINI; (Algom'thm is d-PINIL.

Proof. We prove that the values assigned to the probes by the simulator described in
Algorithm (4] are indistinguishable from the multiplication gadget probes.

This behavior of the simulator is identical to the behavior of the gadget, except for
values z;j, s;; and p}j for which ¢ ¢ X (X is generated by Algorithm .

In these cases, if z;; or a sum in which it appears is probed, then there is no probe on
zj; (or their intermediate values, or a sum in which it appears) or on intermediate values
of the computation of z;;, hence 7;; is only observable to the distinguisher through z;;.
This means that z;; is seen by the distinguisher as a uniform random variable independent
of all other variables, which is what the simulator generates.

For probes on s;;, the same argument applies: r;; is only observable to the distinguisher
through s;;, hence s;; is seen by the distinguisher as a uniform independent random
variable. To simulate p%j, the simulator simulates s;; as previously (and the same argument
applies), then computes p}j in the same manner as Algorithm O

We next build a PINI adaptation of the NI multiplication gadget of Belaid et al.
in order to reduce the randomness complexity. Indeed, the gadget of Belaid et al. has a
lower asymptotic randomness complexity compared to the ISW gadget (|d?/4] + d vs.
d(d + 1)/2 random bits). Its structure is similar to the one of the ISW multiplication,
the main difference being more re-use of some random bits at the Compression stage
(the staging of multiplication algorithms is detailed in Section . The masked shares
multiplication trick can thus be applied to this algorithm. However, since there is less
randomness used at the compression stage, it can not simply be re-used for the trick, as
it was previously the case.

A naive implementation of the trick (a fresh random bit r for each masked shares
multiplication) would require d(d+ 1) random field elements: it would make the algorithm
less efficient than the previous PINl; multiplication which uses d(d 4+ 1)/2 random field
elements. Nevertheless, we show that the multiplication is still PINI if only d 4 1 fresh
random bits sg, ..., sq are generated and the random field elements used for the trick are
r = s; + s; (for the computation of z;y;). As a result, the randomness complexity of this
new PINI multiplication gadget (PINI,, see Algorithm [5) is |d?/4]| + 2d + 1.

Intuitively, it can be seen that this reuse of randomness does not break the security:
the security could break if the adversary had multiple probes that depend on the same
s;. Since each use of an s; is masked with a s;, there can be problems only when the
adversary also has multiple probes that depend on s;. In this case, the number of
adversarial probes is such that the simulator can have access to the inputs z; and y;
and can thus run a perfect simulation. An example of such a situation are probes in the
computation of x;, y;,, Ti, Yj., i,yj, and x;,y;, for some indices i1, 42, j1 and jo.

Property 2.14. The masked multiplication gadget PINI> (Algorithm@ is d-PINI.

The proof follows from the previous discussion and the proof that the multiplication of
Belaid et al. is NI. The full details are given in Appendix
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Algorithm 4 Simulator of probes for the PINI; gadget (Algorithm

Require: Set of probes yf LUP
Run Algorithm [3]and get X and B.
Require: Knowledge of input shares x*G AUB = xf x-
for 0<i<ddo
for 0 <j<ddo
if i € X and j € X then
Compute wl’-“j, sfj and z;; as specified by the algorithm of the multiplication
gadget;
else if 1 ¢ X then
Leave z;; and its intermediate values unassigned as they are not involved in any
probe;
else
Ensure: i€ X and j ¢ X.
Ensure: Only one intermediate values of the computation of z;; is probed, or a
sum in which z;; appears.
Ensure: zj; or its intermediate values do not appear in any probe.
if z;; or a sum in which z;; appears is probed then

Zij i Fq;
else if s;; is probed then
Sij <§ Fq;
else if p?j is probed then
Tij ﬁ F q>
P?j A TR AT
else if pzlj is probed then
Sij i Fq;
p,lj Qi - Sigs
end if
end if
end for
end for
Compute (partial) sums of assigned z;;, products a;b; and associated c;.
Ensure: All the probed values are now assigned.
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Algorithm 5 PINI, multiplication over d + 1 shares.

Require: shared factors a,b € Fg“ such that @, a; =a and @, b; = b
Ensure: output ¢ € Ff]l“ such that @, ci =a-b
for i =0 to d do
Sj ﬁ Fq;
for j=0tod—i—1by2do
Tid—j & Fy;
end for
end for
for j =d—1down to 1 by 2 do
Tj ﬁ Fq;
end for
for i =0to d do
for j=i¢+1toddo
Sij < Si + Sq;
pgj Qi Sigg;
pij < ai- (bj + siy);
Py biv sigs
plj < bi- (a5 + si4);
end for
Cid < @ - by;
for j =d down to i+ 2 by 2 do
tig < Tig Py FpL Dl Al i Y P T DE o P

Ensure: tij =Ty +ai- bj +aj- b; + Ti—1+a;- bjfl +aj-1- b;
Ci,j—2 < Cij + i
end for

if i 2d mod 2 then
0 1 2 3 .
ijit1 <= Tiirl T Diipr T Diip1 T Piir T Piigs
Ciyi < Ciit1 + tiit1;
if i=1 mod 2 then
Ci,0 £ Ciji + 743
else
Ci,0 < Cijis
end if
else
for j =i —1 down to 0 do
Cij < Cij+1 T 7543
end for
end if
Ci < Ci0;
end for
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2.3.4. Relationship Between PINI and MIMO-SNI
We first observe that MIMO-SNI implies PINI.

Property 2.15. Any d-MIMO-SNI gadget is d-PINI.

Proof. In the definition of PINI, take B as the share indices of ¢ input shares required
by the simulator. O

This leads immediately to the following composability result.

Corollary 2.16. A composite gadget whose composing gadgets are only d-MIMO-SNI
gadgets and linear gadgets is d-probing secure.

Proof. Direct from Property Property Property and Property O

We note that this corollary now applies to the greedy strategy (AES implementation
proposed in ): using only SNI multiplications and systematically refreshing one of
their inputs guarantees the input and output independence conditions which are required
to move from SNI to MIMO-SNI and therefore PINI gadgets.

2.4. Implementation Cost

We conclude the chapter by discussing and comparing the expected performances of our
two proposals for the implementation of a (masked, bitslice) composable AES S-box: the
MIMO-SNT optimization and the PINI approach. As mentioned in Section we use the
randomness complexity (in bits) as our main cost metric for this purpose (and since the
computational complexity is essentially similar for the gadgets we consider that all have
to compute the full matrix of shares’ products). To verify the validity of this assumption,
we compare the execution time of the various algorithms on a microprocessor.

We report the state-of-the-art randomness cost for the gadgets used in Table
Using these cost formulas, we first observe that for sufficiently high orders (d > 17), the
multiplication of Belaid et al. followed by the refresh of Battistello et al. has a lower
cost than the multiplication of Ishai, Sahai and Wagner, which justifies the assumptions
made for the optimization in Section

Using those costs, we can evaluate the cost for a full bitslice, masked and composable
AES S-box for three different approaches: the greedy strategy, the MIMO-SNI optimized
S-box, and the S-box that uses PINI multiplications. The bitslice S-box has 32 multipli-
cations, hence the greedy strategy requires 32 SNI multiplications and 32 SNI refresh
gadgets. The optimized MIMO-SNI S-box requires 41 refresh elements, and 12 of those
refresh the output of a multiplication (hence can be implemented with a SNI multiplica-
tion). The PINI implementation simply requires 32 PINI multiplication gadgets.

9 Our optimization can be easily adapted to take into account the actual costs at lower orders, but since
the relative costs differ for every order, finding the optimal implementation would require re-running
the optimization for each order.
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Order d SNI refresh SNI mul. PINI mul.
1 1 1 1 [PINI; |

2 3 3 3 [PINI; |

3 4 6 6 [PINI; |

4 8 10 10 [PINI |

5 12 15 15 [PINI; |

6 14 [4] 21 21 [PINI; |

7 20 24 [4] 27 [PINI; |
d>38 Conul NT Crey Conul, SN I Crnul,PINI,

Coul, NT = {d2/4J +d
Crep = (d+1) (logy(d +1) — 1) [7]

Cmul,SNI = min (d(d + 1)/2a Cmul,NI + Cref)

Crnut,piNg, = d(d +1)/2
Crul PINI, = {d2/4J +2d+1

Table 2.1.: Randomness cost of best known gadgets at various orders. Numbers in
the table with no reference are instantiations of the formula valid at all
orders. The formula for C,.s is valid only if d + 1 is a power of 2. It is more
complicated in other cases but it is still O(dlogd). The implementation of the
SNI multiplication is either the ISW multiplication or a NI multiplication

followed by a SNI refresh.
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Figure 2.6.: Randomness cost for a bitslice, masked and composable AES S-box imple-
mentation. The cost is measured relatively to the cost of the greedy strategy.

The total randomness cost is shown in Figure First, we can see that the MIMO-
SNI optimization reduces costs by approximately 20 % over the greedy strategy. The
PINI; multiplication is even better at low orders (d < 23), with cost reduction up to 50 %.
The PINI; multiplication however is better at higher orders. Overall, taking the best
PINI implementation at each order, we get a cost reduction of 40 % to 50 % for the PINI
strategy compared to the greedy strategy.

It is interesting to note that the generic PINI; construction is more efficient at low
orders than the other SNI solutions, even though those solutions use automatically
optimized gadgets.

We conclude by discussing the performance in a broader sense by looking at the
execution time of a software implementation. We take the RC = 80 scenario from [38]:
for their algorithm, the linear layers cost 1% of execution time, the arithmetic operations
of the S-box 7 % and the randomness generation 92 %. Their algorithm can be analyzed to
find the execution time (expressed as percentage of their total runtime) of one arithmetic
operation (including load/store overheads) and the time to generate one random bit.
Knowing the number of arithmetic operations and amount randomness required for each
of our algorithms, we compute their execution time, which gives Figure 2.7

Since the randomness generation time is dominant, our goal of reducing randomness
requirements is justified. The main difference is that for the same randomness consump-
tion, the PINI multiplication gadgets have about two times more operations that their

10 The only assumption of this estimation method is that the arithmetic operation execution time and
randomness generation time are constant across algorithms. The estimation error is thus small and
independent of many algorithmic parameters such as the masking order.
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Figure 2.7.: Software runtime cost for a bitslice, masked and composable AES S-box
implementation. The cost is measured relatively to the cost of the greedy
strategy.

NI/SNI counterparts, which reduces slightly their score compared to the one based only
on randomness complexity.

Finally, this comparative result (i.e., the choice between the MIMO-SNI optimization
and PINT multiplications) is strongly dependent on the randomness complexity of the
(state-of-the-art) gadgets used. In this respect, it is worth emphasizing that in addition
to its better performance with current gadgets, one core advantage of the PINI definition
is that it allows trivial proofs of complex circuits with one single type of gadget, namely
PINT multiplications (while the optimization has to deal with NI multiplications, SNT
multiplications and SNI refreshes).
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3. Improved Security against Horizontal
Attacks with Reduced Cost

By pushing the reduction of randomness complexity towards optimal, one ignores the
increased risk that the noise of each share can be reduced by an adversary, and therefore
that this optimization can eventually be detrimental to the concrete security level of
an implementation. From the practical viewpoint, this has been demonstrated by the
horizontal attacks in . From a theoretical viewpoint, it is captured by the concept
of “noise rate” discussed in Section [1.5.2

Again motivated by the excellent performances of additive masking in small fields,
we therefore investigate the noisy leakage security of masked multiplications that can
work in Fy. Our starting point for this purpose is an algorithm by Battistello et al.
(next denoted as SNI-H) which was shown to have improved resistance against horizontal
attacks based on qualitative arguments (i.e., the authors showed that the number of
times each share is manipulated is reduced compared to the ISW algorithm — that we
hereafter denote as SNI-ISW to emphasize the connection between the algorithms).

We push the understanding of this algorithm one step further by analyzing it, along
with other (SNI and PINI) gadgets without specific protection against horizontal attacks,
in the recently proposed Local Random Probing Model (LRPM, see Section which
bounds the resistance of an implementation against SASCA. This allows us to obtain
good intuition about the impact of the gadget design on their resistance against SASCA,
and to obtain a more quantitative view of this resistance. In particular, we are able to
confirm the relevance of qualitative analysis of Battistello et al. quantitatively, confirming
a noise rate in O(1/log(d)).

We then propose new algorithms (derived from the one of Battistello et al., but also
from PINI multiplications and the original multiplication by Ishai et al.) with improved
resistance against horizontal attacks. Those lead to a significantly better security in
low-noise contexts, and our results suggest that their noise rate is O(1). Eventually,
we discuss the “randomness complexity vs. noise rate” trade-off based on the different
algorithms analyzed, suggesting gradual performance overheads as the noise rate evolves
from O(1/d) (unprotected gadgets such as SNI-ISW or PINI; and PINI2) to O(1/log(d))
and O(1).

3.1. Methodology

Our goal is to use the LRPM of (introduced in Section[1.5.2) in order to measure
the resistance of various masked gadgets to horizontal attacks. We analyze masked
multiplication gadgets at various orders, which are relevant targets of investigation since
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they usually correspond to the more complex parts of a masked implementation (both in
terms of security and efficiency).

The LRPM requires the following inputs:

1. The factor graph of the target gadget (or implementation), which is a graph of
relationships between all the variables manipulated.

2. The MI between each variable in the graph and the leakages.

For the first point, the relationship on the variables that appear in the gadget first
include the ones that are explicit in the gadget (i.e. each operation of the gadget creates
a relationship). There are also variables which do not appear in the gadget such as the
(unmasked) sensitive variables: for example an input x that only appears through it
shares xg, ..., zq in the gadget. We include it as well in the factor graph with the sharing
relationship © = xg + - - - + x4. If the gadget implements the multiplication z = z - y
(where x, y and z are the sensitive variables), we furthermore assume that the inputs
and y are related by a bijection and the output z is also in bijection with the input a:

Another implicit relationship appears when refresh gadgets are used: the sum of the
inputs of a refresh is equal to the sum of its outputs. This relationship is important to
consider when a circuit uses refresh gadgets internally (which as will be seen next, may be
relevant to improve security against horizontal attacks). We illustrate this with a simple
circuit: y = R(x), where R(-) is a refresh gadget, x = (zo,...,zq) an input sharing and
y = (yo,--.,yq) an output sharing. Let us assume that there are many manipulations
of the shares y;. In this case, the BP algorithm can propagate this information to the
shares z;, but (especially if the random bits in the refresh and the x; are manipulated
few times and the refresh has a high logic depth — for example by iterating many times
a simpler refresh algorithm) the information extracted on z; can be much smaller than
the information available on y;. A SASCA targeting the input sensitive variable based on
the relationship x* = zg + - - - + x4 will therefore lead to a much lower information than
actually available, by exploiting the relationship z* = yo + - + y4. For this example, the
solution is simple: insert in the factor graph not only the equation x* = xg+ - - - + x4, but
also z* = yo + - - - + yq4. We generally apply a similar strategy for all the (possibly more
complex) gadgets we analyze. Let us take as an example the refresh trees of Figure
For each refresh gadget, we associate a new variable and insert in the factor graph the
facts that (¢) the sum of the input variables of the refresh is equal to this variable, and
(i7) the sum of the variables associated to the two refresh gadgets is also equal to the
associated variable.

For the second point, we first define the manipulation of a variable as its use as an
operand of an operation or its apparition as the result of an operation. We assume
that each manipulation leaks some amount MI, of information and that the leakages
of all manipulations are independent, hence we approximate the total leakage on any

! The bijection assumption is a worst-case assumption that is frequently encountered in practice (e.g., if
we take the AES S-box implemented in Fass). We insist that its impact on our conclusions is anyway
limited: removing this assumption generally implies a reduction of MI; by a factor of approximately 2.
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Figure 3.1.: Target MI as a function of observation MI, for the SNI-ISW multiplication
gadget and the SNI-H multiplication gadget . The continuous line
is the bound on the target MI that can be extracted by the BP algorithm
and the dashed line is a lower bound for the target MI computed assuming
that only the leakages on input shares are exploited. The results for the NI
multiplication gadget of Belaid et al. are identical to the SNI-ISW curves.

variable as mMI, where m is the number of manipulations. The latter corresponds to
the Independent Operations Leakages (IOL) assumption validated in [33]. For each
random variable, we additionally assume that there is one manipulation associated to its
generation.

The extraction of those two inputs (factor graph and leakage MI), and the execution
of the BP algorithm are automated by a tool , whose input is a high-level algorithmic
description of the considered gadget. The tool is mainly written in Python, except for the
performance-critical part (the BP algorithm) which is written in the high-performance
Rust programming language in order to get reasonable computation time (all the graphs
of this chapter can be generated in a few dozens of seconds).

3.2. Analysis of SNI Multiplication Gadgets

We first apply our methodology to the SNI-ISW gadget, at orders d = 3 and d = 15.
Results are reported in Figure leading to the following conclusions.

In general, for low observation MI (i.e., MI,) the trend of the target MI (i.e., MI;) is
an asymptote of slope d (as expected for dth order security). For larger MI,, we see that

92



the curves leave the asymptote until they reach MI; = 1. There are thus two regions
in the graph: the low MI, and high MI,. The boundary between the regions varies
depending on the curves (see for example SNI-ISW for d = 3 and d = 15 in Figure [3.1),
which essentially reflects the noise rate. The location of the boundary and the slope of
the asymptote are the two parameters that determine the security level of a gadget. In
the following, since our focus is on horizontal attacks (and the slope of the asymptote
is always equal to d since we only consider d-probing secure gadgets anyway), we will
focus on the noise rate, captured as the location of the boundary — concretely, we use
the point where MI; = 1 for this purpose.

More specifically, we see that the location of the boundary strongly depends on the
number of shares and security order for the SNI-ISW gadget. This comes from the fact
that this gadget manipulates each input share d + 1 times, which explains why the
boundary at order d = 3 is better than at order d = 15 for large MI,. We note that
these different boundaries correspond to the noise rate of O(1/d) that is expected for the
SNI-ISW multiplication?]

By contrast, for the gadget of Battistello et al. that we also report on the figure
(denoted as SNI-H and for which the details will be given later in the paper), the difference
between the boundaries is much smaller. This is due to a different refreshing strategy
used in this gadget, that is aimed to prevent horizontal attacks. More precisely, since
each input share is manipulated only O(log(d)) times, the SNI-H gadget gains interest
over the SNI-ISW one as d increases, thanks to its better noise rate (e.g., for d = 15). At
lower orders (e.g., d = 3), the SNI-H gadget remains worse than the SNI-ISW gadget due
to the additional leakages that its embedded refresh operations imply (which are not
compensated by the improved noise rate in this case).

Going deeper into the analysis, we additionally plot lower bounds (represented with
dashed lines on the figure) which are computed by applying the methodology under the
hypothesis that only the leakages of the input shares are observed and exploited. It gives
curves MI; = min (1, (nOMIO)d>, where n, is the number of observations of each input
share. When the asymptote of the curve is close to the lower bound, which happens for
SNI-ISW at low MI,, the BP algorithm is not able to extract much information from
the internal leakages of the gadget. Our interpretation is that the information from
internal leakage is too small for precisely estimating the random values in the gadget,
and the propagation of this information is “blocked” by the use of random bits in the
multiplication. At larger MI,, the information leaked on the internal variables becomes
sufficient to (partially) recover the random bits, hence this information can be propagated
to the input shares.

Interestingly, and while the lower bound is tight for the SNI-ISW gadget in the high
noise region, it is not for the SNI-H gadget (even though the slope is still d). The latter
suggests that there are more useful leakages on intermediate variables in this case, such
as the outputs of the embedded refresh gadgets.

These analyzes confirm quantitatively the qualitative conclusion from that the

2 Formally, the proofs in \\ require a noise rate of O(1/d?), but as discussed in the latter is
assumed to due to the proof that is not completely tight.
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repeated manipulation of some shares is the main weakness exploited by horizontal
attacks. They cause a horizontal shift of the information theoretic curves in Figure
and impose a noise level that increases with the order of the implementation. If the noise
level does not increase with the order, the shift directly translates into a security loss
on MI; of a factor O(d?) for the SNI-ISW gadget (which is reduced to O((log(d))?) if
the countermeasure of Battistello et al. is applied). In other words, this experiments
highlights that the use of the SNI-ISW (resp., SNI-H) multiplication gadget at high order
requires a large amount of noise such that MI, o< 1/d (resp., MI, o 1/log(d)).

3.3. Analysis of PINI Multiplication Gadgets

The application of our methodology to the PINI multiplication gadgets is reported in
Figure For the PINI; gadget, we see that the global trend is very close to the one
of the SNI-ISW gadget, except that there is an horizontal shift of a factor of 2 in the
asymptotic region. This is due to the multiple manipulations of the input shares during
the computation of -7+ a - (r 4+ b) (instead of a - b for SNI-ISW). Note that one of those
manipulations is a use of a, which is equivalent to a manipulation of a from the probing
security viewpoint, but not from the horizontal attacks viewpoint, which explains why
the bound is not tight.

For the PINI, gadget, we see that the asymptotic performance is slightly better than
the one of PINI;, which is due to less manipulations of input shares. However, there
are O(d?) operations which involve only input shares and d + 1 random bits (the s;
in Algorithm , instead of the O(d?) random bits for SNI-ISW. This has only limited
impact at low MI, (where total leakage on the random bits is sufficiently low, so they
can be considered as unknown to the adversary). But intermediate MI,, the accumulated
leakage on these random bits makes them known to the adversary, which causes the
“staircase of asymptotes” aspect of the curve.

Since both PINI multiplication gadgets have O(d + 1) manipulations of the input
shares, they have a noise rate in O(1/d). Therefore, their use at high order faces the same
problem as the SNI-ISW gadget: it requires a large amount of noise (i.e., MI, o 1/d).

3.4. Design of Improved Multiplication Gadgets

In this section, we first build a framework that allows to describe the SNI-ISW and
SNI-H multiplication gadgets in a similar way. We then investigate how the scheme of
Battistello et al. (SNI-H) can be improved against horizontal attacks. Next, we build
PINI multiplication gadgets secure against horizontal attacks by applying similar ideas.
Finally, we build new gadgets that trade a bit of resistance to horizontal attacks for
reduced randomness complexity.

Generic description of SNI-ISW multiplication gadgets. The SNI multiplication gad-
gets can be decomposed in three stages: the MatGen stage produces a (d + 1) x (d+ 1)
matrix of pairs of refreshed shares of x and y, the Product stage computes the product
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of those stages, which gives a (d+ 1)? sharing of the product, and the Compression stage
compresses the (d + 1)? sharing into an d + 1 sharing output. This process is illustrated
by the following equation (for d + 1 = 4).

0| Y4 (20,0,90,0) (01,9100 (202,%20) (203,Y3,0)
Tu| (1] Matgen (21,0,%01) (z11,911) (z12,921) (213,Y31)
2| |y2 (22,0,y0.2) (x21,y12) (222,%22) (223,Y32)
€3 Y3 (Is,o,yo,s) (163,1,3/1,3) ($3,2,y2,3) ($3,37y3,3)
app Qo1 2 Qo3 co
. Products Q10 @11 Q12 «1,3| Compression [(C1 (31)
a9 Q1 2 Q23 c2
azp Q31 032 033 3

This general construction applies to all the multiplication algorithms discussed so far
An example instantiation is the SNI-ISW multiplication, described in Algorithm [6] The
MatRef stage is described in Algorithm (7| while the two other stages are interleaved
in the other operations. Algorithm [7|is itself generic, in the SNI-ISW case it is simply
x;j = x; and y;; = y;. Starting from the SNI-ISW gadget, it suffices to change the
Compression stage to get the NI multiplication of Belaid et al. Another example is the
PINIl; multiplication: it only differs from the SNI-ISW algorithm by its Products stage.
In our constructions of SNI multiplication gadgets, only the MatGen stage changes.

Each of the stages may use some random bits (and sometimes, as an optimization, the
same random bits a re-used in different stages). In the MatGen stage, the randomness
cost comes from the use of refresh gadgets (called internal refresh gadgets) in it. A good
example of randomness in the Products stage is the PINI, gadget (Algorithm |5, variables
80, ..,84). Finally, the Compression stage is the only one where randomness is used in
the SNI-ISW multiplication.

Countermeasure of Battistello et al. The heuristic countermeasure of Battistello
et al. makes use of refresh gadget in the MatGen stage to avoid repeated manipulation
of the same variables. It proceeds using a recursive algorithm which is illustrated in
Figure 3.3b] (for n = 4). This algorithm is applied to the sharing of = and to the sharing
of y to get the matrix of pairs of shares. Algorithm [7| formally describes this operation.
It is again a generic construction, which uses two algorithms as parameters: Refreshl
and Refresh2. The SNI-H case corresponds to the case where Refresh2 is a SNI refresh
(such as the refresh of Battistello et al. [7]), and Refreshl is an identity gadget (the
inputs are simply wired to the outputs). The SNI-ISW gadget can be instantiated by
taking Refreshl and Refresh?2 as identity gadgets (Figure .

Improved SNI gadgets. The representation of the SNI-H tree (Figure 3.3b) compared to
the tree of SNI-ISW (Figure [3.3a)) suggest a scheme where more refresh gadget are added:

3 At least in principle. The algorithms sometimes blend the boundaries between the stages for
optimization purposes.
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(a) No refreshing — SNI-ISW
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(b) Battistello et al. refreshing — SNI-H
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(c) Double refreshing — SNI-H+

Figure 3.3.: Example of the generalized MatGen algorithm (Algorithm [7) for d + 1 = 4.
The algorithm is basically two trees of internal refresh gadgets (one for
sharings of x, one for those of y). The input shares are zo, ..., z3. The z; ;
are the outputs of the MatGen stage (see Equation (3.1))).
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Algorithm 6 Generalized SNI multiplication gadget

Require: shared factors x,y € Fy such that >, z; =z and >, y; = y*
Ensure: output ¢ € FI*! such that 3, ¢; = 2* - y*
M <+ MatRef((zo, . ..,zq), (Yo, - --,ya)) {See Algorithm [7]}
for i=0tod do
for j =0toddo
(@ij yig) < (M)
end for
end for
for i=0tod do
for j =7+ 1toddo
Tij5 (E Fq
zij < (rij + Tij - Yij) + Tji - Yji
Zji < Tig;
end for
end for
for i =0to d do

d
Ci 4= Tii * Yii T D=0, Zij

end for
—SNI-H [T [
103 SNI-H+
- 1078

Target MI (bits
—
i
|

10—18 |

1028 T T T T T

T
1072.4 1072.2 1072 1071.8 1071.6 1071.4
Observation MI (bits)

Figure 3.4.: Target MI as a function of observation MI, for the SNI-H and SNI-H+

multiplication gadgets at orders d =1,3,7,15 and 31.



Algorithm 7 MatGen (If d + 1 is a power of 2.)

Require: Refresh algorithms Refreshl and Refresh?2
Require: Shared factors x,y € Fg“ such that @, x; =z and P, y; =y

Ensure: Output M € (IF g
M;;.
if d4+1=1 then
M« [(z1,91)]

(21, T(at1)/2)
(T(a41)/25 - - - Tat1)
(Y1, Ydt1)/2)
(Y(ds1)/25 - - - Yd+1)

2,1) ¢+ Refreshi

Y L1) ¢ Refreshi

/_\A

><><><><

end if
return M

) (d+1)x(d+1)

2) « Refresh2(X ()
22) « Refresh2(X®
2) — Refresh2(Y())
22) « Refresh2(Y ()

LD « Refresh1(X (1)); X(1
(X

such that @17] ng : yz] =Ty, where (xzﬁ yl]) =

)
)
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Table 3.1.: Refreshing gadgets used for the SNI family of gadgets. BatRef is the SNI
refresh gadget of Battistello et al. ([7], Algorithm 6). SimpleRef is a NI refresh
using d random bits (Gadget 1 of [5]). The Identity gadget wires directly
inputs to outputs.

‘ Refreshl Refresh?2

SNI-ISW Identity Identity
SNI-H Identity BatRef
SNI-H+ BatRef BatRef

SNI-H* SimpleRef SimpleRef

SNI-H+ (Figure , which instantiates Algorithm |7| with Refreshl and Refresh? as
SNI refresh gadgets. (Table summarizes the various instances of SNI multiplication
gadgets.) In this scheme the number of manipulations of each variable is independent of
the number of shares d, hence we can expect lower MI;.

The performance of this gadget is shown in Figure We observe that the curves for
SNI-H+ are shifted to the right compared to the SNI-H curves. Whereas the boundary
between the two regions of the SNI-H curves shifts to the left as the order increases (in a
O(log(d)) manner), the location of the boundary is almost constant for SNI-H+ (except
for a small shift at orders d < 6).

An interesting note here is that the SNI-H+ gadget is the first one we see for which
increasing the order systematically increases the security level for all values of MI, (except
for d < 7 and MI, > 5 x 102 bit). This confirms the intuition that having a constant
number of share manipulations translates in having a constant MI, security threshold:
the location of the transition between the two regions of the graph is almost independent
of the order. We can draw a connection between these observations and the theory of
noise rates [1]: the SNI-ISW multiplication has a O(1/d) noise rate, SNI-H exhibits a
behavior of O(1/log(d)) noise rate, and we conjecture that SNI-H+ (and also SNI-H*,
p. has an effective O(1) noise rate.

Improved PINI gadgets. The principle of “embedded refresh” used for SNI-H+ can
be combined with the “masked multiplication” trick of the PINI gadgets. This can be
applied directly to the PINI, gadget (this gives PINI>-H+) but the PINI; gadget requires
some slight modificationg?| which gives PINI3-H+ (Algorithm [8). The PINI3 and PINI3-H
variants are of lesser interest and will not be discussed.

In Figure[3.5] we observe that the move from PINI; and PINI3 to PINI3-H+ and PINI>-H-+
has the general effect of shifting curves to the right (as it happens for the move from
SNI-ISW to SNI-H+) while preserving the distinguishing features. In particular, the

4 The negation of the inputs @ cannot be computed once for each a; due to the use of refreshed a;.
Instead, this must be computed before each product Ri;(as, b;). In order to avoid the 2(d+1)? leakage
on (refreshed) input shares (which decreases significantly the security level), we replace the evaluation
of r- @ with r - @ + r (which uses the same number of arithmetic operations but trades leakage on a
for leakage on r).
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Algorithm 8 Generalized PINI3 multiplication gadget

Require: shared factors z,y € Fg“ such that >, z; = 2* and >, y; = y*
Ensure: output c € Fg“ such that >, ¢; =2 - y*
M + MatRef((z, ..., zq), (Yo, - --,va)) {See Algorithm 7]}
for i =0 to d do
for j=i+1toddo
Tij ﬁ Fq
Tji <= Tig;
end for
end for
for i =0to d do
for j =0toddo

(ijs yig) < (M)

if ¢ # j then
zij <= (@ij - Tij + i) + ij - (Yij + i)
Ensure: Zij = Tij + Tij - Yij
end if
end for
end for

for 1 =0 to d do
Ci ¢ i Yii + 20,44 Zij
end for
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Figure 3.5.: Target MI as a function of observation MI, for various PINI multiplication
gadgets at order d = 15.

PINI>-H+ curve still has the “staircase of asymptotes” aspect which reduces significantly
the security level in the region of most interest (large MI,), we will not discuss it further.

In Figure we observe that the asymptotic behavior of the PINIs-H+ gadget is
identical to the one of SNI-H+-. The location of the transition between regions is also
almost independent of the order. The main difference between the curves for the two
gadgets is that the PINI3-H+ curve is shifted of a factor of 2 to the left compared to SNI-
H-+, due to more manipulations of the shares (required by the “masked multiplication”
trick), as it is the case when comparing PINI; and SNI-ISW.

The greedy strategy is another way to build a PINI multiplication gadget (see Sec-
tions and : the PINI multiplication gadget is based on a SNI multiplication
gadget for which one of the inputs is refreshed (with a SNI refresh). We can instantiate
this idea with the SNI-ISW gadget and the refresh of Battistello et al., we call it Greedy-
Mult: GreedyMult(x,y) = SNI-ISW(BatRef(z), y) (and its variations such as GreedyMult-
H+ which uses SNI-H+, etc.). The performance GreedyMult-H+ is shown in Figure as
expected, it is the same as that of SNI-H+ (except for low orders and large MI,) since it
based on SNI-H+ and the refresh gadget has a low leakage. In particular, GreedyMult-H+
has a gain of a factor of 2 for MI, compared to PINI3-H+ since it manipulates its shares
only one instead of twice in the Product stage

® The GreedyMult gadget is not discussed in detail in the following since it is almost identical to the
SNI-ISW gadget, except for its cost (Section and that it is PINI.
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Figure 3.6.: Target MI as a function of observation MI, for the SNI-H+, PINI3-H+ and
GreedyMult-H+ multiplication gadget at orders d = 3,7,15,31. The curves
for SNI-H+ and GreedyMult-H+ are partially superimposed.

Security vs randomness cost trade-off. Battistello et al. use a SNI refresh with
randomness complexity O(dlog(d)) in the MatGen stage. Since the refresh is not used to
prove composability in the d-probing model, the SNI property is not requiredﬁ We hence
analyze the case where this SNI refresh (Algorithm 6 of ) is replaced with a simple
refresh using d random bits (Gadget 1 of [5]): SNI-H* and PINI3-H* (adapted versions of
SNI-H+ and PINI3-H+, see Table .

We observe that the security level of the these new gadgets is almost the same as the
one of the gadgets ones based on the refresh of Battistello et al. (see Figure .

Regarding the randomness cost of the gadgets, all the gadgets have a randomness
complexity of O(d?) (this is immediately visible for the Compression stage, and proven
in Appendix |C| for the H4+ MatGen), and the use of H* MatGen versus H+ results in a
reduced randomness cost of about 50 %. We defer detailed performance comparison to
Section

Multi-sharing Sensitive Variable Extraction At this point, we empirically validate
the argument of Section that it is useful to add equations about the input/output
relationships of refresh gadgets. Removing those relationships from the factor graph

6 We note that this property might help to formally prove the counter-measure, but it is out of the
scope of this article.
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Figure 3.7.: Target MI as a function of observation MI, for the SNI-H+, SNI-H*, PINI3-H+
and PINI3-H* multiplication gadgets at order d = 15.

gives the curve “SNI-H+ naive” of Figure We observe that the naive attack causes a
significant loss to the adversary: a shift of the curve of a factor of 4 to the left (this shift
depends on the order and the technique of protection against horizontal attacks used).

The conclusion is that this technique should be considered when running SASCA
attacks, as it is very powerful and does not add stronger hypotheses on the capabilities
of the adversaryl?|

3.5. Implementation Cost

We evaluate the runtime cost of the multiplication gadget in Figure using the
estimation framework of Section
Four main groups of curves can be distinguished on the plot:

e the gadgets not protected against horizontal attacks: SNI-ISW, PINI;, PINI, Greedy-
Mult;

e the H+ gadgets, strongly protected against horizontal attacks with a cost up to six
times larger than the SNI-ISW multiplication gadget;

7 We show the SNI-H+ gadget as it is the one that is the most sensitive to the removal of the input/output
refresh relationships (the impact is similar for PINI>-H+ and PINIs-H+).

8 The only disadvantage of this technique is that it adds cycles in the factor graph, which might harm
the convergence of the belief propagation algorithm.
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Figure 3.8.: Target MI as a function of observation MI, for the SNI-H+4 multiplication
gadget at order d = 15. For the SNI-H4 naive curve, the target MI is
extracted through the sums of the input and output shares only (naive
attack). For the SNI-H+ curve, the improved attack is considered (equations
about sums of refresh input/outputs are added). The SNI-ISW curve (which
is the same for both attacks) is also shown as a reference point.
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e the H* gadgets, costing almost half the cost of the H+ gadgets (but which have
almost the same security level as the H+ gadgets;

e the H gadgets which are only a bit less costly compared to the H* gadgets but have
significantly worse resistance to horizontal attacks.

First, we note that the H and H+ gadget families are not very interesting at high
order: the H* combines advantages of both, as it has roughly the same runtime cost as
the H family and almost the same security level as the H+ family.

There are thus two main options: in order to get protection against horizontal attacks,
the H* family should be chosen. If easy composition (i.e. PINI) is required, then SNI-
H* is ruled out. The GreedyMult-H* is has a slightly higher runtime cost compared to
PINI3-H*, but it has a significant security advantage (it can tolerate a MI, that is twice
as large). If easy composition is not required, then the best choice is PINIl; or PINI,
depending on the order.

Finally, we note that our results are limited to one multiplication gadget and have no
proven composability properties, they are thus only valid in the heuristic local random
probing model. Extending the belief propagation algorithm to a whole block cipher is
computationally expensive, thus finding a way to have composability is an interesting
open question.
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Figure 3.9.: Runtime cost (relative to the SNI-ISW multiplication gadget) of masked
multiplication gadgets.
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Conclusion

In this thesis, we analyze and improve the security and the performances of masked
implementations in two different models: the probing model and the noisy leakage model,
in the context of a multi-model approach of side-channel security. In the probing
model, the composability properties of the new PINI definition greatly simplify the
building of complex circuit, and our new constructions lead to a runtime reduction
of about 40% at any security level compared to the state-of-the-art. In the noisy
leakage model, we investigate the impact of horizontal attacks thanks to the LRPM.
From a theoretical viewpoint, we show that security against horizontal attacks becomes
increasingly important as the number of shares (and claimed security order) in a masking
scheme increases, and optimizations based only on reducing the randomness complexity
are not sufficient in this context, joint randomness and security level optimization has to
be performed. From a practical viewpoint, we show that horizontal attacks are relevant
as soon as the implementation is secure at high order (typically, d > 6), and can cause an
exponential security reduction if the noise rate is not adapted. Furthermore, we prove the
soundness of the countermeasure of Battistello et al., and we design new countermeasures
that improve the security level and/or reduce the randomness complexity (hence the
execution time). In particular, we build a gadget that has a constant noise rate (for a
runtime cost about 6 times larger that the one of a gadget not protected against horizontal
attacks), which allows to increase the masking order without increasing the physical
noise. The main consequence of this is that it is possible to increase the security of
systems against side-channel attacks without requiring changes to the physical protection:
algorithmic changes are sufficient.

Our investigations lead to important questions regarding the concrete relevance of
(horizontal) side-channel attacks and the adversarial capabilities that are considered as
realistic. For example, horizontal attacks require first to extract information for each of
the targeted intermediate variables (at least d + 1 shares), which leads us to distinguish
two main cases: the open-source setting (i.e., when all implementation details are given to
the adversary) and the closed-source/black-box setting (i.e., when these implementation
details are not public). In the open source setting, applying the horizontal attacks is
direct with SASCA.

If the design is closed-source, the adversary can only do black-box profiling. It is thus
not obvious that the adversary can solve those two prerequisites: first build the factor
graph (i.e. identify the algorithm used) and second identify the leakage points for each
manipulation of each variable. It might thus seem that the combination of the shares’
leakages that is the root of the exponential security reduction implied by horizontal
attacks requires knowing the code source for being easily exploitable (this is the case in
33]). However, we have seen that the main weakness to horizontal attacks is repeated
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manipulation of the same variables. Focusing on the second prerequisite, we first note
that if the adversary is not able to mount a higher order attack, the d-probing security is
sufficient [4]. However, if higher order attacks are possible (i.e. the adversary can identify
at least one leakage point for at last d + 1 intermediate variables), then they can easily
identify all the leakage points of each of those variables since the leakages at those points
are correlated. The full SASCA attack is not applicable, but a simple higher-order attack
that reduces noise by exploiting the leakage of all the manipulation of the share can
already achieve exponential security reduction. The MI, — MI, curves however might be
different (i.e. give better security levels) in this setting, see for example the discussion of
page [63)).

Nevertheless, ignoring horizontal side-channel attacks would be a risky choice since
it would imply considering the implementation details as a long-term secret (while
standard countermeasures against side-channel attacks do not protect against reverse-
engineering). Yet, it may be relevant for some applications with high cost constraints,
where moderate / mid-term security is acceptable.

Finally, our work brings two open problems. First, our conclusions regarding horizontal
attacks are based on quantitative but heuristic evaluations in the LRPM. Those evalua-
tions are based on the assumption that it is impossible to mount attacks that exploit
global information without incurring the cost of a full Bayes computation. It would be
interesting to either confirm or invalidate this assumption. That is, obtaining tight proofs
in the noisy leakage model or finding attacks (perhaps exploiting machine learning / deep
learning ) that are computationally tractable and have better efficiency than SASCA.

Second, our evaluations in the LRPM are limited to one gadget, and they do not have
simple composability properties such as the ones we have in the probing model. Finding
composability results in a model where horizontal attacks are considered (such as the
noisy leakage model or the random probing model) is an open problem.

! Indeed, only the manipulation of the targeted shares themselves can be used in this setting and not,
as it would be the case in open-source setting, values that are in bijection with the shares (such as
those that appear when a linear operation is applied to the sharing).
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A. BP Rule for Result of Multiplication

We first recall the formal context of the random probing model (RPM) in which the rules
of the LRPM are inferred. In the random probing model, the adversary gets for each
intermediate variable X a probe P such that

~ ] X with probability €

L with probability 1 — €’
and all probes are independent (L means no information).

We can thus compute the MI for this probe:
Pr[X =z, P = p| )

MI(P, X) = ZZPr[X =z, P =p| log|g| (PI“[X — 2 Pr[P =)

PrX =z P=1]
Pr[X:x]Pr[P:L])
Pr[X =z, P = x]
Pr[sz]Pr[sz])

:ZPr[X:x,P:J_]logm <

+ZPr[X:x,P:a:]1og‘F| <

= (1—¢) Y Pr[X = z]logp (m)
=eH(X)
:6:PI‘[P:X]

assuming that X has a uniform distribution.

Let us now assume that Y = X; - X5, and that P, P, are probes of X;, X5 (Y is
not directly probed). We write MI; = MI(P, X;) and MIy = MI(P,, X2). The extrinsic
information on Y is MIy = MI(Y, (P, P2)). The value of Y is known if either P} = X; =0,
or P, =X9=0,or (P, P) = (X1, X2), in those cases MIy- < 1. Otherwise, there is not
information on Y: Mly = 0.

We hence compute

Mly < Pr [Pl = Xl] . (PI‘ [Xl = O] + Pr [Xl 7§ 0] -Pr [PQ = XQ])
—|—P1‘[P1 #Xl] -Pr [PQ :XQ} -PI‘[XQ = 0]

1 1 1
= MI; ( + <1 — ) MIQ) + (1 — MIl) MI, —
|| |F| ||

MI; + Ml 2
= L2 L ML M (1-) :
|| ||

In the bitslice case, |F| = 2, thus MIy < (MI; +Mly)/2, which is the result announced
in Section [1.5.2
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B. PINI, Security Proof

In order to prove that the multiplication gadget described in Algorithm [5]is PINI, we
prove that for each set of adversarial probes, there is a set I UJ C {0,...,d} of share
indices whose size is at most the number of probes and that knowledge of the input shares
with those indices allows to simulate the probes. Section describes the algorithm to
build the sets I and J and Section describes the simulation algorithm.

The values that can be probed are: a;, b;, s;, i j, 75, Sij, pf’j, t;j, ¢ij and intermediate
values in the computation of pﬁ jand t; ;.

When discussing probes over ¢; ; and their intermediate values, we distinguish two
cases: probes over intermediate values which do not involve r;_; (hence sums of at most
five terms, including ¢; ;41) denoted collectively b and probes which involve r;_; (sums

of strictly more than five terms and ¢; ; for j # i + 1), denoted collectively t;’rj. Probes
over any s; j or intermediate values of pﬁ j (including pi-‘i j itself) are denoted collectively
Pi-

B.1. Building I

Let I be the empty set. For each adversarial probe, we add at most one element (a share
index) to 1.

. b o g . . 4T 4T .
Part 1: global probes. We cover here probes a;, b;, s;, 755, 7}, tijs bijs Cig-

1. For any observed variable ¢; ; (which includes ¢; = ¢; ), if ¢ ¢ I then add i to I,
else if ¢ > 0 then add i — 1 to I. That step ensures that the set I satisfies the PINI
condition that the input shares required by the simulator for a given output probe
have the same share index.

2. For any observed variable a; or b; or s;, add 7 to 1.
3. For any observed variable r; add j to I.

4. For any observed variable r; ;, if ¢ € I add i to I, else if j &€ I, add j to I. Otherwise
add j — 1 to I.

5. For any observed tijs ifi €I, addito [, elseif j &1, add j to I. Otherwise add
j—1to I

6. Iterate the following until all observed t;»fj have been processed:
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e Select an observed and not yet processed t;fj such that ¢ € I. If there is no
such t;fj, select an observed and not yet processed t;fj such that there are two
observed tlfj. If there is no such t;fj,

+
ti7j.

select any observed and not yet processed

e Process the selected t;’rj, which means: if j —1 ¢ I, add j — 1 to I. Otherwise,
if i €I, add i to I, otherwise add j to [I.

Part 2: locals. We cover the remaining probes: p;j.

If there are at least two probes in pj ; for a given pair (i, j), then add i and j to I, and
these probes are ignored for the rest of the simulation algorithm.

Let G be a graph whose nodes are all the share indices ¢. There is an edge between ¢
and j if there is a probe on p;j (there is only one probe, since we previously handled the
case where p; ; is probed more than once). For each connected component G’ of G, if G
contains a node which is in I or if G’ contains a cycle then add all the nodes of G’ to J.
Otherwise, for each edge (i,7) in G', add i to J.

It can be shown that the number of elements in J is at most the number of probes p; ;
thanks to the following property.

Property B.1. For any connected graph with v vertices and e edges, v < e + 1 with
equality only if the graph does not contain any cycle (i.e. is a tree).

The required input shares are I U J. This set satisfies the PINI conditions since its
size is at most the number of probes and for each output probe ¢;, ¢ € T U J.

B.2. Simulation

We now prove that a simulator knowing the input shares with share index in I U J can
perfectly simulate the probes.

We first show how to simulate the global probes (a;, bi, si, i j, 75, tin t;fj, ¢ij), and
then show how to simulate the local probes (pj ;).

B.2.1. Global Probes
Observations. Before simulating, we make the following observations:

. . . . - +
(i) all variables whose expression involves r; ; are r; ;, tijs tij> Ciks Cjk-

.o . . . +
(ii) all variables whose expression involves r;_; are r;_1, b js Ci—1k> Chl-

~—

(iii) if two variables of the form th are probed, then i, — 1 € I.
(iv) if k € I before step @ and t:j and t;“’j are probed, then i,k,j — 1 € I.
(v) if any two of 4, k, j, 7 — 1 are in I before step @ and t,ij and t;-fj is probed, then

i)kajaj —-lel
vi) if k € T or j € I before step 6| and ¢, . is probed and t;. is probed twice, then
k.j t,J
i,k,j,—1€l.

(vii) if t;j is probed twice and t:fj is probed twice, then i,k,j,j —1 € I.
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Description of the simulation algorithm. Any probe on a; or b; can be assigned to the
correct value. For any probe on variables s;, r; or 7; ;, the variable is assigned to a fresh
random, as it is the case in the real algorithm.

For t;” probes if 7,7 € I U J, then the probe can be computed as it is the case in the
real algorlthm Otherwise, it is assigned a fresh random.

For th probes, if ¢, 5,5 —1 € I U J, then the probe can be computed as it is the case
in the real algorithm. Otherwise, it is assigned a fresh random.

For c; j probes, the intermediates ¢; i, 7 ; and r; are simulated as described above and
the sum is computed.

Indistinguishability proof. The only cases where the simulation is different from the
real algorithm is the simulation of values ¢; ; for which ¢ or j is not in I U J and the
simulation of t;r] for which ¢ or j or j — 1 is not in I U J. In those two cases, we show
that tfj appear to the adversary as randoms independent of any other input and probe.

Furthermore, probes on ¢; ; may involve ¢; j, for which ¢, k or k — 1 isnot in U J. We
prove that any t; ;, can be perfectly simulated (i.e. is independent of any input and any
probed except ¢; j if i, k or kK — 1 is not in 1) if ¢; ; is probed.

This proves indistinguishability of the whole simulation.

Independence of ¢; ;. The variable ¢, ; (hereafter denoted ¢) involves the random 7; ;.
We show that if 7; ; is not independent of all the other probes and inputs, then ¢,j € TUJ.
Using Observation we analyze the possibilities for probes on values which depend on
Tij-

e If 7, ; is probed: step (4| (for r; ;) of the algorithm building I addz’ to I and step
(for t) adds j.

e If r; ; appears in probed c¢; ;: step|1] (for ¢; ;) adds i to I and step 5| (for ¢) adds j.

o If 7; j appears in probed c;: step |1| (for ¢; 1) adds j to I and step |5 (for ¢) adds 1.

o If 7;; appears in another probed ¢; ; (denoted t'): step [5| for ¢ and ¢ adds i and j
to 1.

e If r; ; appears in a probed t (denoted t ): step 5| for t adds ¢ to I. However, t/
involves the random r;_. Observatlon ) gives the variables which depend on
Tj—1-

— If rj_ is probed, then step (3| adds j — 1 to I, hence i,j € I (j is added by
step [6] for ¢').

— If ¢j_1 1 is probed, then step|ljadds j — 1 to I, hence ,j € I.

— Ifa tk (denoted t”) is probed, then step @ for t' adds j — 1 or j and step@
for ¢ addsg —1, korj.

LAll occurrences of “adds” in actually mean “adds if not yet added”
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The variable t” involves the random ;. Using again Observation we can
analyze the probes which depend on 7y ;.

*

If 7 5, tgj OF Chy is probed, then k is added to I before step @ which
implies that step [6] for ' and #” adds j — 1 and j to I.

If another tgj is probed (denoted "), then step @ ensures k,j,7 — 1€ 1.
If ¢;, is probed, then j € I.

Otherwise, no such variable is probed, hence t” is seen as a random
independent of r;_;, which in turn implies that ¢’ is seen as a random
independent of r; ; and thus ¢ is also independent.

— If rj_1 appears in a probed ¢ (with k # i, k # j — 1: those case have already
been discussed), 7 ; also appears in ¢ ;. Step |1/for ¢;; adds k to I and step
for t adds ¢. We can now discuss the probes which depend on ry ;.

*

*

If ry, ; or by s probed, then j is added to I.

If ¢ v is probed then either cj; is a sub-sum of ¢ or the other way
around. In any of these situations, these sums only observe ry, ; +7;_1,
hence r;_1 is independent of these sums in the view of the adversary, since
7k,; is not observed elsewhere. This implies that t’ is seen as independent
of r; ; and thus ¢ also looks independent.

If a t;j (denoted t”) is probed, then step @ for ¢ and t” ensures j,7—1 € I.
If ¢; is probed, then j € I.

Otherwise, no such variable is probed, hence cj; is seen as a random
independent of r;_;, which in turn implies that ¢’ is seen as a random
independent of 7; ; and thus ¢ is also independent.

— Otherwise, no such variable is probed, hence ' is seen as a random independent
of r; j, which in turn implies that ¢ is seen as independent of any probe of input.

e Otherwise, no such variable is probed, hence r; ; (and thus t) is independent of all
probes and inputs.

Independence of t;fj. The variable t:j (hereafter denoted t) involves the randoms 7; ;
and r;_1. We show that if none of r; ; and r;_1 is independent of all the other probes and
inputs, then i, j, 7 —1 € TUJ. Using Observations|(i) and we analyze the possibilities
for probes on values which depend on 7; ; and r;_;.

We look at probes on values which involve r; ;:

o If r; ;, t;j O Cij 1s probed, then ¢ € T

o If tszj is probed, then i,j — 1 € I, thanks to Observation

e If ¢; ;s is probed, then j € I.

74



e Otherwise, no such variable is probed, hence ¢ contains an unobserved fresh random,
and hence appears as a random independent of all probes and inputs.

In the following, we will thus not consider anymore this possibility.
We look at probes on values which involve r;_; (using Observation |(ii)):

e If rj_1 or ¢cj_1 is probed, then step[3|or[Ijadds j —1 to I, and then step[6]for ¢ has

the same behavior as if t would be a t; ; probe. The previous proof then applies.

e If there is a t,:“ ; probe (denoted t'), then this probe involves ry ;.

— If 4, tgj OF Chy is probed, then k € I after step . We then analyze the
probes for 7; ;.

* Ifr; j, ti j» Cie OF Cj j 18 probed, then Observationapplies: i, k,7,j—1€
1.

x If tszj is probed, then Observation applies.

* Otherwise, r;; is observed only through ¢, hence ¢ is an independent
random in the view of the adversary.

— If t;;j is probed, then there are two t;j probes.

* If 7y 5, b j» Cije O Cjjr 18 probed, then ¢ or j is in I before @ and Observa-
tion |(vi)|applies: i,k,j,j —1 € I.
x If t;’rj is probed, then Observation applies.

* Otherwise, 7;; is observed only through ¢, hence ¢ is an independent
random in the view of the adversary.

— If ¢;; is probed, then step [I]adds j to 1.

* If 7y 5, t; j» Cij OF 18 probed, then ¢, j € I before step @ hence step @ for ¢
adds j — 1 to 1.

x If t:j is probed, then Observation implies 7,7, — 1 € I.
* If ¢ then after step [T} j,j — 1 € I. Step[6adds i to I.

* Otherwise, r;; is observed only through ¢, hence ¢ is an independent
random in the view of the adversary.

— Otherwise, ry ; is observed only through ¢, hence r;_; is independent of ¢'.

e If ¢;; is probed, then k € I after step |1] and this probe involves 74 ;.
— Ifry; or e is probed, then j € I after step

* If ry 5, t; j» Cij OF 18 probed, then i, j € I before step @, hence step @ for t
adds j — 1 to 1.

x If t;’:j is probed, then Observation implies 7,5,7 — 1 € I.
* If ¢ then after step I} j,j — 1 € I. Step[6adds i to I.
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* Otherwise, r;; is observed only through ¢, hence ¢ is an independent
random in the view of the adversary.

— If t;;j is probed:
* If 7y 5, t; j» Cik O Cj jy 1s probed, then Observationapplies: i, k,7,j—1€
1.
x If t;’rj is probed, then Observation applies.

* Otherwise, 7;; is observed only through ¢, hence ¢ is an independent
random in the view of the adversary.

— If ¢j; is probed, then j € I before step [6]

* If ry 5, t; j» Cik OF 18 probed, then i, j € I before step @ hence step @ for ¢
adds j — 1 to 1.

x If t:j is probed, then Observation implies 7,7, — 1 € I.
* If ¢ then after step [T} j,j — 1 € I. Step[6adds i to I.

* Otherwise, r;; is observed only through ¢, hence t is an independent
random in the view of the adversary.

— Otherwise, 7y, ; is observed only through ¢, hence r;_1 is independent of ¢y ;.

e Otherwise, there is no probe on any value that involves ;1 (except on t), then ¢
is seen as an independent random.

Independence of ¢, ; if c;, is probed. If ¢;, is probed, then i € I (before step .
If j # 1 + 1, the variable ¢; ; involves the randoms r; ; and r;_1. If any of those is not
observed through any probe, ¢; ; is independent of any other input or probe (except ¢; x/).

e If r;_; is observed through 7;_1, t;rj or ¢j_q, then j —1¢€ 1.

— If r; j is observed through r; ;, ti; or ¢, then j € I, which means ¢; ; can be
simulated as it is done in the algorithm.

+

1,7 )

observed through the sum 7; ; + pg ;T pz{j + p?,j + pij, which itself looks like

an independent random and the remaining part of ¢; ; can be simulated as it

is done in the algorithm.

— If r;; is observed through ¢;";, then j — 1 € I. In this case, 7;; is only

— The other possibility for r; ; to be observed is a probe on ¢;;. In this case
all observations of r; ; are through ¢; ;, which can then be simulated as an
independent random.

o If r;_; is observed through a ¢y, then k' € I and this ¢ probe involves ty ;.
This variable involves in turn ry ;.

— If rp 5, bty j Or G is observed, then k’,i,7 € I. We now list the possible
probes for 7; ;.
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* If i 5, ti s tlffj or ¢, is probed, then j —1 € I.

* The other possibility for r; ; to be observed is a probe on ¢; ;. In this case
all observations of r; ; are through ¢; ;, which can then be simulated as an
independent random.

— If tp j is probed, then j — 1 € I. Possible probes for r; ;:
* If vy 5, t;j or ¢y is probed, then j — 1 € 1.
x If t;’rj is probed, then Observation applies.

* The other possibility for r; ; to be observed is a probe on ¢;;. In this case
all observations of r; ; are through ¢; ;, which can then be simulated as an
independent random.

— Finally, if 74 ; is only observed through a ¢y r (and ¢y ), then those observa-
tions only observe ry/ ; and r;_1 through the sum 7y ; + r;_1, which implies
that r;_1 is independent of any other probe or input, which proves indepen-
dence of ¢; ;.

We now discuss the simulation of ¢; ;11 if ¢; ; is probed. The variable #; ;1 involves
the random r; ;1. If r; ;41 is probed through r; ;4 1, biit1s Cit1ls then i,4+ 1 € I and the
simulation can be done as it is the case in the algorithm. If r; ;11 is probed through a ¢; 5/
or not probed, then r; ;41 is only observed through ¢; ; 41, which can thus be simulated as
an independent random.

B.2.2. Local Probes

Description of the simulation algorithm. For probes on p; ; we always have i € I U J.
In the case where j € I U J or if the probe does not involve a; or b;, the simulation is
done as it is the case in the real algorithm. Otherwise the term a; + s; ; or b; + s;; or
s;,j is taken as a fresh random, and the remaining part of the computations are done is it
is the case in the real algorithm.

Indistinguishability proof. The only cases where the simulation is different from the
real algorithm is the simulation of values p;j which involve a; + s; ; or b; + s;j or s; ;
and for which j is not in 7 U J. In this case, we show that a; + s;; or b; + s;j or s; ;
appears to the adversary as a random independent of any other input and probe, which
proves the indistinguishability.

For locals pf ;: if ¢ or j is in I, then ¢ and are in I U J, and a perfect simulation is
trivial. Otherwise, if ¢ and j are in J, a perfect simulation is also trivial.

The remaining case is j ¢ I U J. This implies ¢ ¢ I and ¢ € J.

Independence of a; +s; ; or bj + s; ; or s; ; for which j € TUJ. We know that s; can

only be observed through s;, pzj, th s tgjﬂ, p;k, b t;rk, and similarly for s;.
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For all probed ¢~ and t+ variables (denoted t), simulation of globals shows that either
j € I (which implies that ¢ € I U J and simulation of p;; can be done as it is the case in
the algorithm), or ¢ is independent of any other probe or input, including D; j-

If s; or s; were observed, there would be ¢ or j in I. Therefore, s; and s; are only
observed through probes in p; ., p} ; and pj ; (p;k i being probed would imply j € J).

Furthermore, there is at most one p; ; probe to be considered here for each (i,7), since
otherwise there would be 7,57 € T U J.

Summarizing, we have shown that for any p; ; probe (denoted p) for which ¢ or j is not
in I U J, the variable s; ; in p is independent of any probe or input except p and other
p",;l probes.

We now prove the independence between all p} ; probes.

All probes p;; possibly not independent of each other are in the same connected
component G’ of G (G is defined in Section [B.1). This component is a tree (otherwise
i,7 € J). Let k be a leave of the tree (which, by definition, is connected to only one edge).
This means that the only observation of s; goes through the edge connected to k (hence
a probe pj ;, or pj ., denoted p). The random s;; = s; + s; is thus independent of any
probe excei)t D, and independent of the random s;. This implies that s; is independent of
.

The leaves of the tree and their incident edges can thus be safely ignored from now on.
Removing them gives a new tree and the same reasoning can be applied to this new tree.
Iterating this procedure completes the proof of independence.
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C. SNI-H Costs O(d*) Random Bits.

In this section, we compute precisely the randomness complexity of the multiplication
gadget of Battistello et al. (SNI-H): ©(d?) (previous bound was O(d?logd)).

Let Rg11 be the randomness cost of the refresh of Battistello et al. for a d + 1-sharing
input (where d 4 1 is a power of 2). Let Cy;1 be then randomness cost of the refreshing
part of the SNI-H multiplicatio

Inspection of the algqrithm gives Cy = 0 and Cyy1 = 4C441)/2 + 4Ra11)/2 (for
d+1>1). Let us take 2" = d+ 1 and define C] = Cy and R} = Ry:. We can rewrite the
recurrence equation as C} = 4C/_; + 4R}, (with C] = 0), which gives

i1
Ci=) 4R}
j=1

Using tha Ryp1 = (d+1) (logQ(d +1)— %) and hence R = (z — %) 2t we find

—4122 J(j—) (Zﬂ J—%Z2 ”)

Using the identities

n 1 0
Z =z 1 -
k=1 - Z
and
Xn:k k 1—(n+41)z" 4+ nzt!
2=z
— (1—2)2 ’
we get
3 142
/
Ci=4 (2 - 9i )
This implies
1 3
iy < C/ -z
2 2 E

which leads to 1
Sld+ 1)? < Capa < (d+1)

and to the conclusion Cy;1 = O(d?) (more prec1sely, Cyi1 = 3/2(d+ 12) — O(dlog, d)
whereas the Compression step costs d(d + 1)/2 random bits).

We note that this computation gives also the cost of the refreshing part of SNI-H+,
which is twice the refreshing cost of SNI-H.

! The non-refreshing part costs d(d 4 1)/2 random bits.
2 This can be shown by building a recurrence equation thanks to inspection of the algorithm.
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D. Optimized AES S-box Implementation

R(-) means a SNI refresh gadget. The inputs are x, ..., z7 and the outputs are s, . ..

Top linear layer:

to = x1 + x2

t1 = x4 + Y12
y1 =to + x7
Y2 = Y1 + To
Y3 =ys +ys
Y4 = Y1 +x3

Middle non-linear layer:

z7,0 = R(z7)

y1,0 = R(y1)
y2,0 = R(y2)
y3,0 = R(y3)
y4,0 = R(ya)
Y5,0 = R(ys)
y6,0 = R(ye)
y7,0 = R(y7)
ys,0 = R(ys)
y9,0 = R(yo)
¥10,0 = R(y10)
y11,0 = R(y11)
y12,0 = R(y12)
y13,0 = R(y13)
y14,0 = R(y14)
y15,0 = R(y15)
y16,0 = R(y16)
y17,0 = R(y17)
t2 = Y12,0 - Y15,0
ta0 = t2

t3 = ¥6,0 - Y3,0
tg =13 + 12,0
ts = y4,0 - T7,0
te = t5 + 12,0
t7 = Y13,0 - Y16,0
tr0 =17

ts = y1,0 - Y5,0
tg =1tg + 17,0

t10 = Y7,0 - ¥Y2,0
t11 =ti0 +t70

Bottom linear layer:

tae = 015 + 016
ta7 = 010 + 011
tag = 05 + 013
ta9 = 09 + 010
tso = 02 + 012
t51 = 02 + 05
ts2 = o7 + 08
ts3 = 00 + 03

Ys = y1 + Te
Y6 = Y15 + &7
y7r = x7 + Y11

Yg = xo + T5
Yo = x0 + T3
Y10 = Y15 +to

t12 = Y9,0 - Y11,0
t13 = Y17,0 - Y14,0
tia =113 +t12
t14,0 = t14

t15 = Y10,0 - ¥8,0
tie = t15 + t12
t17 =t4 +t140
tis = te + tie

t1g = tg +t14,0
t2o = t11 + t16
t21 = ti7 + Y20
t21,0 = R(t21)

tog = t18 + Y19
ta2,0 = R(t22)

ta3 = t19 + Y21
t23,0 = t23

toa = 120 + Y18
t24,0 = R(t24)

tos = t21,0 +t22,0
tag = t23,0 - t21,0
t26,0 = R(t26)

to7 = ta4,0 + t26,0
to7,0 = tor

tag = ta7 - tas

tog = tag + t22
t29,0 = R(t29)
t29,1 = R(t29)

t30 = t24,0 + t23,0
t31 = t26,0 + t22,0
tz2 =131 - t30

tsa = 06 + 07
ts5 = o16 + 017
ts6 = 012 + tas
ts7 = t50 + t53
ts8 = 04 + t46
ts9 = 03 + t54
teo = tae + ts7
te1 = 014 + t57

Y11 = Y20 + Yo
Y12 = Y13 + Y14
Y13 = 0 + T6
Y14 = 23 + 5
Y15 =t1 + T5
Y16 = to + Y11

t33 = R(t32) + t24,0
t33,0 = R(t33)

t34 = 123,00 + 133
tss = ta7,0 + 33,0
t3e = 135 - t2a
t36,0 = R(t36)

tz7 = t34 + 36,0
ta7,0 = R(t37)

tsg = ta7,0 + 36,0
t3g =138 - 1290
tao = t39 + t25
t40,0 = R(t40)

ta1 = t37,0 + t40,0
ta1,0 = ta1

taz = t29,1 + 33,0
ta2,0 = R(t42)

taz = t29,1 + t40,0
taq = t33,0 + t37
tas = t41,0 + ta2
ta5,0 = tas

z0 = y15,0 - R(t44)
z1 = 137,0 - Y6,0
z2 = x7,0 " 133,0
23 = Y16,0 - t43

24 = Y1,0 - t40,0
z5 =129,1 - Y7,0
z6 = 142,0 " Y11,0
z7 = t45,0 - Y17,0
28 = 141,0 - ¥10,0
29 = Y12,0 - t4a

te2 = ts52 + t58
te3 = t49 + 58
te4a = 04 + t59
tes = te1 + te2
tee = 01 + te3
te7 = tea + tes
so = ts9 + te3
s1 = Not(tes + s3)
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Y17 = Y10 + Y11
Y18 = o + Y16
Y19 = Y10 + Y8
Y20 = t1 + 1
Y21 = Y13 + Y16

z10 = Y3,0 - t37
211 = Y4,0 * t33
Z12 = Y13,0 - t43
213 = Y5,0 - 40,0
z14 = t29,0 * Y2,0
215 = t42,0 - Y9,0
z16 = t45,0 - Y14,0
217 = Y8,0 - t41

00 = 20
01 =21

02 = 22

03 = R(Zg)
04 = R(z4)
05 = 25

o6 = R(z6)
o7 = R(z7)
0og = R(zg)
09 = R(z9)
o010 = R(z10)
011 = 211
012 = R(z12)
013 = 213
014 = 214
015 = 215

o16 = R(z16)
017 = R(z17)

s2 = Not(ts5 + t67)
$3 = ts53 + te6
s4 = t51 + tes
s5 = ta7 + l65
S = Not(t56 + t62)
S7 = NOt(t48 + t(;())
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