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Abstract

Modern computer systems are built using microservices architecture, rather than the tra-
ditional way in which all the services were encapsulated in a single based system known
as monolith. However, existing monolith applications are also constantly migrating to
microservices mainly for their advantages to provide high scalable, distributed and per-

formant system.

This thesis aims to provide detailed understanding of microservices approach. The
focus will be the analysis of its distributed components and how the scalability is achieved.
The components will be studied using i* representation framework in order to have a
clear view of their roles and dependencies. Moreover, a case study will be presented as

an implementation of a messaging system using microservices architecture.



Acknowledgments

I would like to thank my supervisor, Pr. Manuel Kolp, for his guidance and support in
choosing this thesis subject. I also express my deepest gratitude to my family, colleagues

and friends for their unfailing support and continuous encouragement.



Contents

(I _Introductionl

2 Background and related workl
2.1 Backeground| . . . . . ... ..o

[2.2.2  Virtual machines, containers and Kubernetes|. . . . . . . . . .. ..
[2.2.3 Scalingl. . . . .. ...

[2.2.5  High availability] . . . . ... ... ... ... ... ... ...
[2.2.6  Monitoring and distributed tracingl . . . . ... ... ... ... ..

[3 Implementation|

[3.1 Functional analysis| . . . . .. . .. ... .. o

[3.2  Technical analysis|. . . . . . ... ... ... oo
[3.3  Architecture of the system| . . . . . . ... ... ...

[4.2.2  The scalabilityl . . . . ... ... ... ... ..
[4.2.3 Cachingl . . . .. .. ... ...
[4.2.4 The distributed tracing/. . . . . . . . .. ... ... ... ... ...




28




List of Figures

[2.1 Store management system in a monolithic architecture [5,9].| . . . . . . . . 5
2.2 Store management system in a microservice architecture [9]] . . . . . . .. 8
2.3 Comparison of virtual machines and containers technologies structures [16]] 13
[3.1 BPMN diagram of a registration.| . . . . . . .. ... ... ... ... ... 18
[3.2  BPMN diagram of a chat and a notification.| . . . . . . . .. ... ... .. 18
[3.3 SR diagram of the system components.| . . . . . . . .. ... ... ... .. 20
[4.1  Deployment resources on minikube dashboard.| . . . . . . .. ... ... .. 23
4.2 Service resources on minikube dashboardl). . . . . . . . ... ... ... .. 23
4.3 Pod resources on minikube dashboard) . . . .. ... ..o 00000 23
[4.4  Horizontal and vertical scaling in the deployment resource.| . . . . . . . .. 24
[4.5 Requests distributed between two running instances.| . . . .. ... .. .. 25
[4.6  Response time without using a cache vs response time using a cachel . . . . 26
[4.7  Distributed tracing of sending a chat message scenario.| . . . . . .. . . .. 27
[4.8  Sequence diagram of sending a chat message scenario.| . . . . . . ... . .. 27




Chapter 1
Introduction

In this chapter, the context, the problem, the motivation and the objectives of this thesis

will briefly be introduced.

Context This thesis is made in the context of the final dissertation in master in man-
agement science at Louvain School of Managementﬂ Capabilities developed during
the master program, especially information systems management (30111"sesE]7 are used

in this work.

Problem Build scalable and distributed systems using microservices approach.

According to Wikipedia, scalability is ” the property of a system to handle a growing

amount of work by adding resources to the system” [1].

A distributed system is ”a system whose components are located on different net-
worked computers, which communicate and coordinate their actions by passing mes-

sages to one another from any system” [2)].

Motivation Information systems’ world is fast-moving, new technologies are continu-
ously being introduced in the ecosystem to ensure the delivery of high quality and

large scale applications. As explained later in chapter [2] the core concepts of a

! Louvain School of Management is an international business school of the University of Louvain
(UCLouvain).
?https://uclouvain.be/cours-2021-11smf2018
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good system are scalability, availability, efficiency, maintainability, serviceability

and manageability [3].

The microservice approach aims to develop the whole system as a set of small dis-
tributed services. Each service is running on a separate process, and it is deployed

and maintained in an independent way.

In contrast with the microservices, there is a traditional approach, known as ” mono-
lith”, in which everything is developed and maintained in one service. This approach
is not offering simple facilities in decoupling services, which makes maintenance more

complex and not favouring the continuous development and improvement.

Systems have become extremely large, so that maintaining and deploying them as
a single service is impractical[4][5]. A good example is to imagine the whole system
of Facebook[6] or Google[7] which needs to be deployed for a small change in a par-
ticular service. Microservices architecture comes to rescue by decoupling the whole
system into several independent services. In such case, only a new version of the

impacted service will be deployed.

The distributed system involves a shift in complexity from inside the services to
their connection and management [5]. Therefore, additional components such as
service orchestration system, service discovery, load balancers and other communi-

cation gateways are involved in the system architecture.

Objectives This thesis aims to analyse and develop a system using microservices archi-
tecture. Thanks to the i* representation framework, distributed components of the

system will be presented.

We will have a strong interest for different configurations of the system components

that help to deliver high scalable applications.



Contributions A small messaging Systemﬁ is developed in order to illustrate the mi-
croservice architecture. Furthermore, we will put in place a Kubernetesﬂ cluster

which is nothing but an orchestrator and management tool of microservices.

Roadmap The remainder of this document is structured as follows. Firstly, chapter
provides the necessary background material and reports on related work. Requisite

concepts to understand microservice architecture will be analysed and explained.

Secondly, in chapter [3| we will explore a case study as an implementation of mi-
croservices approach. However, a messaging system is developed using microservices

architecture.

In chapter [4] we will evaluate and validate our implementation. In particular, scal-
ability of the system is proven. Furthermore, we will expose how distributed appli-

cations in the system are managed and connected.

Lastly, we will draw our conclusions about our work in chapter [5

3A messaging system with limited functionalities built in the context of this thesis as a proof of
concept.

4Kubernetes is an open-source system for automating deployment, scaling, and management of con-
tainerized applications [§]



Chapter 2

Background and related work

2.1 Background

A rapid growth of the internet and the digital technologies has changed the capabilities
of information systems. As technology, methodologies, system management and envi-
ronment keep changing, software companies face many challenges in the design of their
systems to ensure that they are flexible, scalable and can easily be integrated into different

environments.

Consequently, the system architecture plays a key role to support this evolution of
information systems. For example, the feasibility and the complexity of integrating a new
functionality or migrating from one service provider to another will rely on decisions made

during the architectural design stage of the system.

The architecture of a system is what enables it to evolve, adapt and be flexible

to change over its lifetime and therefore provides a standard and efficient service[5).

We distinguish two main types of system architecture; monolithic architecture, in
which all services are encapsulated in one component, and microservices approach, in
which the whole system is divided into a set of distributed services or components. The

differences between both approaches are discussed in the following section.



2.1.1 Monolithic architecture

The monolithic architecture [B, 9l [10] is the traditional approach in which systems were
built. In this approach, the system is built in one single unit and all services and business
logics of the system are encapsulated in it and deployed as one component. In general,

the monolith system is autonomous and independent of the other systems.

For example, let’s consider a store management system which has four services as

follows [5, 9] :

e StoreFrontUI : The service dedicated to manage the end-user interface.
e Accounting : The service dedicated to handle accounting business logics.
e Inventory : The service dedicated to handle inventory business logics.

e Shipping : The service dedicated to handle shipping business logics.

Figure [2.1| shows The representation of such system deployed as a monolithic applica-
tion. All the four services are packaged in the same component and deployed as a single

unit.

StoreFrontU|

Accounting Service

Inventory Service

Shipping Service

Figure 2.1: Store management system in a monolithic architecture [5l, 9].

The monolithic approach is usually better for simple and lightweight applications. It
is convenient for systems whose services are strongly dependent on each other and difficult

to be distributed into separate components.



This approach presents some advantages due to the fact that the system is pack-
aged and deployed as a single component. According to Richardson [9 [10], three main

advantages of the monolithic systems are :

e Simple to develop : All source code is located in one place which ease its devel-
opment as programming, debugging and testing processes involve only one service
without any dependencies. Onboarding new developers is also simple, as they will
find all the code in one place, and it facilitates their understanding of the system
logics.

In terms of evolution of the system, when new features are to be developed, the
integration will be easy as some data are already present in the code and can easily

be reused.

e Simple to deploy : Only one deployment unit should be deployed at runtime.
Thus, whenever a new version of the system needs to be released, developers needs
to perform a single chunk of deployable code instead of making updates in separate

entities.

e Simple to scale : Scalability in a monolithic system can be achieved by repli-
cating instances of the system on various servers behind a load balancer for traffic
distribution[5, [11].

On the other hand, the monolithic approach presents drawbacks, especially when the
system becomes larger or when the development team grows in size. Among the non-

exhaustive list of the drawbacks, some being :

e Code base difficult to understand : The system functionalities keep changing
and expanding as user demands and requirements change. Consequently, the system
code base increases in size and in complexity. A such code base is difficult to
understand for new developers. It becomes also difficult to evolve and to maintain

due to its complexity[5, 12].

e Code ownership cannot be used : Once the system gets a certain size, it is
useful to divide up the developers into teams that focus on specific functional ar-
eas. The problem with a monolithic system is that it will prevent teams to work
independently, as they will have to share the same code base. They will need to

coordinate whenever there is a change or a deployment of a new version. [9, [11].
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e Testing becomes harder : As all the logics are encapsulated in one component,
services cannot be tested independently. As a result, even after a small change, the

regression testing for the full monolithic system is required.

e Continuous development and continuous deployment are difficult : An-
other disadvantage of a monolithic system relates to the versioning of its code base.
It is very challenging to version independently the services of the system, as they
belong to the same code base. A large code base impacts the speed of the devel-
opment because the entire system needs to be built at each update. Consequently,

this becomes an obstacle to frequent updates and deployments of the system [9].

e Obstacle to scaling : A monolithic architecture can only be scaled horizontally
by running multiple instances of the system, respectively to the increasing of traffic
load. This architecture can’t scale with the increasing of the resource needs. For
example, different system components or services could have different resource re-
quirements. One service could be CPU intensive, while another might be memory
intensive. With the monolithic architecture, it is difficult to scale each component

independently[9)].

e Long-term commitment to a technology stack : A monolithic architecture
forces developers to commit to the technology stack that is chosen at the start of
development. If the system uses a technology that subsequently becomes obsolete,
then it can be very challenging to incrementally migrate to a newer or better technol-
ogy. However, some components could only be compatible with specific technologies

that the monolithic architecture can’t integrate[9, [11].

2.1.2 Microservice architecture

The microservice architecture is a service-oriented approach in which a system is decom-
posed into a loosely-coupled collection of small services, each running in its own process
and communicating with lightweight mechanisms[I3]. Thus, microservices can be defined
as “individual pieces of business functionality that are independently developed, deployed,

and managed by a small team of people from different disciplines”[5).



For example, on the figure 2.2 the store management system presented at the section
with the monolithic architecture, is re-illustrated using the microservices approach.
The four services are now packaged and managed in different components. They are de-

ployed separately and are communicating through REST APIEl Each component handles

REST Account
an Account D8
/ 3 Service
Storefront

REST Inventory
AP Inventory D8
. Service
"~ WebApp
Browser r "
REST Shipping
ARY Shipping D8
L J Service

Figure 2.2: Store management system in a microservice architecture [9].

a single responsibility.

Mobile app

The microservice approach is better for large and complex systems managed by a cer-
tain size of developers. Microservices could also be the better approach for small systems

that have loosely coupled services suspicious to evolve over time.

Some main characteristics and advantages of a microservice architecture are :

e Single responsibility per service : This is a principle implies that a service
should handle only a specific logic and should only contain the code base related to
it. It avoids having a million lines of code in one component and make simpler the
code base. As a result, it makes the testing easier and facilitates the growth of the

code base over time to accommodate more functionality [4, [5].

La protocol that allows applications to communicate to each other on a network. it is explained further
in the document.



e Ownership and autonomy : A large system often has a large team of developers
working on it. Microservices help to organize developers into autonomous teams that
own and work only specific microservices. Each team is independent and makes its

own decision, therefore increasing motivation and efficiency [4] [, [].

e Encapsulation : Microservices own their business logics and data and keep them
private. Microservices need to communicate through defined protocols to access
each other data. This ensures loose coupling between services, therefore avoiding

complexities [5, [9].

e No commitment to a technology stack : As a result of encapsulation, each
microservice is independent to choose its own technology stack as long as it handles
the assigned business logic. This is a benefit in case the system needs an incremental
migration from an obsolete technology. It also gives a possibility to implement
some components with suitable technologies that were not feasible with the current

technology stack [4].

e Services independently scalable : With the microservice architecture, the sys-
tem can be scaled horizontally and vertically based on each service needs. For ex-
ample, multiple instances of a traffic intensive service could be run, while memory

has been increased for a different service with memory intensive property [4].

e Continuous development and deployment : As microservices are independent,
teams can independently develop and deploy new versions of system components.

This facilitates frequent updates and deployments of the system [4].

e System downtime reduction through fault isolation : Fault isolation means
that a critical system could stay up and running even when one of its modules or
services fails. It becomes easy with microservices to isolate the failure to a single
component and prevent cascading failures that would cause the whole system to

crash or to fail [4].

The microservice architecture has although some drawbacks, especially due to the
additional complexity of creating a distributed system. Some examples of the induced

challenges are :



e Data management : Developers must implement the inter-service synchroniza-

tions to ensure data consistency in each service [9, [14].

e End-to-end testing : Even if testing an individual service would be easy, testing
end-to-end the whole system could be challenging. This is due to the multiple
interactions between the services. For example, when a problem is found during the

testing process, it could be complicated to find the source of the problem [9] [14].

e Coordination and dependencies between teams : Microservices are encapsu-
lated and owned by different teams. So when teams have dependencies, they have
to align on how their microservices will communicate. For example, the nature of
requests and responses between microservices is discussed. Therefore, the dependen-
cies also involve a solution architect, who master the design and the business logic
of the whole system, and will have to assign responsibilities to existing microservices

or decide when a new microservice is to be created [14].

e Common practices across teams : Having autonomous teams could lead to a
lack of standardization. If each team exposes functionality developed as best see
fit, it might harm the availability or performance of the services consuming that
functionality. So, microservices approach requires a minimum standardization and

common practises shared across teams [14].

e Operations complexity : In the context of deployment operations, microservices
architecture increases the number of deployments compared to a monolith system,
which requires only a single deployment. Plus, an orchestration system, service dis-
covery and load balancers are required to ensure correct deployment, communication
and management of the microservices. This represents a total shift in complexity

from inside the services to the connections between them and their management

[9, 5.

e Increased memory and resource consumption : The amount of isolated de-
ployable services increases in a microservice architecture. Resources for every service
are provisioned separately, which increases the consumption of them. for example, if
each service is running on its virtual machine, it will affect an overhead of memory,

CPU and other resources provisioning. [9].
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2.2 Related work

In the previous section, advantages and challenges of microservices have been mentioned.
Various concepts and approaches are considered in order to build a scalable and distributed
system. In this section, concepts related to microservices and distributed systems will be
explained. Therefore, it will also put into context the implementation of a messaging

system using the microservice approach that will be exposed later in chapter [3]

2.2.1 iStar and Business Process Model Notation

iStar and Business Process Model Notation are two concepts that are used in the analysis
of business processes. The following paragraphs briefly define them. However, a general
view and detailed about these two concepts are referenced in the lecture ” Technological

Project (IT)” given by Manuel Kolp and will not be developed in this thesis.

Istar is a modelling language that describes conceptually interactions between busi-
ness processes and supporting systems in terms of actors’ goals and commitments, and

the associated dependencies.

In this thesis, we will use Strategic Rationale (SR) model, which describes interac-
tions between actors by presenting processes and resources inside their boundaries. SR
model also illustrates how actors achieve their goal and highlight their dependences with

other actors.

Business Process Model Notation (BPMN) is used to model business processes
of an organization or a system by describing conceptually the flows of activities. Thus,
thanks to BPMN, functionalities of a system can be described by showing step by step

actions and actors involved.

2.2.2 Virtual machines, containers and Kubernetes

Microservice applications are wrapped into different installation packages, which make

difficult their deployment on one server. It is not a good choice to install many appli-

11



cations on top of the operating system. Applications add their own settings, libraries
and other dependencies which could be incompatible with other applications or with the

operating system itself.

Virtual machines were used as a traditional model of installing and deploying sev-
eral applications on the same server machine. Virtual machines are basically individual
computers, sharing the physical resources of the host machine [I5]. They are detached
from each other and the operating system of the host. Each machine runs on its own
operating system and installs the related applications on it. The setup process can be
automated, but when the number of different virtual machines grows, the solution may
not be feasible any more as the costs increase and the time required for completing the

setup work multiplies [15].

Containers are a lightweight, efficient and standard way for applications to move
between environments and run independently. Everything needed (except for the shared
operating system of the server) to run the application is packaged inside the container
object: code, run time, system tools, libraries and dependencies [16]. Thus, containers
appear quite similar to virtual machines, except that they share the operating system of
the host server. The figure [2.3]illustrates the structure of virtual machines and containers

technologies.

Kubernetes is a portable, extensible, open source platform for managing container-
ized applications and services, that facilitates both declarative configuration and automa-
tion [8]. This management is usually called ”container orchestration”. It includes actions
from basic procedures such as starting and stopping containers, all the way to creating
the images, monitoring and more advanced configurations. Kubernetes provides suitable
functionality, for example, to cover the aforementioned situation where service recovery
is done by bringing up more instances of the strained service. The orchestration tool
can automatically create more copies of a certain container and redirect the requests to

different instances [16].

12



App A App B AppC

Guest Guest Guest !
0s 0s 0s
AppA | | AppB | | AppC
: |
i ud Container Container Container

Host OS

Host OS

Server

Server

Figure 2.3: Comparison of virtual machines and containers technologies structures [16].

2.2.3 Scaling

Microservices applications that are running in a Kubernetes environment are scaled in-
dependently. There are two types of scaling: horizontal and vertical scaling. Horizontal
scaling means that Kubernetes can configure the number of running containers of a given
application or service. This is different from vertical scaling, which for Kubernetes would

assign different resources parameters (for example: memory or CPU) to running contain-

ers [§].

Kubernetes achieves this by defining a dedicated resource called ”deployment”. This
resource is used to tell Kubernetes how to create or modify instances of the running
container that holds a containerized application. Thus, the number of replica and other

resources, needed by the running container, are defined in the deployment resource.

Furthermore, Kubernetes has a feature ”autoscaling”, which automatically updates
the deployment resource in the aim of scaling the applications to match demand [§]. The
autoscaling algorithm defines conditions on which the resource will be updated. For ex-
ample, update the number of replica when a certain traffic load is attained or update

allocated CPU and memory of an existing application based on its utilization.

13



2.2.4 Inter-service communications

In the microservice architecture, services need to collaborate to handle requests from the
system’s clients. Multiple services have to interact to complete business activities. con-

sequently, they must define some inter-service communication protocols.

These protocols can be classified into two basic messaging patterns that microservices

use to communicate between each other:

e Synchronous messaging : 1t is the pattern in which the caller waits for a response
from the receiver. For example, HTTPE] protocols could be used when a microservice
expects a response from another microservice in order to continue the processing of

its initial request.

e Asynchronous messaging : It is the pattern in which the caller doesn’t wait
for the response from the receiver. For example, AMQPf]| protocols like RabbitMQ
or Apache Kafka could be used when a microservice wants to notify or sending a
request to another microservice without expecting a response from it to continue

the processing of the initial request.

In Kubernetes, as explained before, services can be scaled up horizontally and run on
multiple replica instances. Running instances have their own IP address, at which they
can be accessible on the network. Kubernetes defines a resource called ”service” which
is an abstraction proxy of the logical set of all running instances of a microservice. A
single DNS name is attributed to this resource. The service resource is responsible to

load-balance the traffic across the running instances [§].

2.2.5 High availability

Microservices need to collaborate to handle request from the system’s clients. When the
number of requests are increased, It is important to accommodate whole requests with

high availability.

2Hypertext Transfer Protocol
3 Advanced Message Queuing Protocol
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The basic technique to guarantee the availability of the system with scaling up hor-
izontally some microservices. When the traffic will be load-balanced across the running
replica, it will allow the system to process more requests simultaneously. Even better,
some systems could be deployed on two different data centres behind a load-balancer to
ensure the high availability. The benefit of this is no downtime when one data centre is

out of service.

Furthermore, performance is a critical consideration for microservices high availabil-
ity. To maintain a higher performance under heavy load, microservices could use caching
techniques. Caching makes efficient, the reading of data that doesn’t change frequently.

Caching also provide to avoid re-calculation of heavy processes.

However, a distributed cache needs to be implemented in the microservice architecture.
The distributed cache will help to help different microservices and replicas to benefit from
the same cache. If one operation has been calculated by one instance, then other instances
can consume calculated data from the distributed cache directly. Redig’] Couchbasd’] and

Cassandra| are examples of distributed caches.

2.2.6 Monitoring and distributed tracing

Monitoring systems built with microservices architecture is challenging as components
are distributed. Monitoring helps to understand the overall health of the system, to glean
insight into the performance and availability of each individual service that makes up
the system, to isolate problematic transactions and endpoints and also to optimize the

end-user experience [17].
There exists a lot of monitoring tools in addition to the dashboard provided by Ku-
bernetes to monitor microservice systems. In general, the tools gather metrics, logs

and traces from several services and centralize them into dashboards.

While collecting metrics from the system, the focus is on the resource consumption,

4https://redis.io
Shttps://www.couchbase.com/
Shttps://cassandra.apache.org/
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latency, traffic, errors, and saturation of the services that will help in determining when

there is a need for alerts in the system.

Logs management is very important in systems development as they help to identify
issues or detect threats of an application. The tools collect and aggregate the logs from
every service. Then, they will parse and store those logs in a searchable manner so that

they can easily be visualized or manipulated through dashboards.

In microservice architecture, it is important to be able to follow the execution path
of a system request as it could span multiple services. Distributed tracing helps to bet-
ter reconstruct the requested journey through visualization of execution flow. It also
offers insights on the duration of operations and how services relate to each other while

performing the given task [9].
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Chapter 3
Implementation

In chapter [2 some related work and concepts about microservice architecture were pre-
sented. However, in the context of this thesis, a messaging system was built using the
microservice approach as a practical implementation of those concepts. Thus, in this

chapter, the developed messaging system is discussed and analysed in details.

3.1 Functional analysis
The messaging system that was developed, has three functionalities :

e Registration : The system allows people to register to become users of the system.
e Chat : Users of the system can send messages between them.

e Notification : When a message is sent, the system notifies the corresponding

recipient.

The functional requirement for registration is to only allow users who don’t exist yet in
the system to be registered. As for the functional requirement of a chat, the recipient user
should always be registered in the system. Furthermore, for each message, the recipient

user is notified through a dedicated channel.

The above requirements are analysed in detail thanks to BPMN diagrams illustrated
on the following figures : [3.1] [3.2]

17



registration
request

NO

end

Figure 3.1: BPMN diagram of a registration.

No end

sends
message

retrieve
recipient user

Figure 3.2: BPMN diagram of a chat and a notification.

3.2 Technical analysis

To build a system with functional requirements as explained at section [3.1] the following

technical assumptions or requirements were made :

e Developers are organized into different teams that are responsible for specific com-

ponents of the system.

e User related information is stored in a legacy datastore, and reading data from that

datastore is a very slow and consuming operation.

e The system receives a huge amount of chat messages.

e The amount of notifications is directly proportional to the number of chat mes-

sages. However, the channel dedicated to send them, has a limited capacity of the

notifications that can handled simultaneously.
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3.3 Architecture of the system

Based on the functional and technical requirements analysed in sections and the
system is built using the microservices approach. However, the application will be divided
into three microservices: user, chat and notification microservices. User microservice
handles user information related logics: creating a new user and retrieving existing user
information. Chat microservice handles logics related to chat messages. Notification
microservice handles logics related to notifications. The split of the application into

distributive microservices will help to assign them to different teams of developers.

The inter-service communication will be achieved using two technologies, HTTP calls
for synchronous communications and Redis broker [I8] for asynchronous communica-
tions. The communications between chat and user microservices will be synchronous, as
the chat microservice expects an immediate response while retrieving information of recip-
ient users. On the other hand, the chat microservice communicates asynchronously with
the notification microservice because it doesn’t expect a response. Plus, the notification
channel has a limited capacity, the Redis broker helps to store the notification requests

in a queue so they can continuously be consumed as soon as the channel is free.

As reading user information is a heavy and slow operation, a Redis cache[19] is im-
plemented to insure a high availability of user information. Once a user is successfully
registered, his corresponding information is stored in the Redis cache. In fact, accessing

data in the cache is much faster than retrieving them in the legacy datastore.

The system uses EFK (ElasticSearch-Fluentd-Kibana) technology stack for mon-
itoring logs purposes. Fluentd [21] is responsible to parse the logs into a Json structured
format. ElasticSearch [20] indexes those logs so that they can be easily manipulated and
searchable. Kibana [22] provides a dashboard that helps to search and to visualize logs
from elasticSearch. Therefore, all logs for the three microservices mentioned above will be
collected in the same place thanks to these technologies. It helps performing a distributive

tracing of system requests and operations.

The SR diagram, presented on the figure|3.3| illustrates in detail the conceptual design

of the system architecture.
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Chapter 4

Validation

In this chapter, we will validate the described implementation, which conducted to prove
that the distributed system built reaches the scalability and other microservice concepts.
Firstly, the method of validation presents the set-up and different factors of the environ-

ment on which the system is built. Secondly, results will be discussed.

4.1 Method of validation

The messaging system described in the chapter |3| has been developed on a personal com-
puter running on Windows 10 with an Intel Core i7 processor and 16 GB of RAM. Docker
[23] and minikube [24] tools were installed on the same machine to manage application

images and to orchestrate containerized applications.

A single node Kubernetes cluster was set up using minikube. The following container-
ized applications were deployed on the cluster: user-ms, chat-ms, notification-ms, redis,
fluentd agent, elasticsearch and kibana. Only one instance is deployed for every appli-
cation except chat-ms. In fact, chat-ms is scaled up to two instances due to high traffic
expectations. The configuration of applications on the cluster is defined by kubernetes

resource objects through .yaml [25] configuration files.

User-ms, chat-ms and notification-ms are the functional applications developed in the
context of this thesis. Thus, they are written in JAVA using Spring boot framework [26].

Those applications are packaged into deployable images before being rolled out on the
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cluster. As for the deployable images of redis, fluentd agent, elasticSearch and kibana

applications, they are downloaded from the official docker images hub [27].

The system health is monitored by using the minikube dashboard. Thus, we can easily
manage the status of the applications. Kibana dashboard will help to visualize the sys-
tem logs. Furthermore, it will help us to trace the system requests and retrieve relevant

information such as the execution time, inter-service communications etc.

Figures from kibana dashboard will highlight the time of a log entry, traceid, message,
kubernetes.labels.app and kubernetes.pod_name properties. The traceid property repre-
sents a unique identifier of a request as it spans multiple microservices. The message
property contains the actual log message launched from the application. It could contain
a description, a response time and other information about a process that the applica-
tion is explicitly logging. The kubernetes.labels.app describes the application name, while

kubernetes.pod_name is the unique identifier of the corresponding running instance.

4.2 Results

In the following sections, the results are firstly presented by overviewing the distributed
components on the minikube cluster. Secondly, scalability and caching outputs are as-

sessed. Then, the distributed tracing of a chat messaging scenario is presented.

4.2.1 The overview of the minikube cluster

All the system applications were deployed as independent components running in a con-
tainerized environment. Separate configurations were applied for each application. In
particular, the focus is on deployments, services and pods kubernetes resources. Deploy-
ments are resources that help us to deploy new versions of the application when the
deployable image changes. Services help in the networking across the cluster by giving
each application a specific host address. Lastly, the running instances of the applications
are represented by pods, which have a unique identifier for each instance. These three

resources, visible in the minikube dashboard, are illustrated on the following figures [£.1]
4.2l and [4.3l
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Figure 4.1: Deployment resources on minikube dashboard.
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Figure 4.2: Service resources on minikube dashboard.

kubernetes default - Q  Search +

= Workloads > Pods

Workioads
Pods -
Cron Jobs M u
Name Images Labels Node Status Restarts  CPUUsage (cores) (=Y "*%9%  created 4
Daemon Sets (bytes)
e app: notification-ms
2oy Y f bdosf7f-822q2 01 minikube Running 0 - - 2minutes.age H
o podtemplate-hash: fabdost7e
Pods app: chat-ms.
@  chatms7ddscdfddcvnigr senvices/chat-0.0.1 minikube Running 0 - - 2minutes age H
Replica Sets pod-emplate-hash: 7ddacdfadc
Replication Controllers app: chat-ms
@  chatms7ddscdfddcxighp senices/chat-0.0.1 minikube Running 0 - - 2minutes age H
Stateful Sets pod-template-hash: 7ddacdfadc
— app: userms .
@  userms.c47896b57-gwksc services/user-0.0.1 minikube Running 0 - - 3minutes ago H
pod-template-hash: c47896b57
Ingresses

pod-emplate-hash: bdb75ddof

MEzsEEEz @  kibanabdb75ddef-pkehm == e ke minikube Running 0 - - 6minutesago H
Services N run: kibana
T —— L component elasticsearch
Config and Storage ° 2fonl lockerastic co/clasticseard minikube Running 0 R R 6 mingtes age :
pod-template-hash: 5c99cocco
Config Maps
app:redis
Persistent Volume Claims ~
@  redismaster-7cAdf6846f-qp8zg redis pod-template-hash: 7c4df6846F  minikube Running 0 - - 21minstesage ¢

Secrets N

role:master  Show all
Storage Classes

Figure 4.3: Pod resources on minikube dashboard.
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4.2.2 The scalability

The chat-ms has been scaled up to two running instances because it expects high traffic.
As shown on the figure [£.4] of the .yaml configuration of the deployment resource, the
horizontal scalability is achieved by defining the number of replica. Furthermore, the

vertical scalability is also defined in the same file under resources specifications.

i =] deployment yam! E3 |

1 apiVersion: apps/vl
2 kind: Deployment

3 metadata:

4 name: chat-ms

5 [Ispec:

6 selector:

7 matchLabels:

8 app: chat-ms
9

10 template:

11 metadata:

12 labels:

13 app: chat-ms
14 spec:

15 containers:

16 - name: chat-ms

17

18

19

20

21

22 ge: ser hat-0.0.1
23 imagePullPolicy: IfNotPresent
24 env:

25 - name: spring cloud config import-check enabled
26 value: "false"

27 ports:

28 - containerPort: 001

Figure 4.4: Horizontal and vertical scaling in the deployment resource.

Requests of chat-ms are randomly distributed between the two running instances. The
figure shows how the requests are being processed by chat-ms instances with different
identifiers (kubernetes.pod_name). In consequence, the scaling helped to overcome the

high traffic without overloading the whole system resources.
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Figure 4.5: Requests distributed between two running instances.

4.2.3 Caching

Retrieving user information through user-ms application is a very slow operation. A redis
cache enables fast access to this information. It is a distributed cache, means that it can
be shared between multiple instances or multiple applications. The cache is a separate
component from the application, which means, the cached data will not be lost when the

application restarts or crashes.

As presented on the figure the request processed without using the cache takes
much longer when compared to the request processed using the cache. Without a cache,
the response time is 3022 milliseconds while it is only 203 milliseconds (16 times faster)
when using a cache. Therefore, we can say that caching is a crucial factor in the availability

and responsiveness of the whole system.
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Figure 4.6: Response time without using a cache vs response time using a cache

4.2.4 The distributed tracing

Finally, in this section, we will visualize the scenario of sending a chat message. Thanks
to kibana dashboard, the scenario is traced from the initial request, and we can see how
it crosses all system ’s microservices. The resulting visualization will help us to interpret

the trace into a sequence diagram.

A request of sending a message through the system was made and the corresponding
traceid is 7 d59f1¢85873078a2” as shown on the figure By following this tracid in
chronological order, the figure shows that the request is first received by chat-ms and
then the latter calls user-ms to retrieve the recipient user information. Note that the

user-ms responds back to chat-ms in 6 milliseconds thanks to the cache. Chat-ms pro-
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cesses the message and then, initiates a request towards notification-ms. The chat-ms
responds now back to the client without waiting a response from notification-ms because
the communication between them is asynchronous. Chat-ms took 16 milliseconds be-
fore responding back to the client. Finally, when notification-ms receives the notification

request, it processes it in background.
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Figure 4.7: Distributed tracing of sending a chat message scenario.

Thanks to the above trace, the scenario can henceforth be interpreted in a conceptual

sequence diagram presented at the figure |4.8
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-
r
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=

p

|
|
T
| - . .
| return recipient user information
i
|
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i

request notification

Y

responds that the chat message is processed

]
]
T
I
]

-

- 1
]
]
I
I
]

process the send of notification

Client | Chat-ms ‘ ‘ User-ms ‘ | Notification-ms ‘

Figure 4.8: Sequence diagram of sending a chat message scenario.
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Chapter 5
Conclusion

The objective of this thesis is to analyse how systems are built using microservices ap-
proach. The microservice architecture aims at dividing the system into small distributed
services. In this paper, different concepts of microservice architecture have been pre-
sented. However, its advantages and disadvantages have been compared to those of a
monolithic architecture. In addition, a messaging system has been developed using the

microservices approach to demonstrate related concepts.

The microservices architecture is most suitable for large and complex systems. The
modularization puts emphasis on complete independence in terms of autonomy, scalabil-

ity, development and deployment for each microservice.

The developed messaging system revealed some technologies used to achieve a good
scalable and distributed system. Although, the microservices shift the system complexity
to the services connection and management. As a result of this challenge, a ”Devops
engineer” job position was created in information systems companies. Devops engineers
are in charge of operational tasks regarding the management of microservices, such as
coordinating the continuous deployments, setting up the infrastructure and monitoring

the system.

To conclude, we highlight that this thesis requires a deep technical understanding of
information systems management to reach better results. However, all the theoretical and
practical concepts used in the analysis of the system’s architectures, were referenced for

whom wants a deeper understanding. As a software engineer, this work was very fruitful
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and very interesting.
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Appendix

e Appendix 1: microservices-architecture.zip ( (https://github.com/jeanboscorwi/

microservices-architecture)
This appendix contains 3 folders :
— Monitoring : This folder contains 3 subfolders : elasticSearch, fluentd

and kibana. Each subfolder contains configuration files of the corresponding

application.
— Redis : This folder contains the configuration file of redis application.

— Services : This folder contains 3 subfolders: chat, notification and user.

Each subfolder contains the source code of the corresponding microservice.
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