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Abstract

Function clone detection is a crucial task in malware analysis as this avoids repeat-
ing the complete analysis of a known function. With the ever-evolving landscape of
cybersecurity, the increasing complexity of malware outpaces traditional detection
techniques. This thesis aims to improve the efficiency of the Symbolic Execution
toolchain for Malware Analysis (SEMA) by adding an extended version of SimID
as a preprocessing step. SimID is an obfuscation-resilient approach based on the
observation of input-output pairs to detect known functions. By shifting from a
pattern-matching to a semantic signature-based methodology, we intend to im-
prove the robustness of the toolchain in the presence of obfuscation. We exhibit
the added value of our extended version of SimID by showing diverse applica-
tions of its different modes. We demonstrate the detection of functions in different
compilation and obfuscation contexts with a unique known signature which is an
improvement on the current approach. We perform this demonstration in toy bina-
ries, complex programs, and real-world malware. Furthermore, we explore the use
of our tool in combination with manual analysis in the case of a lack of resources.
Finally, we suggest future research directions to address the current limitations of
our approach and to improve the effectiveness of both our version of SimID and
the SEMA toolchain more generally.
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Chapter 1

Introduction

In modern times, with companies fastening digital transformation and individuals
using the Internet on a day-to-day basis, cybercrime is growing bigger and bigger.
The cost of cybercrime worldwide is expected to reach 10.5 trillion US dollars in
2025 according to Cybercrime Magazine [1].

Since the early days of malware, those have constantly evolved. Going from
simple programs intended as jokes to complex binaries used for nefarious purposes.
Therefore, the need for resilient approaches is thriving as traditional malware de-
tection techniques often struggle with obfuscation methods. Obfuscation consists
in altering the binary to hinder its analysis. Malware authors rely on various tech-
niques such as instruction substitution, bogus control flow, or virtualisation. Each
has its particularities but they are efficient in preventing classical static analysis.

This work presents the addition of a preprocessing step utilising SimID, an
obfuscation-resilient functionality detection approach [2] to the Symbolic Execu-
tion for Malware Analysis (SEMA) toolchain [3]. This amelioration aims to reduce
the impact of obfuscation on the toolchain. Currently, the toolchain uses a pattern-
matching approach to detect and replace previously encountered problematic code
segments. However, this approach suffers from the fact that the pattern often
changes between two different mutants of the same malware. By transitioning
from a pattern-matching to a signature-based methodology, this work wants to
provide a more robust solution for identifying known functions.

The SEMA toolchain leverages the angr framework for symbolic execution. It
generates a System Call Dependency Graph (SCDG) used to classify the binary
with a Machine Learning (ML) algorithm. It is capable of classifying malware
with high accuracy [3]. However, it still suffers from the shortcomings of sym-
bolic execution and some functions need to be hooked to improve performance [4].
The current approach relies on a pattern-matching algorithm which can be easily
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countered with simple obfuscation techniques.

In this work, we extend SimID to use it as a modular functionality detection
tool. The detected functionalities can then be hooked before the construction of
the SCDG in the SEMA toolchain which alleviates the workload on the symbolic
execution. We will show that our approach is efficient even in the presence of
obfuscated malware.

This work is organised around three main chapters. Chapter 2 provides the the-
oretical framework. It discusses static and dynamic analysis, symbolic execution,
and syntactic and semantic features in Section 2.1. It continues with function de-
tection approaches in Section 2.2 before presenting the SEMA toolchain in Section
2.3. The chapter closes with the presentation of relevant malware and functions
for this work in Section 2.4. Chapter 3 details the contributions of this work,
including the extensions SimID in Section 3.1, the signature database in Section
3.2, and the preprocessing step with the reasoning behind it, its implementation,
and its advantages in Section 3.3. Then, Chapter 4 presents experimental results,
showcasing the obfuscation-resilient capability of SimID in the presence of both
dummy and real malware. Chapter 5 outlines potential sources of improvement
and thoughts. Finally, Chapter 6 concludes this work wrapping everything up.
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Chapter 2

Theoretical Framework

In this chapter, we will introduce all the necessary concepts to explain the work
described in Chapter 3. We will talk about the different malware analysis tech-
niques and their specific features in section 2.1, among which we will mention
semantic features, which are an essential part of this work. Then, we will delve
into function detection and the different approaches to tackle it in section 2.2. We
will continue with a presentation of the SEMA toolchain in section 2.3, focusing on
the angr component. Finally, we will test our amelioration using different samples.
Therefore, we will describe some of their characteristics and the reasons behind
their selection in section 2.4.

2.1 Malware Analysis Techniques
Malware analysis aims to derive the maximum amount of information from a binary
to determine if it is malicious or benign [5]. There are numerous ways to analyse
malware [6, 7]. In this section, we will first discuss static and dynamic analysis with
their limits. We will continue with symbolic execution and its drawback. Finally,
we will shortly describe syntactic- and semantic-based features in the context of
binary analysis.

2.1.1 Static Analysis

Static analysis studies a binary without executing it. We distinguish different
versions of static analysis. The simplest technique is information extraction. It
involves extracting syntactic features (see section 2.1.4 for details) from the binary
to generate a signature. Another way to gather information for this signature is
to disassemble the binary. It means that the binary is turned into a low-level
assembly version of itself. In this state, more information about the code can be
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Bytecode Instructions Assembly language Decompiled C code

1 31 c0
2 b8 05 00 00 00
3 bb 0a 00 00 00
4 01 d8

1 xor eax, eax
2 mov eax, 0x5
3 mov ebx, 0xA
4 add eax, ebx

1 int a = 0;
2 a = 5;
3 int b = 10;
4 a = a + b;

Table 2.1: Different possible representations of the same code.3

retrieved to improve the signature. This syntactical signature can then be used
by diverse tools to check it against the ones of known malware to detect if a
match is found [5, 7, 8]. The more complex technique is decompilation. With
this approach, the analyst turns the binary into a high-level human-readable code
representation using a tool such as Ghidra 1 or Hex-Rays 2. Table 2.1 displays three
possible representations of the same binary. With decompiled code, an analyst can
investigate a binary more in-depth. However, most malware are obfuscated which
complicates the understanding of the code.

2.1.2 Dynamic Analysis

Dynamic analysis intends to solve the problem caused by malware obfuscation.
It does not rely on the information within the binary but on its behaviour. Dy-
namic analysis techniques execute the malware in a controlled environment while
monitoring its behaviour at different levels. There are a lot of things that can be
monitored among which we can find the following: memory accesses, running pro-
cesses, opened ports, Windows registries, network & execution flows, and function
calls. After execution, the approach will generate a behavioural signature based
on the observations made during the execution. Then, similarly to static analysis,
the signature is checked against the ones of known malware to see if there is a
match.

An analyst can perform dynamic analysis with different tools such as a simple
debugger, or a fully dedicated sandbox such as Cuckoo4

The inconveniences of approaches using dynamic analysis are multiple. First,
it is complicated to provide an analysis system with internet access capabilities

1https://ghidra-sre.org/
2https://hex-rays.com/decompiler/
3For the sake of clarity, we limited our example to a few instructions. In a real-world example,

all 3 versions would be bigger.
4https://cuckoo.readthedocs.io/
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because we cannot let the virus run free. However, it can prevent the malware
from showing every capability. This kind of behaviour is called anti-sandboxing.
It is a type of evasion technique used by malware to avoid analysis when run inside
a VM. When noticing it is inside a sandbox, the malware will only exhibit benign
behaviour [5, 6, 7, 8]. In this case, the analysis only considers a single path. This
leads us to the last analysis technique.

2.1.3 Symbolic Execution

Symbolic execution is a powerful program analysis technique that abstracts pro-
gram inputs as symbolic variables instead of concrete values. It allows the explo-
ration of multiple execution paths simultaneously. Symbolic execution relies on a
symbolic execution engine and a model checker. The symbolic execution engine
keeps track of each path list of constraints and its mapping of variables to symbolic
expression or value. The model checker verifies if each path is realisable (i.e. if a
concrete value can satisfy all constraints) to prune the unrealisable ones [7, 9].

However, this approach can be hindered by opaque predicates (see 2.2.2 or
JIT code (see 2.2.2). It also suffers from the path explosion problem. Indeed,
at each conditional jump, 2 branches will be created by the engine. Therefore,
it increases the workload of the analysis. For large binaries, this can cause the
symbolic execution to fail as memory is exhausted. There are some techniques to
mitigate this problem such as search-strategies but it does not resolve it completely
[7, 9].

Angr is a tool using symbolic execution that we will use in our approach, we
will describe it later in this work. We can now focus on the differences between
syntactic and semantic features linked to their concepts of similarity.

2.1.4 Syntactic and Semantic Features & Similarity

Syntactic features are the available ones without executing the malware. They
are intrinsic pieces of information about the virus. They can include its length,
entropy, file type (magic number), PE headers information, and strings. Execution
flows have an ambiguous position. On the one hand, when an analysis uses a stat-
ically generated Control Flow Graph (CFG) for detection, it is a syntactic feature.
In this case, it only represents a structure and not the information conveyed by it.
The problem of such features is that they are easy to alter which can hinder an
analysis using them. On the other hand, if it observes the actual execution paths
during runtime, it’s a semantic feature.

Semantic features on the other hand represent a specific behaviour. An analyst
can obtain them by executing or simulating the binary. Function calls, input-
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output pairs of individual functions, network connections, and side-channel usage
are all examples of semantic features of malware. They are often more resistant to
obfuscation techniques as mutating a functionality is harder than modifying the
instructions to reach it.

This leads us to define Syntactic Similarity and Semantic Similarity [2]. The
first one can be defined as the comparison of direct code where the inner prop-
erties have to match. Whereas, the latter searches for an equivalent behaviour.
Therefore, it does not take into account the code internals and is less sensitive to
obfuscation. We will now define the concept of function detection and its different
methods with regard to the differences we just explained.

2.2 Function Detection
The concept of function detection can be related to the one of binary clone de-
tection and has a wide number of application fields ranging from vulnerability
discovery to malware detection including plagiarism detection as well. All those
fields share the same interest in finding re-used code and face similar challenges
[10, 11] that we will describe a bit further in this writing.

The first approaches date back to 1999, they focused only on the syntactical
aspects of the binaries and used either sequences of instructions (EXEDIFF [12])
or functions and basic blocks (BMAT [13]) as points of comparison. In the next
decade, some works started taking the semantics into account and applying this
research to malware. In [14], they detect polymorphic variants using a graph
colouring technique. BinHunt [15] was the first tool to use symbolic execution to
check whether two blocks implement the same functionality [11]. More recently,
the focus shifted to machine learning approaches with embedding techniques and
cross-architecture detection [10, 16].

As seen before, there are numerous levels of granularity at which we can work
to identify a clone. From here, we will only focus on techniques looking for func-
tions as units of comparison. Indeed, the goal of this thesis is to identify known
functions. Therefore, we will not expand on techniques having a coarser approach
comparison level than the function one. The different levels of analysis are illus-
trated in Figure 2.1.

However, as noted in [10], the actual granularity of the pieces analysed can
vary as long as it is finer than the one of the approach. Therefore, we will expand
on techniques using functions, blocks, or instructions because they are the ones
meaningful in the context of function detection.
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Figure 2.1: The levels of granularity at which comparison can be applied at and
within a binary

Speaking strictly about function detection approaches, their goal can be stated
as relating a previously unknown function to one already seen before [16]. The
comparison result for binary code can be either identical, similar, or equivalent.
To be identical, both the source and binary representation have to match. If
similarity is the objective, then the source codes of both functions have to be the
same even though the binary representation is not. This situation often happens
due to compiler optimisations. Finally, the result we are interested in is equivalence
because the representations do not matter. As long as the functions have the same
semantics, it should be considered a clone [10].

We will now review some recent methods to detect binary function clones as well
as the problem caused by obfuscation in this context. We will start with machine
learning and function embedding techniques and their limits. We will continue
with the challenge of obfuscation in malware and the importance of semantics in
this context. Finally, we will focus on the input-output-based approaches, which
constitute one of the foundations of this work by diving into SimID [2] and some
of its predecessors.

2.2.1 Machine Learning and Function Embeddings

Lately, there has been a surge in approaches making use of different machine-
learning techniques [10, 16]. This is due to the fact that those algorithms can
process a large number of ground-truth data available for training. Among those
approaches, the ones trying to generate function embeddings based on the fea-
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Name Description

Raw bytes Bytes of the binary function.

Assembly code Instructions of the binary functions obtained
by a disassembler.

Normalized assembly code Same as above + abstraction to remove some
of the variability of operations/operands.

Intermediate Representation (IR)
Lifting of the binary representation to the
IR. It keeps the semantics while abstracting
from a specific architecture.

Structure
Graphs of internal structure. It is often used
in combination with some other representa-
tion.

Data flow analysis Data-flow dependencies, data flow edges used
to capture a function’s behaviour.

Dynamic analysis Extraction of features based on dynamic
analysis techniques.

Symbolic execution and analysis Symbolic execution to analyze all paths.

Table 2.2: Different representations to build embeddings on, by increasing level of
abstraction [16]

tures of the binary are the most pertinent for our task of known function detec-
tion. Some other uses of ML include clustering similar pieces of binary (malware
family attribution) or classification of binary code compiled from the same source
(plagiarism/copyright infringement) [10].

An embedding is a set of features, also called a vector, summarising information
about the function it represents. Those vectors are automatically generated by the
different models in the approaches interesting to our goal. They use numbers to
represent features, this reduces the dimensionality which helps ML models. The
representation on which embeddings are built can vary as can be seen in Table
2.2. An embedding can combine information from different levels of abstraction
to better represent a function and its context [16].

Asm2Vec [17] uses a neural-network-based representation learning model to
detect semantically similar functions. It is the first approach to combine static fea-
tures with the lexical semantics relations between tokens (i.e. understanding what
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a function actually does) in assembly code. For example, according to Asm2Vec,
memcpy and strcpy are similar to each other. The features vector of this em-
bedding contains information about both the assembly code and the structure in
the form of a Control Flow Graph (CFG). This combination captures the context
of instructions which provides robustness against common obfuscation techniques.
However, it suffers from multiple drawbacks. Firstly, its performance declines
when multiple obfuscation techniques are applied concurrently [18]. Secondly, it
is not applicable for cross-architecture clone detection as it is trained on a single
assembly language [16, 17].

Another approach, PalmTree [19] pre-trains automatically an assembly lan-
guage model for instruction embeddings through self-supervised learning. PalmTree
is not a tool in itself but it generates function embeddings that can be used for
downstream applications such as function clone detection ones. The main con-
tribution of this approach is its basis on a BERT model [20] with three training
tasks. First, the Masked Language Model (MLM) consists of drilling the model to
predict hidden or erroneous tokens within a given instruction. Then, Context Win-
dow Prediction (CWP) teaches the model to recognise co-occurring instructions.
Finally, Def-Use Prediction (DUP) aims to add data dependency information to
the model. We can then use some kind of pooling on the output hidden layers
to use them to generate instruction embedding. The downside of PalmTree is
that it is computationally expensive to train on fine-tuned data. Moreover, it is
not designed to learn a language for cross-architecture work. Therefore, the same
function in two different architectures might go unnoticed [19].

A third approach is SAFE [21]. Self-Attentive Function Embeddings (SAFE)
wields a Self-Attentive Neural Network to identify similar functions. SAFE func-
tions in two steps. The first one is the transformation of a sequence of assembly
instructions belonging to a function into a sequence of vectors (instruction2vec).
This model is trained with a skip-gram method which allows the model to include
predictions about the instructions around the analysed one. The vectors are then
fed to the neural network to output a single function embedding. It combines both
the information within the vector and its context in the function. In comparison
to Asm2Vec [17], SAFE does not include the CFG inside its embedding, making
it more lightweight. Furthermore, it is designed for a cross-architecture approach.
However, SAFE suffers in the presence of obfuscation methods [18, 22] because of
the nature of the features used for its embedding.

The last approach is DEXTER [23], a function embedding relating semantics
to labels for naming functions in binaries. Even if binary function detection is
not the main objective of this embedding, it brings interesting development to the
table. Indeed, DEXTER combines deep learning, static analysis features (function
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Figure 2.2: Extended compilation process. Greyed boxes are steps at which al-
terations can occur. Dotted boxes are optional steps where malware can apply
obfuscation. Figure from [10]

features vector), context from the call graph (function context vector), and global
context (binary context vector). The final embedding of DEXTER is built through
an auto-encoder with those three intermediate vectors as input. The function
features vector contains quantitative features representing the function lifted to its
IR to abstract from a given architecture. DEXTER performs better than all the
previously cited embedding due to its manual feature engineering which includes
code semantics as expected as shown by PalmTree [19]. Despite being the best, it
still suffers from obfuscation methods which prevent disassembly [23].

In conclusion, all those approaches suffer from common shortcomings in our
task of identifying known functions in malware. The first limitation is that most
of the training data come from cleanware whereas we would like to apply those
techniques to malware. Building a dataset of malware source code is intrinsically
difficult because authors of such executables do not want it to leak otherwise it
would be easier for antivirus companies and enterprises to counter them. Therefore,
the ground truth for this kind of binary is very restrained. It relies on the works
of reverse engineers which is limited and does not even constitute a ground-truth
in itself as each professional will have its own experience. Finally, as seen in
the different approaches, obfuscation is a real problem for most of them because
the embeddings often rely on static features such as assembly instructions, which
can be altered by obfuscation. We will detail these in the next section on the
obfuscation techniques used by malware and the challenges it causes.

2.2.2 Obfuscation and Evasion Techniques in Malware

To hinder analysis, malware uses diverse anti-analysis and obfuscation techniques.
Some of them even carry the capability to crash the disassembly, or to provide the
wrong control flow graph [24]. However, malware is not the only thing affecting
a binary. Indeed, the compilation process can also introduce differences due to
compiler, optimisations, architecture, word size, and operating system. Thus,
the concept of obfuscation in malware is tied to the one of compilation. Malware
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authors can alter source code before building their binaries, during the compilation
process, or even after it. The extended compilation process with each step able to
apply a modification to the final binary is shown in Figure 2.2 from [10].

Before diving into the different obfuscation techniques, we will describe the
evolution of the types of obfuscated malware.

In 1988, the CASCADE virus [25] was the first one to encrypt its body. When
launched, the decryption routine would start before passing the execution to the
freshly decrypted body. As the virus propagated, the encryption algorithm came
to light. It led to the creation of a new kind of malware whose decryption would
be mutated to avoid detection by emulation analysis: oligomorphic malware. This
kind of virus obfuscates its decryption routine to prevent signature-based detection
[5, 8, 24, 26], it was the case of the Whale DOS virus in 1990. The problem with
this type was that the number of decryptors is bounded. Therefore, an anti-virus
can exhaustively list all possibilities. Polymorphic malware was the next step to
solve this problem for malware authors. It did not only obfuscate the decryption
routine but its content as well. This removed the problem of having a finite
number of decryption algorithms. A polymorphic virus, such as V2PX in 1990,
encrypted the content of the decryption algorithm (which was chosen randomly
for each infection) [5, 8, 24, 26]. However, the limitation stays the same as the
body of the virus does not change and can be detected when decrypted. This is
where the last type of obfuscated malware, metamorphic malware, came into play.
They introduced the concept of code obfuscation so that no two viruses, even from
the same family or source code, have the same signature. The first sample to use
this technique appeared in 1998, W95/Regswap [5, 8, 24, 26]. Despite being more
than 20 years old, this kind of malware is still present due to the evolution of the
obfuscation and anti-analysis techniques it uses. Figure B.1 in Appendix B from
[24] provides a detailed timeline from 1971 to 2017 of malware and obfuscation
techniques evolution.

The name "anti-analysis techniques" is self-explanatory but they can be di-
vided into different sub-groups: anti-file processing such as Chameleon or Were-
wolf attack [5], anti-debugging [5], and the most common anti-Virtual machine
[5, 7, 8]. The last ones try to detect the presence of the virtual machine en-
vironment through diverse means such as user activity checking [7], or sandbox
fingerprinting [8]. A more complete list of evasion techniques can be found at
https://evasions.checkpoint.com, the Check Point Research encyclopedia about
evasion techniques [27].

Concerning obfuscation techniques, they have evolved since their inception.
We will mention them by increasing complexity level and we will present some
examples. Some of them are used by common obfuscators such as Obfuscator-
LLVM [28] or Tigress [29] which we will use in our evaluation.
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Before obfuscation Variant 1 Variant 2

1 xor eax, eax
2 mov eax, 0x5
3 mov ebx, 0xA
4 add eax, ebx

1 xor eax, eax
2 mov eax, 0x5
3 nop
4 nop
5 mov ebx, 0xA
6 nop
7 add eax, ebx

1 xor eax, eax
2 xor ebx, ebx
3 mov eax, 0x5
4 mov ebx, 0xA
5 xor ecx, ecx
6 mov ecx, eax
7 add ecx, ebx
8 sub ecx, 0xC
9 add eax, ebx

Table 2.3: Examples of Dead Code Insertion adapted from [24]. Variant 1 uses
nop. Variant 2 adds a useless code sequence

Dead Code Injection

Also called Junk Code Insertion, this technique adds instructions to the binary
without affecting its functionality. The inserted code ranges from operations that
do nothing (NOP - No OPeration) to more complex code sequences that do not
affect the binary’s final behaviour [5, 8, 24, 26]. Table 2.3 presents two examples
of this mechanism.

Code Transposition & Subroutine Reordering

Code Transposition and Subroutine Reordering (or Block reordering) work in a
similar fashion. Both intend to shuffle the code so that the order of bytes in binary
is different from the order of execution. On the one hand, Code Transposition uses
either conditional and/or unconditional jump or direct reordering of instructions
that have no dependence relationship [5, 24, 26]. Whereas Subroutine Reordering
randomly permutes the order of the subroutines (or blocks) [8, 24, 26]. The number
of potential variants equals n! where n is the number of instructions, blocks, or
subroutines depending on the chosen technique. Table 2.4 displays the combination
of both techniques.

Register Reassignment

This technique assigns values of registers and memory variables used by the pro-
gram to the ones that are currently free [5, 8, 24, 26].
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Before obfuscation Variant

1 mov eax, ecx
2 mov ebx, 0xA
3 mul ebx
4 add eax, 0x5
5 mov ecx, eax

1 mov ebx, 0xA
2 jmp F1
3 F2: add eax, 0x5
4 jmp F3
5 F1: mov eax, ecx
6 mul ebx
7 jmp F2
8 F3: mov ecx, eax

Table 2.4: Example of combination of Code Transposition and Subroutine Reorder-
ing adapted from [24].

Instruction Substitution

Instruction Substitution in its basic form replaces a binary operation with a se-
mantically equivalent one in order to delay the analysis [5, 8, 24, 26]. However,
Obfuscator-LLVM and Tigress take it further by replacing an instruction with a
more complex sequence of code. An instruction can be any of the following: liter-
als, data, arithmetic operation, API call, jump target [30, 31]. Table 2.5 presents
the 2 approaches side-by-side. Table 2.5a shows a simple example of Instruction
Substitution and Table 2.5b displays the capacity of the EncodeArithmetic feature
of Tigress.

Flower Instruction

Flower Instruction is a special kind of code injection as its goal is either to com-
pletely block the disassembly process using specially crafted instructions or to
mask the control flow with the Windows Exception Handling Mechanism [8].

Subroutine Inlining & Outlining

Whereas Subroutine Inlining replaces a call to a function by the code of its body
[24, 31], Subroutine Outlining creates a function using a block of code and makes
an unconditional jump to it [24].

Opaque Predicate Addition

Opaque Predicates are hard to analyse conditional jumps whose condition will
always evaluate to True or False at runtime. It creates complex evaluation con-
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Before obfuscation Variant

xor eax, eax
mov eax, 0x5
mov ebx, 0xA
add eax, ebx
mov ecx, eax

xor eax, eax
mov eax, 0x5
mov ebx, 0xA
add eax, ebx
push eax
pop ecx

(a) Simple Instruction Substitution inspired from [24]

Before obfuscation Variant

z = x + y + w z = (((x ^ y) + ((x & y) << 1)) | w) +
(((x ^ y) + ((x & y) << 1)) & w);

(b) EncodeArithmetic example from [32]

Table 2.5: Two Methods of Instruction Substitution Obfuscation

straints for static or symbolic analysis, slowing it down considerably [7, 31].

Bogus Control Flow

This technique is specific to the Obfuscator-LLVM project. It modifies the Control
Flow Graph of a function by mixing Opaque Predicates, Code Transposition, and
Junk Code Insertion together. A basic block filled with ineffective code is added
before the function, it terminates with a conditional jump, using an opaque pred-
icate, to the original entry point of the function. The example from [30] is quite
explanatory as shown in Figures C.1 and C.2 in Annex C.

Control Flow Flattening

Control Flow Flattening is a technique available in both obfuscators. It totally
wipes the structure of the CFG, making it as flat as possible. This prevents
analysis techniques based solely on CFG from detecting malicious software using
this approach [30, 31].

14



Argument Randomisation

Tigress implements a specific transformation that randomly reorders the argu-
ments of a function. Moreover, it can add bogus parameters [31]. This obfusca-
tion technique is painful for our method since we rely on the observation of known
input-output pairs. If the prototype changes, especially the number of parameters,
our approach could suffer a deterioration in performance [2].

Virtualisation

Virtualisation transforms a function into a specialised interpreter with its own
byte code language. At runtime, the virus interprets the byte code by looking at
the corresponding machine code instruction and executing it [31]. It is particularly
efficient to counter static analysis [7].

Just-In-Time (JIT) Code

Malware using JIT Code write their next instruction at execution time. It is
a very powerful tool to impede symbolic analysis as the engine will not resolve
the symbolic constraints. Therefore, it will get stuck on symbolic instructions or
addresses [7]. Furthermore, Tigress implements a dynamic version of this approach
so that the code is continuously modified [31].

With all those obfuscation techniques, the need for appropriate and resilient
approaches is at a peak. According to [10], semantics approaches are in the best
position to address those challenges. We will now delve into those approaches, and
most specifically, the ones using input-output pairs.

2.2.3 Input-Output Based Approaches

In this section, we focus on approaches using input-output pairs to identify seman-
tically equivalent code. Those approaches are often more resilient to obfuscation
because they do not rely on a binary representation to find a match. Moreover,
they do not have a training phase and are cross-architecture. This last argument
is one of the main advantages of choosing this type of technique to identify known
functions in malware. We will now review different tools using this approach.

In 2009, [33] pioneered this field with a method focusing on automatic mining
of functionally equivalent code fragments using random testing. The intended
application for their work is to improve code understanding and maintenance.
Their approach aimed to identify code clones at the instruction level based on
functional equivalence rather than syntactic similarity using data-flow analysis.
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However, as seen previously in section 2.2.2, this kind of methodology is sensitive to
different obfuscation techniques. Therefore, it is not suitable for malware analysis.

In 2012, [34] proposed Aligot which emphasises cryptographic function identifi-
cation within obfuscated binary programs by using their I/O relationship without
consideration for the actual implementation. This approach highlights the ineffi-
ciency of previous tools due to the lack of reliable static features in obfuscated code.
It uses a specific loop detection and extraction algorithm to capture the exact in-
put and output values of cryptographic routines within traces of dynamic analysis.
The loop data flow is then matched against known cryptographic references. It
does so by using the extracted input with the reference implementations; if the
outputs (the extracted one and the analyzed one) match, then the function is de-
tected. This approach can manage obfuscated cases as long as they do not break
the loop architecture. However, it still suffers from the usual dynamic analysis
shortcomings. Moreover, Aligot is not able to retrieve the corresponding function
if the obfuscation breaks the loop. Finally, it was designed as a proof-of-concept
and is not feasible for real-world scenarios where time matters.

CACompare [35] uses randomly generated input and the corresponding output
values with comparison operands, their condition, and library function calls to
create a semantic signature. To allow for cross-architecture search, this technique
abstracts from a specific platform in a similar fashion to what Multi-MH did [36].
Indeed, they lift the binary assembly to an Intermediate Representation before
building the signatures. CACompare then uses its known signatures to match
each function with its most similar one in the target binary. The main difference
with Multi-MH is that CACompare removes the need for the CFG for the search.
It uses semantic signatures from function emulations to find matches instead of
iterating on basic blocks. However, it is still vulnerable to obfuscation techniques
targeting the control flow of a binary because it can heavily alter the comparison
operands and conditional code.

More recently, [2] introduced a very promising obfuscation-resilient approach
using program simulation into which we will dive directly as it constitutes the basis
of this work.

SimID

SimID [2] is an “obfuscation-resilient semantic functionality identification ap-
proach” developed by Schrittwieser et al. in 2022. SimID will identify a function-
ality inside a given binary if any function within this binary matches the expected
input-output pair of the functionality without considering the actual implementa-
tion or the temporary states of the program. It counters some common obfuscation
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Figure 2.3: General concept of SimID

techniques such as function splitting, bogus control flow, or virtualization. The
general concept of SimID can be seen in Figure 2.3

SimID builds on top of its two main interleaved features Program Simulation
and Function Input-Output Matching. Both rely on different angr [37] components.
Program Simulation can create an abstracted execution environment that mimics
real-world execution. It helps symbolic execution by simulating an abstracted
version of a function call behaviour. This is particularly convenient when the
arguments of a function are complex data structures as is often the case in malware.
We will now delve into Program simulation and describe the three angr pieces
relevant to this part. Then we will dive into the Function Input-Output Matching.

The first is Valgrind’s VEX IR [38]. It is necessary to run an abstracted version
of the original binary. The objective of the VEX lifter is to translate the low-level
assembly code to a higher-level format, the Intermediate Representation (IR). This
lifting allows SimID to abstract from architectures. Indeed, the IR describes the
semantic operations executed by the CPU without relying on specific instruction
sets.

SimProcedures are the second component. They matter because they are re-
quired to represent the calls to external variables or functions. We will provide
further detail on these in section 2.3.1 dedicated to angr.

The last one is the call_state() constructor, one of the numerous state construc-
5Adapted from the angr documentation example [38] and from vex repository [39].
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1 adds R1, R2, #15

1 t0 = GET:I32(16)
2 t1 = 0xF:I32
3 t3 = Add32(t0,t1)
4 PUT(8) = t3
5 PUT(68) = 0x42DA5:I32

Table 2.6: ARM instruction vs VEX IR5

tors provided by angr. It recreates a simulated program state for the function to
be called in. Therefore, it allows SimID to execute a single function isolated from
the rest of the binary. It is one of its core functionalities.

Regarding the Function Input-Output Matching component, we can break it
down into two parts. Firstly, SimID will execute function prototype recovery using
angr’s logic to retrieve the size and order of the argument of each function in the
binary. In a second time, SimID will attempt to actually detect the functionality
in the program by following this strategy:

1. Exclude functions where the prototype does not match the one of the desired
functionality.

2. Exclude functions where the prototype extraction process failed.

3. Simulate matching functions. If a result is found, stop the analysis.

4. Simulate functions excluded at points 1 & 2 otherwise.

With this in mind, the pseudo-code of the core algorithm of SimID as expressed
in [2] can be found in Algorithm A.2 in Appendix A. However, when checking the
source code of SimID, it presents some algorithmic differences with the pseudocode
shown in the paper. The actual algorithm can be seen in Algorithm A.1 in Ap-
pendix A. The difference lies in the fact that it does not compute a list of wrong
function prototypes but processes or skips them directly based on a predefined
boolean parameter. Note that if the function prototype does not match, it will
automatically skip it. This difference means that the actual implementation does
not privilege functions for which prototypes could be retrieved. Therefore, it might
lose time on those. Whereas pruning out functions first could make it faster even
if the algorithm still analyses functions with unknown prototypes later.

To optimise the analysis time, we can decide to terminate the search when the
functionality is identified. However, this may force us to redo the work in certain
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Figure 2.4: Components of the SEMA toolchain from [42]

cases where the first time the feature is detected is a false positive. For this reason,
we generally favour letting the algorithm do a full run on the binary and output
the list of candidate functions. In our work, we will often stop at the first time
the function is found because we estimate that it is sufficient for our task as the
number of false positives is quite low in the original paper [2].

We will use SimID to improve the SEMA toolchain by adding a preprocessing
step. We will detail our contribution in Chapter 3. Before that, we will describe
the SEMA toolchain in the next section.

2.3 SEMA - Toolchain Presentation
SEMA stands for Symbolic Execution toolchain for Malware Analysis. It was
proposed in [3]. The need for such a tool arose from the realisation that a large
number of current viruses are only polymorphic variants of known malware. It
aims to provide a new way to detect malware. The toolchain relies on different
components. First, it will ingest a binary and execute it symbolically with angr
[40] in order to generate a System Call Dependency Graph (SCDG) by merging
all symbolic traces. Finally, it employs various machine-learning algorithms for
the detection and classification of malware [41]. Figure 2.4 shows the complete
architecture of the toolchain.

SEMA relies on angr for the symbolic execution. Therefore, we will describe
this tool in greater detail.
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Figure 2.5: Components of angr from [44]

2.3.1 angr

angr [40] is an open-source framework to analyze binaries with an active GitHub
community. It offers capabilities for symbolic analysis in both static and dynamic
contexts and is used in various fields [43]. It is developed in Python and allows
for cross-platform analysis thanks to its inner design which we will develop a bit
further down. angr relies on six tools to provide its full evaluation. Figure 2.5
shows the connections between those mechanisms. We will now break down those
components following the order in which angr uses each one of them.

CLE

CLE is the loader. It is the first step in the whole angr process. It retrieves
the code and tries to understand the program’s structure to construct a memory
mapping based on it. Its result is a loader object with all the code, the memory,
and loaded required libraries.

Archinfo

Archinfo represents the architecture of the binary. It is the object on which other
angr components depend the most as it contains all the low-level internal parts
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needed to symbolically execute the program. It abstracts from specific platform
information so that angr scripts can be fully used cross-architecture.

PyVEX

PyVEX is the module responsible for the lifting of assembly code to the VEX In-
termediate Representation (IR). The advantage of the IR is that it is consistent on
semantics even if the underlying architectures are different. Therefore, the sym-
bolic execution engine needs to understand only the IR used and not all possible
assembly instructions. A translation from machine code to VEX IR is exposed in
Table 2.6.

SimEngine

SimEngine is the core of angr, it processes each lifted IR block and updates states
and their constraints. It can also create new states when needed (e.g. because it
met a conditional branch). In short, it is the symbolic execution engine.

Claripy

If SimEngine is the core of angr, then Claripy is its brain. Indeed, it processes all
the symbolic execution and constraints, it can even resolve them when required.
It is the model checker part of the symbolic execution.

SimOS

It provides high-level abstractions usually provided by the operating system such
as network and file interactions. It prevents angr from dealing with hard work
commonly done by the OS. Moreover, it offers SimProcedures which are symbolic
summaries of system calls and common libraries. One can also extend the existing
procedures or create custom ones. We use them to relieve the symbolic execution
engine and make angr faster. SimProcedures can be hooked to a specific address
within the binary, they can replace whole parts of the program. In our work,
we will use them to replace the matching functions of a desired functionality.
Some procedures are already implemented in angr, they intend to mimic some
common API calls. However, we can define our own ones to replace more complex
functionalities.

2.3.2 Hooking in SEMA

Coming back to SEMA, it uses different exploration strategies in order to mitigate
the path explosion problem to construct the best SCDG possible. However, the

21



1 #include <stdio.h>
2
3 int transform(int value){
4 value &= 0xFF; //=150
5 value ^= 0x9C; //=10
6
7 for (int i = 0; i < 5; i++){
8 value += 5;
9 }

10
11 if (value > 30 ){
12 value -= 30;
13 }
14 else if (value > 0){
15 return value;
16 }
17 else{
18 value += 15;
19 }
20 return value;//=5
21 }
22
23 int main(int argc , char const *argv []){
24 int init_val = 150;
25 int result = transform(init_val);
26
27 if (result == 5) {
28 printf("I'm evil !");
29 } else {
30 printf("I'm benign !");
31 }
32 return 0;
33 }

Listing 2.1: Toy example to showcase the impact of obfuscation

approach still suffers from obfuscation techniques such as virtualisation and the
ones manipulating the control flow. Our method aims to reduce those limitations
by detecting known functionalities using the technique described in [2] (See Section
2.2.3). When a functionality is identified, it is replaced by a user hook (also
called SimProcedure) which will relieve the symbolic execution within the SEMA
toolchain.

The current hooking mechanism leverages a pattern-matching approach to hook
a functionality6 in the event that it matches a previously encountered problematic

6By functionality, we mean any segment of code implementing different operations.
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(a) Graph of the original
unaltered function

(b) Graph of the function
when instruction substitu-
tion from obfuscator-llvm
is applied to the binary

(c) Graph of the func-
tion when binary compiled
with gcc and tigress virtu-
alize applied to the func-
tion

Figure 2.6: Three graphs of the same transform function with different obfuscation
methods

segment of code. The patterns used by this approach consist of series of hexadec-
imal bytes representing machine instructions extracted from manually analysed
functions. However, the results of this technique heavily deteriorate in the pres-
ence of obfuscation. Indeed, a predefined pattern might not be found in mutated
versions of malware despite the functionality being present. To be clearer, each
obfuscation technique modifies the machine instructions of the original binary in
a different way as we saw in Section 2.2.2. Therefore, even when the semantic
functionality is still present in the binary, a syntactic pattern-matching approach
will not detect it and it can still cause problems to the toolchain later on.

Listing 2.1 shows a simple C program computing a constant value and display-
ing "I’m evil !"7. The transform function always evaluates to 5 within this binary.
We will use this example to depict how obfuscation can hide the pattern associated

7Toy malware inspired from [7]
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with the original implementation of this function. We will also show later on that
the approach described in this work is able to detect it without any problem no
matter the obfuscation method used.

Figure 2.6 depicts the graph of each obfuscated version of the function with
its assembly code8. We clearly notice that diverse obfuscation techniques alter the
assembly code in different ways. This observation implies that each one of them
escapes detection from a pattern-matching approach. Indeed, the segment code
from the unobfuscated sample does not appear in the obfuscated ones. Therefore,
they will all evade exposure. We can clearly see that even simple techniques such
as instruction substitution are sufficient to avoid detection by a pattern-matching
approach.

This thesis aims to improve the functionality detection method by using an
input-output approach based on semantics to replace the pattern-matching tech-
nique relying on syntactic properties.

2.4 Function Choices & Malware Description
In this section, we will describe various types of interesting functions for our ap-
proach. Then, we will justify our choices of malware selection.

First, it is important to note that our approach relies on the input/output
relation of functionalities. Therefore, our focus will only be on deterministic func-
tions. By deterministic, we mean that the relation between the input and the out-
put should not be impacted by any randomness or user-specific interactions. For
example, cryptographic algorithms often use random generators to avoid reusing
the same keys. Therefore, we cannot define a functionality in our database to de-
tect key generation methods. However, decryption has to be deterministic which
makes it a good candidate. Hashing algorithms are, by definition, deterministic.
Therefore such functions are ideal for our tool. We will now review some functions
and the reasons behind our choices in greater detail.

We will start by focusing on domain generation algorithms. DGAs have been
broadly adopted by botnets and other malware to hide the actual communication
channel among a large list of candidates [45]. Usually functions implementing
DGAs take a seed as input and output a string (or a list of strings) representing
domain(s) to contact. The relation between both is deterministic which makes
DGAs suitable for detection by our tool [2]. As a benchmark, we will use the same
dummy malware inspired by the Ramdo malware as the authors of the original
version of SimID, the generate_domain function that we will try to detect can be

8Another graph with flattening can be found in Appendix D.1
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seen in Listing 2.2 (taken from [2]).
1 struct node {
2 void *data;
3 struct node *next;
4 };
5
6 typedef struct node * llist;
7
8 struct sSelf {
9 long int seed;

10 long int nr;
11 long int generateddomains;
12 char lastdomain [50];
13 llist *domainhistory;
14 };
15
16 char *generate_domain(struct sSelf *self){
17 long int s = ((2 * self ->seed) * (self ->nr + 1));
18 long int r = ((long int) s ^ (long int) ((26 * self ->seed)

* self ->nr));
19 char domain [50] = "";
20 for (int i = 0; i < 16; i++){
21 r = (r & 4294967295);
22 strcat(domain , chr (((r += ((long int) r ^ (long int) ((

s * pow(i,2)) * 26));
23 }
24 strcat(domain , ".org");
25 strcpy(self ->lastdomain , domain);
26 self ->nr += 1;
27 return self ->lastdomain;
28 }

Listing 2.2: Reimplementation of the DGA of Ramdo

On the other hand, authors in [4] specifically focus on the use case of the SEMA
toolchain. Therefore, we will now develop the malware and functions described
in this paper. Focus is made on RAT as symbolically analysing them allows an
analyst to explore most paths uncovering a variety of actions. One problem experi-
enced by the authors is a non-resilient pattern-matching approach. Indeed, in the
presence of syntactic obfuscation, patterns of previously known functions change
and are not hooked. In such an event, they need to redo the work. Our approach
aims to go from a pattern-matching approach to a signature-based one. The pa-
per lists different problematic functions such as copy_mem or MurmurHash, a
non-cryptographic hash function. Those functions are part of the Warzone Re-
mote Access Trojan (RAT). Therefore, we will show their detection rate using our
approach later on.
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1 int copy_mem(int dest_addr , undefined* src_addr , int length ) {
2 int offset ;
3 if ( length != 0) {
4 offset = dest_addr - (int) src_addr;
5 do {
6 src_addr[offset] = *src_addr;
7 src_addr = src_addr + 1;
8 length = length - 1;
9 } while ( length != 0);

10 }
11 return dest_addr;
12 }

Listing 2.3: Function managing memory

Let’s finally dive into functions that are usually problematic for symbolic exe-
cution. Symbolic execution is sensitive to the path explosion problem. Prevailing
contributors to this problem are loop-like structure, exceptions, pointer aliasing,
and concurrency [9, 46]. Therefore, functions that have such structures are in-
teresting to detect as they are often time-consuming. The copy_mem function
in listing 2.3 described in [4] is a perfect example of a function with a loop-like
structure.

Regarding the interesting malware, as shown in the aforementioned papers,
RATs are among the most suitable malware to use our tool on because they com-
bine multiple of the previously mentioned functionalities. Remote Access Trojans
intend to remotely control an infected device. They can spy on users, alter infor-
mation, etc. An attacker can accomplish nearly any objective because they have
complete control over the compromised computer and its operations [47]. The
Warzone RAT is quite recent with a lot of evasion techniques which makes it a
good use case [48]. We will also use GonnaCry which is an older ransomware but
its source code is available online 9. Therefore, an interesting use case will be to
detect some utils functionalities in different obfuscation contexts.

9Source code available here
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Chapter 3

Contribution

In [4], the authors describe the need for detecting resource-intensive functions in
order to reduce the time taken by the toolchain. In this chapter, we describe our
contribution which is articulated around three axes. First, we extended SimID
and turned it into a modular tool allowing analysts to use it in more various
contexts in Section 3.1. Then, we designed a functionality signature database to
combine with the modularity of SimID. Moreover, we developed a methodology
to create new functionality signatures, both are described in Section 3.2. Finally,
we integrate this tool as a preprocessing step of the SEMA toolchain and compare
the performance on different samples in Section 3.3.

3.1 New Version of SimID
Originally, the script of SimID had a lot of hard-coded information. It made it
hardly extensible which is a problem when trying to detect diverse functionalities
regarding various parameters such as number of inputs, types of inputs, and type
of output. We need this modularity because the functionalities we will be looking
for are not consistent in those aspects. If we had to change the script’s inner
parts on each iteration, it would rapidly become time-consuming and inefficient.
Therefore, we devised three modes that can be used in different use cases. A
common feature of all modes lies in the creation of permutation of parameters of
searched functionalities. It allows our new version of SimID to partially counter
the argument randomisation obfuscation method described in Section 2.2.2. We
designed the generateInput function to create the concrete inputs to use with
angr Callables. It has a verification step to confirm potential matches among
functionalities for the current function if the return type could be extracted during
prototype recovery, and generates all the concrete values with all permutations for
those matches.
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Algorithm 3.1: Look for a given functionality within the binary
Input: P (Program in binary representation)
Input: FUNCNAME (NAME of FUNCtionality)
Input: ARGNUM (NUMber of ARGuments of functionality)
Input: ARGTYPES (TYPES of ARGuments of functionality)
Input: DB_FILE_PATH (PATH of the DataBase FILE)
Output: CF (Dictionary of Functions implementing the searched

functionality)

1 DATA ← readFile(DB_FILE_PATH)
2 CFG ← reconstructControlFlowGraph(P)
3 EOUT, EPROTO, HOOK, FUNCDATA ← accessDB(DATA, ARGNUM,

ARGTYPE, FUNCNAME)
4 EIN ← generateInput(FUNCDATA, FUNCNAME)
5 for function in P as FUNC do
6 CC ← reconstructCallingConvention(FUNC, CFG)
7 if CC.PROTOTYPE = EPROTO ∨ (analyze_if_unkwnow_prototype

∧ CC.PROTOTYPE = None) then
8 for IN in EIN do
9 CS ← generateCallState(FUNC, IN, EPROTO)

10 C ← createCallable(FUNC, EPROTO, CS)
11 RET ← C(IN)
12 if RET = EOUT then
13 CF[FUNC.ADDR] = [FUNC.NAME, FUNCNAME, HOOK]
14 return CF
15 else

// Go directly to next iteration
16 continue
17 return CF

The first mode is the most basic one, it follows the same concept as the original
version of SimID. It looks for one functionality inside the binary. We can distinctly
see the similarities with its pseudocode in Algorithm 3.1 when comparing it to
the pseudocode of the original SimID in Algorithm A.1. The motivation for this
approach is to quickly analyze a binary based on previous knowledge. Indeed,
if we already suspect the sample to have some functionalities, this mode is the
best one to confirm its presence. It will simulate each function within the binary
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Algorithm 3.2: Search for all functionalities in the binary
Input: P (Program in binary representation)
Input: DB_FILE_PATH (PATH of the DataBase FILE)
Output: CF (Dictionary of functions implementing a known

functionality)

1 DATA ← readFile(DB_FILE_PATH)
2 CFG ← reconstructControlFlowGraph(P)
3 for function in P as FUNC do
4 CC ← reconstructCallingConvention(FUNC, CFG)
5 C_DATA, C_PARAM_TYPE ← candidatesGeneration(DATA,

CONTROL, CC.ARGS)
6 EIN ← generateInput(C_DATA, CC.RETURN_TYPE)
7 i = 0
8 for FUNCNAME, FUNC_IN_VAL in EIN.items() do
9 EOUT, EPROTO, HOOK ← accessDB(DATA,

len(FUNC_IN_VAL), C_PARAM_TYPE[i] , FUNCNAME)
10 CS ← generateCallState(FUNC, FUNC_IN_VAL, EPROTO)
11 C ← createCallable(FUNC, EPROTO, CS)
12 RET ← C(FUNC_IN_VAL)
13 if RET = EOUT then
14 CF[FUNC.ADDR] = [FUNC.NAME, FUNCNAME, HOOK]
15 break
16 i ← i + 1
17 return CF

with the input associated with the functionality in the signature database. If the
output matches the expected result, the script writes the address of the matching
function, the functionality matching the function, the length of the function, and
the name of the corresponding hook to a JSON file. The analyst can then launch
the SEMA toolchain with this file to directly hook the detected functions within
the sample to the appropriate SimProcedures.

The second mode works in a similar fashion to the first one as shown in Al-
gorithm 3.2 except that it tries to match each function against all known func-
tionalities of the database. This approach can be useful to detect unsuspected
components of a binary. The analysis with this mode is obviously slower as the
number of simulations grows with both the number of functions present in the
binary and the number of functionalities saved inside the database. It constitutes
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Algorithm 3.3: Look for a functionality matching a given function in
the binary
Input: P (Program in binary representation)
Input: FUNC_NAME (NAME of the FUNCtion in the binary)
Input: DB_FILE_PATH (PATH of the DataBase FILE)
Output: CF (Dictionary of function implementing a known functionality)

1 DATA ← readFile(DB_FILE_PATH)
2 CFG ← reconstructControlFlowGraph(P)
3 FUNC ← extractFunctionFromCFGKnowledgeBase(FUNC_NAME)
4 CC ← reconstructCallingConvention(FUNC, CFG)
5 C_DATA, C_PARAM_TYPE ← candidatesGeneration(DATA,

CONTROL, CC.ARGS)
6 EIN ← generateInput(C_DATA, CC.RETURN_TYPE)
7 i = 0
8 for FUNCNAME, FUNC_IN_VAL in EIN.items() do
9 EOUT, EPROTO, HOOK ← accessDB(DATA, len(FUNC_IN_VAL),

C_PARAM_TYPE[i] , FUNCNAME)
10 CS ← generateCallState(FUNC, FUNC_IN_VAL, EPROTO)
11 C ← createCallable(FUNC, EPROTO, CS)
12 RET ← C(FUNC_IN_VAL)
13 if RET = EOUT then
14 CF[FUNC.ADDR] = [FUNC.NAME, FUNCNAME, HOOK]
15 break
16 i ← i + 1
17 return CF

an interesting approach in the case where an analyst does not have any hint as
to what kind of binary is currently assessed. The main difference in implemen-
tation with the first mode (except the obvious loop for all functionalities) lies in
the presence of a new function candidatesGeneration. This method, based on the
previously gathered knowledge of the current analysed function, creates a curated
listing of potential candidates. It makes use of the prototype if available to create
a reduced set of candidates. The function is conscious of the prototype availabil-
ity via the CONTROL parameter which is updated during the prototype recovery
process. More clearly, it generates candidates for which the prototype matches if
it was recovered, or all functionalities of the database if it was not.

Finally, the third mode is intended for a live use with the SEMA toolchain.

30



Indeed, it uses SimID on a specific function specified with its name within the
binary. It might be useful if an analyst notices that one function is blocking the
symbolic execution. At this point, the objective would be to divert execution to
SimID to determine the functionality behind the time-consuming code section. If
our approach finds a functionality, it could tell the SEMA toolchain how to hook
it. It would greatly reduce the workload on the SCDG component of the toolchain.
Concretely, in this mode, our tool will start by trying to recover the prototype of
the given function. On success, it will only check for functionalities matching this
prototype in a similar fashion to what happened in the second mode. Similarly, if
the analysis is unable to recover the prototype, it will try to match the function
with every known functionality. Algorithm 3.3 shows the pseudo-code for this
version. The parallels with the second form are easily noticeable and normal since
they follow the same idea to generate potential candidates.

3.2 Signature Database and Methodology
The motivation for a signature database arose from the observation that our ap-
proach could identify different functionalities. However, modifying the script inter-
nals on each iteration was tiresome and time-consuming. The signature database
allows us to store as many functionalities with their particularities as we want.
Moreover, as explained previously, an analyst does not always know which func-
tionality will be part of a binary. The database enables the possibility to batch
search the binary with all its elements at once without modifying the code between
two searches.

Using a JSON file to store the database made a lot of sense as it allows for a fast
look-up thanks to the onion-layered approach. As can be seen in Figure 3.1, the
outermost layer is the number of parameters, then comes the types of those inputs,
and finally each functionality with its internal details. Furthermore, a JSON file
is easy to understand and scale-up. It is also pretty lightweight compared to a
database and can be more easily accessed. Another advantage is that it allows
for potential collaboration. Analysts could share their input/output patterns with
the rest of the relevant information to create a bigger database which could have
multiple uses with our approach being one of them. Another use would be analysts
trying to reverse engineer binaries and using this database to help them get an
idea of what a function is based on its prototype.

Regarding the structure of the database, it consists of a JSON file structured
around the parameters of the functionalities. The first key is the number of in-
put parameters of a function. The number of input parameters can sometimes be
retrieved from the function when analyzing it with angr. In the case of such an
event, the number of potential functionalities matching this function is reduced.
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Figure 3.1: Onion-layered view of the JSON file

Indeed, the script will only consider functionalities with the same number of input
parameters. In the second position, we find the type(s) of parameter(s). When
there are multiple parameters, the order is arbitrary but it does not influence the
analysis because, as explained previously, our version of SimID generates all possi-
ble permutations for a set of inputs. The third key is the name of the functionality.
The last holds various information used during the analysis. Table 3.1 shows the
different attributes of each functionality.

We will now describe each field in further detail. The input and output proper-
ties are the most crucial components as they constitute the base of the comparison.
Precisely, the input contains the concrete value(s) used to reach the corresponding
output value(s) of the functionality. This pair allows the script to identify the
functionality. The output type is useful to compare the output obtained with angr
and the expected value. Indeed, to resolve the concrete value from the result state
memory, we need to know the exact type that we are looking for. The next field
is the prototype, it is useful to generate a call state and callable matching the
searched functionality. The next two attributes, specific types, and specific types
values, are linked to each other. Actually, there is the same number of boolean
values in the specific types as in the input as each boolean says if the input at the
same index in the list is a custom type, such as a structure. When one value is
set to true, then the specific types values list holds the value of this structure as a
dictionary. Finally, the user hook field holds the name of the custom hook module
in the SEMA toolchain SCDG repository. The script uses this component when
generating the hooks file used by the toolchain. It is a crucial component of the
preprocessing step as it alleviates the workload on the analyst.
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Field name Short Explanation

Input List of input(s) value(s)

Output Expected output

Output type Expected output type

Prototype Prototype of the functionality

Specific types List of boolean values to specify if an input value has a
specific type (i.e. struct)

Specific types values List of specific values if specific types is true

User hook Name of the custom SimProcedure in SEMA plugin
hooks if it exists

Table 3.1: Table with the different fields of each functionality in the database.

We designed a methodology to populate our database with its first elements.
Figure 3.2 illustrates the whole process. The first step was to identify relevant
deterministic functionalities. In the context of this work, we used the gener-
ate_domain from the RAMDO malware similarly to the authors of SimID [2].
We also added CRC32, MurmurHash, a copy_mem function, and multiple utility
functions from the GonnaCry malware. We chose those functions for various rea-
sons. Regarding CRC32, MurmurHash, and the copy_mem function, the SEMA
toolchain already tries to hook those functions but it relies on an inefficient pattern-
matching approach. The latest results from the fact that slight modifications in
implementation result in the need for a new pattern. Therefore, we can compare
our approach with what is already integrated. As to the multiple utils functions
from GonnaCry, we decided to select them to display another use case with mal-
ware. We will show that different compilations of the malware do not hinder the
detection capacity of our tool.

The second step was to rewrite the algorithm, or at least find an implementa-
tion, of the corresponding algorithm. This step is crucial for our next step which
consists in the generation of the actual input-output pair.

For the next step, we choose an input and run the algorithm with it to get its
output. The deterministic relation between the input and output ensures that we
will be able to retrieve the same pair if a binary implements the same functionality.

Finally, we add the functionality with the chosen input and the resulting output
to the database. Rewriting the algorithm allows the analyst to understand its
intricacies and renders the writing of a hook easier.
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Figure 3.2: Our methodology to generate I/O values of functionalities

Even though this methodology has to be done manually and can be time-
consuming, the gains of using hooks within the first step of the SEMA toolchain
are worth the hassle of generating those signatures as shown in [4].

3.3 Preprocessing Step of the SEMA Toolchain
The main advantage of using our approach as a preprocessing step is that it re-
duces the workload of the symbolic execution. This results in a more efficient
analysis for the SCDG part of the toolchain as it can explore more paths within
the same time frame as shown in [4]. Moreover, it can also detect core functional-
ities of malware such as DGAs, hashing algorithms (as explained in section 2.4),
or checksum routines, despite those being common obfuscated functions to avoid
detection by other methods.

The results show that obfuscation techniques often used to hinder symbolic
execution are inefficient against our tool. Therefore, it makes it complementary to
the current toolchain to counter those techniques that are more and more common.

The integration with SEMA was pretty straightforward as it only depended on
a new external file created by our version of SimID. We had to modify the hook
plugin of the SEMA toolchain SCDG component to allow for custom hooking based
on the results of the preprocessing step. Initially, the custom hooking mechanism
could be turned on during the launch of the component. Then, it would try to hook
every function for which a hook had been defined even if the functionality was not
part of the binary. We added an optional parameter to the hook function so that
one can give it a dictionary containing the project addresses to hook, the content of
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each hook as a hexadecimal representation, the name of each hook, and each length.
The latest indicates how many bytes of the original binary are covered by each
hook. Moreover, it is important to note that the name of the hook should match
the name of the corresponding standalone Python script in which the hook code
is written. If the analyst gives the dictionary to the function, the plugin will take
care of hooking the relevant addresses with the corresponding code. The dictionary
is the result of the preprocessing step combined with the analyst work. It is saved
inside a JSON file within the scdg_application folder. Those modifications ensure
that no changes are needed anywhere else in the toolchain code. Currently, only
the first two modes can be used in combination with the SEMA toolchain as the
third one would require a deeper modification of the internals of the SCDG analysis
step.
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Chapter 4

Results

In this section, we will start by showing that our approach is resilient to obfuscation
techniques using our example toy from Section 2.3, and another dummy malware.
We will show that different implementations of the same functionality are identified
as the same feature in Section 4.1. Then, we will demonstrate that it can perform
detection on real-world malware with the Warzone Remote Access Trojan in section
4.2. Finally, we will demonstrate the resilience of our approach to obfuscated real-
world malware (GonnaCry) in Section 4.3. We decided to focus on the performance
of our approach and not the advantages of using hooks in the SEMA toolchain as
it was extensively explained in [4].

All tests are run on a Ubuntu 20.04 VM (kernel version 5.15.0-107) with 8 CPU
cores and 8192 Mo RAM on a Windows 11 host (build number 10.0.22631) with a
12th Gen Intel(R) Core(TM) i7-12650H @ 2.30GHz CPU with 16 cores.

4.1 Countering Obfuscation

Binary Detected Time
(hh:mm:ss:ms)

Binary Detected Time
(hh:mm:ss:ms)

gcc ✓ 00:00:01:567 ollvm-sub ✓ 00:00:02:831

ollvm-fla ✓ 00:00:02:831 tigress-vir ✓ 00:00:05:849

Table 4.1: Results of the detection of the transform function for each version of
our toy malware. Time is the time to complete analysis. sub = substitution, fla
= flattening, vir = virtualization

In this section, we present the results of detection using the toy malware from
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Binary Detected Time
(hh:mm:ss)

Binary Detected Time
(hh:mm:ss)

gcc-O0 ✓ 00:01:18 gcc-O1 × 00:02:02

gcc-O2 × 00:02:59 gcc-O3 × 00:03:22

musl-gcc-O0 ✓ 00:00:40 musl-gcc-O1 ✓ 00:00:45

musl-gcc-O2 ✓ 00:00:41 musl-gcc-O3 ✓ 00:00:58

ollvm-bcf ✓ 00:00:52 ollvm-fla ✓ 00:00:49

ollvm-sub ✓ 00:00:48 ollvm-fla-bcf ✓ 00:00:50

ollvm-sub-bcf ✓ 00:00:48 ollvm-sub-fla ✓ 00:00:50

ollvm-sub-fla-bcf ✓ 00:00:52

tigress-fla-O0 ✓ 00:06:27 tigress-fla-O1 ✓ 00:02:53

tigress-fla-O2 ✓ 00:03:03 tigress-fla-O3 ✓ 00:02:59

tigress-vir-O0 ✓ 00:37:37 tigress-vir-O1 ✓ 00:22:29

tigress-vir-O2 ✓ 00:20:10 tigress-vir-O3 ✓ 00:10:40

Average without virtualisation 00:01:47

Average 00:05:26

Table 4.2: Results of the detection of the domain generation algorithm of the
Ramdo malware for each configuration and obfuscation. Time is the time to com-
plete analysis. bcf = bogus control flow, fla = flattening, sub = substitution, vir
= virtualization

earlier and the dummy malware from the original paper [2].
For our example toy, we will limit ourselves to the three obfuscated versions

we used to show how pattern matching was beaten by obfuscation. The results
are displayed in Table 4.1. Those results prove that our method works better than
a pattern matching approach which would not detect the transform function in
the obfuscated versions. We will now show that this technique works on a more
complex example.

As can be seen in Table 4.2, our approach is able to detect functionalities in
multiple binaries compiled with different obfuscation methods, compilation opti-
misation, and implementation choices. The detection is possible despite samples
having radically diverging function graphs as shown in Figure 4.1 for the gener-
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(a) Graph of the original
unaltered function

(b) Graph of the func-
tion when binary compiled
with GCC 9 at O3 level

(c) Graph of the func-
tion when all techniques
of obfuscator-llvm are ap-
plied to the binary

Figure 4.1: Three graphs of the same functionality with diverging parameters
(optimization and obfuscation)

ate_domain function of the Ramdo malware domain generation algorithm. More
graphs for this functionality are available in Appendix D.2.
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Figure 4.2: The memory copying function in Warzone sample.

This version of SimID did not detect the functionality when compiled with
GCC at optimisation levels 1 to 3 but it did detect it when using musl-gcc. It
might be due to the original GCC breaking something when trying to optimise
whereas musl, which uses static linking, performs a more conservative approach
and does not.

Interestingly, when the binary is compiled only with musl-gcc, our tool takes an
increasing amount of time which can be related to the increase in the optimisation
level. However, we can see that this does not hold when the binary is obfuscated
with virtualisation where the increasing optimisation level is correlated to a lower
analysis time. This relation might be due to the fact that higher optimisation
mechanisms already counter some parts of the obfuscation inserted.

Our version of SimID detects the searched functionality in almost all cases
including all obfuscated samples with an average detection time of 5 minutes 26
seconds. The average is brought up by the samples obfuscated with virtualisation
which remains one of the most efficient counter-analysis methods. Depending on
the analyst’s needs, SimID could be fine-tuned to stop looking at a sample if it
takes too long. However, since we currently want to use it at a preprocessing stage,
it is still suitable despite taking a longer time. Moreover, virtualisation is a rare
obfuscation technique. Therefore, our approach still fits the requirements to act
as a preprocessing step of the SEMA toolchain as the average time without taking
virtualised samples into account is only 1 minute and 47 seconds.
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Figure 4.3: Our version of SimID identifies the copy_mem functionality.

4.2 First Use Case - Warzone RAT
For the Warzone RAT, we intended to prove that we could detect functions like
CRC32, MurmurHash, or copy_mem as they all are excellent candidates for detec-
tion. However, due to a lack of computing resources, our version of SimID could
not analyse all functions of those binaries and got stuck. The analysis explored
about 10% of the total amount of functions without finding the functionalities.
Despite this setback, we are confident that with more computing power, detection
of those functionalities in Warzone binaries could become trivial. This affirmation
is motivated by two main observations.

First, the analysis succeeds on the early functions of the binary before getting
stuck. By succeeding, we mean that the analysis discards them because they do
not match the function we are looking for. It is an encouraging sign that the
analysis functions on this kind of malware with the hardware remaining the only
challenge. If the problem was the type of malware, it would not be able to discard
them in the first place.

The other observation, and the most important, is that we can confirm the
presence of the copy_mem functionality using our third mode of SimID. When
manually analysing the Warzone binary1 using Ghidra, we identify FUN_0040102c
as a function performing a memory copying operation. This is due to its specific
architecture as can be seen in Figure 4.2. Then, using our last simID mode with
this function as input, it is able to detect the copy_mem functionality expected
as can be seen in Figure 4.3. This last fact proves that our approach works on
real-world samples.

Therefore, we can assert that our strategy works on real-world malware, such
as Warzone, but has been held back by the hardware available.

1sample with hash acd0a278ad8f069876948274d6d25f07d6a4235816f9305bf54b2e2af3a401df
(available on VirusTotal)
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4.3 Second Use Case - Resilience Against Obfus-
cation on GonnaCry Ransomware

The second use case is articulated around the GonnaCry ransomware. In this
section, we will show that our tool is capable of detecting multiple functionalities
even in the presence of obfuscation. Using the source code available here, we com-
piled different versions of the binary. Some of them are obfuscated with OLLVM.
The primary goal of this experiment is to show that obfuscated malware samples
can be analysed, and functionalities detected. However, there is another objec-
tive. This use case displays the efficiency of the second mode of the new version
of SimID. With this mode, we look for a potential match for each functionality of
the database. It results in a longer analysis time for each sample because it does
not stop when one match is found. Table 4.3 displays the results of this analysis.
First, the second column shows if a functionality was detected within the sample.
Then, there is the number of functionalities detected if relevant. Finally, the total
analysis time of the sample is in the last column.

The results are encouraging as only one functionality was not identified, get-
FilenameExt, even though present. All the others are detected in every sample no
matter the obfuscation method used. This experiment shows that our approach
can qualify for real-world usage. It is pretty efficient and is fast enough to run
before a deeper analysis using SEMA. However, as seen in section 4.2, it requires
a good amount of memory and computing power for some malware.
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Binary Detected # Functionalities Time (hh:mm:ss)

gcc-O0 ✓ 3 00:05:05

gcc-O1 ✓ 3 00:05:04

gcc-O2 ✓ 4* 00:06:04

gcc-O3 ✓ 4* 00:05:59

ollvm-bcf ✓ 6* 00:03:12

ollvm-fla ✓ 6* 00:03:44

ollvm-sub ✓ 6* 00:06:28

ollvm-fla-bcf ✓ 6* 00:03:40

ollvm-sub-bcf ✓ 6* 00:07:02

ollvm-sub-fla ✓ 6* 00:08:59

ollvm-sub-fla-bcf ✓ 6* 00:13:22

Average number of functionalities detected 3**

Average analysis time 00:06:04

Table 4.3: Results of the full analysis of GonnaCry malware for binaries with
various configurations and obfuscations. Time is the time to complete analysis.
bcf = bogus control flow, fla = flattening, sub = substitution.
* means that at least one functionality among the ones detected is a duplicate.
** When removing duplicates
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Chapter 5

Future Work

The main limitation of our approach is that it can be countered by splitting a
function implementing a searched functionality into two, or more, parts. This
means that the output of the first function is used as the input of the second
function to reach the desired output. However, our method does not support the
function splitting part which means that it won’t detect the functionality despite
it being present within the binary. An approach to solve this could be based on
def-use pairs to track if the output of a first function directly becomes the input
of another function.

Another improvement to have a more fine-tuned analysis could be to take side
effects that do not result in any modification of the output into account. Currently,
it sits as one of the main limitations because our approach is focused on the inner
manipulation of input. Considering side effects could help create a more precise
signature database. Moreover, it could provide valuable information to analysts
when trying to analyse a binary by providing more information regarding its global
actions.

In the case of implicit input written previously to memory, the authors of [2]
claim that SimID cannot manage implicit input written to memory before the
function. They add that tracking memory operations on uninitialised addresses
could lead to further improvements.

Conditional execution, more specifically input check bypassing, which is an
obfuscation method could pose a threat to our approach. Indeed, we rely on pre-
viously chosen input to detect a specific behaviour. Therefore, if it detects the
same functionality, then the behaviour should be consistent with the same input.
If the result differs then the functionality will not be detected. However, consid-
ering an attacker has access to our chosen input value, it could devise a specific
path leading to another output preventing detection. This could be countered by
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generating a random input/output pair following specific rules defined previously.
Another idea could be to generate enough random inputs to reach a threshold
coverage of the function.

A last amelioration for the SEMA toolchain would be to use SimID only on
functions taking a lot of time during the analysis for the SCDG. The new version
of SimID supports this approach but it needs to be implemented directly into the
code of the toolchain which was out of scope for this work. Therefore, we leave
this for future work.
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Chapter 6

Conclusion

We started this thesis by reviewing various malware analysis techniques. Then,
we thoroughly explored the problem of function clone detection, its implication
for malware analysis, and numerous approaches to tackle it. Next, we extensively
outlined the difficulties and the evolution of obfuscation and evasion techniques.
At the same time, we advocated for a resilient approach based on the identification
of input-output pairs, SimID.

We explained how we extended SimID by implementing new modes to fulfill
different needs. We presented a novel signature database for function input and
output pairs to combine with the newly adopted modularity. Moreover, we show-
cased a methodology to populate our database with various functionalities. The
last axis of our contribution is the presentation of the distinct advantages of using
SimID as a preprocessing step of the SEMA toolchain and the explanation of its
integration.

Subsequent tests on fake and real malware showed the efficiency of the various
modes to counter obfuscation techniques. It showcased that an approach like
SimID is more reliable and less time-consuming than pattern-matching in addition
to being resilient to all obfuscation techniques we tried.

Finally, we discussed the limitations of our work and expressed some opportu-
nities for improvement.

In conclusion, we designed a successful function detection approach resilient to
obfuscation to use as a preprocessing step of the SEMA toolchain which will in
turn improve its performance.
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Appendix A

SimID algorithms

Algorithm A.1: Actual implementation of SimID in pseudocode
Input: P (Program in binary representation)
Input: EIN (Expected INput)
Input: EOUT (Expected OUTput)
Input: EPROTO (Expected function PROTOtype)
Output: CF (list of Candidate Functions implementing the searched

functionality

1 CFG ← reconstructControlFlowGraph(P)
2 for function in P as FUNC do
3 CC ← reconstructCallingConvention(FUNC, CFG)
4 if CC.PROTOTYPE = EPROTO ∨ (analyze_if_unkwnow_prototype

∧ CC.PROTOTYPE = None) then
5 CS ← generateCallState(FUNC, EIN, EPROTO)
6 C ← createCallable(FUNC, EPROTO, CS)
7 RET ← C(EIN)
8 if RET = EOUT then
9 CF ← CF + FUNC

10 else
// Go directly to next iteration

11 continue
12 return CF
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Algorithm A.2: General concept of SimID in pseudocode from [2]
Input: P (Program in binary representation)
Input: EIN (Expected INput)
Input: EOUT (Expected OUTput)
Input: EPROTO (Expected function PROTOtype)
Output: CF (list of Candidate Functions implementing the searched

functionality

1 CFG ← reconstructControlFlowGraph(P)
2 for function in P as FUNC do
3 CC ← reconstructCallingConvention(FUNC, CFG)
4 if CC.PROTOTYPE ∨ CC.PROTOTYPE = EPROTO then
5 CS ← generateCallState(FUNC, EIN, EPROTO)
6 C ← createCallable(FUNC, EPROTO, CS)
7 RET ← C(EIN)
8 if RET = EOUT then
9 CF ← CF + FUNC

10 else
// List of "wrong" function prototypes

11 WFP ← WFP + FUNC
12 if CF is empty then
13 for function in WFP as func do
14 CS ← generateCallState(FUNC, EIN, EPROTO)
15 C ← createCallable(FUNC, EPROTO, CS)
16 RET ← C(EIN)
17 if RET = EOUT then
18 CF ← CF + FUNC
19 return CF
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Appendix B

History of Virus and Obfuscation
Techniques
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Figure B.1: Timeline of virus and obfuscation techniques from [24]
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Appendix C

Obfuscator-LLVM Bogus Control
Flow

Figure C.1: Initial version of the CFG before obfuscation [30]
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Figure C.2: CFG after Bogus Control Flow obfuscation [30]
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Appendix D

Functions Graphs

D.1 Toy example - transform

(a) Graph of the transform function
when flattening from obfuscator-
llvm is applied to the binary

(b) Zoom on the first instructions of
the function which are already dif-
ferent from the original version.
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D.2 DGA RAMDO
Following are the graphs for the generate_domain function from the RAMDO
malware.
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(a) Binary compiled with
gcc 9 at O0 level

(b) Binary compiled with
gcc 9 at O1 level

(c) Binary compiled with
gcc 9 at O2 level
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(a) Binary obfuscated with
obfuscator-llvm substitu-
tion method

(b) Binary obfuscated
with obfuscator-llvm
flattening method

(c) Binary obfuscated
with obfuscator-llvm
bogus control flow method
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(a) Binary obfuscated with
obfuscator-llvm substitu-
tion & flattening methods

(b) Binary obfuscated
with obfuscator-llvm sub-
stitution & bogus control
flow methods

(c) Binary obfuscated
with obfuscator-llvm
flattening & bogus control
flow methods
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Appendix E

Code Repositories

The code for our version of SimID, the current database of functionalities, some test
binaries, and logs can be found at : https://github.com/antoinemouchet/SimID-
extended

The code for the integration of SimID as a preprocessing step of SEMA can be
found at : https://github.com/antoinemouchet/SEMA/tree/preprocessing-simid
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